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DEFENSE INFORMATION SYSTEMS AGENCY

DEFENSE INFORMATION TECHNOLOGY CONTRACTING ORGANIZATION

SCOTT FIELD OFFICE (AQS)

P.O. Box 25857

SCOTT AIR FORCE BASE, ILLINOIS 62225-5406

IN REPLY

REFER TO:
Contracting (AQSS13)




28 July 2003

SUBJECT:  DITCO Notice to Customers (NTC) 01-03, Fraud Prevention Procedures for MCI's 

                    FTS2001 Services


1.    Fraudulent use of telecommunication services provided by the FTS2001 contract is a nagging problem for our customers.  The following information is being distributed to provide guidelines for combating this problem.

2.  FTS2001 services most impacted by fraud are calling card and toll free:

     a.  Calling card theft is one of the most prevalent forms of fraud.  Cards are easily stolen when a user accidentally leaves the card at the telephone he or she had been using.  Also, expert thieves can capture a calling card number by looking over the shoulder of the user, or by recording the tones as a user dials. 

     b.  Remote toll fraud results from unauthorized calls using:  (a) covered outbound international calls made by persons other than those employed by the customer, and made by remotely accessing the customer’s Customer Premise Equipment (CPE) from another domestic location; or (b) covered domestic toll-free inbound services made neither by, nor in collusion with, persons employed that access a customer's CPE from another domestic location.

3.  Preventing fraud is a shared responsibility.  MCI will accept financial liability for fraud when the act is due to willful misconduct or negligence on their part, or due to a system failure.  Additionally, MCI will be responsible for fraud occurring after the company receives notice of termination of a calling card, or that it has been lost or stolen.  

4.  To protect an agency from calling card fraud, MCI’s Fraud Control organization monitors the authorization code, repetitive usage attempts, call duration, and call destination.  MCI notifies the agency when established maximum thresholds are reached to verify the validity of the observed card usage.   Lost or stolen cards should be reported immediately so MCI can block those cards.  The MCI trouble number for fraud reporting is 1-800-880-3987.
5.  MCI provides notification to the impacted agency of suspected toll fraud within four hours of learning of the incident.  Alternately, MCI may be notified in writing within 60 days of receiving bills the agency suspects may include toll fraud charges.  The agency must also provide MCI call detail records identifying the suspected toll fraud.  If appropriate, DITCO can file a dispute to obtain credit regarding billing discrepancies due to fraud. 

AQSS13, DITCO Notice to Customers 01-03

6.  Restrictions should be placed on high fraud countries within the Private Branch Exchange (PBX) if the agency does not require calls be made to these countries.  FTS2001 services are automatically restricted from high fraud countries unless the customer requests the restriction be lifted.  In this case, the customer must accept fraud responsibility.  Options to stop remote toll fraud include:  


a.  Block the country the calls are originating from (at least temporarily).


b.  Change the 800 number and/or the number being dialed in the foreign country.


c.  Use a calling card or on net connection.


d.  Use commercial long distance.

7.  Any questions concerning the above can be directed to Ms. Carolyn Franey, 618-229-9490 (DSN 779) or Ms. Mary Ann Hall, 618-229-9580 (DSN 779), both at DITCO/AQSS13.
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JOHN P. BIGGINS








Chief, Contracting Directorate
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