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TITLE:
Expert-level OS390/zOS Software Support—(Security, Output Management, Time Manipulation, Assembler Language Specialty)

1.  OVERVIEW
The Defense Information Systems Agency (DISA) Defense Area Computing Center Mechanicsburg (DECC Mech), a sub-organi​zation of Def​ense Infor​mation Systems Agency Computing Services (DISA CS), pro​vides centralized information system processing services to a diverse and geographically dispersed customer base drawn from Department of Defense (DOD) Agencies, includ​ing: the Joint Commands; all Military Depart​ments; and, other governmental agencies which may obtain services on a reimbursable funding basis. All information processing, soft​ware development and related technical services are pro​vided custo​mers on a fee-for-service basis in accordance with Defense Working Capital Fund (DWCF) guidelines. The DECC Mech mission depends on the suc​cessful, well-main​tained operation of a diverse group of state-of-the-art hardware components and inter​connected sub-systems.

This Performance Work Statement (PWS) sets out the requirements of DECC Mechanicsburg Technical Support Branch for an OS390/zOS Software Support service with a specialization in security, output management, time manipulation products. Also a specialization in assembler programming for application support is required. The PWS describes the background and operating environment at DECC Mechanicsburg, overall site and service security requirements, and the scope and duration of the work required.

2.  DESCRIPTION OF SERVICES
2.1.  Description of Services.  Manage the technical life-cycle of the OS390/zOS software product, package, or subsystem assigned.  This involves the full spectrum of the technical life-cycle of these entities, including: requirements determination, technical design, prototyping, performance prediction/modeling, installation, customization, problem management, documentation, security compliance, change control, regression avoidance, license-key management, single-point-of-failure (SPOF) elimination, recovery automation, and assured availability.  The contractor shall provide expert-level OS390/zOS Software Support services for  DECC Mechanicsburg in the general area of security, output management, time manipulation products. Also a specialization in assembler programming for application support is required.  The specific products which require this high level of support are listed in Appendix 3.  Support the DECC Mechanicsburg staff and customers on questions and issues relating to the software maintained on the DECC Mechanicsburg systems for OS390/zOS, including changes and upgrades.  

2.1.1.  Provide technical, engineering, and consulting services/support for OS390/zOS operating systems and associated products.  Support installed software and firmware including system software, utilities, programming languages, compilers, interactive terminal software and transaction processing software.

2.1.2.  Provide technical and user training in the assigned area of expertise to DECC Mechanicsburg Enterprise Operations staff, customer technical staff, and end-user staff once per quarter.  

2.1.3.  Plan, coordinate and implement system migrations (relocations of hosts, Logical Partitions, and applications both at DECC Mechanicsburg and between remote sites and DECC Mechanicsburg) that incorporate state of the art technologies available with OS390/zOS and the systems that build on top of it. 

2.1.4.  Plan, coordinate and implement OS390/zOS system upgrades and conversions, including product installation and maintenance using SMP/E.  Perform product installs as required. Research problems and keep current on available patches, fixes, releases, and life-cycle (going-out-of-support) plans.  Track progress of problems turned over to the vendor for resolution and escalate attention to the problems where appropriate.

2.1.5.  Develop and maintain SMF accounting exits, JES2 exits, and ISFUSER exits. This includes coding, testing, documentation and research of assembler language problems/issues. 

Provide analysis and diagnostic skills to identify/correct/recover from unknown exits on inherited systems and the ability to dissect load modules

2.1.6.  Provide technical advice and consulting services for application programs and the resolution of associated operating system problems during development, testing, and production modes.  Provide advice to the Technical Action Officer (TAO) in problem resolution process to resolve errors in systems soft​ware which have been identified by DECC Mech/DECC Technical Support. Perform the coordination and transition from one hardware subsystem to another as scheduled. 

2.1.7.  Perform problem reporting/monitoring, status updates, software/hardware incident logs, capacity planning processes and procedures, etc.

2.1.8.  Perform trend analysis on system performance and make recommendations for configuration changes to improve efficiency and effectiveness of the DECC Mechanicsburg operation.

3.  Service Delivery Summary

	Performance Objective
	SOW Paragraph
	Performance Threshold

	Provide technical, engineering, training, and consulting services/support
	2.1 through 2.1.8.
	No mission critical shortfalls as identified by customer complaint. 

	Provide training. 
	2.1.2
	Perform quarterly training.  


	Plan, coordinate and implement system migrations.
	2.1.3
	System migrations must be supported 100% of the time.  (or give time limit or acceptable percentage).  

	Plan, coordinate and implement system upgrades and conversions.
	2.1.4
	Keep product maintenance current.  Upgrades/conversions must be processed within XXXX (give time frame).  

	Develop and maintain SMF accounting exits, JES2 exits and ISFUSER exits.
	2.1.5
	No mission critical shortfalls as identified by customer complaint (if this mission critical)

	Provide technical advice and consulting services
	2.1.6
	Requested advice/consulting will be provided to the customer.

	Perform problem reporting/monitoring, status updates, incident logs and capacity planning processes and procedures.
	2.1.7
	Required logs and processes and procedures are kept current.

	Perform trend analysis.
	2.1.8
	Trend analysis is periodically performed and performance issues brought to customer attention.


4.  Government Furnished Property and Services.  

The government will provide contractor personnel an office environment similar to government personnel to include computers and telephones (for official business only). GFI (provided by DECC Mechanicsburg) will include: a roster of designated key personnel and authorized Points Of Contact (POCs); security procedures; manuals; and, operating procedures, as may be required. GFI will be provided at the performance start date.

5.  General Information
5.1.   Management.  The contractor shall provide all qualified personnel, all supervision, control of contractor personnel, and perform all contractor related administrative functions.  This includes, but is not limited to, hiring, firing, assigning and supervising work, and critiquing performance. All task related requests to the contractor shall be communicated through the Government Task Monitor(TM)/Contracting Officer’s representative (COR) to the contractor Task Leader, not the individual contractor employees performing the work. 

5.2.  The contractor shall provide all qualified personnel, personal safety equipment, and performance reporting as set out in detail in this PWS.  The contractor shall maintain staff security clearances for their personnel and inform the DECC Security Office and COR when employees begin and employment ends. This position is Critical Sensitive ADP-I. It requires an ADP-I access and a Secret clearance. (See appendix 1 for security information.) 

5.3.  Place of Performance.  Work will be performed on-site within the facilities of DECC Mechanicsburg. Contractor personnel will be notified in advance when the Technical Action Officer (TAO) requires travel. Authorization to travel must be approved by the COR/TM by means of letter or form specifying: (1) The Individual(s) to travel; (2) Purpose of the trip; (3) Location(s) and activities to be visited; and, (4) Inclusive dates of the travel. Travel will be charged to the Other Direct Cost line of the contract in accordance with the Federal Travel Regulation.

5.4.  Alternate Duty Locations.  DECC Mechanicsburg IT facilities are subject to emergency conditions such as natural disaster, exercises, contingencies, managed site or prolonged equipment failure. Under these conditions the DECC Mech Commanding Officer may direct that IT support be performed at alternate physical locations. Therefore, when directed, services provided under this PWS must be provided at alternate physical locations. 

5.5.  Period of Performance.  Work will commence no later than ninety calendar days after contract award.

5.6.  After hours Points of Contact.  The contractor must provide DECC Mechanicsburg with a means of assured 24-hour communications/contact with contractor personnel, including contractor management personnel.  

5.7.  Record Keeping and Reporting.  The contractor will be responsible for the timely and accurate reporting of duties carried out under this SOW; this reporting may include, but is not limited to, Non-Disclosure Agreements, Travel Reporting, and Security Reporting.

5.7.1.  Non Disclosure Agreements.  The obtaining of signature(s) on an Agreement(s) of Nondisclosure (See Appendix 4) and return it to the Contracting Officer’s Representative (COR) no later than five workdays before the performance start date. The Agreement of Nondisclosure will be provided by the COR.

5.7.2. 
Travel Reporting.  Provide a trip report to the COR detailing the results of any official travel ap​proved and paid for by the government to accomplish official duties. This report may be either in letter format or email and is due by the 5th workday after return from travel. If sent electronically it must be in Microsoft WORD format.

5.7.3 
Security Reporting.  Compliance with the security process and procedures related to the in processing, status reporting, and out-processing of personnel. A copy of these procedures is contained at Appendix 1.

5.8.  The contractor shall coordinate with other personnel, contractors, management, and customer personnel working within the DECC Mech environment to ensure overall efficiency and effectiveness of the DECC Mechanicsburg operation.

Appendix 1,  Security Requirements

This position is Critical Sensitive ADP-I. It requires an ADP-I access and a Secret clearance.  Information about completing the required forms may be obtained from the DECC Mechanicsburg Traditional Security Office, Code CDM22, at (717) 605-6093.

Applicable Security References:

DOD 5200.2-R, Personnel Security Program, dated Jan 87.

DOD 5220.2-M, National Industrial Security Program Operating Manual, dated Jan 95, with supplement 1, dated Feb 95.

DOD 52220.22-R, Industrial Security Regulation, dated Dec 85.

DISA WESTHEM Security Handbook, dated May 97.DOD 5200.2-R, DOD 5220.22-R and DOD 5220.22-M requires 

1.  DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on Automated Information Systems (AIS), to be assigned to one of two-position sensitivity designation IAW the above mentioned references.  These designations equate to Critical Sensitive ADP-I or Non-Critical Sensitive ADP-II position.  The contractor will assure that individuals assigned to these positions, as determined by the Government, have completed the appropriate forms.  Also, current DISA policy requires all personnel occupying ADP-I and ADP-II positions to be U.S. citizens. 

2.  This requirement will comply with existing DOD and DISA security policies and procedures.  AIS security program restrictions on access will be followed to ensure all users are properly authorized, and no security procedures are breached or circumvented.  Specifically contract support technical personnel will be strictly controlled to ensure their access complies with current authorization procedures and standards.  Access to unclassified AIS will not be granted without a satisfactory completed DOD background investigation.  A SECRET security clearance is required for access to classified AIS; or, for performance of duties located in the data center.  The contractor is responsible for obtaining clearances from Defense Security Services Operations Center Columbus (DSSOCC).  When the employee’s Electronic Personnel Security Questionnaire (EPSQ) is submitted to DSSOCC, the contractor should request that an INTERIM Secret Clearance be granted.  Until these requirements are met, the contractor employee will be denied access to classified AIS.  Signed copies of the Questionnaire for National Security Positions (SF 86), the DOD Request for Personnel Security Investigation (DD Form 1879) or NAC Form, and the EPSQ Receipt Systems Results must be forwarded to the DECC Mechanicsburg Security Manager for review, in order to obtain an Interim ADP-I or ADP-II level of access, so that the contractor employee may begin work on unclassified AIS(s).  The copy of the EPSQ package will be submitted to the DECC Mechanicsburg Security Manager prior to the start of the contract employment.  

3.  The request for an Interim ADP access will be reviewed to ensure there is adequate justification supporting the request.  The applicable forms will be reviewed for any derogatory information using the 13 adjudicative guidelines set forth in ASDC31 Memorandum, subject: Personnel Security Investigation and Adjudication’s, dated 10 November 1998.  If any derogatory information is discovered, DECC Mechanicsburg cannot grant Interim ADP access.  In this event DECC Mech will contact the requesting activity to determine if the request should be cancelled; or, sent to D162 for consideration.

4.  Each position will be designated Critical Sensitive ADP-I or Non-Critical Sensitive ADP-II, as determined by the Government (supervisor managing the position).  Persons performing services that have been identified as Critical Sensitive ADP-I should have a favorably completed Single Scope Background Investigation (SSBI).  However, as a minimum, the contractor will be required to have a favorably completed, in scope, National Agency Check (NAC), in order to obtain Interim ADP-I level of access.  Persons performing services that have been identified as Non-Critical Sensitive ADP-II should have a favorably completed, in scope, NAC.  However, as a minimum the contractor will be required to provide signed copies of the applicable forms to the DECC Mechanicsburg Security Manager for review in order to obtain Interim ADP-II.  The contractor will request from DSSCCO that a secret clearance be granted. 

5.  DISA retains the right to request removal of contractor personnel, if a clearance cannot be obtained, or whose actions, while assigned to this contract, clearly conflict with the interests of the Government, regardless of their prior clearance or adjudication status.  The reason(s) for removal will be fully documented by the Contracting Officer. 

Appendix 2


Appendix 2 continued

Appendix 3

Product Responsibilities for Security, Output Management, Time Control and Allied Products) 

Vendor
Product Name

CA
ACF2

CA
ACF2/CICS

CA
Deliver

CA
Deliver TSO Interface

CA
Deliver VTAM Interface

CA
View

CA
View ERA Interface

CA
View Native TSO Interface

CA
View TSO/ISPF Interface

ChicagoSoft
QuickRef/MVS

IBM
DFSort

Isogon
Tictoc

Prince 
Simulate2000

Mainware
Hourglass

McKinney
VSAM Utility

SEA
PDSFast

Share
Share Utilities

Vanguard Integrity
QualitySecurity/S390 Solution Suite

GOTS Assembler
FTI/FTO

Applied
TSO Edit Utility

Applied
TSO Full Screen Editor

Applied
TSO Superset Utilities

CA 
Intertest Batch

CA
Metacobol+

CA
Migrate Cobol

CA
Verify

CA 
Verify/EEO

CA
Endevor/MVS

CA
Endevor/MVS Automated Configuration Manager

CA
Endevor/External Security Interface

IBM
ISPF/PDF

Sterling
Vision/Sixty

Sterling
Vision/Results

Appendix 4

AGREEMENT OF NONDISCLOSURE

In the performance of work under Contract No________________, the undersigned,     ____________________ individually and as an authorized representative of _____________________, agrees that all information or materials pertaining to the subject order, made available by the Government, or that the contractor has access to by virtue of the provisions of this order, that relate to the business or resource needs of the Government, or other information not intended for public disclosure, shall be deemed to be “sensitive, confidential and/or proprietary” and that he/she shall keep in confidence and protect from unauthorized disclosure any such materials or information.  This includes disclosure to individuals within the contractor’s company who are not specifically assigned to work on this order, and who have not signed this agreement.  The contractor, and the undersigned, agrees that any such confidential materials and/or information shall not be used except in the performance of duties under the subject order or as otherwise directed by the Government.

This agreement shall survive the undersigned’s employment with the contractor, and the obligations imposed by this agreement shall survive the expiration or termination of this agreement.


___________________________________ 


Signature


___________________________________ 


Name


___________________________________  


Title


___________________________________ 


Company


___________________________________

 
Date







 ~~ PROCEDURES AND PERSONNEL REPORTING ~~





In-Processing Procedures


All newly hired contractor personnel will first report to the Requirements/Plans/Acquisition Management office (CDMWE214), Building 9, US Navy Inventory Control Point (NAVICP) base at Mechanicsburg, PA, to the Contractor Support Con�tracting Officer’s Rep�re�sentative (COR), for in-processing, indoctrin�ation and task review.


Contractor/vendors shall provide a visit request for each new contract em�ploy�ee to the Contractor Support COR (WE2CDM14), DISA Area Command Mechanicsburg, 5450 Carlisle Pike, PO Box 2045, Mechanicsburg, PA 17055, at least one working day in advance. Visit requests shall, as a mini�mum:


	a.	Identify the individual by name.


	b.	Provide the individual’s SSN, Place Of Birth (POB) and Date Of Birth (DOB).


	c.	State the individual’s citizenship status.


	d.	Cite the applicable Contract Delivery Order Number.


	e.	Provide the status of: the individual’s security investigation (type and date thereof); and, clearance request (specifying clearance level and date thereof).


	f.	Indicate the applicable contract duration or expiration date (whichever is ap�pro��priate).


Contractor Employment/Status Reports


Contractor/vendor organizations shall:


	a.	Provide biweekly reports to the Contractor Support COR (CDMWE214), address as above, providing: (1) A by-name listing of all employees currently supplied under the contract; and, (2) Names/dates for employees who are projected losses.


	b.	Notify the Contractor Support COR of each em�ployee’s departure, NLT 24 hours after his/her last work day (i.e., within one working day); and, concurrently confirm satisfactory by-item turn in of all issued badges, passes, et cetera(with a copy provided to the Security Manager (CDMWE22), DISA Area Mechanicsburg Command, 5450 Carlisle Pike, PO Box 2045, Mechanicsburg, PA 17055.


	c.	Report, in the event of the contract employee’s failure to satisfactorily out-process with the Government organization, actions initiated and/or completed to secure and turn in all Government badges and security devices, et cetera(with a copy provided to the DECC Mech Security Manager (WE2CDM2), address as above. 			     	       Continued On Next Page





Out-Processing Procedures


Contractor/vendor organizations shall be solely responsible for satisfactory out-pro�cessing of departing employees. Satisfactory out-processing, and specifically the timely turn-in of all issued secur�ity badges, devices, et cetera, will be a condition of satisfactory contract perform�ance. As a minimum, contractors/vendors shall:


	a.	Ensure proper notification of the employee and his/her successful out-processing on the last day of work. Successful out-processing shall require the turn-in/collection of all: (1) NAVICP security badges; (2) Parking stick�er(s)(when pre�viously issued; and, (3) Smart cards and/or other comparable secur�ity devices. Parking stick�ers may be defaced or in pieces.


	b.	Aggressively collect/recover and turn in security badges and devices, parking stickers and other comparable materials to the DECC Mech Security Manager (CDMWE22) in any instance where the contract employee fails to successfully out-process. Every effort shall be made go ensure these are recovered/turned in within 24 hours (one working day) of the departing employees last day of work.


	c. Coordinate changes in employment status affecting the accuracy of security bad�ges and supporting records within 24 hours (one workday) of any such changes to ensure the appro�priate devices are promptly reissued and/or corrected. 
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