Modification Number PO0002
to
DISA GSA BPA Number DCAZ00-01-A-5002
Between
Defense Information Systems Agency (DISA)
and
N.E.T. Federal, Inc., d.b.a. net.com

1. Effective Date of this Modification: The last date of execution below.

2. The above Agreement is hereby modified as fellows:

The DD254, Department of Defense Contract Security Classification Specification, attached to
this modification is hereby incorperated into this Agreement.

3. Unless modified herein, all other terms and conditions of the Agreement remain unchanged.

4. This Modification is issued pursuant to mutual agreement of the parties to this Agreement, as
indicated by bilateral execution below.

5. The Contractor is required to sign and return two originals of this Modification.

N.E.T. FEDERAL, INC,, d.b.a. net.com DEFENSE INFORMATION
SYSTEMS AGENCY
(Signature of Authorized Representative) ignature of Authorized Representative)

nq OPP.cen

(Typed/Printed Name and Title) (Typed/ Prl'nted Name ani Title)

(Date) (Date)




DISA CONTRACT POINTS OF CONTACT FOR ADMINISTRATION OF DD 254

GENERAL INSTRUCTIONS

The DISA Form 173 {E} must be used as a suppiement to the DD Ferm 254 Dol Contract Security Classitication Specification. When filled out properly, it atfirms that the contract requirement
information provided on the D0 254 will allow far campletion of the contract. This form pravides users ready reference ta officials to be contacted should problems atise during the administration
of the contract. The officials signing below are attesting to the adequacy and completeness of the accompanying DD 254,

* Alf bfocks must be completed dexcept block 15 if not appropriate).

* Legibly print ar type afl infarmation (exceqt hiocks 7 and 131,

* Blocks 7 and 13 must both be signed.

1. Prime Contract Mumber 2. Date
20020325
DCA200-01-A-5002
CONTRACTING OFFICER REPRESENTATIVE
3. Name 4. Title 5. Telephane (fnclude Area Code)
Purnell Drew Contracting Officer (703) 681-1244
6. Address

Defense Information Systems Agency, Code: AQN3
5111 Leesburg Pike, Falls Church, VA 22041-3801

Pl b = s

CONTRACTING GFFICER
4, Name 10, Tite 11. Telephone (Include Area Code)
Purnell Drew Contracting Officer (703) 681-1244
12. Address

Defense Information Systems Agency, Code DITCO-ACQ/DTN3
5111 Leesburg Pike, Suite 9170, galls Church, VA 22041

. "™ et

15. Comments

REQUIRED DISRIBUION

( Industrial Security Program Manager:
ecurity Division (MPS6} (703) 681-1330/DSN:761-1330

* DISA Security Operations Division (MPS62)

1
.+ SCI Access: SI/TK/G Billets; 25

4 ;7MP86 SECURITY DIVISION: (703) 681-1350

I

OISI-Europe (OISI-E)
PSC 79 Box 03

APO AE 09724

Com: 011-322-725-0884

OISI-Far East(OISI-FE)

Unit 45005

APO AP 96343-5003

Comm: 011-81-3117-63-3619/DSN 263-3619

(GISA IR (TS, Inc.i FormPFlow 2.75, ¥1.00

DISA Form 173, OCT 1998 (EF)



DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION
(The requirements of the DoD Industrial Security Manual apply

1 afl cecurity aspects af this effort.}

1. CLEARANCE AND SAFEGUARDING

& FALILITY CLEARANGE REUUIRED

TOP SECRET

b. LEVEL OF SAFEGUARDING REQUIRED
NONE

2. THIS SPECIFICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete as applicable)

% . PHIME CONTRACT NUMBER % o atl OATE (YYMMDD)
DCAZ00-01-A-5002 o. QRIGINAL (Complere date in all cases) 0103 21
b. SUBCONTRACT NUMBER b. REVISED (Supersedes Ravision No. DATE (YIMMDD) i

aif previous specs)
c. SOLICITATION OR OTHER NUMBER DUE DATE [YYMMOD) DATE (YYMMDD)
c. FINAL (Complete item 5 in alt cases)
4.1S THIS A FOLLOW.ON CONTRACT? L] ws NO. If yos, complatz the fallowing:
Classified material received or generatad under {Preceding Contract Number} s transfetrad to this follow-on contract.
5. 15 THIS A FINAL DD FURM 2647 [] s NO.  If yes, complete the following:

In response 1o the contractor's raquest dated

. retention of the identified classified material is autharized for the period of

6. COMTRACTOR (Inclide Commercial and Government Entity (CAGE) Codsf

». NAME, ADDRESS, AND ZIP CODE b. CAGE CODE ¢. COGN{ZANT SECURITY DFFICE (Name, Address, and Zip Code)
0GYVe Capital Area, Defense Investigative Service

N.E.T. Federal, Inc P 1di &

8300 Buune Blvd Hoffman Building

Suite 600 2641 Eisenhower Avenue

Vienna, VA 22182 Alexandria, VA 2231-1000

1. SUBCONTRACTOR

», NAME, ADDRESS, AND ZIP CGDE b. CAGE CDOE ¢. COGNZANT SECURITY OFFICE (Name, Address, and Zip Code}

8. ACTUAL PERFORMANCE

3, LOCATION b. CAGE CODE c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code}

9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

To acquire professional services support and to assist in the implementation and operating telecommunications network nodes and

associated network management systems.

10. THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO |11.IMPERFORMING THIS CONTRACT, THE CONTRACTOR WILL: YES | NO
. RANE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S  FACILITY OR &
2. COMMUNICATEONS SECURITY (COMSEC) INFORMATION X BOVERNMENT ACTIVITY X
b. RESTRICTED DATA XK | b. REGEIVE GLASSIFIED DOCUMENTS ONLY X
¢ CRITICAL NUCLEAR WEAPON DESIGN INFORMATION X | c. RECENE AND GENERATE CLASSIFIED MATERIAL X
d. FORMERLY RESTRICTED DATA. X d. FABRIGATE, MGDIFY, OR STORE CLASSIFIED HARDWARE X
e. INTELLIGENCE INFORMATIGN: o. PEAFORM SERVIGES DNLY b 4
{4} Bonmitvn Compartmuntad Infermutiun (£C1} b4 f. M&EI.&\,CDIESS EUD D'.'S, CLAS%IJHED"INFDHMAT\UN UUTTSIUE THEU.S., ¥
R, U5, FUDRERSTUNG MY |HUD | | ERITURICS
. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL iINFORMATION CENTER [DTIC) OR OTHER
@) Nan-SCI X S CONGARY DISTRIGUTION CENTER X
1. SPEC!AL ACCESS INFDRMATION >< h. REQUIRE & COMSEC ACCOUNT X
g NATO INFORMATION X . HAVE TEMPEST REQUIRCMINTS »
h. FOREIGN GOVERNMENT INFORMATION X j. HAVE OPERATIONS SECURITY {OPSEC) REQUIREMENTS x
i. LIMITED DISSEMINATION INFORMATION X k. BE AUTHORIZED TO {/SE THE DEFENSE COURIER SERVIGE X
X

i. FOR OFFICIAL USE ONLY INFORMATION

k. OTHER {Specify)

L. OTHER (Specifyi

DD Ferm 254, DEC 90 (EF)

FPrevigus editions are chsolete.

{DISA IRKDTS, Inc

)
108




12, PUBLIC RELEASE. Any infermation (classified or unclassiffed) pertaimng to this contract shall not ba ralaased for public dissemination sxcept as provided by th tadustrial Security Manual ur unles it has bean approved for pablic release by
appropriate U.5. Govarnment autherity. Proposed public releases shall ba submittad for approval prier to relsase

D Direct Throwgh {Specify):

DISA PAO
Public release of SCI/SAP material is not authorized

ta tha Uactorste fof Frasdom of Information and Security Review, Dffice of the Assistant Secretary of Dalense (Pubdic AtTals) ™ for review,
* in the case of non-Dolt Uses Agencies, requests for disclosure shall be submitted to that agency.

13. SECURITY GUID.I’!CE Tha security classitication guidance needad for this classified ffort is identified below. 1f any difficulty is sncounterad in applying this guidance or if any other contributing tacter indicetas a nesd for changas in this guidancs, the
i and d to provide r dad changes; to challangs tha guidance or the classilication assigned to any information or matenal furished or generated undes this contract; and to submit any quastions fur interpretation of this
guidante Lo the sificial idantifiad hllmu Prnding finat darision. the intarmatian iunlver shall ha handlad and protectad at The highast evel ot ification assigned oe ded. (Fill in as appropriate for the classified sffort. Anoch. or
forward under separare correspondence, any documentsiguides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

Additional security requirements will be levied by each site or installation where servics will be performed.

See DD 254 continuation sheet

14, ADDITIONAL SECURITY REQUIREMENT Beywramants, in addition to ISM raguirsments, are established for this contract. (if Yes, identify the pertineny comrractual clauses in the YES | ¥ I NO
contract document itself, or provide an appropriate staiement which identifies the addivional requiremenis. Frovide a copy of the requiremenis io the cognizant
security office. Use Item 13 if additional space is needed.)

15. INSPECTIONS Eloionts of thiz contract aré aatside the intpsction cesponsibility of the topaizant serurity effice. (If Yer. explain and identify specific areqs or slements carved out and l { YES 1 » f NO
the activity responsible for inspections. Use lzem 13 If additional space is needed )

18. CERTIFICATION AND SIGNATURE. Security requirements statsd herein ars complete snd adequats for ssfepuarding the classified informatien t be relansad or genersted undar this etassified affort.
All guestions shall be referred to the official named below.

5. TYPED NAME OF CERTIFYING OFFICIAL h TITIF c. TELEPHUNE Irciude Area Code)
Purnell Drew Contracting Officer (703) 681-1244
d. ADDRESS (Include Zip Code) 17. REQUIRED DISTRIBUTION

Defense Information Systems Agency, Code AQN3 s CONTRACTOR
5111 Leesburg Pike

Falls Church, VA 22041

U il (o

orm 254 Réverse, DEC 90 (EF)

b, SUBCONTRACTOR

¢. COGNIZANT SECURITY DFFICE FOR PRIME AND SUBCONTRACTDR

d. U.S. ACTWITY RESPONSIBLE FOR GVERSEAS SECURITY ADMINISTRATION
8. ADMINISTRATIVE CONTRACTING DFFICER

XX X[ x| XX

f. DTHERS AS NECESSARY

{DISA IRHDTS, Inc.)
194



THIS DOCUMENT IS A CONTINUATION SHEET OF BLOCK 13 OF DD
FORM 254, DATED 21 JANUARY 01

This agreement is for egquipment installation and

g intenance scrvicen on sqguipment that process ~laccified
information. Actual knowledge of generation or production
of classified information is not required for the
performance of the agreement. DISN security architecture
requires personnel that can influence the network to be
cleared.

Ref 10g: The contractor will be performing installation and
malntenance on a system that contains NATO information. No
access Lo the information is reguired. Cleared persocnnel
are required because access to the information can not be
precluded by escorting perscnnel. Access to NATDO requires
a final U.S. Government clearance at the appropriate level.
A representative of the Government will brief the Facility
Security Officer (FSO), who in turn will brief other
contractor personnel requiring access under the agreement.
Any clarification guidance needed will be provided by the
using activity.

Maintenance or installaticn perscnnel having access to
network equipment on the sensitive unclassified DISN must
have a minimum SECRET clearance based on a background
investigation. Network management personnel who operate cr
malntain eguipment within a network management center shall
have a security clearance commensurate with that network's
security level.

Maintenance or installation personnel having access to
network equipment on any of the classified DISN networks
must have a clearance up to TOP SRCRET commensurate with
the security level of the classified network being
maintained or installed and alsc be eligible for SCI
accege.

Ref 1la: Contract performance is restricted to:

SPAWAR

St. Julien's Creek Annex
Bidy. 166, D Street
Portsmouth, VA

USAF/ACC
Langley AFB



1HIS DOCUMENT IS A CONTINUATION SHEET OF BLOCK 13 OF DD

FORM 254, DATED 21 JANUARY 01

SPAWAR Systems Center Charleston
North Charleston, SC 29419-2022

NCTAMSLANT DET HAMPTON ROADS
Naval Staticn Norfolk

DISA Security Office
Skyline Building Five
5111 Leesburg Pike

t'alls Church, VA 22041

NISA-NM-T
6607 Army Pentagon Rocm MBE782
Washingtoen DC 20310

USAF/ACC
Langley AFB

SCOC Flight COMSEC CRC
609th Air Communications Squadron
Shaw Air Force Base, South Carolina

The using contractor or Government activity will provide
security classification guidance for the performance of
this contract.

Ref 11f: Contract overseas performance is restricted to the
following locations (including activity addresses):

(1)

(3)

HQ USEUCOM ECJ35-STO
Unit 30400, Box 1000

APO AE 09128-4208
(Patch Barracks, Montana Strasse, GR 2307, Rm?9,

70569 Stuttgart, Germany)

FKJ2-PO-0PT

Unit 15237

BAPO AP 96205-0010
{Osan AFB)

Commander Seventh Fleet
ATTN: N32

Unit 25104

FPO AP 96601-6003
(Yokosuka, Japan)

HQ USAREUR (ODCSOPS)




THIS DOCUMENT 1S A CONTLNUATION SHERT OF BLOCK 13 OF DD
FORM 254, DATED 21 JANUARY (1

Plans Divisicocn AEAGC-P-FC

Unit 29351

APO AE 008014

{Campbell Barracks, Heldleberg, Germany)

(5) HQ USAFE/INS
Unit 3050
P.0O. Box 80
APO AE 09094
{Ramstein AFB, Germany;

(6) CINCUSNAVEUR
ATTN: ETCS (55)
N37, PSC 802, Box 5
FPO AE 00499-0157
(London, England)

{7 COMUSNAVCENT /n2
Admin Suppeort Unit - SW Asia
PSC-45/FPO AE 09834-2800
{Bahrain)

(8) HDD, 41°* SIG BN
Rox C2
APO, AE 09131
{Seocul Korea)

The using contractor or Government activity will provide
security classification guidance for the performance of
this contract."

All classified wvisit requests by contractors shall be
forwarded to the COR, identified on the DISA form 173, for
approval and need-to-know certification before being sent
to the facility to be visited.

The COR must be notified and approve Lhe receipt and/or
generation of classified information under this contract.

All classified information received and/or generated under
this contract is the property of the U.S5. Government
regardless of preoprietary claims. Upon completion or
termination of this contract, the U.S5. Government will be
contacted for destruction or dispositicn instructions.”



