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SECTION A Solicitation/Contract Form 

PART I - THE SCHEDULE

SECTION B

SUPPLIES/SERVICES AND PRICES/COST

B-1.  MINIMUM AND MAXIMUM AMOUNTS, INDEFINITE-DELIVERY-INDEFINITE QUANTITY

     A.  This is an Indefinite-Delivery/Indefinite-Quantity (IDIQ) Multiple Award contract utilizing Time and Material (T&M), Firm Fixed Price (FFP) and Cost Reimbursable orders in accordance with FAR 16.500.  The Government awarded eleven contracts.  Total orders placed against all contracts shall not exceed $1,500,000,000 over seven (7) years (36-month basic period and four, 12 month option periods).  The guaranteed minimum is $50,000.00 for each awardee for the basic period only.  There is no guaranteed minimum for the option periods, if exercised.

     B.  The maximum amount for each contract will not exceed $1.5 billion.  However, since the total amount for all contracts will not exceed $1.5 billion, as more orders are issued under one contract, the value of orders which can be issued under the other contracts drops by an equal amount.

     C.   The Government intends to award not more than 10 contracts to the offerors whose proposals represent the best value in accordance with the evaluation criteria defined in Section M.  The Government intends to set-aside 4 awards for small businesses.


D.   Task Orders will be awarded in accordance with Section G.5 of this solicitation, Task Order Award Procedures. 

B.2  PRICING OF TASK ORDERS

   A. All task orders awarded pursuant to this contract, whether awarded on a Time and Material or Firm Fixed Price basis, will be priced in accordance with the pricing in this schedule.  The labor rates in this section reflect the fully burdened rates for each labor category and will apply to all direct labor hours.  

   B. In the event work is required for which the contractor can be expected to incur costs markedly different from those normally incurred, e.g. Work Outside the Continental United States (OCONUS), consideration will be given to pricing on a Cost Reimbursable basis.  In such situations, additional costs which cannot be appropriately charged under the Other Direct Costs (ODC) clins will be negotiated on a case by case basis.

     C.  T&M Labor/FFP Rates:

         (1) Government site rates –- The contractor shall be required to furnish personnel.  Office space and required equipment and supplies will be provided by the Government.

         (2)  Contractor site rates –- The contractor shall furnish office space and all normal supplies and services required for the work.  This includes, but is not limited to, telephones, faxes, copiers, personal computers, postage (to include Federal Express), ordinary business software (e.g., word processors, spreadsheets, graphics, etc.), normal copying and reproduction costs.

     D.  The Contractor shall not be compensated directly for contract level Program Management support, to include labor category Program Manager support. Contract level Program Management support shall be included in the fully burdened hourly rates. These rates also include all management reports required by this Contract.  There may be program management support required at the task order level, thus being supported under the Program Manager labor category.

     E.  Reserved. 

     F.  The proposed labor categories and Other Direct Costs (ODCs) mark up rates submitted by the contractor required for performance under this contract are to be submitted in the labor and ODC tables shown below.

         (1) Labor – The following labor Rate Table represents fully loaded hourly rates for each skill classification.  There is one composite rate for the prime and subcontractors (first-tier subcontractors only allowed); labor will not be reimbursed as an ODC.  


The all-inclusive fully burdened labor rates shall include ALL direct, indirect, general and administrative costs and profit associated with providing the required skill. The fully burdened labor rates shall include all labor and labor related costs, such as, but not limited to, the following list of representative labor related costs: Salaries, wages, bonuses to include stock bonuses, incentive awards, employee stock options, stock appreciation rights, employee stock ownership plans, employee insurance, fringe benefits, contributions to pension, other post-retirement benefits, annuity, employee incentive compensation plans, incentive pay, location allowances, hardship pay, hazardous location pay, severance pay, cost of living adjustment, shift differentials, overtime, vacation time, sick pay, holidays, housing allowance, and all other allowances based upon a comprehensive employee compensation plan. Contractor Site Rates shall also include contractor provided facilities, furniture, equipment, supplies, tool kits, employee training, all Program Manager related costs, and overhead amounts required for the work for Contractor Site Rates. This includes, but is not limited to, telephones, facsimile machines and their telecommunications lines, copiers, personal computers, postage (to include courier services such as Federal Express), ordinary business software, such as word processors, spreadsheets, graphics, etc., normal copying and reproduction costs. For Government Site Rates, the Government will provide only office space, furniture, office equipment and supplies.  The use of uncompensated overtime is not allowed.  The offerors shall propose all hourly rates based on a 40-hour work-week (2080 hours per year).***

         (2)  Other Direct Costs (ODCs) -- ODCs consist of materials and contract related travel costs, i.e., relocation and TDY to include travel, lodging and meals. A mark-up percentage for associated indirect loadings and profit percentage for Firm, Fixed-Price Task Orders, shall be applied to the ODCs. The successful offeror’s mark-up percentage and profit percentage shall be fixed for the duration of the contract, to include option years, if exercised. These percentages shall be shown in each Labor Table under the ODCs. For evaluation purposes only, the ODCs are being considered under FFP Task Orders. Time and material Task Orders will include time at the proposed rates herein for each skill category plus materials, ODCs and associated indirect loadings at cost. The cost of general purpose items required for the conduct of the Contractor's normal business operations will not be considered an allowable ODC in the performance of this contract.

See also Section G and Section H for limitations on materials and mandatory support documentation. Profit is not allowed on ODCs in a time-and-material task order. Profit is allowed for FFP task orders, and may be negotiated on Cost Reimbursable task orders. 

     G.  reserved

     H.  reserved

     I.  Contractor’s may propose additional labor categories/rates/descriptions in addition to the labor categories/rates/descriptions that are proposed in response to the cost model that the contractor believes will be required to support the requirements of this contract.  These additional categories/rates/descriptions will not be used for evaluation purposes for contract award.  The additional categories/rates/descriptions proposed, upon determination by the government that they are fair and reasonable, will be incorporated into Section B of the contract.  

     J.  The rates that are set-forth in the contract can be used on either a time and material (T&M) or firm-fixed price (FFP) task orders.  The rates specified below shall apply to most of the work performed under this contract.

     K.  Either annually, or at the government’s request, the contractor may propose additional labor categories/descriptions/rates to add to the contract that are necessary for performance.  The government will negotiate these rates on a case by case basis.

B.3  The following Labor Rate Table represents fully-loaded hourly labor rates for each skill classification.  This is a multiple award contract.  The offeror is required to provide a rate for work performed at the contractor site and a rate for work performed at the government site. The years cited represent contract years.  There will be one composite rate for each labor category.  For purposes of preparing proposals and for evaluation purposes only, assume that contract award will be June 2000. 

SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	
	
	AMOUNT
	

	0001
	Information Assurance Support as described in the SOW in Section C
	
	
	To be specified in individual Task Order (T&M and FFP)
	

	0002
	Data Items in accordance with DD Form 1423, Contract Data Requirements List (CDRL), and associated DD Form 1664, Data Item Description (DID)
	
	
	To be specified in individual Task Orders  DATA ITEMS ARE NOT SEPARATELY PRICED
	

	0003
	Cost Reimbursable
	
	
	To be negotiated on individual Task Orders for Cost Reimbursable only
	

	0004
	ODC/Profit
	
	
	As negotiated


	

	0005
	External Ordering Agency Fee – 1%
	
	
	
	


SEE TASK ORDER GUIDELINES, ATTACHMENT 6 FOR LABOR RATES

SECTION C Descriptions and Specifications 

CLAUSES INCORPORATED BY FULL TEXT 

52.239-9202  Year 2000 Compliance
(MAR 1998)

(C500 Previously)
    a.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  “Year 2000 compliant” means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

    b.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 Compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

C.1 STATEMENT OF WORK (SOW)

INFORMATION ASSURANCE INFORMATION TECHNOLOGY

CAPABILITIES CONTRACT (IA/ITCC) (U)


STATEMENT OF WORK

01 March 2000



Defense Information Systems Agency (DISA)

Information Assurance Program Management Office (IPMO)

INFORMATION ASSURANCE (IA) CAPABILITIES CONTRACT


1.   INTRODUCTION. 


1.1 SCOPE:  The contractor(s) shall provide the full range of IA Information Technology capabilities, IA technical and management expertise, IA enabling products (hardware software, collection and dissemination devices, etc.), technical solutions, managerial, and professional services, that protect and defend Department of Defense and other Federal Agencies’, information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  As identified in individual task orders, IA solutions/capabilities will support, on a world-wide basis, DOD, other federal agencies, and departments.  As directed by task orders issued under this contract, the contractor shall furnish the necessary personnel, materials, equipment, facilities, travel and other services required to satisfy the ordered IA capabilities and solutions.  While the SOW identifies four (4) task areas and current DoD IA programs, the contract is intended to satisfy the full range of IA related requirements.  With the pace of change it is impossible to anticipate how IA requirements and individual programs will evolve over the life of the contact.  It is intended that the contract remains current and provides the full range of IA capabilities/solutions and emerging technologies throughout its life.  As tasked, the contractor shall provide support for the following task areas: 


Task Area 1 Policy, Planning, Process, Program and Project Management Support

Task Area 2 Standards, Architecture, Engineering, and Integration Support 

Task Area 3 Solution Fielding/Installation and Operations

Task Area 4 Education, Training, and Awareness, Certification and Accreditation, and IA Support
 

1.2 BACKGROUND.

The capability of the DOD to carry out its integrated mission of warfighting and peacekeeping is now highly dependent upon the interconnected set of information systems and networks that comprise the Defense Information Infrastructure.   In today’s environment of sophisticated weaponry and rapid, global force protection, the ability to provide accurate information when needed is vital to all aspects of DOD operations.  Indeed, information superiority, as called for in Joint Vision 2010, is the very foundation of the DOD’s future mission, and the DOD depends upon information assurance to achieve the information superiority objective.

The transformation of IA from a largely technical issue to an operational issue is but one indication of the critical importance being placed on the implementation of an effective IA posture for the DII. Therefore, strong and current technical expertise is required to augment the Government in identifying, integrating, deploying, operating, and maintaining information assurance information technology and information assurance-enabling products.  

a.  Information Assurance.  Information assurance (IA) as defined in DOD Directive 3600.1 is information operations (IO) that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, non-repudiation. This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  IA also includes information systems security (INFOSEC). INFOSEC as defined in NSTISSI 4009 is the protection of information systems against unauthorized access to or modification of information, whether in storage, manipulation, processing or transit, and against the denial of service to authorized users, including those measures necessary to detect, document, and counter such threats. Contractor support is required to conduct technical and non-technical security assessments of DOD Information Technologies to determine the residual risk of operations. 

Contractor support will use automated security tools to assess the security posture of Local, Metropolitan, and Wide Area Networks, of Local and Enclave operating environments, to determine compliance with DOD and Service/Agency IA policy.

DOD and other Federal Agency information travels extensively in electronic form on commercial infrastructures as well as on government owned and operated systems. Therefore, the information used for DOD and national security information is the same used for other types of electronically transmitted information. Because the global information grid (GIG) is interconnected and the pace of technology evolution is so rapid, identifying and disseminating the extent of vulnerabilities is a significant effort and first step in identifying appropriate information assurance solutions. Contractor support will assist in the identification of new vulnerabilities and supporting the analysis, impact, and resolution. 

b. The Presidential Commission on Critical Infrastructure Protection examined various Information Assurance problems and issued the Presidential Decision Directive-63 (PDD-63) to serve as a framework for addressing critical infrastructure vulnerability issues. DOD is postured as a model for PDD-63 and maintains an active role in implementing recommendations derived from the established framework. As the electronic boundary between DOD, Federal, and Commercial industry continues to evolve, additional protections are necessary to ensure the integrity, availability, confidentiality, and non-repudiation of information transiting the global information grid. Technical Contractor support will develop, integrate, install, operate, and maintain IA products to maintain the security integrity of the DII. 

c.  The Defense Information Infrastructure (DII). The DII is the shared or interconnected system of computers, communications, data, applications, security, people, training, and other support structure, serving the DOD’s local and worldwide information needs. The DII connects DOD mission support, command and control, and intelligence computers and users through voice, data, imagery, video, and multimedia services, and provides information processing and value-added services to subscribers over the Defense Information Systems Network (DISN).  Unique user data, information, and user applications are not considered part of the DII. The emerging revolution in DOD’s business affairs requires a distributed approach to conducting day-to-day operations. Accessing multiple applications across the DISN is common place in order to meet mission requirements. 

The execution of the mission also requires interconnectivity in order to meet the Joint Vision 2010 goal of information superiority.   Therefore, protection of DOD enterprise applications and capabilities, such as the Defense Message System (DMS), DISN, Global Command and Control System (GCCS), and the Global Combat Support System (GCSS), as well as the DOD large mainframe and mid-tier processing environments, is critical. Contractor support will assist in identifying, integrating, installing, and maintaining security enterprise wide solutions and IA management assets.

The DII encompasses local networks, hosts (servers and clients), applications, and data, as well as the underlying wide area transport capabilities that interconnect the resources together.  The need to protect the data and components of an infrastructure of this magnitude often dictates using multiple security solutions.  Since no one security solution will provide the answer for all operational needs or for all environments, the DOD community has adopted a concept of defense-in-depth. Contractor support will assist in identifying IA solutions satisfying security and interoperability among security products.

d.  The Defense-in-Depth (DID).  The DID strategy recognizes that no single element or component of security can provide adequate assurance.   This concept invokes the use of layered security solutions.  The fundamental principal is that layers of protection are needed to establish an adequate security posture.  For example, enclaves require a strong perimeter to guard against malicious outsiders.  Within the protected enclave, protection is needed against malicious insiders and as well as malicious outsiders who have penetrated the protected enclave perimeter.  This concept is relevant, whether it is used to protect against potential adversaries gaining access over the Internet or enforcing community-of-interest or need-to-know isolation within an otherwise protected intranet.  It can also be applied for protection needed by the DOD for business applications and for legal purposes.

Adopting the defense-in-depth strategy of layered solutions does not imply that the DOD is advocating implementation of security mechanisms at every possible point in the DII architecture.  A prudent risk management position from a DOD perspective will drive architecture and associated implementation.

Implementation of the D-I-D concept must also recognize that due to the highly interactive nature of the various systems and networks that comprise the DII, any single system or network cannot be adequately protected unless all interconnected systems and networks are protected adequately.  Thus, consideration of security solutions for any system or network must be considered within the context of the shared risk environment.  Defensive Information Operations (DIO) is identified in the CJCSI 6510.01B as the defensive IO processes that integrates and coordinated policies and procedures, operations, personnel and technology to protect information and to defend information systems. Defensive IO are conducted through information assurance, physical security, operations security, counter deception, counter psychological operations, counter intelligence, electronic protect and special IO. Defensive IO objectives ensure timely, accurate, and relevant information access while denying adversaries the opportunity to exploit friendly information and systems for their own purposes.  DISA supports the defense of information, information-based processes, and information systems, including command, control, communications, and computer (C4) systems, weapon systems, and infrastructure systems, used by the DOD. Protection must be relative to the value of the information contained therein and the risks associated with the compromise of or loss of access to the information.  The protection must be provided to DOD mission support, command and control, and intelligence computers and users employing voice, data, imagery, video, and multimedia services, and providing information processing and value-added services. Information system defense relies on four interrelated processes.  These include a process to protect information and information systems, a process to detect attacks or intrusions, a restoration process to mitigate the effects of incidents and restore services, and a response process. The results of the implemented technologies supporting this requirement include an IA event and incident reporting structure that provides a common operational picture of the IA posture as part of the DOD mission readiness.

Incidents involving the use of telecommunications and computer systems to exploit and disrupt information systems clearly underscore the need for an organized approach capable of detecting, assessing, reacting, and responding to such unauthorized intrusive activities. The objective is to collaborate and coordinate efforts to contain and minimize the impact of security incidents on information systems and report all incidents and mitigate vulnerabilities in information systems. Further, this effort supports the implementation of the Information Assurance Vulnerability Alert program providing immediate notification to DOD on critical vulnerabilities affecting the DODs ability to maintain the integrity of the DII. 

2.  TASK AREAS


2.1 TASK AREA 1: POLICY, PLANNING, PROCESS, PROGRAM AND PROJECT MANAGEMENT SUPPORT.

This task area addresses technical and programmatic support to assist departments/agencies with all aspects of planning, engineering, fielding and operating secure information technology systems and resources. This task area provides technical support in the review, analysis and coordination of IA processes, policy, doctrine, directives, regulations, and implementation of instructions for DISA, DOD and other federal agencies and departments.

Policy.  The contractor will provide technical expertise for the review, consolidation, and development of domestic, international, and coalition policy in accordance with National, DOD, other federal agencies and departments of IA. The contractor will provide technical support and assistance to the DISA, Unified Commands and their subordinate Components, Joint Staff, DOD Service and Agency, and Federal Agencies, and assess information technology policies, standards, guidelines, or procedures to insure a balance security and operational requirements. 

Planning.   The contractor will provide technical expertise for the review, development, and consolidation of strategic, tactical, and operational plans.

Process Management.  The contractor will provide technical expertise for the review, re-engineer if required, and expertise of technical and business processes such as but not limited to acquisition, financial reporting, engineering, solution fielding, strategic and operational planning, engineering, training, operations, and customer support. Processes will be in accordance with DOD, National, and Agency guidelines.

Program and Project Management Support. This task area provides the Contract and Task Order management functions. Contractor responsibilities shall include:

Management Planning. The contractor shall prepare management plans at contract and task order initiation. These plans shall describe the technical approach, organizational resources and management controls that the contractor shall employ to meet the cost, performance and schedule requirements throughout the period of performance. 

       Task Order Management. The contractor shall perform the daily activities required for successful program completion. Examples of monitoring vehicles for this task area include management and status reporting, quality assurance monitoring, configuration management, and security management. 

      Internal Management Controls and Regulatory Compliance. The contractor shall perform oversight of productivity and management methods such as Quality Assurance, Configuration Management, Work Breakdown Structuring, and Human Engineering. Additionally, work shall require contractor compliance with Federal Information Processing Standards (FIPS), and Federal Laws and Regulations that affect information systems operations. Examples are the Privacy Act of l974, the Computer Security Act of 1987, and the Joint Financial Management Improvement Program (JFMIP).

     Documents. The contractor shall provide development and IA system security engineering support that is necessary to draft, review, revise, and deliver the IA documents. Requirements will be identified within individual task orders.

2.2 TASK AREA 2: STANDARDS, ARCHITECTURE, ENGINEERING, AND INTEGRATION SUPPORT.

This task area addresses Information Technology capabilities providing security architecture and engineering of the DII. The Joint Technical Architecture (JTA) and the DII Common Operating Environment (COE) have IA standards and protocols, such as Internet Protocol Security (IPSEC), and other policies that will promote integration, interoperability and data sharing among systems. The architecture must be generic and flexible and provide the basis for the protection of the DII, the GIG, and the DOD enterprise applications and capabilities of the Defense Message System (DMS), Defense Information Systems Network (DISN), Global Command and Control System (GCCS), and Global Combat Support System (GCSS) and other systems as they are identified. The contractor shall perform necessary support as indicated below.

Standards Support.  The contractor shall review, coordinate, and recommend IA standards and protocols for cost effective application in accordance with the general DID strategies and supporting documentation as specified in the individual task orders. The contractor shall ensure compliance with the JTA, DII COE, and other future standards as applicable.

Architecture.  The contractor shall provide IA DID strategy and related architecture evolution support by reviewing and coordinating changes and improvements to the concept of the DID, by participating in the coordinating process to ensure the DID strategy is integrated into the DII as its security architecture, and by assisting in the integration of security and functional requirements into an achievable system architecture. The architecture will be consistent with the JTA and employ DII COE or future standards as applicable.

Information Technology Insertion. The contractor may be required to provide technical support in developing and integrating prototype systems incorporating emerging technologies; to provide technical support in demonstrating technology and prepare and give briefings, provide copies of the briefings, and produce technical reports describing the demonstrations. Information technology is dynamically changing.  Therefore, an incremental strategy to securing our DII is required. Technology insertion is required over the contract lifetime, that will improve current processes to share a common understanding of network status, understand the impact of anomalous events on military missions and DIO among Commanders, decision-makers, and DIO technical analysts. 

A collateral part of this effort will improve current manual processes used to collect, aggregate, analyze, and share intrusion detection, vulnerability, and other anomalous event data locally, regionally, and globally. The ability to timely correlate/fuse intrusion, vulnerability, and event data with other intelligence and operational data to facilitate information attack characterization and attribution assists the decision maker in determining the course of action.  Further, these capabilities will help determine actual and potential effects of intrusions and vulnerabilities on mission critical systems’ mission readiness, and current or planned military operations. The development a pre-positioned response capability that provides a defense against malicious activities targeting DOD elements of the DII will provide quick response towards IA damage control, recovery, and reconstitution of these elements.

Engineering.  The contractor shall provide systems engineering and engineering support as identified in individual task orders. This effort may include efforts such as but not limited to designing, developing and prototyping authentication devices for computer systems; designing, developing, and prototyping hardware/software tools for use by penetration teams; designing, developing, and prototyping Information Technology with integration of IA products and concepts; supporting and engineering IA solutions for the upgrade of programs to conform to DOD, National, or International initiatives such as Defense-in-Depth (DID) and Global Information Grid (GIG); developing network models of various commercial network environments to determine the security impact on interconnected DOD customer equipment and networks; participating in modifications and improvements to existing IA products; conducting site visits for product implementation, problem solving/correction, and installation of products; participating in technical reviews during selection, development, and testing of IA components; designing and developing prototype hardware/software tools for penetration teams; assessing and testing of technology; and providing technical support in assessing the function, security vulnerability, usefulness, and potential applications of current and future technology, available from commercial, government, or other sources. 

The contractor shall adhere to engineering principles that include lifecycle configuration management, interoperability, scalability, produceability, maintainability, fault tolerance, and redundancy in providing capabilities to protect, detect, and respond to unauthorized access and intrusions into the DII and GIG. 

The contractor shall provide general IA engineering capabilities and services per individual task orders. General support includes participating in Integrated Product Teams (IPTs), working group meetings, design reviews, specific project meetings, other meetings, providing minutes of meetings, providing recommendations, responding to action items, reviewing documents, providing comments, providing informal consultation, providing briefings at meetings or to specific audiences, and supporting other regular program activities.

Integration.   The contractor shall provide architecture and engineering integration of Information Technology capabilities to DOD, other federal agencies and departments in preparation of system transition plans for IA infrastructure, legacy systems, and DOD system security programs. The contractor shall provide technical capabilities for application/integration of products and techniques used within the DII and the DOD enterprise programs, including the DMS, DISN, GCCS, and GCSS. The contractor shall provide technical support in assembling and integrating IA, and other information systems products into the DII, complete working systems, subsystems or modules; in performing design, development, and modification of existing products; and in writing software as required to integrate the products. As specified in the individual task order, perform information technology information assurance integration, testing, evaluation, analysis and other work necessary to produce the prototype capability specified by individual task orders.  All efforts will conform to and be consistent with DII COE and JTA. 

Testing.  The contractor shall provide technical support in testing and evaluation of IA products and systems. Functional testing shall assess form, fit, functions and features of products and systems, ease of operator use, training requirements, and other appropriate areas in support of integration and certification. Testing efforts may also be used to validate JTA and DII COE compliance. Security testing and evaluation shall assess security features, requirements, conformance to design and security policy, and risks involved with products and systems, including the risks posed by connections to other systems. Any tests that may cause a system disruption should be conducted during periods of low agency activity. The team will attempt to keep such impact at minimum but make it clear to the agency or department that occasional disruptions may occur.

The contractor may be required to conduct vulnerability or discovery testing for commercial-off-the-shelf (COTS) and government-off-the-shelf (GOTS) systems and products.  The contractor shall conduct testing of information systems during the development of a new information system or during the enhancement and/or modification of an existing system. The contractor will be required to participate in the analysis, testing, and evaluation of products against DOD, National, and International standards and criteria (e.g. Common Criteria). The contractor test team members may be required to execute non-disclosure statements prior to the beginning of any tests.

Demonstrations.  The contractor will provide technical support in demonstrating the various systems and components of IA programs and concepts.  Demonstrations will vary from War-fighter, Operations, and Engineering/technological perspectives.


2.3 TASK AREA 3: SOLUTION FIELDING/INSTALLATION AND OPERATIONS
 
Solution Fielding/Installation. The contractor shall provide IA Information Technology capabilities for the acquisition, installation, fielding, training, operation, and life cycle management of IA components and systems in the operational environments of Unified Commands and their subordinate Components, DOD Services and Agencies, OSD offices or other government agencies.  This includes the procurement of various products to include hardware, software, and licenses, as applicable.  A single solution may be fielded to several sites or across the enterprise.  Each of these may require site surveys and corresponding site-specific implementation and integration.  Acceptance tests and out-briefs will be required at each location, as specified in the individual task order.  Fielding documentation, such as "as-built drawings" will be required, as specified in the individual task order.

Operations. The contractor shall provide a complete range of Information Assurance operational capabilities supporting the requirements of the DII and GIG. This task will address DIO support to DOD mission support, command and control, and intelligence computers and users employing voice, video, data, imagery, and multimedia services, and information technologies providing information processing and value added services. This task area requires IA Information Technology capabilities and IA-enabling technologies in all aspects of Defensive Information Operations. This support will range from representing the operational viewpoint, to identifying and integrating various associated CND, CNA systems in support of the JTF-CND and Defense Information Operations. This level of expertise is needed to address methods of collection, transport, correlation, analysis, storage, retrieval and compilations of the various data streams required to achieve and build an integrated solution and an Information Assurance Situational Awareness Common Operational Picture. 

2.4 TASK AREA 4: EDUCATION, TRAINING, AND AWARENESS, CERTIFICATION AND ACCREDITATION, AND IA SUPPORT 

This task area addresses customer service-oriented IA enabling technologies, products, and services. 

IA Support. The contractor shall provide IA Information capabilities for Information Assurance activities to DOD Elements, the Unified Commands and their subordinate Components and other Federal Agencies.  These capabilities include web-based IA Support/Help Environment, Information Assurance Training and Awareness, Information Assurance Vulnerability Alert Status, assessing Information Assurance readiness within the AOR, assessing the Unified Commands and their subordinate Component’s security posture.

Computer Network Defense. The contractor shall provide IA Information Technology capabilities to the JTF-CND, its subordinate components, and designated computer network defense service activities, such as Global, Regional, and Service CERTs.  These capabilities include analysis of intrusion events against DII components, augmentation for IA exercises and demonstrations, assessing potential threats against DII components, recommendation for promising technologies to support the correlation and analysis, and recommendations for course of actions to stop or contain damage and restore network operations. 

Education, Training, Awareness, and Workforce Professionalization.

Education and Training.  The contractor shall provide IA Information Technology capabilities for IA awareness training, IA awareness documentation, and dissemination of IA information and products.  Training will encompass any program or element within the IA arena. The contractor shall provide training sessions, conduct training, and develop and provide training materials and develop courseware as described by individual task orders.   The contractor may be required to participate in or support information dissemination activities relating to disbursement of training materials through activities such as professional development seminars, trade shows, conferences, and briefings relating to IA. 

Workforce Professionalization. The contractor provide IA Information Technology capabilities to gather data, review and analyze agendas, prepare and recommend IA issues and topics, and developing schedules for developing IA professionals.
  
IA Awareness. The contractor shall develop IA distributive awareness products to support IA awareness.  Products will be provided in a variety of distributive learning media, including interactive multimedia CD-ROM, video and Web-based products.  The contractor shall support the development of paper-based awareness products, including but not limited to briefings, pamphlets, newsletters, posters and brochures.  The contractor also shall support development and maintenance of web pages and their content to further enhance awareness of critical, new and or emerging IA and related threats, policies, procedures, issues and concepts.  The contractor shall support promotion of IA awareness through coordination with sponsors of IA programs and IA personnel as specified in individual task orders.  The contractor shall support the dissemination of products and the reporting of metrics on the quantity of products disseminated and product usage.  The contractor shall develop or apply data collection instruments to conduct quality assurance surveys, and analyze data to ensure products meet the needs of intended audiences.

Certification and Accreditation.  The contractor shall provide technical and non-technical professional expertise for DOD information technology programs to address life cycle security from inception of the program through accreditation, and obsolescence.  The contractor will perform this by reviewing and providing technical documentation required for the application, system, network, and site certification and accreditation process.  A multi-disciplined security approach that includes the requirements for IA, Information Security (IS), Information Systems Security (INFOSEC), Administrative Security, Personnel Security, Physical Security, Communications Security (COMSEC), Operations Security (OPSEC), and TEMPEST. The contractor shall perform IA Information Technology assessments of proposed and existing DOD systems to include assessing and verifying information systems including trusted systems; identifying and assessing security requirements and deficiencies in applications, systems, local and wide area networks (LANs and WANs) and commercial switching, transmission and signaling networks. The contractor shall provide technical support to conduct Certification and Accreditation (C&A) using the Defense Information Technology Security Certification and Accreditation Process (DITSCAP) to achieve uniform quality and a level of consistency throughout the life cycle of DOD Automated Information System (AIS).  The contractor shall conduct reviews and providing recommendations for resolution of inconsistencies within existing DOD C&A policies and procedures; monitor the implementation of, and compliance with, C&A standards within DOD to ensure uniform application of the standards and consistency in security of accredited DOD information systems; and develop risk management guidelines. The contractor shall identify new COTS tools to support the automated onsite and remote inspection of automated systems.

Network Connection Approval Process. The contractor shall provide IA Information Technology capabilities to assess DOD military service and agency network connection for the DISN connection approval process. This includes the assessment of local enclave and host connections to the network.  This assessment includes a review of the implemented security posture for compliance to security requirements. The network connection approval process may include onsite inspections of local enclaves presenting increased risk to the backbone. The contractor shall make recommendations for promising technologies to support the execution of remote analysis, onsite inspection, and reporting capabilities. 

Compliance Inspection and Validation. The contractor shall assist in the compliance inspection process to ensure the established accreditation baseline is maintained. This task also includes a validation process to ensure that corrections to the security baseline are implemented and enhance the security posture. Any data collection efforts on the part of the contractor shall not violate individual rights or privacy and be consistent with guidance provided by the Government. The goal of the test is to identify security weaknesses of the systems, testing will not be destructive or obtrusive. Testing will not expose or examine intellectual property, private or sensitive information.

Vulnerability Assessment.  The contractor shall perform vulnerability assessment and penetration testing and analysis to identify security weaknesses in the agency/department network architecture or network segment The contractor shall provide technical support for advance planning to predict and detect breaches in security. Contractor technical support shall include but not be limited to: review and document the aspects of security policy, security procedures, critical business functions, systems, networks, internal and external users, and tools recommended to be deployed which will satisfy the department/agency goal of preventing unauthorized access; develop and document the activities necessary to configure systems, networks or workstations in a manner to optimize the capabilities to predict a security breach/unauthorized access; develop and document the activities necessary to configure data, systems, networks, workstations, tools, and, user environments to capture the necessary evidence of successful or unsuccessful attempts to gain unauthorized access.

Workshop, Conference and Symposia Support. The contractor will provide technical and logistical support for the planning, scheduling, conducting, and post-event processing for workshops, conferences, and symposia.

Requirements Support. The contractor shall provide technical support to DOD, the Unified Commands and their subordinate Components, the DOD Services and Agencies, Federal agencies and departments, by identifying IA requirements and specifications; participating in staff assistance visits for data gathering, performing technical analyses, and documenting IA requirements; conducting studies and preparing evaluations regarding the feasibility of using new technology; and analysis of customer requirements. The contractor shall provide technical support in assessing the Warfighters information needs and develop the required documents.  The contractor shall base the need development on operational plans and a thorough knowledge of the Warfighter and warfighting, as well as on the current technology.

3.0 GOVERNMENT FURNISHED INFORMATION, WORKSPACE, AND EQUIPMENT.

The Government may provide the items listed below as necessary for the Contractor to fulfill the task described in the statement of work. 

3.1 INFORMATION (Technical data, applicable documents, plans, regulations, specifications). Government Furnished Information (GFI) will be specified in individual task orders.

3.2 WORKSPACE.  The Government may provide working space on an as-available basis while on trips to government operated facilities or military installations. Details will be provided in individual task orders. 


3.3 EQUIPMENT.  The Government may provide the hardware and/or software requiring technical analysis, evaluation, verification, or study in support of a specific task and will be specified in each individual task order.  Government Furnished Equipment (GFE) provided to the contractor in support of individual tasking shall be tracked through applicable procedures that will be provided by the Contracting Officer in accordance with the Federal Acquisition Regulation (FAR). Equipment shall be accounted for and marked accordingly for identification and tracking purposes with the Contract Number, Task Order Number, Serial Number, and other information as required by the Contracting Officer. The Government does not intend to provide hardware/software equipment required accomplishing the day-to-day work requirements in support of the overall contractual effort. All GFE shall be returned to the Government at the end of the contract unless otherwise specified in the task order.

4.0  PERSONNEL AND FACILITIES.  

4.1  Personnel Security. All personnel supporting this contract must have a minimum security clearance of US Secret clearance. In some cases, access to Sensitive Compartmented Information (SCI) will be required. The requirements will be contained in the DD Form 254.  Special requirements will be addressed in individual task orders with a separate DD Form 254. 

4.2  On-Site/Lease/Rental of Facilities.  The contractor shall provide company facilities to support this contract unless otherwise indicated in individual task orders.

4.3  Classified facilities.  This effort may require access to Sensitive Compartmented Information (SCI) located at U.S. Government facilities only.  Additional requirements are contained in the DD Form 254. Special requirements will be addressed in individual task orders with a separate DD254. 

4.4  Classified storage.  The contractor shall establish and maintain a classified facility and procedures for receipt, storage and generation of classified material, up to and including US SECRET Not Releaseable, in accordance with the security programs such as the DOD Industrial Security Manual (DOD 5220.22-M), Contract Security Classification Specification (DD Form 254), and appropriate security instructions or guidelines. No classified or COMSEC information shall be sent to or stored at the facility before it has been granted a facility clearance and storage capability defined by Defense Security Service (DSS). If such requirement is imposed, it will be identified in the individual task order and the requirements will be contained in the accompanying DD Form 254. Storage of required classified documentation would be at the designation stated in each individual task order and in accordance with the DD Form 254.

4.5  Local facilities.  The contractor shall be required to establish and maintain a local support facility for key personnel. The commute between this facility and the Information Assurance Program Management Office Headquarters located in the Skyline 4 Building, 5113 Leesburg Pike, Suite 400, in Falls Church, Virginia should not exceed 25 miles and be easily accessible through either public transportation, DOD bus service, or a no-cost contractor provided facility. 

5.0 REPORTS, DATA, BRIEFINGS, AND OTHER DELIVERABLES.

5.1  The Contractor shall submit reports and other deliverables in accordance with the requirements set forth below and as specified in individual task orders. 

5.2. Reports. 

5.2.1 Monthly Progress Reports. The contractor shall submit a monthly progress report consisting of an executive summary covering the activities and funds status of the previous month. Additionally, the contractor shall attach copies of all monthly individual task orders to this executive summary.  The contractor shall include a detailed summary of the technical activities on all task orders grouped by major project areas and will include a status of funds for each task order.  Further, the contractor shall provide monthly reports regarding task order status (work progress, cost, schedule data, and achievement of Small and Small Disadvantaged Business goals) as required in the task orders. The reports shall be submitted ten (10) calendar days after the reporting period. One (1) copy shall be provided to the Contracting Officer, one (1) copy to the Contracting Officer's Representative (COR), and two (2) copies to the DISA IA Program Manager. 

5.2.2 Periodic IPRs. The contractor shall provide a formal program review briefing on an as needed basis.

5.2.3 Briefings. The contractor shall prepare and present briefings to the Government on the results of efforts undertaken under this contract. Schedules and format for presentation of these briefings will be specified in the Task Order or as mutually agreed to between the contractor and the COR. 

5.3 Documentation. Tasks performed within the scope of this effort shall require contract deliverables. The data required for each task will be specified in each task order.

5.4 Contract Data Requirement.  Contract Data Requirements will be used to satisfy the need for contractor developed documentation, as indicated in the individual Task Order.  Specific task orders will reference these requirements as appropriate or identify additional data requirements as required in each task order.

5.5  Year 2000 (Y2K) Compliance. All Information Technology (IT) provided under, or in support of, contract/s by the Contractor/s and all subcontractors shall be Y2K compliant. 

The Y2K checklist, located at http://www.disa.mil/cio/y2k/disa-plan-app-d-checklist.html, will be used throughout the testing, certification, and validation process to aid functional, system, and network managers to ensure system, network, and/or database is/are year 2000 compliant. 

5.6 Specifications and Standards:  Information Technology requirements are  expected to be satisfied via Commercial Off-the-Shelf (COTS), open-system based IT capabilities and enabling products.

5.7  Section 508 Compliance for IT Accessibility.  Unless specifically exempted, all task orders issued under this contract shall comply with Section 508 of the Rehabilitation Act Amendments of 1998 to ensure IT accessibility to disabled persons.  Only in situations where an approved exception to Section 508 is provided by the Chief Information Officer (CIO) of the requiring agency/organization will a task order be issued that exempts the contractor from complying with Section 508 requirements contained in the contract.  As applicable, the following specifications are incorporated into each task order issued through the contract.

5.7.1  1194.21 - Software Applications and Operating Systems.  See Appendix A.

5.7.2  1194.22 - Web Based Intranet and Internet Information and Applications.  See Appendix B.

5.7.3  1194.23 - Telecommunications Products.  See Appendix C.

5.7.4  1194.24 - Video and Multimedia Products.  See Appendix D.

5.7.5  1194.25 - Self Contained, Closed Products.  See Appendix E.

5.7.6  1194.26 - Desktop and Portable Computers.  See Appendix F.

6.0  TRAVEL.  The contractor shall perform travel as required in the performance of the contract as stated in individual task orders. Travel shall consist of CONUS/OCONUS travel, to include local travel, in support of the contract requirements identified in this statement of work and individual task orders. Specific travel requirements will be coordinated with the individual Task Manager. 

7.0 QUALITY ASSURANCE. The contractor shall develop, implement and maintain a quality assurance program. The system shall include inspection, validation, evaluation, corrective action and procedures necessary to effect quality control of all performance and products under the contract. The system shall allow inspection and evaluation by the government. The system shall be applicable to all subcontractors and members of the contractor's team, if appropriate. 

8.0 PROTECTION OF INFORMATION. The contractor shall be responsible for properly protecting all information used, gathered, or developed as a result of work under Task Orders, and/or DD Form 254 of the contract. Beyond protecting CLASSIFIED information, the contractor shall also protect all UNCLASSIFIED government data, equipment, etc by treating the information as sensitive.

9.0 WORK LOCATIONS. The contractor will be required to perform work associated with task orders in any of the 50 states. In addition, the contractor may be required to perform work in all countries in which US Government Departments/Agencies have a presence.

APPENDIX A

1194.21 - Software Applications and Operating Systems.


a.  When software is designed to run on a system that has a keyboard, product functions shall be executable from a keyboard where the function itself or the result of performing a function can be discerned textually.


b.  Applications shall not disrupt or disable activated features of other products that are identified as accessibility features, where those features are developed and documented according to industry standards. Applications also shall not disrupt or disable activated features of any operating system that are identified as accessibility features where the application programming interface for those accessibility features has been documented by the manufacturer of the operating system and is available to the product developer.


c.  A well defined on-screen indication of the current focus shall be provided that moves among interactive interface elements as the input focus changes. The focus shall be programmatically exposed so that assistive technology can track focus and focus changes.


d.  Sufficient information about a user interface element including the identity, operation and state of the element shall be available to assistive technology. When an image represents a program element, the information conveyed by the image must also be available in text.


e.  When bitmap images are used to identify controls, status indicators, or other programmatic elements, the meaning assigned to those images shall be consistent throughout an application's performance.


f.  Textual information shall be provided through operating system functions for displaying text. The minimum information that shall be made available is text content, text input caret location, and text attributes.


g.  Applications shall not override user-selected contrast and color selections and other individual display attributes.


h.  When animation is displayed, the information shall be displayable in at least one non-animated presentation mode at the option of the user.


i.  Color coding shall not be used as the only means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.


j.  When a product permits a user to adjust color and contrast settings, a variety of color selections capable of producing a range of contrast levels shall be provided.


k.  Software shall not use flashing or blinking text, objects, or other elements having a flash or blink frequency greater than 2 Hz and lower than 55 Hz.

l.  When electronic forms are used, the form shall allow people using assistive technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues.

APPENDIX B

1194.22 - Web-Based Intranet and Internet Information and Applications.


a.  A text equivalent for every non-text element shall be provided (e.g., via “alt,” “longdesc,” or in element content).


b.  Equivalent alternatives for any multimedia presentation shall be synchronized with the presentation.


c.  Web pages shall be designed so that all information conveyed with color is also available without color, for example from context or markup.


d.  Documents shall be organized so they are readable without requiring an associated style sheet.


e.  Redundant text links shall be provided for each active region of a server-side image map.


f.  Client-side image maps shall be provided instead of server-side image maps except where the regions cannot be defined with an available geometric shape.


g.  Row and column headers shall be identified for data tables.


h.  Markup shall be used to associate data cells and header cells for data tables that have two or more logical levels of row or column headers.


i.  Frames shall be titled with text that facilitates frame identification and navigation.


j.  Pages shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower than 55 Hz.


k.  A text-only page, with equivalent information or functionality, shall be provided to make a web site comply with the provisions of this part, when compliance cannot be accomplished in any other way. The content of the text-only page shall be updated whenever the primary page changes.


l.  When pages utilize scripting languages to display content, or to create interface elements, the information provided by the script shall be identified with functional text that can be read by assistive technology.


m.  When a web page requires that an applet, plug-in or other application be present on the client system to interpret page content, the page must provide a link to a plug-in or applet that complies with §1194.21(a) through (l).


n.  When electronic forms are designed to be completed on-line, the form shall allow people using assistive

technology to access the information, field elements, and functionality required for completion and submission of the form, including all directions and cues.


o.  A method shall be provided that permits users to skip repetitive navigation links.


p.  When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required.

Note to §1194.22:

1.  The Board interprets paragraphs (a) through (k) of this section as consistent with the following priority 1 Checkpoints of the Web Content Accessibility Guidelines 1.0 (WCAG 1.0) (May 5, 1999) published by the Web Accessibility Initiative of the World Wide Web Consortium:

	Section 1194.22 Paragraph
	WCAG 1.0 Checkpoint

	(a)
	1.1

	(b)
	1.4

	(c)
	2.1

	(d)
	6.1

	(e)
	1.2

	(f)
	9.1

	(g)
	5.1

	(h)
	5.2

	(i)
	12.1

	(j)
	7.1

	(k)
	11.4


2.  Paragraphs (l), (m), (n), (o), and (p) of this section are different from WCAG 1.0. Web pages that conform to WCAG 1.0, level A (i.e., all priority 1 checkpoints) must also meet paragraphs (l), (m), (n), (o), and (p) of this section to comply with this section. WCAG 1.0 is available at http://www.w3.org/TR/1999/WAI-WEBCONTENT-19990505.

APPENDIX C

1194.23 - Telecommunications Products.


a.  Telecommunications products or systems which provide a function allowing voice communication and which do not themselves provide a TTY functionality shall provide a standard non-acoustic connection point for TTYs.  Microphones shall be capable of being turned on and off to allow the user to intermix speech with TTY use.


b.  Telecommunications products that include voice communication functionality shall support all commonly used cross-manufacturer non-proprietary standard TTY signal protocols.


c.  Voice mail, auto-attendant, and interactive voice response telecommunications systems shall be usable by TTY users with their TTYs.


d.  Voice mail, messaging, auto-attendant, and interactive voice response telecommunications systems that require a response from a user within a time interval, shall give an alert when the time interval is about to run out, and shall provide sufficient time for the user to indicate more time is required.


e.  Where provided, caller identification and similar telecommunications functions shall also be available for users of TTYs, and for users who cannot see displays.


f.  For transmitted voice signals, telecommunications products shall provide a gain adjustable up to a minimum of 20 dB. For incremental volume control, at least one intermediate step of 12 dB of gain shall be provided.


g.  If the telecommunications product allows a user to adjust the receive volume, a function shall be provided to automatically reset the volume to the default level after every use.


h.  Where a telecommunications product delivers output by an audio transducer which is normally held up to the ear, a means for effective magnetic wireless coupling to hearing technologies shall be provided.


i.  Interference to hearing technologies (including hearing aids, cochlear implants, and assistive listening devices) shall be reduced to the lowest possible level that allows a user of hearing technologies to utilize the telecommunications product.


j.  Products that transmit or conduct information or communication, shall pass through cross-manufacturer, non-proprietary, industry-standard codes, translation protocols, formats or other information necessary to provide the information or communication in a usable format. Technologies that use encoding, signal compression, format transformation, or similar techniques shall not remove information needed for access or shall restore it upon delivery.


k.  Products which have mechanically operated controls or keys, shall comply with the following:


(1)  Controls and keys shall be tactilely discernible without activating the controls or keys.


(2)  Controls and keys shall be operable with one hand and shall not require tight grasping, pinching, or twisting of the wrist. The force required to activate controls and keys shall be 5-lbs. (22.2 N) maximum.


(3)  If key repeat is supported, the delay before repeat shall be adjustable to at least 2 seconds. Key repeat rate shall be adjustable to 2 seconds per character.

(4)  The status of all locking or toggle controls or keys shall be visually discernible, and discernible either through touch or sound.

APPENDIX D

1194.24 - Video and Multimedia Products.


a.  All analog television displays 13 inches and larger, and computer equipment that includes analog television receiver or display circuitry, shall be equipped with caption decoder circuitry which appropriately receives, decodes, and displays closed captions from broadcast, cable, videotape, and DVD signals.  As soon as practicable, but not later than July 1, 2002, wide-screen digital television (DTV) displays measuring at least 7.8 inches vertically, DTV sets with conventional displays measuring at least 13 inches vertically, and stand-alone DTV tuners, whether or not they are marketed with display screens, and computer equipment that includes DTV receiver or display circuitry, shall be equipped with caption decoder circuitry which appropriately receives, decodes and displays closed captions from broadcast, cable, videotape and DVD signals.


b.  Television tuners, including tuner cards for use in computers, shall be equipped with secondary audio program playback circuitry.


c.  All training and informational video and multimedia productions which support the agency’s mission, regardless of format, that contain speech or other audio information necessary for the comprehension of the content, shall be open or closed captioned.


d.  All training and informational video and multimedia productions which support the agency’s mission, regardless of format, that contain visual information necessary for the comprehension of the content, shall be audio described.

e.  Display or presentation of alternate text presentation or audio descriptions shall be user-selectable unless permanent.

APPENDIX E

1194.25 - Self Contained, Closed Products.


a.  Self-contained products shall be usable by people with disabilities without requiring an end-user to attach assistive technology to the product. Personal headsets for private listening are not assistive technology.


b.  When a timed response is required, the user shall be alerted and given sufficient time to indicate more time is required.


c.  Where a product utilizes touchscreens or contact-sensitive controls, an input method shall be provided that complies with §1194.23 (k) (1) through (4).


d.  When biometric forms of user identification or control are used, an alternative form of identification or activation, which does not require the user to possess particular biological characteristics, shall also be provided.


e.  When products provide auditory output, the audio signal shall be provided at a standard signal level through an industry standard connector that will allow for private listening. The product must provide the ability to interrupt, pause, and restart the audio at anytime.


f.  When products deliver voice output in a public area, incremental volume control shall be provided with output amplification up to a level of at least 65 dB. Where the ambient noise level of the environment is above 45 dB, a volume gain of at least 20 dB above the ambient level shall be user selectable. A function shall be provided to automatically reset the volume to the default level after every use.


g.  Color coding shall not be used as the only means of conveying information, indicating an action, prompting a response, or distinguishing a visual element.


h.  When a product permits a user to adjust color and contrast settings, a range of color selections capable of producing a variety of contrast levels shall be provided.


i.  Products shall be designed to avoid causing the screen to flicker with a frequency greater than 2 Hz and lower than 55 Hz.


j.  Products which are freestanding, non-portable, and intended to be used in one location and which have operable controls shall comply with the following:


(1)  The position of any operable control shall be determined with respect to a vertical plane, which is 48 inches in length, centered on the operable control, and at the maximum protrusion of the product within the 48-inch length (see Figure 1 of this part).


(2)  Where any operable control is 10 inches or less behind the reference plane, the height shall be 54 inches maximum and 15 inches minimum above the floor.


(3)  Where any operable control is more than 10 inches and not more than 24 inches behind the reference plane, the height shall be 46 inches maximum and 15 inches minimum above the floor.


(4)  Operable controls shall not be more than 24 inches behind the reference plane (see Figure 2 of this part).

APPENDIX F

1194.26 - Desktop and Portable Computers.


a.  All mechanically operated controls and keys shall comply with 1194.23 (k) (1) through (4).


b.  If a product utilizes touchscreens or touch-operated controls, an input method shall be provided that complies with §1194.23 (k) (1) through (4).


c.  When biometric forms of user identification or control are used, an alternative form of identification or activation, which does not require the user to possess particular biological characteristics, shall also be provided.


d.  Where provided, at least one of each type of expansion slots, ports and connectors shall comply with publicly available industry standards.

(END OF SECTION C)

SECTION D Packaging and Marking

SECTION D

PACKAGING & MARKING

D-1.  PACKAGING AND MARKING


A.  Packaging and marking of all deliverables shall be in accordance with the best commercial practice necessary to ensure safe and timely delivery at destination, in accordance with the applicable security requirements.


B.  All data and correspondence submitted to the Contracting Officer (KO) and the Task Monitor shall reference:


(1)  the contract number


(2)  the task order number


(3)  and the names of the CO and/or TM

(END OF SECTION D)

SECTION E Inspection and Acceptance 

INSPECTION AND ACCEPTANCE TERMS 

Supplies/services will be inspected/accepted at: 

	CLIN 
	INSPECT AT 
	INSPECT BY 
	ACCEPT AT 
	ACCEPT BY 

	0001 
	N/A  
	N/A  
	N/A  
	N/A  

	0002 
	N/A  
	N/A  
	N/A  
	N/A  

	0003 
	N/A  
	N/A  
	N/A  
	N/A  

	0004 
	N/A  
	N/A  
	N/A  
	N/A  


SECTION E

INSPECTION AND ACCEPTANCE

CLAUSES INCORPORATED BY REFERENCE (JUN 1988) (FAR 52.252-2)

52.246-2
INSPECTION OF SUPPLIES--FIXED-PRICE 

JUL 1985

 (IAW FAR 46.302)

52.246-3
INSPECTION OF SUPPLIES--COST-REIMBURSEMENT
APR 1984

(IAW FAR 46.303)

52.246-4
INSPECTION OF SERVICES--FIXED-PRICE

FEB 1992

(IAW FAR 46.304)

52.246-5
INSPECTION OF SERVICES--COST-REIMBURSEMENT
APR 1984

(IAW FAR 46.305)

52.246-6
INSPECTION--TIME-AND-MATERIAL AND LABOR-HOUR
JAN 1986

(IAW FAR 46.306)

52.246-8
INSPECTION OF RESEARCH AND DEVELOPMENT-COST
APR 1984




REIMBURSEMENT (IAW FAR 46.308)

52.246-16
RESPONSIBILITY FOR SUPPLIES



APR 1984





(IAW FAR 46.316)

DD FORM 1423 DATA INSPECTION AND ACCEPTANCE 



(IAW FAR 46.401(b) and 46.503)

Inspection and acceptance requirements for Data Items will be indicated on the DD Form 1423 made a part of the Task Order issued pursuant to this contract.

E-1. 
INSPECTION AND ACCEPTANCE

A.
Final inspection and acceptance of all work, performance, reports, and other deliverables under this contract shall be performed at the location specified in an individual Task Order.  The Task Order shall also designate the individual responsible for inspection and acceptance, as well as the basis for acceptance.  Task Order deliverable items rejected shall be corrected in accordance with the applicable clauses.

E.2  BASIS FOR ACCEPTANCE

     A.  The basis for acceptance shall be in compliance with the requirements set forth in Section C (Statement of Work ); task order; and other terms and conditions of the contract.  Deliverable items rejected under the resulting task order shall be corrected in accordance with the applicable clauses.

     B.  The Government requires a period not to exceed thirty (30) days after receipt of the final deliverable item(s) for inspection and acceptance or rejection unless otherwise specified in the individual Task Order.

E.3 ACCESS TO RECORD, DATA AND FACILITIES

The contractor shall permit the Contracting Officer and/or designated representatives access at any reasonable time to all records, data and facilities used in performance of the contemplated services.

E.4  DATA FORMAT, INSPECTION AND ACCEPTANCE


   (IAW FAR 46.401(b) and 46.503)

The inspection and acceptance requirements for data items will be specified in each Task Order.  The requirements and format of data items required by an individual task order will be set forth in each task order.  The format of data items may be in contractor format, specified by the customer, or in accordance with a DD Form 1664, Data Item Description (DID).  

(End of Section E)

SECTION F Deliveries or Performance 

DELIVERY INFORMATION 

	CLINS 
	DELIVERY DATE 
	UNIT OF ISSUE 
	QUANTITY 
	FOB 
	SHIP TO ADDRESS 

	0001 
	 
	Each 
	 1.00 
	Dest. 
	 

	0002 
	 
	 
	 1.00 
	Dest. 
	 

	0003 
	 
	 
	 1.00 
	Dest. 
	 

	0004 
	 
	 
	 1.00 
	Dest. 
	 


CLAUSES INCORPORATED BY REFERENCE: 

	52.242-15 Alt I 
	Stop-Work Order (Aug 1989) -  Alternate I 
	APR 1984 
	 

	52.247-34 
	F.O.B. Destination 
	NOV 1991 
	 

	52.247-55 
	F.O.B. Point For Delivery Of Government-Furnished Property 
	APR 1984 
	 


PART I - THE SCHEDULE

SECTION F

DELIVERIES OR PERFORMANCE

F-1. PERIOD OF PERFORMANCE - BASE CONTRACT PERIOD (IAW FAR 12.101(a))

The period of performance for this contract excluding options shall be thirty-six (36) months beginning on the effective date of contract.  If exercised, the period of performance for the four (4), 12-month option periods shall be as follows:

     A.  Option 1 performance period shall be twelve (12) months following the Basic Period.

     B.  Option 2 performance period shall be twelve (12) months following Option 1.

     C.  Option 3 performance period shall be twelve (12) months following Option 2.

     D.  Option 4 performance period shall be twelve (12) months following Option 3.

F-2.
PLACE OF PERFORMANCE    (IAW FAR 12.101(a))

Services under this contract are required to be performed at the specified locations in the individual task orders.

F.3  DELIVERY SCHEDULED FOR REPORTS AND OTHER DELIVERABLES

The work and services required under the basic period and options, if exercised, shall be completed and delivered to the specified address in accordance with the delivery dates contained in individual task order’s statement of work.

F.4  TASK ORDERS (TOs) PERFORMANCE PERIOD & PRICING

     A.  TOs may be placed during the Basic Period and Option Years One through Four (provided each applicable option year is exercised).  The performance period for each TO shall be specified in the TO and may extend for a reasonable period beyond the contract expiration date.

     B.  TOs shall be priced using the Section B labor rates for the currently-authorized contract year and any option years for the TO’s anticipated period of performance.  In the event a TO contains pricing from an option year and that option year is not subsequently exercised by the Government, the TO shall be modified to reflect the Section B labor rates for the option years that have been exercised by the Contracting Officer.  Section B labor rates for all option years not exercised will be modified to reflect the Section B labor rates in the last exercised contract year.

F-5 PLACE OF DELIVERY

Each individual Task Order shall specify the destination to which delivery shall be made.  The place of delivery shall be included in the Task Order Statement of Work, or, in the case of data, in an appropriately detailed Contract Data Requirements List, DD FORM 1423.

(End of Section F) 

SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255000 
	 

	AMOUNT:  
	$50,000.00   MIPR: DD2MZ07777 
	 

	  
	  
	  



PART I - THE SCHEDULE


SECTION G


CONTRACT ADMINISTRATION DATA

G-1.
ACCOUNTING AND APPROPRIATION DATA

     A.  The following accounting and appropriation data is applicable for the guaranteed minimum:  See Standard Form 26, Block 14.

     B.  The applicable accounting and appropriation data beyond award will be cited on individual task orders placed under this contract.

G.2
SUBJECT TO AVAILABILITY OF FUNDS

Where applicable, in each individual Task Order where funds are subject to availability, the condition will be indicated with an asterisk, "*" followed by the phrase "SUBJECT TO THE AVAILABILITY OF FUNDS".  Conditions stated in clause FAR 52.232-18 (see Section I) are applicable to these funds.

(IAW FAR 32.705-1(a)).

G.3.  CONTRACT MANAGEMENT

Notwithstanding the Contractor's responsibility for total management during the performance of this contract, the administration of the contract will require maximum coordination between the Government and the Contractor.  The following individuals will be the Government points of contact during the performance of the contract:

A.
Contracting Officer.  All contract administration will be effected by the Contracting Officer.  Communications pertaining to contractual administrative matters will be addressed to the contracting Officer.  The word "Government" as used throughout this contract or its attachments refers specifically to the contracting Officer.  The Contracting Officer is the only person authorized to approve changes in any of the requirements under this contract, and notwithstanding any provisions contained elsewhere in this contract, the said authority remains solely with the Contracting Officer.  No changes in or deviation from the scope of work shall be effected without a written modification to the contract executed by the Contracting Officer authorizing such changes.  Should the Contracting Officer designate individuals to act as the Contracting Officer's Representative (COR) or Task Monitor under any resultant contract/task order, such representative will be designated by letter of appointment from the Contracting Officer in the technical phase of the work, but will not be authorized to change any of the terms and conditions of the contract or task order. 

B.
Contracting Officer's Representative (COR) and the Task Monitor(TM). 

1.
The COR will be designated in writing on authority of the Contracting Officer after contract award to monitor and coordinate all technical aspects and assist in the administration of the overall contract. 

2.
The TM will be designated on authority of the Contracting Officer with a task order award to monitor and coordinate all technical aspects and assist in the administration of an individual task orders. 

3.
All contacts with all agencies of the Government and interfacing with other Contractors required in the performance of this Contract will be accomplished only with the coordination of the COR and TM.  The Contractor will receive copies of the contract and designation letters stating the responsibilities and limitations of the COR and TM. 

C.
Technical Coordination.

1.
Performance of work under this contract shall be in compliance with the Statement of work and any approved Task Orders.

2.
All Technical coordination shall be within the scope of the contract and the task order.  No oral statements of any person whosoever will in any manner or degree modify or otherwise affect the terms of this contract.  Technical coordination shall not result in any action that:

    a.  Constitutes an assignment of additional work outside the SOW or the task order.

    b.  Constitutes a change as defined in the contract entitled, “Changes” for Time and Materials, Firm Fixed Price or Cost Reimbursement contracts.

    c.
Causes an increase in the total contract ceiling, task order price, or the time required for contract or task order performance. 

    d.
Changes in any of the expressed terms, conditions or specifications of the contract or task order.

    e.  Interferes with the Contractor's right to perform the terms and conditions of the contract.

G.4  PREPARATION OF VOUCHERS.

     A.  General

         (1)  SF 1034, Public Voucher for Purchases and Services Other than Personal shall be prepared and submitted for payments under this contract.

         (2)  Pursuant to DFARS 242.803(b), the provisions of FAR 42.7 and 42.8, responsibility for cost administration of this contract for cost-reimbursable task orders and T&M task orders which include Other Direct Costs (ODCs) is assigned to the cognizant Defense Contract Audit Agency (DCAA) as follows:

If DCAA authorizes the contractor to submit vouchers directly to the paying office, then a copy of the authorization and the voucher shall be submitted directly to the paying office specified in paragraph A(4) below for all task order types.

          (3) To ensure timely processing of Contractor’s payment, T&M vouchers which include ODCs and cost-reimbursable vouchers shall be forwarded in an original and three copies simultaneously as follows:

               (a) Original to the cognizant Defense Contract Audit Agency (DCAA) Auditor (for administrative review, provisional approval and forwarding to the Finance Office listed in (4) below),

               (b) The Finance Office listed in (4) below,

               (c) The task monitor listed on the awarded task order (address will be shown on the task order).

          (4)  To ensure timely processing of Contractor’s invoices, FFP vouchers and T&M vouchers for labor only do not have to be submitted through DCAA.  FFP vouchers shall be forwarded simultaneously to the:

                (a) Finance Office at the following address for payment:

                    DITCO DTC4/FMO

                    P.O. Box 25857

                    Scott AFB, IL  62225-5406

                (b) The Task Monitor listed on the awarded task order (address will be shown on the task order).

          (5)  All vouchers submitted to the Government shall delineate cost by:

                (a) Contract number,

                (b) Task Order number,

                (c) Corresponding accounting and appropriation data, and

                (d) Contract Line Item Number (CLIN)

                (e) Any additional information required by specific payment clauses.

          (6)  The Task Monitor will forward a copy of the certified voucher to the DITCO Financial Management Services Division (DTC4) at meyerm@scott.disa.mil within five days of invoice receipt.  If acceptance/rejection is not received from the TM within 7 calendar days, TM acceptance is assumed and the invoice will be processed for payment.  The TM shall contact the contractor directly to obtain additional invoice copies when original invoices were not received by the TM.

     B.  Billing Instructions

          (1) T&M vouchers and required support documentation/justification shall be submitted pursuant to FAR 52.232-7, except the withholding of 5%.  For the purposes of this contract the 5% withholding is waived.  See Section I, Clause 52.232-7, “Payments under Time and Materials and Labor Hours Contracts.”

          (2) Cost-Reimbursable vouchers shall be submitted pursuant to FAR 52.216-7 and must specify as a minimum, the following information for the billing period:

              (a) The total price for the current billing period and the cumulative amount billed for the current fiscal year.  The current price and total cumulative price will be shown by CLIN/SLIN.

              (b) Supporting documentation shall be provided by CLIN for any amount invoiced against the cost reimbursable, i.e., travel/per diem, material CLIN.  Documentation to be provided with each applicable voucher shall include, but be limited to: travel CLIN, travel breakout; including itinerary, dates of travel, number and category of employees traveling, travel and per diem costs.  Supporting documentation shall be provided for all cost associated with the material CLIN.

              (c) Within 90 days after the end of each of its fiscal years for estimating, accumulating, and reporting task order costs, the contractor shall submit a proposed final indirect submission pursuant to FAR 52.216-7d(2).

              (d) Completion Voucher

                  1.  The completion voucher is the last voucher to be submitted on a task order.

                  2.  FAR 52.216-7(h) requires the contractor to submit the completion voucher following completion of the work under the contract task order.  However, prior to submitting the completion voucher, DCAA must have completed an audit of the contractor’s incurred costs relating to the contract task order.

G-5.  TASK ORDER PROCEDURES

The following provision defines the process by which (A) Fair Opportunity for Award will be afforded; (B) Task Orders(TO) will be processed and priced; and (C) TO will be awarded.  It also defines (D) specific local clauses to be used for issues of TO consideration and payment.  Finally, it defines (E) the role of Ombudsman at DISA.

Please Note:  Careful attention should be paid to those areas in which the procedures/processes/provisions changes due to use of a different contract type/pricing methodology.

FAIR OPPORTUNITY FOR CONSIDERATION:

A. One or more Task Orders (TOs) may be issued during the performance period of this contract.  The Contracting Officer's (KO) decision to issue an order to a particular awardee shall be based on the criteria stated below.  In accordance with the Federal Acquisition Streamlining Act (FASA) and FAR 16.505(b), the KO will give each awardee a "fair opportunity" to be considered for each order in excess of $2,500 unless one of the conditions in paragraph (B) below applies. 

B.  Exceptions to Fair Opportunity for Consideration: Awardees will not be given a fair opportunity to be considered for requirements which are expected to exceed $2,500 when the Contracting Officer determines one of the following conditions apply:

      1.
The agency need for the supplies or services is to urgent that providing such opportunity would result in unacceptable delays;

2. Only one such awardee is capable of providing such services required at the level of quality required because the services ordered are unique or highly specialized;

3. The order should be issued on a sole‑source basis in      the interest of economy and efficiency as a logical follow‑on to a task order already issued under this contract, provided that all multi‑awardees were given fair opportunity to be considered for the original order; or

4. It is necessary to place an order to satisfy a minimum guarantee.

C.  SELECTION CRITERIA FOR AWARDING TASK ORDER.

The Government will evaluate the proposals against selection criteria.  The Government’s award decision will be based, as a minimum, on a selection criteria which addresses past performance, technical/management approach, and price/cost.  Evaluation of past performance will be based on each awardee’s original proposal’s past performance data as supplemented by the Government and contractor during the life of the contract.  As work proceeds under this contract, it is probable that the past performance data submitted with the original contract proposal will be disregarded for current performance reports received on task orders performed under this contract.  In addition, individual task order selection criteria may include other factor(s) relevant to the particular task order.  The order of importance for the factors will be identified on each individual requirement.

D.  PROPOSAL PROCESSS

     1.  The Contracting Officer will issue a TO proposal request to all contractors.  If a Fair Opportunity Exception Applies, the TO proposal request will be issued to one contractor.  The TO proposal request will include a due date for proposal submission and a Statement of Work (SOW) which includes a detailed description of work to be accomplished, a listing of the deliverables required, and additional data as appropriate.  The TO proposal request will also include specific instructions for the submission for proposals, the selection criteria factors, the factors’ order of importance, and other information deemed appropriate.

     2.  Awardees will generally be allowed 5 working days to prepare and submit proposals.  However, more or less time may be necessary based on the requirements.  The due date shall be set forth in each TO proposal request.  If an awardee is unable to perform a requirement, the awardee may “NO BID” the TO proposal request.  All “NO BIDS” shall include a brief statement as to why the awardee is unable to perform (i.e., Conflict of Interest).

     3.  Technical Proposals.  The TO proposal request will state whether an oral proposal is required in addition to or instead of the written technical proposals.  Both oral and written technical proposals shall address, as a minimum:

               *    Technical Approach

               *    Key Personnel

               *    Quantities/hours of personnel by labor  categories

               *    Other Direct Costs (ODCs)

               *    Risks

               *    Period of Performance    

               *    Use of Government Property/Information

               *    Security (including clearance level)

               *    Teaming Arrangement to include subcontracting 

               *    Small Business Utilization

The technical proposal information will be streamlined, e.g. the Government anticipates proposals consisting of 10 pages stating compliance or exception to TO requirements, risks, assumptions, and conflict of interest issues.  Proposals shall not merely restate TO SOW requirements.

     4. Cost Proposals.  A written cost proposal will always be required.  This area of the proposal shall include detailed cost/price amounts of all resources required to accomplish the task, (i.e. labor hours, rates, travel, incidental equipment, etc.). Both "sanitized" and "unsanitized" cost proposals will be required.  "Unsanitized" cost proposals are complete cost proposals which includes all required information.  "Sanitized" cost proposals shall exclude all company proprietary or sensitive data, but must include a breakdown of the total labor hours proposed and a breakout of the types and associated costs of all proposed Other Direct Costs (ODCs). Unless noted below, unsanitized proposals will only be provided to the Contracting Officer, while sanitized proposal are provided to the COR or Task Monitor.

The level of detail required shall be primarily based on the contract type planned for use, as further discussed below.



(a)  Time & Material (T&M):   The proposal shall identify labor categories, in accordance with the Labor Rate Tables contained in SECTION B, and the number of hours required for performance of the task.  The proposal must identify and justify use of all non‑labor cost elements.  It must also identify any Government Furnished Property (GFP) and/or Government Furnished Information (GFI) required for task performance.  If travel is specified in the TO statement of work, airfare and per diem rates by total days, number of trips, number of contractor employees traveling shall be included in the cost proposal.



(b) Fixed Price and Cost-Reimbursement: Cost/ Price proposals shall include, as a minimum, a complete Work Breakdown Structure (WBS)  which coincides with the detailed technical approach; and provides proposed labor categories, hours, wage rates, direct/indirect rates, ODCs, and profit/fee. A SF 1448, Proposal Cover Sheet may be requested at the discretion of the KO.

               (c) Other Relevant Information: This information shall always be in writing and shall address other relevant information, as required by the contract or specifically requested by the TO proposal request, e.g. Conflict of Interest issues.

               (d) Clarification of Proposal:   Proposals will be evaluated in accordance with selection criteria set forth in the TO proposal request. If necessary, during the evaluation of proposals the Government may contact an awardee with questions concerning their proposal.  Upon completion of evaluations, the KO will issue a TO to the awardee whose proposal is most advantageous to the government.

               (e) In the event issues pertaining to a proposed task cannot be resolved to the satisfaction of the Contracting Officer, the Contracting Officer reserves the right to withdraw and cancel the proposed task.  In such event, the Contractor shall be notified, via letter, of the Contracting Officer's decision.  This decision shall be final and conclusive and shall not be subject to the "Disputes" clause or the "Contract Disputes Act".

               (f) TO Issuance: TOs may be issued by mail or facsimile on a DD Form 1155, Order for Supplies and Services.  TOs may also be issued as an Unsigned Electronic TO (ETO) via electronic commerce.  It is anticipated that all TOs will be issued as ETOs via electronic commerce.  

               (g) Unauthorized Work:   The Contractor is not authorized to commence performance prior to issuance of a signed TO or verbal approval provided by the KO to begin work.

               (h) Task Funding Restrictions:  No unfunded and/or optional tasks are allowed.

               (i) Changes in T&M TO: Contractors shall provide written notification to the KO, COR, and TM, and obtain KO approval, prior to making changes to the labor mix on operating TOs, if the change in hours is more than 15 percent higher than the hours originally proposed in that labor category, or if any new labor category (i.e., a category not originally proposed for this TO) is intended for use under the TO.  The Contractor shall submit a revised cost proposal to show original amount/award, proposed revised amount and difference.

               (j) Ombudsman Description.  In accordance with FAR 16.505(a)(7), no protest under FAR subpart 33.1 is authorized in connection with KO decisions regarding fair opportunity or the issuance of a TO under this contract, except for a protest on the grounds that a TO increases the scope, period, or maximum value of the contract.  The Deputy Director for Procurement & Logistics will review complaints from the contractors and ensure that all contractors are afforded a fair opportunity to be considered consistent with the procedures in the contract.  Complaints to the DISA Ombudsman must be forwarded to:




Deputy Director for Procurement & Logistics




DISA, Code D4, Building T-5




701 South Courthouse Road




Arlington, VA 22204-2199




Mr. Thomas F. Thoma




703-607-6319




thomat@ncr.disa.mil

G-6.  PAST PERFORMANCE EVALUATION

     a.  Past performance information is relevant information, for future Task Orders source selection purposes, regarding a contractor's actions under previously awarded Task Orders on the same contract.  It includes, for example, the contractor's record of conforming to contract requirements and to standards of good workmanship; the contractor's adherence to contract schedules, including the administrative aspects of performance; the contractor's history of reasonable and cooperative behavior and commitment to customer satisfaction; and generally, the contractor's business‑like concern for the interests of the customer.

     b.  Upon completion of a TO, the Task Monitor will complete a TO evaluation, in accordance with DISAI 260-70-3 or successor publications, and forward a copy to the KO, contractor and COR.  The contractor will be given 30 calendar days to submit comments, rebutting statements, or additional information.  Comments, if any shall be retained as part of the evaluation record.  These evaluations may be used to support future Task Order awards, and will therefore be marked "Source Selection Information".  The completed evaluation shall not be released to other than Government personnel and the contractor whose performance is being evaluated during the period the information may be used to provide source selection information.  The past performance information shall not be retained for longer than three years after completion of contract or task order performance.

G-7.  SUBMISSION OF SUBCONTRACTING REPORT FOR INDIVIDUAL CONTRACTS

Standard Form (SF) 294, Subcontracting Report for Individual Contracts, and SF 295, Summary Subcontract Report, required in accordance with FAR 19.704(a), shall be submitted to the Contracting Officer (original and one copy) at the address in Block 7 of the SF 1447.  An additional copy shall be submitted to the Office of Small and Disadvantaged Business at the following address:

Defense Information Systems Agency

Office of Small Business Specialist

ATTN:  Code DO4

701 South Court House Road

Arlington, VA 22204-2199​

G-8 ASSIGNMENT OF CONTRACT ADMINISTRATION (IAW FAR 42.202)

The Contracting Officer may assign certain administration functions to the cognizant Contract Administration Office (CAO) by a specific delegating letter.  All functions not specifically delegated to the CAO will be assigned to the DISA/DITCO/AQSS32 Contracting Officer, P.O. Box 25857, Scott AFB, IL. 62225-5406, unless otherwise prohibited by statute or regulation.

G-9 AUTHORIZED ORDERING OFFICES
Contracting Officers at DITCO-Scott/AQSS32, DITCO-Alaska, DITCO-Pacific, and DITCO-Europe are authorized to place task/delivery orders, and modifications thereto, against this contract.

G-10  ORDERING PROCEDURES FOR EXTERNAL AGENCIES (APR 2002 - DITCO/AQSS3).

An external agency is defined as any contracting office that is a U.S. Federal Agency and not listed in Section G-9, above.  Because it is funded by yearly appropriations, DITCO National Capital Region (AQN) may not issue task orders against the I Assure contracts.

There are no approvals, coordination, reporting, or oversight imposed by DITCO-Scott (AQS) on external agency contracting offices.  External agencies are empowered to place orders in accordance with the terms and conditions of the contracts, task order guidelines, the FAR, DFARS (as applicable), and their own agency procedures.

The DITCO-Scott (AQS) Contracting Officer will not make judgments or determinations regarding task orders awarded under this contract by an external agency contracting office.  All of the task orders are negotiable and these issues must be resolved consistently with external agency procedures and/or oversight.

Ordering procedures are at http://www.disa.mil/acq/contracts/iachar.html.  The following procedures apply for external agencies placing orders against this contract:

1.  The contractor shall provide a copy of the order and all modifications electronically to the DITCO-Scott (AQS) Contracting Officer.

2.  The contractor shall submit a check made payable to “DITCO/AQSC4” along with the External Agency Ordering Spreadsheet Report, attached to this contract, quarterly by the 30th of each month following the end of each quarter to DITCO/AQSC4, P.O. Box 25857, Attn:  Doris Kauling, Scott AFB, IL  62225-5406, to pay DITCO 1% of all payments received during the prior quarter.  An electronic copy of the spreadsheet entitled External Agency Ordering Spreadsheet Report attached to this contract is also required to be provided to AQSC4@Scott.DISA.mil and dts6s@scott.disa.mil by the 30th of each month, following the end of each quarter.


a.  An entry shall be made on the spreadsheet for each order.


b.  The contractor may remit the DITCO fee using one check for all payments received in the prior quarter.


c.  The spreadsheet shall be cumulative of all orders placed by external agencies during the life of the contract.


d.  The contractor may submit one spreadsheet for all contracts.


e.  The “Customer Department” column on the spreadsheet should reflect the department that places the order.  For example, if the ordering agency is a military department, insert the appropriate department, such as Air Force or Army.  If the ordering agency is another DoD agency, insert the department name, such as Defense Logistics Agency (DLA).  If the ordering agency is a federal agency, insert the department name, such as Department of Justice (DoJ) or Department of State (DoS).

3.  The customer shall add the Contract Line Item Number (CLIN) set forth in Section B, entitled External Ordering Agency Fee, to add a 1% fee to each order placed under this contract.  The contractor shall reject all orders placed by external agencies that do not include this CLIN.

4.  The customer shall not use any order numbers identified by using serial numbers beginning with 0001 thru 9999, which are reserved for DITCO-Scott (AQS).  DoD agencies should use ordering numbers as specified in DFARS 204.7004(d)(2)(i).  Non-DoD federal agencies may use any numbering system provided it does not conflict with either of these numbering systems.

5.  The Government may audit the contractor’s books with relation to any orders issued by any Government agency other than DITCO-Scott (AQS), DITCO-Alaska (AQA), DITCO-Pacific (AQP) and DITCO-Europe (AQE).

(End of Section G)

SECTION H Special Contract Requirements 

                             SECTION H

                   SPECIAL CONTRACT REQUIREMENTS

H-1.
REQUIRED INSURANCE 
       (IAW FAR 28.306(b))

The contractor shall maintain the types of insurance and coverage listed below in accordance with FAR 28.307-2:

TYPES OF INSURANCE                              MINIMUM AMOUNT
Workmen’s Compensation and all                  As required by

Occupational Diseases                           Federal and

                                                State Statutes

Employer’s Liability Including all                    $100,000

Occupational Diseases When Not so Covered 

In Workmen’s Compensation Above

General Liability (Comprehensive)                     $500,000

Bodily Injury per Occurrence

Automobile Liability (Comprehensive)

Bodily Injury per Person                              $200,000

Bodily Injury per Occurrence                          $500,000

Property Damage per Occurrence                         $20,000

H-2.  CONFERENCES

The Contracting Officer, or his duly authorized representative, may call a conference from time-to-time as deemed necessary to discuss any phase of performance under the Contract.  All discussions, problems encountered, solutions reached, and evaluations made during any conference shall be documented in the next status report for current reporting period.  In any case, such reporting shall not, in and of itself, constitute formal direction to and/or Contracting Officer acceptance of the topics discussed. 

​H-3.
NOTIFICATION REQUIREMENTS UNDER A TIME‑AND‑MATERIAL [IAW FAR 52‑232‑7(c)] AND COST‑REIMBURSEMENT CONTRACTS [IAW FAR 52‑232‑20(b)] 

Contractor notification requirements for FAR clause 52.232‑20(b) "Limitation of Cost" for CPFF delivery orders and FAR clause 52.232‑7(c) "Payments under Time‑and‑Materials and Labor‑Hours" for T&M delivery orders (clauses are in Section I by reference), shall be accomplished only by separate correspondence directed to the Contracting Officer with copies to the COR.  No other form of "notification" (e.g., mention in any type of monthly progress or status report) will effect compliance.  Further, notification to any individual other than the Contracting Officer shall not constitute compliance with this requirement.

​

H-4.  TRAVEL

A.
Official travel of contractor personnel away from their duty station that was not identified in the negotiated task order shall not be undertaken unless, advance, prior written approval has been obtained from the COR.  If travel causes additional costs to the task order, written approval by the Contracting Officer is required.

B.
The contractor's request for travel shall be in writing and contain the dates, locations, and estimated costs of the travel.

C.
Cost associated with contractors travel shall be in accordance with FAR Part 31.205‑46.

H-5.  HARDWARE, SOFTWARE AND ENABLING PRODUCTS

The government anticipates that the majority of work awarded under this contract will be professional services under SIC Code 7379.  However, the contract is structured to permit purchase of a full range of Information Assurance (IA) solutions, including the hardware, software and enabling products necessary to implement these solutions.  Proposals submitted in response to individual Task Orders shall clearly identify and price any hardware, software or other products included as part of the contractor’s proposal.  Unless otherwise indicated, acceptance of a task order proposal constitutes authorization to provide the proposed solution, including the hardware, software or other products proposed.

H-6.  CONFLICT OF INTEREST   (IAW FAR 9.5)

A.
It is understood and agreed that the Contractor, under the terms of this contract, or through the performance of the Statement of Work made a part of this Contract, is neither obligated nor expected to deliver or provide material or perform work, which will place the Contractor in an Organizational Conflict of Interest, which could serve as a basis for excluding the Contractor from supplying products or services to the Defense Information Systems Agency (DISA) or other Government agencies.  Further, during the course of this contract, the Contracting Officer (KO) will not knowingly unilaterally direct the Contractor to perform work, in contravention of the above understanding.  It will be the contractor's responsibility to identify any situation in which the potential for an Organizational Conflict of Interest exists.  However, prior to the execution of any task order or amendment thereto, if the KO discerns the potential for an Organizational Conflict of Interest insofar as the work to be performed thereunder is understood to involve the preparation of a complete specification of materials leading directly, predictably and without delay to a Statement of Work which will be used in the competitive procurement of a system, the KO shall notify the Contractor, and the parties shall mutually take action to resolve any potential organizational conflict of interest.

B.  This clause will be included in any subcontracts awarded under this contract. This clause does not relieve the contractor from following up with other contracting offices and their Contracting Officers regarding potential organizational conflicts involving those procurements.

H-7.  SUBCONTRACTING APPROVAL (IAW FAR 52.244-2).

A.  Because of the wide diversity of IA work contemplated under the IACC, and the rapidly changing nature of IA and IT technology/capabilities, the government encourages the IACC contractors to continuously review the market place for companies who provide new and innovative products and professional services with which to subcontract. Contractors are encouraged to have non-exclusive access to multiple product and service providers.

B.  In accordance with FAR 52.244-2, if the contractor does not have an approved purchasing system, the contractor shall obtain written Contracting Officer consent prior to subcontracting under a:


1.  Cost-reimbursement, time and material or labor hour type contracts; or


2.  Firm fixed price contracts and exceeds $75 million


C.  The Contractor’s subcontracting plan dated 14 April 2000 in support of this Contract, is hereby approved and incorporated herein by reference. The contractor is authorized to enter into subcontracting agreements with those companies identified in the subcontracting plan.  


D. With regard to any T&M TOs, any new labor subcontractor approved for addition to the contract shall be reimbursed via the composite time-and-materials rates specified in Section B.  No additions or adjustments will be made to account for added subcontractors.


E. As tasked, all materials required for performance of this contract, which is not Government-furnished, shall be furnished by the contractor.  The contractor shall utilize the Government supply sources when available.  When requisitioning procedures reveal that required material is not available from the Government supply sources, the contractor shall identify it in its TO proposal.


F.  Contractors may add or delete subcontractors from their I Assure teams without the express written consent of the contracting officer.  Contractors are required to keep their team members current on a monthly basis on their web pages and DISA will hot link into these pages from the I Assure web page at http://www.disa.mil/acq/contracts/iachar.html.  DISA will periodically review contractor web pages and update the Government’s listing of primary contractors and subcontractors.


G.  Ownership of supplies acquired by the contractor with Government funds, for performance of this contract shall vest with the Government.

H-8.  WORK ON A GOVERNMENT INSTALLATION.

In performing work under this contract on a Government installation or in a Government building, the Contractor shall:

a.
Conform to the specific safety requirements established by a TO.

b.
Comply with the safety rules of the Government installation that concern related activities not directly addressed in this contract.


c.  Take all reasonable steps and precautions to prevent accidents and preserve the life and health of Contractor and Government personnel connected in any way with performance under this contract.


d.  Take such additional immediate precautions as the Contracting Officer or Contracting Officer's Representative (COR) may reasonably require for safety and accident prevention purposes.


e.  Conform with all security requirements as specified in the DD Form 254 and security requirements as specified in the Task Order Statement of Work.

H-9.  KEY PERSONNEL

A. Key personnel are defined as personnel considered to be essential to the performance of work under the contract.  For purposes of this agreement and any task orders issued under this agreement these positions have been identified as:

Labor Category:

   1.  Program Manager

   2.  Senior Systems Engineer

   3.  Senior Software Engineer


B. Prior to replacing key person or key personnel, the Contractor shall demonstrate to the satisfaction of the COR and Contracting Officer that the qualifications of prospective replacement personnel are equal to or better than the qualifications of any personnel being replaced.  For example, although the labor categories listed in the statement of work specifies qualifications for personnel, if the Contractor proposed qualifications greater than those qualifications listed by the Government, then the Contractor's replacement personnel shall meet the Contractor's personnel qualifications.


C.  The Contractor shall notify the Contracting Officer's Representative (COR) at least thirty (30) days prior to making any changes in key personnel.

H-10 NONDISCLOSURE OF SENSITIVE AND/OR PROPRIETARY DATA.

The Contractor recognizes that in the performance of this contract it may receive or have access to certain sensitive information, including information provided on a proprietary basis by other contractors, equipment manufacturers and other private or public entities.  The Contractor agrees to use and examine this information exclusively in the performance of this contract and to take the necessary steps in accordance with Government regulations to prevent disclosure of such information to any party outside the Government or Government designated support contractors possessing appropriate proprietary agreements, as listed in paragraphs (A) through (D) below.


A.  Indoctrination of Personnel.   The Contractor agrees to indoctrinate its personnel who have access as to the sensitive nature of the information and the relationship under which the contractor has possession of or access to the information.  Contractor personnel shall not engage in any other action, venture or employment wherein sensitive information will be used for the profit of any party other than those furnishing the information.  The Nondisclosure Agreement for Contractor Employees as shown below shall be signed by all indoctrinated personnel and forwarded to the COR for retention, prior to work commencing.  The Contractor shall restrict access to sensitive/proprietary information to the minimum number of employees necessary for contract performance.

===============================================================

DEFENSE INFORMATION SYSTEMS AGENCY

NONDISCLOSURE AGREEMENT FOR CONTRACTOR EMPLOYEES

THIS CERTIFICATION CONCERNS A MATTER WITHIN THE JURISDICTION OF AN AGENCY OF THE UNITED STATES AND THE MAKING OF A FALSE, FICTITIOUS, OR FRAUDULENT CERTIFICATION MAY RENDER THE MAKER SUBJECT TO PROSECUTION UNDER TITLE 18, UNITED STATES CODE, SECTION 1001.

I,                                             (print or type name), as an employee of                                  (insert name of company), a contractor performing under contract to the Defense Information Systems Agency Joint Interoperability Engineering Organization, pursuant to contract number DCA200‑00‑D‑XXXX, agree not to disclose to any individual, business entity or anyone within (insert name of employee company) or outside of the company who has not signed a nondisclosure agreement for the purposes of performing this contract: (1) any planning, programming, and budgeting system (PPBS) information, or (2) sensitive, proprietary or source selection information contained in or accessible through the this project.  Proprietary information/data will be handled in accordance with Government regulations.

I understand that information/data I may be aware of, or possess, as a result of my assignment under this contract may be considered sensitive or proprietary.  The Contractor's  responsibility for proper use and protection from unauthorized disclosure of sensitive, proprietary and source selection information is described in Federal Acquisition Regulation (FAR) section 3.104-5(b).  Pursuant to FAR 3.104-5, I agree not to appropriate such information for my own use or to release or discuss it with third parties unless specifically authorized in writing to do so, as provided above.

This agreement shall continue for a term of five (5) years from the date upon which I last have access to the information therefrom.  Upon expiration of this agreement, I have a continuing obligation not to disclose sensitive, proprietary, or source selection information to any person or legal entity unless that person or legal entity is authorized by the head of the agency or the contracting agency or the contracting officer to receive such information.  I understand violations of this agreement are subject to administrative, civil and criminal sanctions.

(Signature of Contractor Employee)                          

Date

(Contractor)                                               

(Telephone No.)


B.  Signed Agreements.


1.  The Contractor further agrees to sign an agreement to this effect with carriers, and other private or public entities providing proprietary data for performance under this contract.  As part of this agreement, the Contractor will inform all parties of its agreement to allow certain Government designated contractors access to all data as described in paragraph (c) below.  One copy of each signed agreement shall be forwarded to the KO.  These shall be signed prior to work commencing.


2.  In addition the Contractor shall be required to coordinate and exchange directly with other contractors as designated by the Government for information pertinent and essential to performance of task orders issued under this contract. The contractor shall discuss and attempt to resolve any problems between the Contractor and those contractors designated by the Government. The Contracting Officer shall be notified in writing of any disagreement (s) which has (have) not been resolved in a timely manner. Furnish the Contracting Officer copies of communications between the Contractor and associate contractor(s) relative to contract performance.  Further, the close interchange with between contractor(s) may require access to or release of proprietary data. In such an event, the Contractor shall enter into agreement(s) with the Government designated Contractor (s) to adequately protect such proprietary data from unauthorized use or disclosure so long as it remains proprietary.  A copy of such agreement shall be provided to the Contracting Officer.


C.  Government Designated Contractors.  The Contractor agrees to allow the below listed Government-designated support contractors, possessing appropriate nondisclosure agreements and retained by the Government to advise the Government on cost, schedule and technical matters pertaining to this acquisition, access to any unlimited rights data (as defined in DFARS 252.227‑7013) acquired under the terms and conditions of this contract and to sign reciprocal nondisclosure agreements with them.  One copy of each signed agreement shall be forwarded to the KO.

List designated contractors:

All Government-designated contractors stated herein, or added at a future date shall also enter into nondisclosure agreements with all parties providing proprietary information to the contractor, and the nondisclosure agreements shall be signed before work commences.


D.  Remedy for Breach.  The Contractor agrees that any breach or violation of the certifications or restrictions of this clause shall constitute a material and substantial breach of the terms, conditions and provisions of the contract and that the Government may, in addition to any other remedy available, terminate this contract for default in accordance with the provisions of FAR 52.249-6.  Nothing in this clause or contract shall be construed to mean that the Government shall be liable to the owners of proprietary information in any way for the unauthorized release or use of proprietary information by this contractor or its subcontractors.

H-11.  INTERRELATIONSHIPS OF CONTRACTORS.


A.  The Government has entered into contractual relationships in order to obtain technical support services in the conduct of appropriate studies, analyses and engineering activities separate from the work to be performed under this SOW, yet having links and interfaces to them.  Further, the Government may extend these existing relationships or enter into new relationships.  The Contractor may be required to coordinate with such other Contractor’s through the Task Monitor in providing suitable, non-conflicting technical interfaces and in avoidance of duplication of effort.  By suitable tasking, such other Contractor(s) may be requested to assist the Government in the technical review of the Contractor’s technical efforts.  Information on reports provided under this SOW may, at the discretion of the Government, be provided to such other Contractor(s) for the purpose of such review.

     B.  See also paragraph H.10 entitled, “NONDISCLOSURE OF SENSITIVE AND/OR PROPRIETARY DATA.”  Nondisclosure shall be signed by Contractor employees prior to any work commencing on a task order.

H-12. 
GOVERNMENT FURNISHED EQUIPMENT, INFORMATION OR SERVICES

A.
  At the sole discretion of the government, government furnished equipment (GFE) may be provided to support individual task orders.  If GFE is provided, delivery dates will be specified in the task order.  Such equipment will be returned to the Government upon the conclusion of the contract or as specified on individual DISA Form 621.  

B.
  At the sole discretion of the government, government furnished equipment (GFE) may be provided for use in the performance of individual task orders.  If GFE is provided, delivery dates will be specified in the task order.  These documents will be returned to the Government upon conclusion of the contract or as specified on the DISA Form 621S.  If the GFE contains any proprietary information, the contractor shall handle that information in accordance with the non-disclosure provisions of this contract.

C.  In the event that either GFE or GFI are not provided in accordance with the delivery dates in the task orders, the contractor shall immediately notify the Contracting Officer, in writing, and provide information regarding the impact, if any, on task order performance.

D.
 Contractors are responsible and liable for Government property in their possession pursuant to FAR 52.245‑1, 52.245‑2 and 52.245‑5, as applicable.

H-13.  CORPORATE CHANGES.

The Contractor shall provide the Contracting Officer copies of all correspondence relating to the prime contractor’s corporate status and major corporate revisions, such as buy‑outs, sale or dissolution, and changes in personnel policy.  Potential buyout scenarios, actual buyouts, sales and dissolutions shall be disclosed in writing to the DITCO Contracting Officer as soon as possible.

H-14.  PURCHASING SYSTEM.

Prime Contractor’s Purchasing System - The prime Contractor shall notify the Contracting Officer and/or Contract Specialist in writing if there is any change in the status of their approved purchasing system and provide the reason(s) for the change.  Documentation required to be submitted for Contracting Officer consent shall be submitted in accordance with FAR Part 44.

H-15.  LOGISTICS SUPPORT FOR OCONUS WORK OCCURRING IN GERMANY AND ITALY.


A.  In accordance with DFARS 225.802-70, authorization for obtaining logistic support and privileges in Germany and Italy for DoD contractor personnel and their family members require a "Technical Expert" designation.


B.  Technical Expert means a person with a high degree of skill or knowledge in the systematic procedure by which a complex or scientific task is accomplished, as distinguished from routine mental, manual or physical processes.  The skills and knowledge must have been acquired through a process of higher education or through a long period of specialized training and experience.


C.  Logistics support may include, but is not limited to, commissary services, military exchange (AAFES) facilities, class IV facilities, customs exemption, legal assistance, local government transportation for official Government business, local morale/welfare recreation services, military banking facilities, military postal service, mortuary service, officer of NCO/EM clubs, privately-owned vehicle registration for USAREUR, purchase of petroleum and oil (POL) products, transient billets, and messing facilities at remote sites only.


D.  For work performed in Germany the contractor must complete a "Certification of Employee Technical Expert Status" and "Individual Logistic Support Questionnaire".  These forms must be completed and submitted in response to the Government Statement of Work for a specific task, thereby allowing the Contractor to complete the questionnaire and submit with his/her proposal.

Certificate of Employee Technical Expert Status

Contracts Performed in the Federal Republic of Germany

This is to certify that the following named individuals are Technical Experts as provided in Article 73, NATO SOFA Supplemental Agreement and DAC’s 88-11 and 89-18, effective (day) (month) (year) and will serve as follows:


a.  Technical experts as provided in Article 73, NATO SOFA, Supplemental Agreement, and as defined in Defense Acquisition Circulars 88-11 and 89-18 and the above provisions: and


b.  Will serve either in an advisory capacity in technical matters or to set-up, operate or maintain equipment provided under the terms of this contract instrument.

Name of Employees, SSAN and PPN numbers


c.  No additional fee or cost will be charged by the contractor, in the event of either the conclusion of termination of the named employee(s) service, or in the event that any part of the data here stated be determined by a US Contracting Officer to be so erroneous, inaccurate, or non-current as to disqualify the above named employee(s) for Article 73:  “technical expert” status.

          Contract Number:     ______________

          Company:        ___________________

          Job title:      ___________________

          Signature:      ___________________

          Date of Execution:   ______________

H-16.  GOVERNMENT-CONTRACTOR RELATIONSHIPS.


A.  The parties agree that the services to be provided under this contract are non-personal and that no employer/employee or master/servant relationships exist or will exist between the government and the contractor’s employees.


B.  Contractor personnel under this contract shall not:


1.  Be placed in a position where they are appointed or employed by a Federal Official, or are under the supervision, direction, or evaluation of a Federal Officer, Military or Civilian.


2.
Be placed in a staff or policy making position or be asked to exercise personal judgment or discretion on behalf of the government.


3.
Be placed in a position of command, supervision, administration or control over Military or Civilian Personnel, or personnel of other contractors, or become a part of the Government organization.


4.
Be used for the purpose of avoiding manpower ceilings or other personnel rules and regulations of the DoD or the Federal Government.


5.
Be used in administration or supervision of military procurement activities.

C.
Employee Relationship:

1.  Local rules, regulations, directives and requirements issued by military and civilian authorities pursuant to their responsibility for the administration and security of government and military installations are applicable to contractor personnel entering the offices or installations or traveling via government owned transportation.  The contractor agrees that compliance will not be construed to establish any degree of government control consistent with a personal services contract.

H-17.  ASSOCIATE CONTRACTORS.

The Contractor shall be required to accomplish the following:


A.  Coordinate and exchange, directly with the contractors holding the contracts listed below, all information pertinent and essential to DISA's Chief Engineer (D6/JIEO) accomplishment of its mission responsibilities.


1.  Other JSE Contractors – Contracts DCA100-97-D-0022, DCA100-97-D-0023, DCA100-97-D-0024, DCA100-97-D-0025, DCA100-97-D-0026, DCA100-97-D- 0027, DCA100-97-D-0028 and DCA100-97-D-0029.


2.  The Defense Information Infrastructure (DII) Integration Contractor – Contract DCA100-97-D-0043.


3.  The DII Common Operating Environment (COE) Engineering Contractor – Contract DCA100-99-D-4000.


4.  The DEIS II Contractors – Contracts DCA100-96-D-0047, DCA100-96-D-0048, DCA100-96-D-0049, DCA100-96-D-0050, DCA100-96-D-0051 and DCA100-96-D-0052.


5.  The INFOSEC Contractors – Contracts DCA100-95-D-0103, DCA100-95-D-0104 and DCA100-95-D-0105

The Government may award contracts to other contractors who will be identified as Associate Contractor(s) as contemplated by this clause.


B.  Discuss and attempt to resolve any problems between the Contractor and the Associate Contractor which may exist.  The KO shall be notified in writing of any disagreement(s) which has (have) not been resolved in a timely manner.


C.  Furnish the KO copies of communication between the Contractor and the Associate Contractor relative to contract performance.


D.  The close interchange with the Associate Contractor(s) may require access to or release of proprietary or limited/restricted rights data.  In such event, the Contractor shall enter into agreement(s) with the Associate Contractors top adequately protect such data from unauthorized use or disclosure so long as it remains as such.  A copy of any such agreement shall be provided to the KO.

H-18.  SECURITY.

Some of the task orders of this contract may be classified, and may require a Top Secret Facility Clearance for the performance of that task area under this contract.  The work to be performed and the products to be delivered under this task area under this contract shall be accomplished in accordance with the Contract Security Classification Specification, DD Form 254, pertaining to this contract.  The Contractor shall conscientiously follow the security guidance provided in the DD Form 254, the Classification Guide, and other guidance that may be established in writing by the Contracting Officer's Representative (COR).

H-19.
TEAMING ARRANGEMENTS

A firm shall not be a prime contractor and also a subcontractor to any other awarded prime contractor’s team. 

H.20  52.204-9202   AUTOMATION REQUIREMENTS
(MAR 1999)

    a.  DISA/DITCO intends to conduct business via Electronic Commerce (EC) to the maximum extent practical.  EC is defined as the paperless exchange of business information using Electronic Data Interchange (EDI), electronic mail (e-mail), computer bulletin boards, file transfers, facsimile, Electronic Funds Transfer (EFT), World Wide Web technology, purchase cards and other similar technologies.

    b.  EC transmissions are the accepted equivalent of paper documents for the purposes of conducting business with DITCO.  Contracts entered into electronically with DITCO using EC are valid, enforceable contracts in the same manner as signed paper documents.  Transactions transmitted via EC are subject to all applicable statutes and regulations. 

    c.  The Contractor must register in the Central Contractor Registration (CCR) database (reference Web site:  http://ccr.edi.disa.mil) as mandated by DFARS 252.204-7004 (Required Central Contractor Registration).  After the Contractor has registered and been accepted, it will be recognized as a DOD Trading Partner (TP), and eligible to conduct business with DISA/DITCO.  DISA/DITCO’s intention is that, when it is fully capable of transmitting and receiving EDI transactions, DISA/DITCO will conduct business via EDI, to the extent that it is practical.  Additional Trading Partner information may be obtained at DITCO’s web site: http://www.ditco.disa.mil/asp/edidocs.asp.

    d.  DISA/DITCO will electronically transmit to the Contractor the solicitation, contract, contract modifications, orders against the contract, 

modifications against the orders, status inquiries and reports.  The Contractor shall electronically transmit to DISA/DITCO a schedule of products and services, acknowledgment of receipt of orders and modifications to orders, status inquiries and reports, notice of completion, receiving/acceptance information, invoice and invoice detail (usage) data, and any other documents previously sent by other than electronic means.

    e.  Until total EDI is operational, DISA/DITCO will identify data formats and methods of exchange as initial and/or future.

        (1)  As the contract matures, DISA/DITCO will provide the Contractor 30 days advanced written notification of its intent to change any part thereof, or in its entirety, the designated format and/or transmission media for the exchange of data between DISA/DITCO and the Contractor.  These changes in format/media will be emerging software updates and will be adopted as the current acceptable industry standard.

        (2)  "Initial" refers to the methods of exchange in correspondence between the parties that will be utilized upon contract award.

        (3)  "Future" refers to the evolving methods of exchange in correspondence that are the electronic objective/emerging software developments.

    f.  DISA/DITCO may implement encryption for the transmission of contractual information using standard commercial software, e.g., public key encryption.  The contractor will be provided details of DISA/DITCO’s data encryption methodology when implemented.

    g.  Note:  All items designated with a check mark by the Contracting Officer in the following matrixes are valid means of data format and methods of exchange and are considered part of the terms and conditions of this solicitation/resultant contract. 

        (1)  Schedule.  The Contractor shall submit the price of products and/or services provided under this solicitation/resultant contract in the form of a schedule in the appropriate format as designated below by the Contracting Officer.

	Schedule

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Excel Spreadsheet
	X
	Diskette/CD ROM
	Spreadsheet layout as defined by Government.

	
	
	X
	Zip Cassette
	

	
	
	X
	E-Mail
	

	
	
	
	
	

	X
	Microsoft Word Document 6.0 or greater
	X
	Diskette/CD ROM
	As defined by Government

	
	
	X
	Zip Cassette
	

	
	
	X
	E-Mail
	

	
	
	X
	Zip Cassette
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	
	To be Determined (TBD)
	TBD



	
	
	
	
	

	X
	EDI 832 IC

Version 4010
	X
	Value Added Network (VAN)
	EDI 832 IC Version 4010


        (2)  Orders.  DISA/DITCO may issue orders and other correspondence to contractor(s) via the following media as identified by the Contracting Officer:

	Orders

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	DD Form 1155 - Order for Supplies or Services
	X
	E-Mail
	DD Form 1155

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	
	X
	Verbal
	

	
	
	
	DITCO Web Site
	

	X
	Standard Form 1449 - Solicitation/

Contract/Order for Commercial Items
	X
	E-Mail
	SF 1449

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	
	X
	Verbal
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	
	TBD
	TBD

	
	
	
	
	

	X
	Order User Defined File (UDF) 
	 X
	File Transfer Protocol (FTP)
	Order UDF as defined by Government 

	
	
	X
	DABBS
	

	
	
	X
	DISA Web Site
	

	
	
	
	
	

	X
	EDI 850T  Version 4010
	X
	VAN
	EDI 850T Version 4010


        (3)  Modifications.  DISA/DITCO may issue modifications and associated correspondence to the contractor(s) via the methods as designated by the Contracting Officer:

	Modifications

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Standard Form 30 - Amendment of Solicitation/Modifi-cation of Contract
	X
	E-mail
	Standard Form 30

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	
	X
	Verbal
	

	
	
	
	
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	
	TBD
	TBD

	
	
	
	
	

	X
	Modification User Defined File (UDF)
	XX
	FTP
	Modification UDF as defined by Government

	
	
	
	DABBS
	

	
	
	X
	DISA Web Site
	

	
	
	
	
	

	X
	EDI 860T Version 4010
	 X
	VAN
	EDI 860T Version 4010


        (4)  Status Inquiry.  The status inquiry is bi-directional and may be utilized by either the Government or the Contractor for obtaining status inquiries for information relative to contractual documents.  The Government will provide to the Contractor Status Inquiries in the format(s) designated below.

	Status Inquiry (Government to Contractor)

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Phone Request
	X
	Verbal
	 

	
	
	
	
	

	X
	Written Request
	X
	E-Mail
	

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	X
	TBD
	TBD

	
	
	
	
	

	X
	Status Inquiry User Defined File  (UDF)
	X
	FTP 
	Status Inquiry UDF as defined by Government

	
	
	X
	DABBS
	

	
	
	X
	DISA Web Site
	

	
	
	
	
	

	X
	EDI 869 IC Version 4010
	 X
	VAN
	EDI 869 IC Version 4010


        (5)  Status Report.  The status report is bi-directional and may be utilized by either the Government or the Contractor for reporting current status of the requested information.  The Status Report will be submitted in the appropriate format as designated by the Contracting Officer: (frequency of transmission of data will be IAW the Contracts Data Requirements List (CDRL) DD1423, Exhibits).

	Status Report (Contractor to Government) 

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Phone Request
	X
	Verbal
	 

	
	
	
	
	

	X
	Written Request
	X
	E-Mail
	

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	
	TBD
	TBD

	
	
	
	
	

	X
	Status Report User Defined File (UDF)
	X
	FTP
	Status Report as defined by Government.

	
	
	X
	DABBS
	

	
	
	X
	DISA Web Site
	

	
	
	
	
	

	X
	EDI 870 IC Version 4010
	X
	VAN
	EDI 870 IC Version 4010


        (6)  Notice of Completion.  The Contractor shall submit to the Government information regarding the Contractor’s completion/delivery/

shipment of requirement in the appropriate format as designated below by the Contracting Officer. 

	Notice of Completion

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Notice of Completion Report
	X
	E-Mail
	Notice of Completion Report as defined by Government.

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	
	
	X
	Verbal
	

	
	Future:
	
	
	

	X
	Standard Procurement System (SPS)
	
	TBD
	TBD

	
	
	
	
	

	X
	Notice of Completion User Defined File (UDF)
	X
	FTP
	Notice of Completion User Defined File (UDF) as defined by the Government.

	
	
	X
	DABBS
	


	
	
	X
	DISA Web Site
	


	
	
	
	
	

	X
	EDI 855T Version 4010
	X
	VAN
	EDI 855T Version 4010


(7)  Acceptance/Non-Acceptance.  The Contractor shall provide to the Government notification of receipt and/or formal acceptance of goods and services utilizing one of the following:

	Acceptance/Non-Acceptance

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	DD Form 250 – Material Inspection and Receiving Report
	 X
	E-mail
	DD Form 250

	
	
	X
	Fax
	

	
	
	X
	Mail
	

	XX
	Timeline:  (identifies when DD Form 250 must be received, i.e.,

5 days after Contractor has delivered products)
	
	
	

	
	
	
	
	

	X
	DD Form 1155 - Order for Supplies or Services 
	 X
	E-Mail
	DD Form 1155

	
	
	 X
	Fax
	

	
	
	X
	Mail
	

	
	Timeline:
	
	
	

	
	
	
	
	

	X
	Standard Form 1449 – Solicitation/

Contract/Order for Commercial Items
	 X
	E-Mail
	DD Form 1155

	
	
	 X
	Fax
	

	
	Timeline:
	X
	Mail
	

	
	Future:
	
	
	

	
	Standard Procurement System (SPS)
	X
	TBD
	TBD

	
	
	
	
	

	
	Acceptance/Non-Acceptance User Defined File (UDF)
	X
	FTP
	Acceptance/Non-Acceptance User Defined File (UDF) as defined by Government

	
	
	X
	DABBS
	

	
	
	X
	DISA Web Site
	

	
	
	
	
	

	
	EDI 861 IC Version 4010
	X
	VAN
	EDI 861 IC Version 4010

	
	
	
	
	


	Invoice

	
	Format
	
	Method
	Data Definition Reference

	
	Initial:
	
	
	

	X
	Invoice
	 X
	Mail/Paper (Original) and File Transfer (Copy)
	Standard Company Format.  Content of File Transfer must be exact to that of mailed paper copies and clearly delimited/separable for electronic filing using standard commercial practices to correspond with the paper copies.

	
	Timeline:  

From IOC until WAWF-RA or a different method is required by the Government.
	
	
	

	
	Future:
	
	
	

	X
	Wide Area Workflow- Receipt and Acceptance (WAWF-RA)
	X
	Data File Upload and/or Interactive WEB Form (Secret Clearance by Contractor Personnel is currently required for Data File Upload).
	IAW WAWF-RA Technical Information located at https://rmb.ogden.disa.mil/TechInfo.html.  Entitled:  Receipt of Invoice and/or Receiving Report data from Contractor financial management/accounts receivable system (Contractor Data File Upload Interface) or Interactive Web Form (Web Interface).  At the discretion of the Government, the need to continue with the “initial” file transfer capability may continue in addition to the meeting these “future” requirements.   

	
	Timeline:

It is the desire to migrate to this method of invoicing as soon as possible.  The migration will be dependent on successful scheduling and testing by the Government and Contractor. 
	
	
	


H.21  CONTINGENCY SUPPORT  The contractor shall be responsible for responding to an increased workload within hours in the event of a contingency.  The staffing requirements may increase dramatically during a contingency.  During the beginning of the contingency it is expected that the contractor shall be prepared to augment staffing for the duration of any contingency in order to not impact the timeliness of other tasks, which may also be critical during a contingency.  Contingency support, if required, will be specified in individual task orders.

H.22  RESERVED 

H.23 RELEASE OF NEWS INFORMATION

No new release (including photographs and films, public announcements, denial or confirmation of same) on any part of the subject matter of this contract or any phase of any program hereunder shall be made without the prior written approval of the KO and DISA Public Affairs Office (Code PAO) and if Congressionally related, DISA’s Congressional Affairs (Code CA).  See also Section I, DFARS clause 252.204-7000 “Disclosure of Information” and item 12 of the DD Form 254 (See Attachment).

H.24 CONTRACTOR JUSTIFICATION FOR OTHER DIRECT COSTS

     A.  The Contractor shall include a detailed description of all proposed ODCs in their TO and cost proposal.  Section B specifies ODCs as:  travel and material.  

     B.  Travel.  If destinations are specified in the task order Statement of Work, the task order proposal must price airfare and per diem rates by total days, number of trips and number of contractor employees.

     C.  Materials.

          (1) In accordance with DFARS 239.73, entitled “Acquisition of Automatic Data Processing Equipment by DoD Contractors”, the prime contractor shall submit the documentation required to the contracting officer for approval prior to entering into any equipment lease or purchase agreement.

H.25 QUICK REACTION ENGINEERING (QRE) SUPPORT

The contractor may be required to provide QRE support.  This support may require technical analysis and analysis documentation based on the specific quick reaction support required.  If this type of support is required, it will be requested on an individual task order and instructions and guidelines will be specified per the task order.

 (END OF SECTION H)

SECTION I Contract Clauses 

CLAUSES INCORPORATED BY REFERENCE: 

	52.202-1 
	Definitions 
	OCT 1995 
	 

	52.203-3 
	Gratuities 
	APR 1984 
	 

	52.203-5 
	Covenant Against Contingent Fees 
	APR 1984 
	 

	52.203-6 
	Restrictions On Subcontractor Sales To The Government 
	JUL 1995 
	 

	52.203-7 
	Anti-Kickback Procedures 
	JUL 1995 
	 

	52.203-10 
	Price Or Fee Adjustment For Illegal Or Improper Activity 
	JAN 1997 
	 

	52.203-12 
	Limitation On Payments To Influence Certain Federal Transactions 
	JUN 1997 
	 

	52.204-2 
	Security Requirements 
	AUG 1996 
	 

	52.204-4 
	Printing/Copying Double-Sided on Recycled Paper 
	JUN 1996 
	 

	52.209-6 
	Protecting the Government's Interest When Subcontracting With Contractors Debarred, Suspended, or Proposed for Debarment 
	JUL 1995 
	 

	52.211-5 
	Material Requirements 
	OCT 1997 
	 

	52.211-15 
	Defense Priority And Allocation Requirements 
	SEP 1990 
	 

	52.215-2 
	Audit and Records--Negotiation 
	JUN 1999 
	 

	52.215-8 
	Order of Precedence--Uniform Contract Format 
	OCT 1997 
	 

	52.215-21 
	Requirements for Cost or Pricing Data or Information Other Than Cost or Pricing Data--Modifications 
	OCT 1997 
	 

	52.216-7 
	Allowable Cost And Payment 
	APR 1998 
	 

	52.216-8 
	Fixed Fee 
	MAR 1997 
	 

	52.217-8 
	Option To Extend Services 

The notification period referred to in the last sentence is 30 days.


	AUG 1989 
	 

	52.217-9 
	Option To Extend The Term Of The Contract 

(a)  Before contract expiration change 60 days to 30 days.

(c)  84 months


	MAR 1989 
	 

	52.219-7 
	Notice of Partial Small Business Set-Aside 
	JUL 1996 
	 

	52.219-8 
	Utilization of Small Business Concerns 
	OCT 1999 
	 

	52.219-9 
	Small Business Subcontracting Plan 
	OCT 1999 
	 

	52.219-14 
	Limitations On Subcontracting 
	DEC 1996 
	 

	52.219-16 
	 Liquidated Damages-Subcontracting Plan 
	JAN 1999 
	 

	52.219-9100 
	SUBMITTAL OF SUBCONTRACTING REPORT FOR INDIVIDUAL CONTRACTS 
	OCT 1998 
	 

	52.219-9200 
	INCORPORATION OF SUBCONTRACTING PLAN 
	JUN 1996 
	 

	52.219-16 
	 Liquidated Damages-Subcontracting Plan 
	JAN 1999 
	 

	52.222-2 
	Payment For Overtime Premiums 
	JUL 1990 
	 

	52.222-3 
	Convict Labor 
	AUG 1996 
	 

	52.222-4 
	Contract Work Hours and Safety Standards Act - Overtime Compensation 
	JUL 1995 
	 

	52.222-20 
	Walsh-Healy Public Contracts Act 
	DEC 1996 
	 

	52.222-26 
	Equal Opportunity 
	FEB 1999 
	 

	52.222-29 
	Notification Of Visa Denial 
	FEB 1999 
	 

	52.222-35 
	Affirmative Action For Disabled Veterans And Veterans of the Vietnam Era 
	APR 1998 
	 

	52.222-36 
	Affirmative Action For Workers With Disabilities 
	JUN 1998 
	 

	52.222-37 
	Employment Reports On Disabled Veterans And Veterans Of The Vietnam Era 
	JAN 1999 
	 

	52.223-2 
	Clean Air And Water 
	APR 1984 
	 

	52.223-6 
	Drug Free Workplace 
	JAN 1997 
	 

	52.223-12 
	Refrigeration Equipment and Air Conditioners 
	MAY 1995 
	 

	52.223-14 
	Toxic Chemical Release Reporting 
	OCT 1996 
	 

	52.224-1 
	Privacy Act Notification 
	APR 1984 
	 

	52.224-2 
	Privacy Act 
	APR 1984 
	 

	52.225-3 
	Buy American Act-- Supplies 
	JAN 1994 
	 

	52.225-10 
	Duty-Free Entry 
	APR 1984 
	 

	52.225-11 
	Restrictions On Certain Foreign Purchases 
	AUG 1998 
	 

	52.226-1 
	Utilization Of Indian Organizations And Indian-Owned Economic Enterprises 
	MAY 1999 
	 

	52.227-1 
	Authorization and Consent 
	JUL 1995 
	 

	52.227-2 
	Notice And Assistance Regarding Patent And Copyright Infringement 
	AUG 1996 
	 

	52.227-12 
	Patent Rights--Retention By The Contractor (Long Form) 
	JAN 1997 
	 

	52.227-14 
	Rights in Data--General 
	JUN 1987 
	 

	52.227-16 
	Additional Data Requirements 
	JUN 1987 
	 

	52.227-21 
	Technical Data Certification, Revision, and Withholding of Payment--Major Systems 
	JAN 1997 
	 

	52.228-5 
	Insurance - Work On A Government Installation 
	JAN 1997 
	 

	52.228-7 
	Insurance--Liability To Third Persons 
	MAR 1996 
	 

	52.229-3 
	Federal, State And Local Taxes 
	JAN 1991 
	 

	52.229-5 
	Taxes--Contracts Performed In U S Possessions Or Puerto Rico 
	APR 1984 
	 

	52.229-6 
	Taxes--Foreign Fixed-Price Contracts 
	JAN 1991 
	 

	52.229-8 
	Taxes--Foreign Cost-Reimbursement Contracts 
	MAR 1990 
	 

	52.229-10 
	State of New Mexico Gross Receipts and Compensating Tax 
	OCT 1988 
	 

	52.230-2 
	Cost Accounting Standards 
	APR 1998 
	 

	52.230-3 
	Disclosure And Consistency Of Cost Accounting Practices 
	APR 1998 
	 

	52.230-4 
	Consistency In Cost Accounting Practices 
	AUG 1992 
	 

	52.230-5 
	Cost Accounting Standards--Educational Institutions 
	APR 1998 
	 

	52.232-1 
	Payments 
	APR 1984 
	 

	52.232-7 
	Payments Under Time-And-Materials And Labor Hour Contracts 
	FEB 1997 
	 

	52.232-8 
	Discounts For Prompt Payment 
	MAY 1997 
	 

	52.232-9 
	Limitation On Withholding Of Payments 
	APR 1984 
	 

	52.232-11 
	Extras 
	APR 1984 
	 

	52.232-17 
	Interest 
	JUN 1996 
	 

	52.232-20 
	Limitation Of Cost 
	APR 1984 
	 

	52.232-25 
	Prompt Payment 
	JUN 1997 
	 

	52.233-1 
	Disputes 
	DEC 1998 
	 

	52.233-3 
	Protest After Award 
	AUG 1996 
	 

	52.237-2 
	Protection Of Government Buildings, Equipment, And Vegetation 
	APR 1984 
	 

	52.237-3 
	Continuity Of Services 
	JAN 1991 
	 

	52.242-1 
	Notice of Intent to Disallow Costs 
	APR 1984 
	 

	52.242-3 
	Penalties for Unallowable Costs 
	OCT 1995 
	 

	52.242-13 
	Bankruptcy 
	JUL 1995 
	 

	52.243-1 
	Changes--Fixed Price 
	AUG 1987 
	 

	52.243-2 
	Changes--Cost-Reimbursement 
	AUG 1987 
	 

	52.243-3 
	Changes--Time-And-Material Or Labor-Hours 
	AUG 1987 
	 

	52.243-6 
	Change Order Accounting 
	APR 1984 
	 

	52.244-2 
	Subcontracts 
	AUG 1998 
	 

	52.244-5 
	Competition In Subcontracting 
	DEC 1996 
	 

	52.244-6 
	Subcontracts for Commercial Items and Commercial Components 
	OCT 1998 
	 

	52.245-1 
	Property Records 
	APR 1984 
	 

	52.245-2 
	Government Property (Fixed Price Contracts) 
	DEC 1989 
	 

	52.245-5 
	Government Property (Cost-Reimbursement Time-And-Materials, Or Labor Hour Contracts) 
	JAN 1986 
	 

	52.246-24 
	Limitation Of Liability-High Value Items 
	FEB 1997 
	 

	52.246-25 
	Limitation Of Liability--Services 
	FEB 1997 
	 

	52.247-1 
	Commercial Bill Of Lading Notations 
	APR 1984 
	 

	52.248-1 
	Value Engineering 
	MAR 1989 
	 

	52.249-2 
	Termination For Convenience Of The Government (Fixed-Price) 
	SEP 1996 
	 

	52.249-6 
	Termination (Cost Reimbursement) 
	SEP 1996 
	 

	52.249-8 
	Default (Fixed-Price Supply & Service) 
	APR 1984 
	 

	52.249-14 
	Excusable Delays 
	APR 1984 
	 

	52.252-2 
	Clauses Incorporated By Reference 
	FEB 1998 
	 

	52.252-6 
	Authorized Deviations In Clauses 
	APR 1984 
	 

	52.253-1 
	Computer Generated Forms 
	JAN 1991 
	 

	52.204-2 
	Security Requirements 
	AUG 1996 
	 

	52.204-2 Alt I 
	Security Requirements (Aug 1996) - Alternate I 
	APR 1984 
	 

	252.201-7000 
	Contracting Officer's Representative 
	DEC 1991 
	 

	252.203-7001 
	Prohibition On Persons Convicted of Fraud or Other Defense-Contract-Related Felonies 
	MAR 1999 
	 

	252.203-7002 
	Display Of DOD Hotline Poster 
	DEC 1991 
	 

	252.204-7002 
	Payment For Subline Items Not Separately Priced 
	DEC 1991 
	 

	252.204-7003 
	Control Of Government Personnel Work Product 
	APR 1992 
	 

	252.204-7004 
	Required Central Contractor Registration 
	MAR 1998 
	 

	252.205-7000 
	Provisions Of Information To Cooperative Agreement Holders 
	DEC 1991 
	 

	252.209-7000 
	Acquisition From Subcontractors Subject To On-Site Inspection Under The Intermediate Range Nuclear Forces (INF) Treaty 
	NOV 1995 
	 

	252.209-7004 
	Subcontracting With Firms That Are Owned or Controlled By The Government of a Terrorist Country 
	MAR 1998 
	 

	252.215-7000 
	Pricing Adjustments 
	DEC 1991 
	 

	252.215-7002 
	Cost Estimating System Requirements 
	OCT 1998 
	 

	252.219-7003 
	Small, Small Disadvantaged and Women-Owned Small Business Subcontractors Plan (DOD Contracts) 
	APR 1996 
	 

	252.222-7002 
	Compliance With Local Labor Laws (Overseas) 
	JUN 1997 
	 

	252.223-7004 
	Drug Free Work Force 
	SEP 1988 
	 

	252.223-7006 
	Prohibition On Storage And Disposal Of Toxic And Hazardous Materials 
	APR 1993 
	 

	252.225-7001 
	Buy American Act And Balance Of Payments Program 
	MAR 1998 
	 

	252.225-7002 
	Qualifying Country Sources As Subcontractors 
	DEC 1991 
	 

	252.225-7007 
	Buy American Act--Trade Agreements--Balance of Payments Program 
	MAR 1998 
	 

	252.225-7008 
	Supplies To Be Accorded Duty-Free Entry 
	MAR 1998 
	 

	252.225-7009 
	Duty-Free Entry--Qualifying Country Supplies (End  Products and Components) 
	MAR 1998 
	 

	252.225-7010 
	Duty-Free Entry--Additional Provisions 
	MAR 1998 
	 

	252.225-7012 
	Preference For Certain Domestic Commodities 
	MAY 1999 
	 

	252.225-7016 
	Restriction On Acquisition Of Antifriction Bearings 
	AUG 1998 
	 

	252.225-7025 
	Restriction on Acquisition of Forgings 
	JUN 1997 
	 

	252.225-7026 
	Reporting Of Contract Performance Outside The United States 
	MAR 1998 
	 

	252.227-7000 
	Non-estoppel 
	OCT 1966 
	 

	252.227-7001 
	Release Of Past Infringement 
	AUG 1984 
	 

	252.227-7013 
	Rights in Technical Data--Noncommercial Items 
	NOV 1995 
	 

	252.227-7014 
	Rights in Noncommercial Computer Software and Noncommercial Computer Software Documentation 
	JUN 1995 
	 

	252.227-7016 
	Rights in Bid or Proposal Information 
	JUN 1995 
	 

	252.227-7019 
	Validation of Asserted Restrictions--Computer Software 
	JUN 1995 
	 

	252.227-7027 
	Deferred Ordering Of Technical Data Or Computer Software 
	APR 1988 
	 

	252.227-7030 
	Technical Data--Withholding Of Payment 
	OCT 1988 
	 

	252.227-7034 
	Patents--Subcontracts 
	APR 1984 
	 

	252.227-7036 
	Declaration of Technical Data Conformity 
	JAN 1997 
	 

	252.227-7037 
	Validation of Restrictive Markings on Technical Data 
	SEP 1999 
	 

	252.231-7000 
	Supplemental Cost Principles 
	DEC 1991 
	 

	252.232-7007 
	Limitation Of Governments Obligation 
	AUG 1993 
	 

	252.232-7008 
	Assignment of Claims (Overseas) 
	JUN 1997 
	 

	252.242-7004 
	Material Management And Accounting System 
	SEP 1996 
	 

	252.233-7001 
	Choice of Law (Overseas) 
	JUN 1997 
	 

	252.235-7003 
	Frequency Authorization 
	DEC 1991 
	 

	252.237-7019 
	Identification of Uncompensated Overtime 
	APR 1992 
	 

	252.239-7000 
	Protection Against Compromising Emanations 
	DEC 1991 
	 

	252.242-7000 
	Postaward Conference 
	DEC 1991 
	 

	252.242-7004 
	Material Management And Accounting System 
	SEP 1996 
	 

	252.242-7005 
	Cost/Schedule Status Report 
	MAR 1998 
	 

	252.243-7000 
	Engineering Change Proposals 
	SEP 1999 
	 

	252.245-7001 
	Reports Of Government Property 
	MAY 1994 
	 

	252.246-7000 
	Material Inspection And Receiving Report 
	DEC 1991 
	 

	252.246-7001 
	Warranty Of Data 
	DEC 1991 
	 

	252.247-7024 
	Notification Of Transportation Of Supplies By Sea 
	NOV 1995 
	 

	252.251-7000 
	Ordering From Government Supply Sources 
	MAY 1995 
	 


CLAUSES INCORPORATED BY FULL TEXT 

52.216-18      Ordering. (OCT 1995)

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance of delivery orders or task orders by the individuals or activities designated in the Schedule. Such orders may be issued for the life of the contract.

(b) All delivery orders or task orders are subject to the terms and conditions of this contract. In the event of conflict between a delivery order or task order and this contract, the contract shall control.

(c) If mailed, a delivery order or task order is considered "issued" when the Government deposits the order in the mail. Orders may be issued orally, by facsimile, or by electronic commerce methods only if authorized in the Schedule.

52.216-19      Order Limitations.  (OCT 1995)

(a) Minimum order.  When the Government requires supplies or services covered by this contract in an amount of less than $500.00, the Government is not obligated to purchase, nor is the Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order.  The Contractor is not obligated to honor:

(1) Any order for a single item in excess of  $50 Million;

(2) Any order for a combination of items in excess of  $100 Million; or

(3) A series of orders from the same ordering office within 60 days that together call for quantities exceeding the limitation in subparagraph (1) or (2) above.

(c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-21 of the Federal Acquisition Regulation (FAR)), the Government is not required to order a part of any one requirement from the Contractor if that requirement exceeds the maximum-order limitations in paragraph (b) above.

(d) Notwithstanding paragraphs (b) and (c) above, the Contractor shall honor any order exceeding the maximum order limitations in paragraph (b), unless that order (or orders) is returned to the ordering office within 5 days after issuance, with written notice stating the Contractor's intent not to ship the item (or items) called for and the reasons.  Upon receiving this notice, the Government may acquire the supplies or services from another source.

(End of clause)

52.216-22     Indefinite Quantity.  (OCT 1995)

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for the period stated, in the Schedule.  The quantities of supplies and services specified in the Schedule are estimates only and are not purchased by this contract.

(b) Delivery or performance shall be made only as authorized by orders issued in accordance with the Ordering clause.  The Contractor shall furnish to the Government, when and if ordered, the supplies or services specified in the Schedule up to and including the quantity designated in the Schedule as the "maximum".  The Government shall order at least the quantity of supplies or services designated in the Schedule as the "minimum".

(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule, there is no limit on the number of orders that may be issued.  The Government may issue orders requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that period shall be completed by the Contractor within the time specified in the order.  The contract shall govern the Contractor's and Government's rights and obligations with respect to that order to the same extent as if the order were completed during the contract's effective period; provided, that the Contractor shall not be required to make any deliveries under this contract after expiration of due date(s) as specified in individual delivery orders (IAW FAR 16.505(e)).

(End of clause)

252.248-7000     PREPARATION OF VALUE ENGINEERING CHANGE PROPOSALS (MAY 1994)

Prepare value engineering change proposals, for submission pursuant to the value engineering clause of this contract, in the format prescribed by the version of MIL-STD-973 in effect on the date of contract award.

(End of clause)

SECTION J List of Documents, Exhibits and Other Attachments 

SECTION J

LIST OF ATTACHMENTS AND EXHIBITS

ATTACHMENT 1 - DD Form 254, Contract Security Classification Specification, with DISA FORM 173

ATTACHMENT 2 - Contractor signed SF33

ATTACHMENT 3 - DISA Direct Data Input Form with Instructions

ATTACHMENT 4 – EXTERNAL AGENCY ORDERING SPREADSHEET REPORT

