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Reference Item 10a:  Contractor is authorized to receive Government furnished cryptographic equipment.  Access to classified COMSEC information requires a final U.S. Government clearance at the appropriate level.  Further disclosure of COMSEC information by a contractor, to include subcontracting, requires prior approval of the contracting activity.

Classified paper COMSEC material may be destroyed by burning, pulping or pulverizing.  When a method other than burning is used, all residue must be reduced to pieces 5-mm or smaller in any dimension.  When classified COMSEC material other than paper is to be destroyed, specific guidance must be obtained from the COMSEC custodian.

Contractor will not incorporate COMSEC in any documentation.

Reference Item 10c:  This contractor is permitted access to CNWDI in performance of the contract.  The Government program manager or designated representative ensures the contractor security supervisor is briefed for access to CNWDI by a Government representative prior to granting access.

Reference Item 10e(1):  This contract requires access to SCI:

a.  The Director, Defense Intelligence Agency (DIA) and Director, Defense Information Systems Agency (DISA), as the executive agents for DIA, have exclusive security responsibility for SCI released to the contractor or developed under this contract.

b.  Contractor generated or Government furnished material may not be provided to the Defense Technical Information Center (DTIC).  Contract generated technical reports will bear the statement “Not Releasable for the Defense Technical Information Center per DoD Instruction 5230.24”.

c.  All contractor personnel requiring access to SCI information must: be U.S. citizens, have been granted a final Top Secret security clearance by the U.S. Government, have been approved as meeting DCID 1/14 criteria by a Government Cognizant Security Agency, and have been indoctrinated for the applicable compartments of SCI access prior to being given any access to such information released or generated under this contract.  Immigrant aliens, interim cleared personnel, or personnel holding contractor granted CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this contract without the expressed permission of the Director, DISA (through the DISA CISS Security and Certification Department SSO) and the Director, DIA.

d.  Classified Material released or generated under this contract is not releasable to foreign nations without the expressed written permission of the Director, DISA (SSO) and Director, DIA.

e.  Recipients of SCI under this contract may not be released to subcontractors without permission of the DISA SSO.

f.  Unclassified information under this contract may not be released to subcontractors without permission of the Contracting Officer and coordination with the DISA CISS Security Programs and Oversight Division (ISBE).

g.  STU-III terminals installed at the contractor’s facilities shall be supported by a COMSEC account (of the contractor of DISA).  STU-IIIs in SCI Facilities  (SCIFs) require Class VI Cryptographic Ignition Key (CIK).

Reference Item 10f:  To execute this contract, additional security requirements in addition to DoD 5220.22-M will be required.  The contractor shall comply with the security provisions of these programs.  Marking and/or classification guidance for material originated or generated under this contract will be provided through the DISA CISS Security Operations Division (ISBE) under separate cover.  Any material generated by the contractor (including correspondence, drawings, models, mockups, photographs, schematics, progress, special and inspection reports, engineering notes, computations and training aids) shall be classified according to content.  Guidance for classification shall be derived from the applicable Security classification Guides, Government furnished equipment or data, or special instructions.  Such material shall not contain contractor logos or similar identifiers, which identify specific contractor or team members.

Reference Item 10f and 11c:  This contract will be performed in a facility approved through the DISA CISS Security Programs and Oversight Division (ISBE) in accordance with applicable SAP security requirements.  The CSO (DIS) may be relieved of security cognizance for the SAO by the DISA CISS/ISBE Security Programs and Oversight Division and/or the SAP Program Management Office (PMO) which will have responsibility for all SAP material or information released to the contractor under this contract.

Reference Item 10e(1) and 10f:  Upon expiration of this contract, the contractor shall request disposition instructions for all classified and unclassified project material.  The contractor may be directed to properly destroy the material or return it.  If classified or unclassified project material is to be retained by the contractor, every effort should be taken to transfer it to a follow-on contract or similar effort, if applicable.  This must be done however, with the Contracting Officer approval.  Unless written authorization by the Contracting Officer to retain specific material for a specific period of time is received, the material shall be returned or destroyed as instructed.  Any exception to security policy shall be referred to the CSO/DISA CISS Security programs and Oversight Division (ISBE) for coordination with the appropriate agencies and the Contracting Officer.

Reference Item 10g:  Access up to and including NATO SECRET material will be required for reference only at the Government facility.

Reference Item 10i:  The contract requires access to Limited Dissemination Information (LIMDIS); restrictive controls established by an Original Classification Authority (OCA) to emphasize need-to-know protective measures available within the regular security system.  LIMDIS will not be reproduced.  Disclosure of information will require prior permission of originator.  

Reference Item 10j:  “For Official Use Only” (FOUO) information provided to the contractor under this contract shall be safeguarded as specified in DoD 5400.7, DoD Freedom of Information Act Program, Chapter 4.

Reference Item 10k:  This contract requires that specified contractor employees be granted access to Single Integrated Operational Plan – Extremely Sensitive Information (SIOP-ESI).  Employees requiring SIOP-ESI access will be processed as follows:  

a. The DISA COR will forward to the DISA Security Programs and Oversight Division (ISBE), via an Interoffice Memorandum (IOM) a request to process certain employees of the company for SIOP-ESI access.  The request will be marked with the appropriate markings (i.e., justification). This request will contain the following:

1. Name and SSN of the employee(s).

2. Company name, address, CAGE code, telephone number.

3. Date and place of birth for employee(s).

4. Citizenship of employee(s).

5. Citizenship of employee’s spouse.

6. SIOP-ESI Category required.

7. Employee’s clearance level and date, investigation type and date.

8. Inclusive dates SIOP access will be required.

9. Contract number.

10. Contract expiration date.

11. Contract review date.

12. Justification for requesting SIOP-ESI access.

b. DISA CISS Security Programs and Oversight Division (ISBE) will forward a letter to certify the need-to-know for SIOP-ESI access to the FSO at the company via DISA Form Letter 16.

c. When temporary access to SIOP-ESI has been approved by the Joint Chief’s of Staff, the DISA CISS Security and Certification Department (ISBE) will forward this information to the FSO and authorize the employee to be briefed for access.

d. The FSO is responsible for notifying the DISA CISS Security Programs and Oversight Division (ISBE) when the employee is transferred from one facility to another within the company, when the employee’s employment is terminated, when they resign, or have been transferred and do not require continued access.

e. The FSO is responsible for ensuring that the employee completes the required security forms for submission to the DIS Clearance Office (DISCO) in a timely manner.

f. Information that an individual has been granted access to SIOP-ESI is unclassified.

Reference Item 11c:  No contractor SCIF is required.  Visit requests by contractors shall be forwarded to the applicable task monitor (TM) for approval and Need-to-Know certification before being sent to the facility to be visited.  The TM must be notified and approve the receipt or generation of all classified information under the applicable task order.  All classified information received or generated under this contract is the property of the U.S. Government.  At the expiration or termination of a task order, the U.S. Government will be contacted for proper disposition instructions.

Reference Item 11d:  Detailed information will be provided in the individual task order statement of work.

Reference Item 11f:  Access to classified information in the following locations outside the U.S., Puerto Rico, U.S. Possessions and Trusted Territories may be required in the performance of this contract:  Germany, Belgium, Japan, Korea.  Detailed information will be provided in the individual task order statement of work.

Reference Item 11g:  

a. The Contractor must prepare and forward DD Forms 1540 and 1541 to the COR for authorization BEFORE the services may be requested.

b. Technical information on file at the Defense Technical Information Center (DTIC) will be made available to the contractor if the contractor requires such information.  The contracting officer will certify the field of interest relating to the contract.

Reference Item 11i:  The contractor shall not process classified information by electrical means prior to a DISA TEMPEST evaluation of the equipment/systems and facility, and written DISA certification that the facility meets DISA TEMPEST criteria.  In order to expedite the DISA TEMPEST evaluation, the contractor shall provide a list of equipment, to include model number that is associated with the processing of classified information.  In addition, the estimated percentage of classified information processed, cable/conduit runs, a floor plan layout that depicts placement of equipment in relation to other rooms, equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during processing and after hours.  The above TEMPEST evaluation and DISA approval will not be required if previous DISA approval can be furnished and is no more than 2 years old.  The existing approval must be for processing information at the same or higher level and at the same facility and items of equipment.

The following guidance applies to contractor owned electronic equipment and systems used to process classified information relating to this contract:

a. When electronic equipment is used to process classified information, a written TEMPEST Assessment/Risk Analysis must be provided to the CO, or his/her designated representative, for review and approval.

b. If only CONFIDENTIAL information will be processed, additional TEMPEST countermeasures will not be required.  However, the contractor must maintain records of the amount of CONFIDENTIAL information processed for periodic review of the Contracting Agency.

c. If SECRET or TOP SECRET information will be processed, TEMPEST countermeasures will be applied only when a clear and compelling requirement exists.  The completed TEMPEST Assessment/Risk Analysis will be used by the Contracting Agency to evaluate the need for additional TEMPEST countermeasures.

TEMPEST requirements for government furnished equipment or for electronic equipment developed, manufactured, or assembled for the Government by the contractor will be provided separately.

Reference Item 11k:  Contractor employees or cleared commercial carriers shall not carry classified COMSEC material on commercial passenger aircraft anywhere in the world without approval of the Procuring CO.  The COR requests services from the Commander, DCS, ATTN: Operations Division, Fort George G. Meade, MD 20755-5370.  Only certain classified information qualifies for shipment by DCS.   It is the responsibility of the contracting activity to comply with DCS policy and procedure.

Reference Item 15.  DIS will forward a copy of all inspection results to DISA (Security Division, ISBE), 5113 Leesburg Pike, Falls Church, VA 22041-3230.

