i
INDUSTRIAL SECURITY PROGRAM AND DD FORM 254

CONTRACT SECURITY CLASSIFICATION

SPECIFICATION IMPLEMENTATION GUIDE


DISA Acquisition Deskbook

INDUSTRIAL SECURITY PROGRAM AND DD FORM 254

CONTRACT SECURITY CLASSIFICATION

SPECIFICATION IMPLEMENTATION GUIDE

PROVIDED BY DISA SECURITY DIVISION (MPS6)

[image: image1.wmf]
MARCH 2004

TABLE OF CONTENTS
REFERENCES
DEFINITIONS
CHAPTER 1

1.1 

Background
1.2 

Introduction
1.3 

Suitability Determinations
CHAPTER 2

SECTION 1.  GENERAL INSTRUCTIONS
2.1.1 

Introduction
2.1.2 

Safeguarding Verification
2.1.3 

Preparing the DD Form 254
SECTION 2 - PREPARATION INSTRUCTIONS

2.2.1

ITEM 1, CLEARANCE AND SAFEGUARDING

2.2.2.1
ITEM 2, THIS SPECIFICATION IS FOR
2.2.3.1
ITEM 3, THIS SPECIFICATION IS FOR
2.2.4

ITEM 4, IS THIS A FOLLOW-ON CONTRACT

2.2.5.

ITEM 5, IS THIS A FINAL DD FORM 254

2.2.6

ITEM 6, CONTRACTOR

2.2.7

ITEM 7, SUBCONTRACTOR
2.2.8

ITEM 8, ACTUAL PERFORMANCE
2.2.9

ITEM 9, GENERAL IDENTIFICATION OF THIS PROCUREMENT
2.2.10
ITEM 10, THIS CONTRACT WILL REQUIRE ACCESS TO
2.2.10.1 ITEM 10a, COMSEC
2.2.10.2

ITEM 10b, RESTRICTED DATA

2.2.10.3

ITEM 10c, CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI) 


2.2.10.4

TEM 10d, FORMERLY RESTRICTED DATA

2.2.10.5

ITEM 10e, INTELLIGENCE INFORMATION
2.2.10.6

ITEM 10e(1), SENSITIVE COMPARTMENTED INFORMATION (SCI)

2.2.10.7

ITEM 10e(2), NON-SCI INTELLIGENCE INFORMATION

2.2.10.8

ITEM 10f, SPECIAL ACCESS INFORMATION

2.2.10.9

ITEM 10g, NATO INFORMATION

2.2.10.10
ITEM 10h, FOREIGN GOVERNMENT INFORMATION
2.2.10.11
ITEM 10i, LIMITED DISSEMINATION INFORMATION
2.2.10.12
ITEM 10j, FOR OFFICIAL USE ONLY INFORMATION (FOUO)
2.2.10.13
ITEM 10k, OTHER (Specify)
2.2.10.14
ITEM ACCESS REQUIREMENTS NOTE

2.2.10.14.1 

Single Integrated Operational Plan-Extremely Sensitive Information
2.2.11 

ITEM 11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR 

WILL

2.2.11.1 


ITEM 11a, HAVE ACCESS TO CLASSIFIED ONLY AT ANOTHER 

CONTRACTOR'S FACILITY OR AT A GOVERNMENT FACILITY

2.2.11.2


ITEM 11b, RECEIVE CLASSIFIED DOCUMENTS ONLY

2.2.11.3


ITEM 11c, RECEIVE AND GENERATE CLASSIFIED INFORMATION

2.2.11.4


ITEM 11d, FABRICATE, MODIFY, OR STORE CLASSIFIED 

HARDWARE

2.2.11.5


ITEM 11e, PERFORM SERVICES ONLY

2.2.11.5.1


Graphic Arts Services

2.2.11.5.2


Engineering Service

2.2.11.5.3


Equipment Maintenance Services

2.2.11.5.4


Guard Service

2.2.11.6


ITEM 11f, HAVE ACCESS TO U.S. CLASSIFIED INFORMATION 

OUTSIDE THE U.S. PUERTO RICO, U.S.  POSSESSIONS AND 

TRUST TERRITORIES

2.2.11.7


ITEM 11g, BE AUTHORIZED TO USE THE SERVICES OF DEFENSE 

TECHNICAL INFORMATION CENTER (DTIC) OR SECONDARY 

DISTRIBUTION CENTER

2.2.11.8


ITEM 11h, REQUIRE A COMSEC ACCOUNT
2.2.11.9


ITEM 11i, HAVE TEMPEST REQUIREMENTS

2.2.11.10

ITEM 11j,HAVE OPERATIONS SECURITY (OPSEC) 

REQUIREMENTS: 

2.2.11.11

ITEM 11k, BE AUTHORIZED TO USE THE DEFENSE COURIER 

SERVICE (DCS)
2.2.11.12

ITEM 11l, OTHER (SPECIFY)
2.2.11.13

NOTE

2.2.12

ITEM 12, PUBLIC RELEASE
2.2.13

ITEM 13, SECURITY GUIDANCE
2.2.14

ITEM 14, ADDITIONAL SECURITY REQUIREMENTS
2.2.15

ITEM 15, INSPECTION INFORMATION
2.2.16

ITEM 16, CERTIFICATION AND SIGNATURE
2.2.17

ITEM 17, REQUIRED DISTRIBUTION

APPENDIX A:  DISA FORM 173,DISA CONTRACT POINTS OF CONTACT FOR ADMINISTRATION OF DD254  

APPENDIX B:  BASIC COR RESPONSIBILITIES

APPENDIX C:  AUTOMATED DATA PROCESSING POSITION SENSITIVITY DESIGNATIONS

APPENDIX D:  INFORMATION TECHNOLOGY (IT) POSITION DESCRIPTIONS 

   AND INVESTIGATION REQUIREMENTS

D.1.



Critical-Sensitive Positions (IT-I positions)

D.2.



Non-critical-Sensitive Positions (IT-II positions)

D.3.



Non-sensitive Positions (IT-III positions)

TABLE 1.

POSITION SENSITIVITY DESIGNATION DESCRIPTIONS

APPENDIX E:  IT POSITION SENSITIVITY DESIGNATION STATEMENT OF WORK REQUIREMENTS

E.1.



Position Sensitivity

TABLE 2.

POSITION SENSITIVITY SOW CLAUSE

APPENDIX F:  OPERATIONAL AREAS OF DSS COGNIZANT SECURITY OFFICES
APPENDIX G:  OTHER INDUSTRIAL SECURITY ADDRESSES

Return to Table of Contents
REFERENCES

a.  DoD 5220.22-R, Industrial Security Regulation, December 1985
b.  DoD 5220.22-M, National Industrial Security Program Operating Manual (NISPOM), January 1995
c.  DoD 5220.22-M-Sup 1, National Industrial Security Program Operating Manual Supplement, February 1995
d.  DoD 5220.22-STD, COMSEC Supplement to the Industrial Security Regulation For Safeguarding Classified Information, 17 March 1998
e.  DoD 5200.1-R, Information Security Program, January 1997

f.  DoD 5200.2-R, Personnel Security Program Regulation, 17 February 1996

g.  DoD Instruction 5230.24, Distribution Statements on Technical Documents, 18 March 1987

h.  DoD Directive 5205.2, DoD Operations Security (OPSEC) Program, 29 November 1989

i.  DoD Directive 5105.21 M-1, DOD Sensitive Compartmented Information Administrative Security Manual, August 1998

j.  DIAM 50-5, Volumes I & II, Sensitive Compartmented Information (SCI) Contractor Administrative Security, 22 October 1979

k.  Director of Central Intelligence Directive (DCID) 1/7, Security Controls on the Dissemination of Intelligence Information, 16 April 1996

l.  DCID 6/4, Personnel Security Standards and Procedures Governing Eligibility for Access to Sensitive Compartmented Information (SCI) 30 June 1998

m.  DCID 1/19, Security Policy for SCI and Security Policy Manual, (U), 1 March 1995

n.  DCID 1/21, Physical Security Standards for SCI Facilities, 29 July 1994

o.  DoD 5200.28-STD, DOD Trusted Computer System Evaluation Criteria, 26 December 1985
Return to Table of Contents
DEFINITIONS

ACCESS:  The ability and opportunity to obtain knowledge of classified information.

ACCESSES:  Indoctrination to classified material that has additional security requirements or caveats.  This may be Sensitive Compartmented Information (SCI), Special Access Program (SAP) information, or collateral level accesses such as North Atlantic Treaty Organization (NATO), Critical Nuclear Weapons Design Information (CNWDI), etc.

CLASSIFIED CONTRACT:  Any contract that requires or will require access to classified information, by a contractor or his or her employees.  (A contract may be a classified contract even though the contract document is not classified.)  The requirements for a classified contract also are applicable to all phases of pre-contract activity, including solicitations (bids, quotations, and proposals), pre-contract negotiations, post-contract activity, or other Government Contracting Agency programs or projects, which require access to classified information by a contractor.

COGNIZANT SECURITY AGENCY (CSA):  Agencies of the Executive Branch that have been authorized by Executive Order (E.O.) 12829 to establish an industrial security program for the purpose of safeguarding classified information under the jurisdiction of those agencies when disclosed or released to industry.  Denotes the Department of Defense, the Department of Energy, the Nuclear Regulatory Commission, and the Central Intelligence Agency.  The Secretary of Defense, the Secretary of Energy, the Director of Central Intelligence and the Chairman, Nuclear Regulatory Commission may delegate any aspect of security administration regarding classified activities and contracts under their purview within the CSA or to another CSA.  Responsibility for security administration may be further delegated by a CSA to one or more Cognizant Security Offices (CSOs).  For contractors participating in the National Industrial Security Program (NISP), the CSA is the Department of Defense.

COGNIZANT SECURITY OFFICE (CSO):  The CSO is always the Defense Investigative Service, Director of Industrial Security, who has jurisdiction over the geographical area in which the contractor is located.  If someone will conduct inspections other than the CSO, DIS must be relieved in the DD Form 254, by completing Item 15 as appropriate.  Inspections by an Agency other than DIS do not affect the CSO designation and do not relieve the contracting activity from the responsibility of providing a copy of the DD Form 254 to the CSO.

CONTRACTING OFFICER:  A Government official, who in accordance with departmental or agency procedures, currently is designated as a contracting officer with the authority to enter into and administer contracts, and make determinations and findings with respect thereto, or any part of such authority.  The term also includes the designated representative of the contracting officer acting within the limits of his or her authority.CONTRACTOR:  Any industrial, educational, commercial, or other entity that has been granted a Facility Security Clearance (FCL) by a CSA.

ENTRANCE NATIONAL AGENCY CHECK (ENTNAC):  A personnel security investigation scoped and conducted in the same manner as a National Agency Check (NAC) except that a technical fingerprint search of the files of the Federal Bureau of Investigation (FBI) is not conducted.

FACILITY (SECURITY) CLEARANCE (FCL):  An administrative determination that, from a security viewpoint, a facility is eligible for access to classified information of a certain category (and all lower categories).

INTERIM SECURITY CLEARANCE:  A security clearance based on the completion of minimum investigative requirements, which is granted on a temporary basis, pending the completion of the full investigative requirements.

MEMORANDUM OF AGREEMENT (MOA):  A formal agreement between or among agencies or activities to delineate specific functions.

NATIONAL AGENCY CHECK (NAC).  A personnel security investigation consisting of a records review of certain agencies as described in paragraph 1, Appendix B, of DoD 5200.2-R, Personnel Security Program Regulation (Enclosure 5), including a technical fingerprint search of the files of the FBI.

NATIONAL AGENCY CHECK PLUS WRITTEN IQUIRIES (NACI):  A personnel security investigation conducted by the Office of Personnel Management, combining a NAC and written inquiries to law enforcement agencies, former employers and supervisors, references, and schools.

OWNERSHIP OF CLASSIFIED INFORMATION:  Once information is determined to be classified, it belongs to the United States Government and not the contractor, regardless of proprietary claims.

PERSONNEL (SECURITY) CLEARANCE (PCL):  An administrative determination that an individual is eligible, from a security viewpoint, for access to classified information at the same or lower category as the level of the personnel clearance being granted.

SENSITIVE COMPARTMENTED INFORMATION (SCI):  Information and material that requires special controls for restricted handling within compartmented intelligence systems and for which compartmentation is established.

SINGLE SCOPE BACKGROUND IVESTIGATION (SSBI).  A personnel security investigation consisting of both record reviews and interviews with sources of information prescribed in paragraph 3, Appendix B, DoD 5200.2, Personnel Security Program Regulation (Reference a), plus certain additional investigative requirements as prescribed in paragraph 4, Appendix B, DoD 5200.2-R (Reference a).  The period of investigation for an SSBI is the last 10 years or since the 18th birthday, whichever is shorter, provided the last 2 full years are covered and that no investigation will be conducted prior to an individual's 16th birthday.

SPECIAL ACCESS PROGRAM (SAP):  Any program approved in accordance with DoD 5200.1-R, Chapter VIII, which imposes need-to-know access controls beyond those normally required for access to collateral (TOP SECRET, SECRET, and CONFIDENTIAL) information.
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CHAPTER 1
1.1  Background.

1.1.1  Executive Order 12829, National Industrial Security

Program, establishes the National Industrial Security Program.

DoD 5220.22-M, National Industrial Security Operating Manual (NISPOM), DoD 5220.22-R, Industrial Security Regulation (ISR), and DoD 5220-22.M-Supplement 1, National Industrial Security Program Operating Manual Supplement (NISPOMSUP), implement NISP requirements.  This NISPOM establishes uniform security policies, practices, and procedures to ensure the proper safeguarding of classified information throughout industry.

1.1.2  The NISPOM implements applicable Federal statutes, Executive Orders, and national directives.

1.1.3  The NISPOM prescribes requirements, restrictions and other safeguards that are necessary to prevent the unauthorized disclosure of classified information and to control authorized disclosure of classified information by the United States Government Executive Branch Departments and Agencies and their contractors.  The NISPOM replaces DOD 5220.22-M, Defense Industrial Security Manual for Safeguarding Classified Information, January 1991.

1.1.4  The NISPOMSUP prescribes special security measures to ensure the integrity of Special Access Programs (SAPs), Restricted Data (RD), and Sensitive Compartmented Information (SCI), and imposes supplemental controls to those requirements prescribed in the NISPOM.

1.2  Introduction.

1.2.1  Early in the acquisition cycle, certain security requirements must be considered.  Will access to classified information be involved?  Will access be required during the pre-award phase, or will it only be required for actual performance of the contract?  Are all the prospective contractors cleared to the appropriate level, and are they equipped to properly safeguard the classified information involved?  The answers to these questions and the timeliness of your actions will have a significant impact on your acquisition and the National Industrial Security Program (NISP).

1.2.2  As a part of the provided contracting process, enough lead-time should be in your acquisition cycle to accomplish the security actions that may be needed.  In many instances, advanced planning can ensure that the bid package will not require access to classified information, which precludes processing an entire bidders list for a facility security clearance.  When access is required in the pre-award phase, an interim facility security clearance (FCL) may be the solution.  If access is not a factor in the pre-award phase, but will be required for contract performance, only the successful bidder will be processed for an FCL.  Unnecessary processing of prospective contractors for FCLs is time consuming, costly and increases the time it takes to process a contractor who actually has a need for an FCL.

1.2.3  A Contract Security Classification Specification, DD Form 254, is required for each classified contract and must be incorporated in the solicitation and in the contract.  Even if pre-award access is not required, the DD Form 254 must be incorporated in the solicitation to allow the contractor the information needed for performance.  In this event, add the following statement in Item 13 of the DD Form 254:

“Pre-award access is not required.  This DD Form 254 reflects the security requirements for the contract when awarded.”

1.2.4  A review of security requirements should be performed at the various stages of acquisition; pre-award, award, research and development, production, etc., and if required, a revised DD Form 254 must be issued.  However, you must review the DD Form 254 at least biennially, and forward to the contracting officer (KO), DISA Security Programs and Oversight Branch (MPS61), and the CSO, either the updated DD Form 254, or a letter, identifying the contract and contractor, stating the DD Form 254 has not changed.  On final delivery of goods or services, or on completion or termination of the contract, the contractor is required to return to the User Agency (UA) or Contracting Officer's Representative (COR) all classified material received or generated under the contract, or to destroy all classified material unless retention is requested for a specific period of time and authorized in writing by the KO.  As the COR, you must have knowledge of all classified material received or generated by the contractor under your contract.

1.2.5  The DD Form 254, with its attachments and incorporated references, is the only authorized means for providing security classification guidance to the contractor.  Security classification guidance should be written as specifically as possible and should include only information that pertains to the specific contract.  Any and all documents referenced in a DD Form 254 should be provided to the contractor, either as an attachment or forwarded under a separate cover, if they are classified.  The requirements of DoD 5220.22-M, NISPOM, should not be included in a DD Form 254; the NISPOM contains the specific safeguarding and procedural requirements for the contractor, not security classification guidance.

1.2.6  Classified Information (TOP SECRET, SECRET, and CONFIDENTIAL), is, and remains for the duration of the classification, the property of the U.S. Government, regardless of proprietary claims.  It may be provided to private industry only in connection with a bona fide contractual requirement.  Prior to a contractor having access to classified information, a Security Agreement, DD Form 441, is executed between the Government and the contractor.  This agreement requires the contractor to protect classified information in accordance with the requirements of the NISPOM, and it obligates the Government to specifically identify, in writing, what information will require protection during the contract performance.  The NISPOM provides the contractor the minimum safeguarding requirements for classified information; it does not provide security classification guidance (SCG).  The SCG is provided in the body of the DD Form 254 (Figure 1) or its attachments.  The DD Form 254 with its attachments, supplements, and incorporated references, is the only authorized means for providing SCG to a contractor in connection with a classified contract.  The following information provides an explanation of the various items on the DD Form 254 to assist in its preparation.

1.3  Suitability Determinations.
1.3.1  Contractor personnel performing on DISA/OMNCS contracts who are assigned duties using sensitive unclassified automated information systems (AISs) designated as IT-I, IT-II, or IT-III in accordance with reference 4.5, must be the subject of an investigation to determine the individual's suitability to occupy the position.  NOTE: The background investigation requirement is not required when the contractor employee has a valid PCL at or above the IT designation investigation level on file with the Defense Investigative Service Clearance Office (DISCO).

1.3.2  The Standard Form (SF) 85P, Questionnaire for Public Trust Position, must be completed and submitted to the Security Division (MPS6) and forwarded to WHS/CAF, Personnel Security Office (MPS62), for the appropriate scope and background investigation to be conducted.

1.3.3  Once the investigation is completed, the results are returned to the Personnel Security Office (MPS62), where the suitability determination is made.
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CHAPTER 2 
SECTION 1 GENERAL INSTRUCTIONS:

2.1.1  Introduction.

This section contains instruction for preparation of the “Contract Security Classification Specification” (DD Form 254) for classified contracts.  The DD Form 254, with its attachments, supplements, and incorporated references is designed to provide a contractor with the security requirements and classification guidance needed for performance of the classified contract.  However, there are many actions required by the contracting activity in preparation of the DD Form 254.  For example, when a contractor requires access to certain types of classified information, the contracting activity must ensure that the contractor has the special procedures in place to safeguard those types of information.  You must verify this information by contacting the Defense Investigative Service/Central Verification Activity (DIS/CVA), at Commercial (888) 282-7682, or by requesting the CSO to establish the procedures at the contractor's facility.  The DD Form 254 is not the vehicle for requesting the CSO to establish such procedures; the contracting activity must provide the CSO with written justification for such procedures.  The contracting activity is responsible for ensuring that proper security procedures are in place at the contractor facility prior to releasing any classified information to a contractor.

2.1.2  Safeguarding Verification.
If the contract calls for access to COMSEC, Restricted Data (RD), Formerly Restricted Data (FRD), Critical Nuclear Weapons Design Information (CNWDI), NATO, or foreign government information, you must ask the DIS/CVA computer operator if the contractor company has access to this type of information; it will not be volunteered.

2.1.3 Preparing the DD Form 254. 

The following information corresponds to the items on the DD Form 254.  An explanation, as well as other pertinent information, is provided for each item on the DD Form 254.  This guide covers general circumstances.  If the contract has specific requirements, tailor it to fit your needs.  If you have questions about the DD Form 254, call the DISA Security Division (MPS6).
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SECTION 2 - PREPARATION INSTRUCTIONS

2.2.1  ITEM 1, CLEARANCE AND SAFEGUARDING
2.2.1.1  In Item 1a, insert the highest level of FCL required by the contractor for performance of the contract.  Use only the words TOP SECRET, SECRET or CONFIDENTIAL.  Special caveats, such as RESTRICTED DATA (RD), FORMERLY RESTRICTED DATA (FRD), etc., are not appropriate in this item.  The contractor must have a valid FCL at least as high as the classification indicated in this item (verify the contractor's FCL with DIS/CVA if this information is not known).

2.2.1.2  In Item 1b, insert the highest level of safeguarding capability required by the contractor for performance of the contract.

2.2.1.3  The classification level shown in 1b may not be higher than that shown in Item 1a.  If the contractor will not possess classified information at the cleared facility in performing the contract, enter Not Applicable (N/A) or None

2.2.2.1  ITEM 2, THIS SPECIFICATION IS FOR

Insert “X” in Item 2a for a prime contract and enter the contract number and expiration date.  Insert “X” in Item 2c for a solicitation (Request for Proposal (RFP), Request for Quotation (RFQ), Invitation for Bid (IFB), or other UA program or project) and enter an appropriate identification number.  Enter due date for a solicitation as appropriate.  Item 2b is for use by contractors for their subcontractors.

2.2.3.1  ITEM 3, THIS SPECIFICATION IS

When the original DD Form 254 is issued, insert “X” in Item 3a and enter date.  The date of the original will appear unchanged on each revised or final DD Form 254 issued thereafter.  Item 3a applies when a solicitation is issued and when the contract is awarded.  When a revised DD Form 254 is issued, insert "X" in Item 3b, show revision number, and enter date of revision.  Each time a revision is issued, it shall be given a sequential revision number.  When a final DD Form 254 is issued, insert “X” in Item 3c and enter date.  When Item 3c is “Yes”, Item 5 is “Yes”.  A final DD Form 254 is not required unless the contractor requests an extension of retention authority and the KO authorizes approval.

2.2.3.1.1  The program/project manager or other official of the U.S. (COR) who prepared the original, final, or revised DD Form 254, reviews the form at least biennially.  Refer to DoD 5220.22-R, Industrial Security Regulation, paragraph 7-104, for additional information and exceptions.

2.2.3.1.2  Contractors shall return or destroy classified material in accordance with the following schedule:

2.2.3.1.2.1  If a bid, proposal, or quote is not submitted or is withdrawn, within 180 days after the opening date of bids, proposals, or quotes.

2.2.3.1.2.2  If a bid, proposal, or quote is not accepted, within 180 days after notification that a bid, proposal, or quote is not accepted.

2.2.3.1.2.3  If the successful bidder, within 2 years after final delivery of goods and services; or, after completion or termination of the classified contract, whichever comes first.

2.2.3.1.2.4  If the classified material was not received under a specific contract, such as material obtained at classified meetings or from a secondary distribution center, within 1 year after receipt.

2.2.3.1.3  Contractors may retain classified material up to 2 years after the completion or termination of the contract (if not advised to the contrary by the contracting office) without applying for retention authority.  Contractors desiring to retain classified material received or generated under a contract beyond the 2-year period must request and receive written retention authority from the contracting office.

2.2.4  ITEM 4, IS THIS A FOLLOW-ON CONTRACT

This item pertains to follow-on contracts only.  The contract must be to the same contractor for the same item or service as the preceding contract.  When these conditions exist, enter “X” in the “Yes” box, and enter the preceding contract number in the space provided.  This item authorizes the contractor to transfer classified material received or generated under the preceding contract to the current contract.  The need for the contractor to notify the UA of retention is eliminated until completion of the follow-on contract.  It is assumed that the contractor will require access to the same information for performance of the follow-on contract as was required for the preceding contract.  If this is not a follow-on contract, enter “X” in the “No” box.

2.2.5  ITEM 5, IS THIS A FINAL DD FORM 254

If a final DD Form 254 is being issued, enter an “X” in the “Yes” box, the date of the contractor's retention, and the authorized period of retention in the spaces provided.  If this is not a final DD Form 254, enter “X” in the “No” box.  (Also see Item 3 description, last paragraph).

Return to Table of Contents
2.2.6  ITEM 6, CONTRACTOR

Enter the name and address of the prime contractor in Item 6a.  Enter the Commercial and Government Entity (CAGE) code in Item 6b, and the name and address of the CSO in Item 6c.  The appropriate CSO can be found in Appendices “F” and “G” of this handbook.

2.2.7  ITEM 7, SUBCONTRACTOR

The prime contractor completes this item when subcontracting.

2.2.8  ITEM 8, ACTUAL PERFORMANCE
If work is to be performed at a location (of the company) other than specified in 6a, enter the appropriate name and address in Item 8a, the CAGE code in Item 8b, and name and address of the CSO in 8c.  DIS will provide the CAGE code at the time of FCL verification if you do not have it.  The CSO is always the DIS, Director of Industrial Security, who has jurisdiction over the geographical area in which the contractor is located.  No other activity should be shown in this block.  Inspections conducted by an UA other than DIS do not affect the CSO designation and do not relieve the contracting activity from the responsibility of providing a copy of the DD Form 254 to the CSO.  If someone will conduct an inspection other than the CSO, or if DIS will be relieved of security cognizance, complete Item 15 as appropriate.

2.2.9  ITEM 9, GENERAL IDENTIFICATION OF THIS PROCUREMENT

Enter a short, concise, and unclassified description of the procurement action (i.e., research, development, production, study, services, etc.) in Item 9.

2.2.10  ITEM 10, THIS CONTRACT WILL REQUIRE ACCESS TO

Mark these items “Yes” or “No” according to the requirements of each contract.

2.2.10.1  ITEM 10a, COMSEC

If the contractor requires access to any COMSEC information, enter “X” in the “Yes” box.  COMSEC information includes accountable and/or non-accountable COMSEC information and Controlled Cryptographic Items (CCI).  If accountable COMSEC  
information is involved, the contractor must have a COMSEC account, and Item 11h would be marked “Yes”. If Item 10a is “Yes”, then add:

“Reference Item 10a: Contractor is authorized to receive Government furnished cryptographic equipment.  Access to classified COMSEC information requires a final U.S. Government clearance at the appropriate level.  Further disclosure of COMSEC information by a contractor, to include subcontracting, requires prior approval of the contracting activity.”

2.2.10.2  ITEM 10b, RESTRICTED DATA

This item is marked “Yes” if access to information that is classified and controlled under the Atomic Energy Act of 1954 is required.  This item is marked “Yes” if Item 10c is marked "Yes."

2.2.10.3  ITEM 10c, CRITICAL NUCLEAR WEAPON DESIGN INFORMATION (CNWDI)

This item will be marked “Yes” if access to CNWDI is required.  Permission of the contracting activity is required prior to subcontracting CNWDI.  Special briefings and procedures are also required.  A Government representative initially briefs the contractor Facility Security Officer (FSO) for CNWDI, who, in turn, briefs other contractor employees.  Insert the following statement in Item 13: “Reference Item 10c: This contractor is permitted access to CNWDI in performance of the contract.  The Government program manager or designated representative ensures the contractor security supervisor is briefed for access to CNWDI by a Government representative prior to granting access.” 

2.2.10.4  ITEM 10d, FORMERLY RESTRICTED DATA

Mark this “Yes” if access to FRD is required.

2.2.10.5  ITEM 10e, INTELLIGENCE INFORMATION

This is information under the jurisdiction and control of the Director of Central Intelligence (DCI) and circulated within the intelligence community.  If intelligence information is involved, the contracting activity is responsible for ensuring that the additional security requirements outlined in various DCI Directives are incorporated in the guidance provided to the contractor and are tailored to the performance of the contract.  The guidance may be included in the contract document itself or Item 13.  The CSO does not conduct inspections for Sensitive Compartmented Information (SCI), but must inspect non-SCI intelligence material the contractor possesses.  If access to SCI is required, mark Items 10e(1), 14, and 15 “Yes.”

2.2.10.5.1  If access to non-SCI Intelligence information is required mark Item 10e(2) “Yes”.  Item 14 would also be marked “Yes,” and Item 15 would be marked “No.”  The CSO (DSS) is responsible for inspections of non-SCI intelligence information in the possession of a contractor.
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2.2.10.5.3  NOTE: Prior approval of the contracting activity, to include coordination with the CSA, is required for subcontracting.  The contractor or contract monitor must have SCI indoctrinated personnel available to work the contract.  Officially request the SCI billets required for the contract from DISA Security Division (MPS6), Special Security Office (SSO) via Interoffice Memorandum.  The contract document and DD Form 254 must have the security clauses required by DOD 5105.21 M-1, “Sensitive Compartmented Information Administrative Security Manual”, and DCID 6/9.  They provide the necessary guidance for physical, personnel, information, classification, and TEMPEST security measures and are part of the SCI security specifications for the contract.  Item 1 must read TOP SECRET.

2.2.10.6  ITEM 10e(1), SENSITIVE COMPARTMENTED INFORMATION (SCI)

2.2.10.6.1  When Item 10e(1) is “Yes”, include the following statement in Item 13

“Reference Item 10e(1): This contract requires access to SCI.

a.  The Director, Defense Intelligence Agency (DIA) and Director, DISA, as the executive agents for DIA, have exclusive security responsibility for SCI released to the contractor or developed under this contract.

b.  Contractor generated or Government furnished material may not be provided to the Defense Technical Information Center (DTIC).  Contract generated technical reports will bear the statement “Not Releasable to the Defense Technical Information Center per DoD Instruction 5230.24.”
c.  All contractor personnel requiring access to SCI information must: be U.S. citizens, have been granted a final Top Secret security clearance by the U.S. Government, have been approved as meeting DCID 1/14 criteria by a Government Cognizant Security Agency, and have been indoctrinated for the applicable compartments of SCI access prior to being given any access to such information released or generated under this contract.  Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this contract without the expressed permission of the Director, DISA (through the DISA Security Division SSO (MPS62)) and the Director, DIA.

d.  Classified material released or generated under this contract is not releasable to foreign nationals without the expressed written permission of the Director, DISA (SSO) and Director, DIA.

e.  Recipients of SCI under this contract may not be released to subcontractors without permission of the DISA SSO.

f.  STU-III or STE terminals installed at the contractor's facilities shall be supported by a COMSEC account (of the contractor of DISA).  STU-IIIs in SCI Facilities (SCIFs) require Class VI Cryptographic Ignition Key (CIK).

g.  The contractor and COR will revalidate all SCI billets under this contract with the DISA Security Operations Division (MPS62) annually or when a revised DD Form 254 issued, whichever is sooner.”

2.2.10.6.2  If Item 10e(1) is “Yes”, Items 12, 14 and 15 will be “Yes” with the following statements added:

2.2.10.6.2.1  In Item 12, “Public release of SCI/SAP material is not authorized.”

2.2.10.6.2.2  In Item 14, “The contractor will abide by Directive of Central Intelligence Directive 6/3,  ‘Protecting Sensitive Compartmented Information Within Information Systems, 5 June 1999 and  by Directive of Central Intelligence Directive 6/9, Physical Security Standards for Sensitive Compartmented Information Facilities (SCIF), 29 July 1999.’”
2.2.10.6.2.3  In Item 15, “The DISA Security Division (MPS6) will be responsible for inspection of SCI under this contract.”

2.2.10.6.3  If Item 10e(1) and 11a are “Yes”, then Items 11b and c are “No”, and the following statement must be included in Item 13

“Reference Items 10e(1) and 11a: All contractor SCI work and access will be at a designated Government approved SCI Facility (SCIF).”

NOTE: The COR will coordinate with the DISA Security Division (MPS6) to identify the SCIF and initiate any Memorandums of Agreement (MOAs) as required.

2.2.10.7  Item 10e(2), NON-SCI INTELLIGENCE INFORMATION

This item will be marked “Yes” only if access is required to the material marked:  (1) DISSEMINATION AND EXTRACTION OF INFORMATION CONTROLLED BY ORIGINATOR (ORCON), or (2) AUTHORIZED FOR RELEASE TO: (Name of Country(ies), or international organizations).
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2.2.10.7.1  The control markings, “Warning Notice - Intelligence Sources or Methods Involved,” “Not Releasable to Contractors or Consultants,” and “NOFORN” are no longer authorized for use.  The markings “WNINTEL”.  “NOCONTRACT”.  or “NOFORN” will not be used on any newly created documents or other materials.  For automated information systems, a phase-in elimination of these markings will be accomplished as systems are upgraded or software is modified, but not later than 12 April 2000.  Remarking of the material bearing the “WNINTEL”, “NOCONTRACT”, and “NOFORN” control markings is not required.  However, holders of material bearing these markings may line through or otherwise remove the markings from the documents or other material.  The presence of these markings, in themselves, will have no bearing on the ability to release it to contractors.

2.2.10.7.2  Other obsolete markings include: WARNING NOTICE- SENSITIVE SOURCES AND METHODS INVOLVED; WARNING NOTICE-INTELLIGENCE SOURCES AND METHODS INVOLVED; WARNING NOTICE-SENSITIVE INTELLIGENCE SOURCES AND METHODS INVOLVED; CONTROLLED DISEM, NSC PARTICIPATING AGENCIES ONLY; INTEL COMPONENTS ONLY; LIMITED, CONTINUED CONTROL; NO DISSEM ABROAD; BACKGROUND USE ONLY; USIB ONLY; NFIB ONLY; and NOT RELEASABLE TO FOREIGN NATIONALS.

2.2.10.8  ITEM 10f, SPECIAL ACCESS INFORMATION

This means a Special Access Program (SAP) or code word that has been approved by the head of a UA (reference: DoD Directive O-5207.5).  When this Item is marked “Yes”, the contracting activity is responsible for providing the contractor with the additional security requirements needed to supplement the NISPOM requirements and ensure adequate protection of the SAP information involved.  They may be included in the contract document itself, but will be referenced in Item 13.  Item 14 will be marked “Yes”, and Item 15 will be completed as appropriate.  Prior approval from the contracting activity is required, including coordination with the DISA Security Division (MPS6) prior to subcontracting.  Access to SAP information requires a final U.S. Government clearance at the appropriate level identified in the SAP Security plan/directives.  All DD Forms 254 requiring SAP access will be coordinated with and processed through the DISA Security Division (MPS6).

2.2.10.8.1  If Item 10f is “Yes”, include the following statement: “Reference Item 10f: To execute this contract, additional security requirements in addition to DoD 5220.22-M will be required.  The contractor shall comply with the security provisions of these programs.  Marking and/or classification guidance for material originated or generated under this contract will be provided through the DISA Security Operations Division (MPS62) under separate cover.  Any material generated by the contractor (including 

correspondence, drawings, models, mockups, photographs, schematics, progress, special and inspection reports, engineering notes, computations and training aids) shall be classified according to content.  Guidance for classification shall be derived from the applicable Security Classification Guides, Government furnished equipment or data, or special instructions.  Such material shall not contain contractor logos or similar identifiers which identify the specific contractor or team members.”

2.2.10.8.2  Only include the information listed below if Item 10e(1) is “No” and Item 10f is “Yes”

“Reference Item 10f: The Contractor Special Security Officers (CSSOs) shall coordinate with the DISA Security Division (MPS6) prior to subcontracting any portion of this contract.”

a.  All personnel requiring access to SAP information must be: U.S. citizens, have been granted a final Top Secret U.S. Government security clearance, have been approved as meeting DCID 1/14 criteria by a Government cognizant authority, and have been indoctrinated for the applicable SAP prior to being given access to such information generated or received under this contract.  Immigrant aliens, interim cleared personnel or personnel holding a contractor granted CONFIDENTIAL clearance are not eligible for access to classified information released or generated under this contract without the expressed written permission of the Director, DISA (Security Division (MPS6), SSO.)

b.  Contractor generated or Government furnished material may not be provided to the Defense Technical Information Center (DTIC).  Contractor generated reports will bear the statement: ‘Not Releasable to the Defense Technical Information Center per DoD Instruction 5230.24.’”

2.2.10.8.3  If Item 10f is “Yes”, add the following in Item 13

“Reference Items 10f and 11c:  This contract will be performed in a facility approved through the DISA Security Division (MPS6) in accordance with applicable SAP security requirements.  The CSO (DIS) may be relieved of security cognizance for the SAP by the DISA Security Division (MPS6) and/or the SAP Program Management Office (PMO) which will have responsibility for all SAP material or information released to the contractor under this contract.”
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2.2.10.8.4  If  Items 10e(1) and/or 10f are “Yes”, add: “Reference 10e(1) and/or 10f: Upon expiration of this contract, the contractor shall request disposition instructions for all classified and unclassified project material.  The contractor may be directed to properly destroy the material or return it.  If classified or unclassified project material is to be retained by the contractor, every effort should be taken to transfer it to a follow-on contract or similar effort, if applicable.  This must be done, however, with KO approval.  Unless written authorization by the KO to retain specific material for a specific period of time is received, the material shall be returned or destroyed as instructed.  Any exception to security policy shall be referred to the CSO/DISA Security Division (MPS6) for coordination with the appropriate agencies and the contracting officer.”

2.2.10.9  ITEM 10g, NATO INFORMATION

This means information or documents belonging to and circulated by the North Atlantic Treaty Organization (NATO).  Access to NATO requires a final U.S. Government clearance at the appropriate level.  A representative of the Government will brief the Facility Security Officer (FSO), who in turn will brief other contractor personnel requiring access under the contract.

NOTE: To approve NATO access, include a statement such as: “Access up to and including NATO SECRET material will be required for reference only at the Government facility.”

2.2.10.10  ITEM 10h, FOREIGN GOVERNMENT INFORMATION

This item includes any foreign government information except NATO.  Prior approval of the contracting activity is required before any subcontracting.  Access to classified foreign government information requires a final U.S. Government clearance at the appropriate level.

2.2.10.11  ITEM 10i, LIMITED DISSEMINATION INFORMATION

The use of the term “LIMDIS” has been removed from DoD 5200.1-R, Information Security Program, and will not be used within DISA/OMNCS contracts.

2.2.10.12  ITEM 10j, FOR OFFICIAL USE ONLY INFORMATION (FOUO)

This item is applicable only on a classified contract.  When this item is marked “Yes”, the contracting activity is responsible for providing the contractor with the safeguards and procedures necessary for the protection of the information.  Specific guidance may be found in DoD 5400.7, Department of Defense Freedom of Information Act Program, Chapter 4, not the NISPOM.  Also, insert the following statement in Item 14: “DoD Regulation 5400.7, DoD Freedom of Information Act Program.”  You must also provide them a copy of DoD Regulation 5400.7, DoD Freedom of Information Act Program.

NOTE: Non-DoD user agencies that use other terms that are similar to DoD FOUO are responsible for providing proper guidance to the contractor for their information requiring protection from public disclosure.

2.2.10.13  ITEM 10k, OTHER (Specify)

Use this item for any other information not included in Items 10a-10j.  Specify the type of information and include any remarks needed in Item 13.  If access is required to SAP information, state in Item 13 the unclassified name of the SAP program, the additional security requirements and measures needed, or state this information will be furnished under a separate cover.  In Item 15, identify what oversight responsibility DIS is relieved of, and identify the office that has this oversight responsibility.

2.2.10.14  ACCESS REQUIREMENTS NOTE

The access requirements listed above are included as part of the form because they are the most common situations that occur in classified contracts.  If they do not apply to the contract requirements, indicate “No” for all of them, add in Item 10k: “See Item 13”, and include the appropriate statements in Item 13.

2.2.10.14.1  Single Integrated Operational Plan-Extremely Sensitive Information (SIOP-ESI)

Use the Item 10k block if the contract requires access to SIOP-ESI.  Check the “Yes” block, and enter “SIOP-ESI.”  The following will be an attachment to the DD Form 254, incorporated into the DD Form 254, or be included in the Performance Work Statement (PWS), Statement of Work (SOW) or Statement of Objectives (SOO).

“Reference 10k:  This contract requires that specified contractor employees be granted access to Single Integrated Operational Plan - Extremely Sensitive Information (SIOP-ESI).  Employees requiring SIOP-ESI access will be processed as follows:

a.  The DISA COR will forward to the DISA Security Division (MPS6), via an Interoffice Memorandum (IM) a request to process certain employees of the company for SIOP-ESI access.  The request will be marked with the appropriate markings (i.e., FOUO, Privacy Act Protected, etc.,) and/or classified as may be required by SCG (i.e., justification).  This request will contain the following:

(1) Name and SSAN of the employee(s)

(2) Company name, address, CAGE code, telephone number.
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(3) Date and place of birth for employee(s).

(4) Citizenship of employee(s).

(5) Citizenship of employee's spouse.

(6) SIOP-ESI Category required.

(7) Employee's clearance level and date, investigation type and date.

(8) Inclusive dates SIOP access will be required.

(9) Contract number.

(10) Contract expiration date.

(11) Contract review date.

(12) Justification for requesting SIOP-ESI accesses

b.  The DISA Security Division (MPS6) will forward a letter to certify the need-to-know for SIOP-ESI access to the FSO at the company via DISA Form Letter 16.

c.  When temporary access to SIOP-ESI has been approved by the Joint Chiefs of Staff, the DISA Security Division (MPS6) will forward this information to the FSO and authorize the employee to be briefed for access.

d.  The FSO is responsible for notifying the DISA Security Division (MPS6) when the employee is transferred from one facility to another within the company, when the employee's employment is terminated, when they resign, or have been transferred and do not require continued access.

e.  The FSO is responsible for ensuring that the employees complete the required security forms for submission to DSS Clearance Office (DISCO) in a timely manner.  

f. Information that an individual has been granted access to SIOP-ESI is unclassified.”

2.2.11  ITEM 11, IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL

Mark these items “Yes” or “No” according to the requirements of each contract.

2.2.11.1  ITEM 11a, HAVE ACCESS TO CLASSIFIED ONLY AT ANOTHER CONTRACTOR'S FACILITY OR AT A GOVERNMENT FACILITY

Note the word “only.” This means that there will be no access to classified information at the contractor's facility. The contractor requires no safeguarding capability at its facility and Item 1b will be marked “N/A” or “None.” If the “Yes” block is marked for this Item, add the following annotation in Item 13:

“Reference Item 11a: Contract performance is restricted to (enter the name and address of the contractor facility or Government activity). The using contractor or Government activity will provide security classification guidance for the performance of this contract.”

2.2.11.2  ITEM 11b, RECEIVE CLASSIFIED DOCUMENTS ONLY

Again, note the word “only.” This means the contractor will receive classified documents and will not generate any classified information that will require detailed classification guidance. The classification markings shown on the documents received will provide the necessary security classification guidance. Add the following annotation in Item 13: “Reference Item 11b: Any classified information generated in performance of this contract shall be classified according to the markings on the source material. All classified information received is the property of the U.S. Government. The U.S. Government will be contacted at the expiration or termination of this contract for proper disposition instructions.”

2.2.11.3  ITEM 11c, RECEIVE AND GENERATE CLASSIFIED INFORMATION

This means the contractor is expected to receive and generate classified information (documents and/or hardware) and will require detailed SCG for performance of this contract.

2.2.11.3.1  If the “Yes” block is checked, detailed SCG must be provided to the contractor. The guidance may be included or referenced in Item 13, attached to the DD Form 254, forwarded under a separate cover, or included in the contract document itself. Statements, as appropriate, shall be included in Item 13 to direct the contractor to the guidance for the contract.

2.2.11.3.2  If the item is marked “Yes”, the contractor will be required to prepare an Automated Information System Standard Practice Procedure (AIS/SPP) for their AIS operations and the system will require approval of the CSO/CSA in accordance with Chapter 8, NISPOM.
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2.2.11.3.4  In all cases when this block is checked “Yes”, add the statement: “Reference Item 11c:  All classified information received or generated under this contract is the property of the U.S. Government. At the termination or expiration of this contract, the U.S. Government will be contacted for proper disposition instructions.”

2.2.11.4  ITEM 11d, FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE

If “Yes”, include as much information as possible, (additional information can be added in Item 13), to indicate if Restricted or Closed Areas will be required. How much hardware is involved?  How large?  If more than 2 cubic feet of storage is required, contact the CSO to verify storage capability at the contractor facility.

2.2.11.5  ITEM 11e, PERFORM SERVICES ONLY

If “Yes”, add a statement in Item 13 explaining the services and to provide adequate and appropriate guidance. For service type contracts not covered, add any appropriate statement in Item 13 that explains why the contract is a classified contract and provide guidance as necessary to ensure protection of classified information

2.2.11.5.1  Graphic Arts Services
Add the following statement in Item 13:  “Reference Item 11e: Reproduction services only. The highest level of classification for this contract is (insert level). Classification markings on the material to be reproduced will provide the classification guidance necessary for the performance of this contract.”

2.2.11.5.2  Engineering Services 

Add the following statement in Item 13: “Reference Item 11e: Contract is for engineering services. Classification and markings on the material to be furnished will provide the classification guidance necessary for performance of this contract.”

2.2.11.5.3  Equipment Maintenance Services

Add the following statement in Item 13: “Reference Item 11e: Contract is for equipment maintenance services on equipment which processes classified information. Actual knowledge, generation, or production of classified information is not required for performance of this contract. Cleared personnel are required to perform this service because escorting personnel cannot preclude access to classified information. Any classification guidance needed will be provided by the using activity.”

2.2.11.5.4  Guard Services

Add the following statement in Item 13: “Reference Item 11e: Contract is for Guard Services. Cleared personnel are required to perform this service.”

2.2.11.6  ITEM 11f, HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTSIDE THE U.S. PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES

If “Yes”, indicate exact location of overseas performance in Item 13. Item 14 may be “Yes” and should be completed as appropriate. A copy of the DD Form 254 must be provided to the Office of Industrial Security, International (OISI) or other U.S. activity responsible for overseas inspections. The appropriate addresses may be found in Appendix A of this handbook, or in Appendix A of DoD 5220.22-M, NISPOM.

Add the following statement in Item 13: “Reference Item 11f:  Contractor and its subcontractors, when performing or traveling outside the United States under this contract shall:

(1) Affiliate with the Overseas Security Advisory Council, it the Contractor or subcontractor is a U.S. entity;

(2) Ensure personnel who are in-country on a non-transitory basis, register with the U.S. Embassy, and that Contractor and subcontractor personnel who are third country nationals comply with any security related requirements of the Embassy of their nationality;

(3) All personnel with be provided with antiterrorism/force protection awareness information commensurate with which the DOD provides to its military and civilian personnel, to the extend such information can be made available prior  to travel outside the United State; and

(4) Obtain and comply with the most current antiterrorism/force protection guidance for Contractor personnel”.

2.2.11.7  ITEM 11g, BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR SECONDARY DISTRIBUTION CENTER
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A “Yes” in this item means the contractor is authorized to use the services of DTIC and will require the contractor to prepare and process DD Forms 1540 and 1541. The contracting activity will be involved in certifying need-to-know to DTIC. The COR must certify the need-to-know if this block is marked “Yes”.  Add the following statement to Item 13

“Reference Item 11g

a.  The contractor must prepare and forward DD Forms 1540 and 1541 to the COR for authorization BEFORE the services may be requested.

b.  Technical information on file at the Defense Technical Information Center (DTIC) will be made available to the contractor if the contractor requires such information. The contracting officer will certify the field of interest relating to the contract.”

2.2.11.8  ITEM 11h, REQUIRE A COMSEC ACCOUNT

If accountable COMSEC information will be provided to the contractor, mark the “Yes” box. If non-accountable COMSEC information is involved, mark the "No" box. Contact the DISA Security Division (MPS6) COMSEC Custodian, at Commercial (703) 681-0489 or DSN 761-0489 or 761-7950, before marking “Yes” on this item. If “Yes” is appropriate, add the statement referenced in Item 10a above. Item 11k, “Be authorized to use the Defense Courier Service” must also be marked “Yes” if the contractor has a need for a COMSEC account.

2.2.11.9  ITEM 11i, HAVE TEMPEST REQUIREMENTS

TEMPEST requirements are in addition to the requirements of the NISPOM. If “Yes” in this item, Item 14 must also be “Yes” and the pertinent contract clauses identified or the appropriate information added in Item 13. NOTE: Classified processing for the purpose of TEMPEST application is defined as SECRET or higher classification.  CONFIDENTIAL processing is not considered for TEMPEST at a contractor's facility. The Procuring Contracting Officer (PCO) ensures potential TEMPEST situations related to performance of classified contracts are identified and evaluated. Contracts must include requirements for security countermeasures necessary to comply with National TEMPEST policy. The program/project manager identifies the necessary requirements to incorporate into the solicitation/contract and advises the PCO accordingly.

2.2.11.9.1  This item will be marked “Yes” only if processing classified information will be required at the contractor's facility. This includes AIS as well as word processing equipment. It does not apply if the contract is for maintenance service on AIS equipment or when the contractor will be performing the work at an UA or another cleared facility.

2.2.11.9.2  If this item is marked “Yes” and the contractor will be processing COLLATERAL level classified information at the contractor facility, an AIS/SSP for their AIS operations must be prepared and the system will require approval of the CSO in accordance with Chapter 8, NISPOM.

2.2.11.9.3  If “Yes”, include the following statement in Item 13 or the Statement of Work, if the contractor will be processing COLLATERAL level classified information at the contractor facility:

2.2.11.9.3.1  “Reference 11i: The contractor shall not process classified information by electrical means prior to a DISA TEMPEST evaluation of the equipment/systems and facility, and written DISA certification that the facility meets DISA TEMPEST criteria. In order to expedite the DISA TEMPEST evaluation, the contractor shall provide a list of equipment, to include model number, which is associated with the processing of classified information. In addition, the estimated percentage of classified information processed, cable/conduit runs, a floor plan layout that depicts placement of equipment in relation to other rooms, equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during processing and after hours. The above TEMPEST evaluation and DISA approval will not be required if previous DISA approval can be furnished and is no more than 2 years old. The existing approval must be for processing information at the same or higher level and at the same facility and items of equipment.”

2.2.11.9.3.2  Include a statement in Item 13 of the DD Form 254 or in the Statement of Work similar to the following if SCI and/or SAP material is involved

“Reference Items 11i and 10e(1) or 10f

a.  The contractor will not process classified information by electrical means prior to a TEMPEST evaluation of the equipment/systems and facility, and written DISA certification that the facility meets DISA TEMPEST criteria. In order to expedite the TEMPEST evaluation, the contractor shall provide a list and layout of equipment in accordance with DOD 5105.21 M-1 TEMPEST Addendum. The enclosure will include a floor plan layout that depicts placement of equipment in relation to other equipment, telephone lines and instruments, cable/conduit runs, etc. The drawing(s) are to show dimensions of rooms, physical relation to other rooms, equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during processing and after hours.

b.  Previous DISA approval may be furnished provided it is not more than 2 years old. The approval must be for processing information of the same or higher level security classification and for the same facility and items of equipment.”
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2.2.11.10  ITEM 11j, HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS

OPSEC requirements are in addition to the normal handling procedures and requirements of the NISPOM. There is NO specific OPSEC procedures or requirements listed in the NISPOM. If “Yes” in this item, Item 14 must also be “Yes” and the pertinent contract clauses identified or appropriate information added in Item 13. The contracting activity will be involved in approving OPSEC requirements for subcontracts. Contact the DISA Security Division (MPS6), at Commercial (703) 681-1331 or DSN 761-1331, and the CSA for further information. Include the following statements in Item 14: “OPSEC requirements apply. The contractor will comply with special OPSEC requirements contained in the contract or addendum thereto.”  CORs will comply with DoD Directive 5205.2, DoD Operations Security (OPSEC) Program, the NISPOM, and ISR.

2.2.11.11  ITEM 11k, BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE (DCS)

This item authorizes the contractor to use the services of DCS. If this item is marked “Yes”, the COR requests services from the Commander, DCS, ATTN:  Operations Division, Fort George G. Meade, MD 20755-5370. Only certain classified information qualifies for shipment by DCS. It is the responsibility of the contracting activity to comply with DCS policy and procedures. This item must be marked “Yes” if Item 11h “Require a COMSEC Account" is marked “Yes.”

2.2.11.12  ITEM 11l, OTHER (SPECIFY)

Use this item to add any additional performance requirements not covered above. Item 13 should be appropriately annotated to provide any necessary remarks.

2.2.11.13  NOTE

The performance requirements listed above are included as part of the form because they are common situations that occur in classified contracts. If they are not applicable to the contract requirements, indicate “No” for all of them, add in Item 11l:  “See Item 13,” and include appropriate statements in Item 13.

2.2.12 ITEM 12, PUBLIC RELEASE

The contractor obtains contracting activity approval before releasing any information received or generated under the contract, except certain types of information authorized by the NISPOM, Section 5-5. If desired or required by the nature of the contract, mark the "Through" box and add the address of the OCA for the information. If multiple sources are used to classify the information required under this contract, use your address.

2.2.12.1  For Unclassified and collateral information: The contractor is responsible for obtaining the approval of the contracting activity prior to release of any information received or generated under this contract, except certain types of information authorized by the NISPOM, Section 5-5. Complete this item as required by internal agency directives to direct the contractor to the office in the UA that should receive proposed public releases.

2.2.12.2  If access to SCI or a SAP s required (Item 10(e)1 or 10f is “Yes”), include the following: “Public release of SCI/SAP is not authorized.”

2.2.13  ITEM 13, SECURITY GUIDANCE

This is the most important part of the entire DD Form 254. Reference all attachments in this block. Make all of your instructions clear. If you fill this block, use an attachment(s). If the contractor does not classify the material correctly, it can directly affect national security. Use this item to identify applicable guides, provide narrative guidance which identifies the specific information to be classified, to provide appropriate downgrading or declassification instructions, to provide any special instructions, explanations, comments or statements required for information to clarify any other items identified in the DD Form 254.  Ask yourself these questions:

What classified information does the contractor need to perform this contract?  What guidance does the contractor need to protect the classified information?  Is there existing security classification guidance for the program/project?  What portion of the guide applies to the contract?  All or part?  Are there other guides that may provide guidance to assist the contractor?

Will classified hardware be furnished to or generated by the contractor?  What information makes the hardware classified?  Does hardware being generated require classification?  At what stage in production does it become classified?

What unique characteristics are involved that need protection?  Are there design features that require protection?  What technical information requires protection?  What breakthroughs would be significant if achieved in a Research and Development effort? Are there some performance limitations that require protection?

2.2.13.1  These are merely some of the questions to ask when preparing guidance for a contract. Put yourself in the contractor's place and try to determine what guidance is needed to properly protect the classified information provided under this contract.
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2.2.13.2  Enter program/project manager's name, title, organization, telephone number and signature and contract expiration date in this item.

2.2.13.3  Each contract is unique in its performance requirements. Give reasons for the classification. Write the guidance in plain English. Use additional pages as necessary to expand or explain the guidance. Additional pages will contain a heading identifying the contractor's name, contract number/RFQ/RFP/IFB, contract date, and revision number.

2.2.13.4  The DD Form 254, with its attachments and incorporated references, is the only authorized means for providing SCG to a contractor. It should be written as specifically as possible and should include only that information pertaining to the issued contract.

2.2.13.5  The requirements from the NISPOM or its supplements should not be extracted and included in a DD Form 254; the NISPOM provides safeguarding requirements and procedures for classified information, not SCG.

2.2.13.6  It should not contain references to internal agency directives and instructions. If such documents provide guidance applicable to the contract, the pertinent portions should be extracted and provided as attachments. Any and all documents referenced or cited in Item 13 should be provided to the contractor, either as attachments, or under separate cover if they are classified.

2.2.13.7  It is a difficult task to prepare a SCG that covers all of the performance requirements of a classified contract. It is an even more difficult task to prepare guidance that can be understood and implemented by the contractor. Encourage the contractor to assist in the preparation of the SCG, if at all possible, and to provide comments and/or recommendations for changes in the SCG that have been provided. Only through effective communication with the contractor can you achieve a SCG that is understandable and will ensure the proper classification and protection of the information generated in the performance of the contract.

2.2.13.8  General Information: The following statements will always be added to Item 13

“All classified visit requests by contractors shall be forwarded to the COR for approval and need-to-know certification before being sent to the facility to be visited.
The COR must be notified and approve the receipt and/or generation of classified information under this contract.
All classified information received and/or generated under this contract is the property of the U.S. Government regardless of proprietary claims. Upon completion or termination of this contract, the U.S. Government will be contacted for destruction or disposition instructions.”

2.2.14  ITEM 14, ADDITIONAL SECURITY REQUIREMENTS

This item applies anytime there are security requirements imposed on the contractor, in addition to the requirements of the NISPOM or its supplements. "Yes" in this item requires the contracting activity to incorporate the additional requirements into the contract document itself or reference in Item 13. Attendant costs incurred due to additional security requirements are subject to negotiation by and reimbursement to the contractor and are the responsibility of the contracting activity imposing the additional security requirements. You must provide a copy of the additional security requirements to the CSO. Also, you must list any additional regulations, instructions, etc., you are imposing on the contractor. For example, if you identify the need for access to Non-SCI Intelligence Information, you must put “Director of Central Intelligence Directive (DCID) 1/7, Security Controls on the Dissemination of Intelligence Information, 12 April 1995.”

2.2.15  ITEM 15, INSPECTION INFORMATION

This item applies when the CSO is relieved of inspection responsibility in whole or in part. A “Yes” in this item requires the contracting activity to provide information on the specific areas “carved-out” from DIS cognizance and to identify the activity responsible for inspection. A copy of the DD Form 254 must be provided to the CSO and the DISA Security Division (MPS6).

2.2.16 ITEM 16, CERTIFICATION AND SIGNATURE

Item 16 shall contain the name, title, telephone number, address and signature of the PCO or KO certifying that the requirements are complete and adequate for performance of the classified effort.


2.2.17  ITEM 17, REQUIRED DISTRIBUTION

The DD Form 254 is a contractual document and should be distributed with the contract document to all addressees by the PCO. If the Performance Work Statement (PWS), Statement of Work (SOW), or Statement of Objectives (SOO) is a separate document, it will be sent with the DD Form 254 through the DISA Security Division (MPS6) during the coordination phase. It is essential that the DD Form 254 be distributed, as a minimum, to those shown in this item and those listed on the DISA Form 173, DISA Contract Points of Contact for Administration of DD 254.

2.2.17.1  Item 17f, OTHERS AS NECESSARY

This item will always be marked with an “X” and the following instruction typed next to it: “DISA Industrial Security.”
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APPENDIX A 
DISA FORM 173, DISA CONTRACT POINTS OF CONTACT FOR ADMINISTRATION OF DD 254

A.1  This form will be attached to ALL DISA DD Forms 254. The KO and the COR must complete Blocks 1 through 14. A new form will be completed whenever there is a change in KO/COR and the form distributed to all recipients of the DD Form 254.

A.2  The DISA Security Programs and Oversight Branch (MPS61) will not initial for review if the DD Form 173 has not been signed by the COR. This is to ensure the COR has seen the changes to the DD Form 254.

A.3  Add the following to Item 15 of DISA Form 173

Required Distribution:  
(Place an "X" in front of each office that must coordinate on this DD Form 254.)

__ Industrial Security Program Manager
Commercial (703) 681-1330 or DSN 761-1330

__ DISA Special  Security Office

Commercial (703) 681-0491 or DSN 681-0491

__ SCI Access(es) ______; Billets _____; Documents ______.

SAP (SAP CCO) Access(es) _______; Billets ____; Docs ______.

COMSEC Account Number _____________; STU III ______________.

Defense Courier Service (DCS) Acct ________________________.

If, “B” access is required contract the DISA SSO for additional guidance. 

__ SIOP-ESI Information COMM (703) 681-1349 or DSN 761-1349

__ Collateral TEMPEST Information - Include in distribution on all DISA DD Forms 254 requiring classified automated data processing or word processing (including electric typewriters) EXCEPT those with SCI or SAP requirements.
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APPENDIX B 
BASIC COR RESPONSIBILITIES

B.1  The COR responsible for the contract will accomplish the following

B.1.1  Route all DD Forms 254 through the DISA Security Division (MPS6) for coordination.
B.1.2  Ensure a copy of the signed DD Form 254 and DISA Form 173 are forwarded to MPS6.
B.1.3  Forward copies of DD Forms 254 signed by prime contractors for subcontracting to MPS6.
B.1.4  Forward the letter of biennial review to MPS6. MPS6 will forward a copy to the CSO.
B.1.5  Authorize all releases of classified information to contractors. The COR will verify the classified information is needed in performance of the contract. Use DISA Form 621: Transmittal Record, (Figure 2) for this purpose. Ensure a copy is sent to the KO for inclusion in the main contract file.
B.1.6  Assist in the close out of the contract. Specifically, forward to MPS6 the following
B.1.6.1  Date that the contract is officially completed.
B.1.6.2  Verification that all classified material received or generated under the contract by the contractor has been destroyed or returned to DISA.
B.1.6.3  Requests to retain any or all classified material generated under the contract, along with approval or disapproval.
B.1.6.4  Notification of classified material being transferred to a follow-on contract.
B.1.6.5  The above information, except Item 3, should be forwarded to MPS6 in one single report, as soon as possible, but not more than 1 year after completion date of the contract. Item 3 may be forwarded no later than 2 years after completion of the contract.
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APPENDIX C 
AUTOMATED DATA PROCESSING POSITION SENSITIVITY DESIGNATIONS

C.1.  All positions within the Defense Information Systems Agency, Office of the Manager, National Communications System (DISA/OMNCS), must be identified with their level of Information Technology (IT) sensitivity in accordance with DoD 5200.2-R, Personnel Security Program Regulation (reference “f”). This includes all positions occupied by contractors working for the Agency.
C.2.  The minimum IT position sensitivity designation level for all positions within DISA/OMNCS is “non-critical sensitive.” The minimum investigation required is a National Agency Check Plus Written Inquiries (NACI).
C.3.  IT sensitivity designations must be included on all contracts, including those contracts that deal with classified information. Table 1, Position Sensitivity Designation Descriptions (Enclosure 1), identifies the correct definitions for IT position sensitivity designations as designated in reference.
C.4.  The contracts/solicitations must include a statement that all DISA/OMNCS positions must be designated with their IT Sensitivity, and what investigations will be required. These descriptions (Appendices C and D) should be included in "Section H" of the contract/solicitation.
C.5.  The Performance Work Statement (PWS), Statement of Work (SOW), or Statement of Objectives (SOO) must include a clause identifying all applicable regulations. A sample PWS/SOW/SOO clause is included in Table 2, Position Sensitivity PWS/SOW/SOO Clause (Appendix D, Table 2).
C.6.  All investigation paperwork that is submitted must be accompanied by a letter from the COR identifying the contract is a valid DISA/OMNCS contract.
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APPENDIX D 
INFORMATION TECHNOLOGY (IT) POSITION DESCRIPTIONS AND INVESTIGATION REQUIREMENTS
D.1. Critical-Sensitive Positions (IT-I positions): 

Those positions in which the incumbent is responsible for the planning, direction, and implementation of a computer security program; major responsibility for the direction, planning and design of a computer system, including the hardware and software; or, can access a system during the operation or maintenance in such a way, and with a relatively high risk for causing grave damage, or realize a significant personal gain. IT-I designated positions require a Single Scope Background Investigation (SSBI).  

D.2. Non-critical-Sensitive Positions (IT-II positions): 

Those positions in which the incumbent is responsible for the direction, planning, design, operation, or maintenance of a computer system, and whose work is technically reviewed by a higher authority of the IT-I category to ensure the integrity of the system. IT-II designated positions require a DoD National Agency Check Plus Written Inquiries (DNACI)/National Agency Check Plus Written Inquiries (NACI).  

D.3. Non-sensitive Positions (IT-III positions): 

All other positions involved in computer activities. In establishing the categories of positions, other factors may enter into the determination, pertaining to placement in higher or lower categories based on the Agency's judgment as to the unique characteristics of the system or the safeguards protecting the system. IT-III designated positions require a National Agency Check (NAC) or Entrance National Agency Check (ENTNAC). There are NO Non-sensitive positions within DISA.  
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TABLE 1

POSITION SENSITIVITY DESIGNATION DESCRIPTIONS

	Category
	Criteria

	IT-I
	Responsibility for the development and administration of Agency computer security programs, and also including direction and control of risk analysis and/or threat assessment.

Significant involvement in life-critical or mission-critical systems.

Responsibility for the preparation or approval of data for input into a system which does not necessarily involve personal access to the system, but with relatively high risk for effecting grave damage or realizing significant personal gain.

Relatively high risk assignments associated with or directly involving the accounting, disbursement,(1) dollar amounts of $10 million per year or greater, or (2) lesser amounts of the activities of the individual are not subject to technical review by higher authority in the IT-I category to insure system integrity.

Positions involving major responsibility for the direction planning, design, testing, maintenance, operation, monitoring, and/or management of systems hardware and software.

Other positions as designated by the Agency Head that involve relatively high risk for effecting grave damage or realizing significant personal gain.

	IT-II
	Responsibility for systems design, operation, testing, maintenance, and/or monitoring that is carried out under technical review of higher authority in the IT-1 category.  It includes, but is not limited to:

(1) access to and/or processing of proprietary data, information requiring protection under the Privacy Act of 1974 (reference m), and Government-developed privileged information involving the award of contracts;

(2) accounting, disbursement, or authorization for disbursement from systems of dollar amounts less than $10 million per year.  Other positions are designated by the Agency Head that involve a degree of access to a system that creates a significant potential for damage or personal gain less than IT-I positions.

	 IT-III
	All other positions involved in Federal computer activities.
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APPENDIX E

IT POSITION SENSITIVITY DESIGNATION STATEMENT OF WORK REQUIREMENTS

E.1.  Position Sensitivity

To ensure that contractor personnel have been properly checked or investigated, the system owner must determine the sensitivity of the positions to which the contractor personnel are assigned and the level of investigation required. Sensitivity of the information to be processed by the delivered system, threats to the environment, and existing computer security safeguards are to be considered when determining position sensitivity. For example, in a system processing highly sensitive information, a lead system programmer position, with unlimited system privileges, would be considered IT-I. A data entry position with no privileges other than entering information into the computer under strict technical control, would be rated IT-III. Table 2, Position Sensitivity PWS/SOW/SOO clause, may be used to define and justify the personnel security requirement in PWSs/SOWs/SOOs. List positions regarded as sensitive, assign the appropriate personnel security designation and list the investigative requirement. For example: Supervisory Computer Operator: IT-I w/SSBI; Systems Analyst: IT-II w/NACI; Systems Programmer: IT-II w/NACI; Lead Systems Programmer: IT-I w/SSBI.

TABLE 2

POSITION SENSITIVITY SOW CLAUSE

	“DoD 5200.2-R, DoD Personnel Security Program, requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), to be assigned to positions which are designated at one of two sensitivity levels (IT-I, IT-II).  These designations equate to Critical Sensitive, Non-critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:  DISA Security Division (MPS6); ATTN:  Personnel Security (MPS62); 5111 Leesburg Pike, Suite 100; Falls Church, VA  22041-3206.

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government. The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will within [specify number of days] working days assign qualified personnel to any vacancy(ies) thus created.”
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APPENDIX F

OPERATIONAL AREAS OF DSS COGNIZANT SECURITY OFFICE

NORTHEAST REGION

Regional Director

Defense Security Service

Attn: A1000

938 Elkridge Landing Road, Suite 300

Linthicum, MD  21090

410-865-6050

Field Offices/Areas of Responsibility

Defense Security Service

7010 Little River Turnpike, Suite 310

Annandale, VA  22003

703-428-0018

Virginia-Aldie, Annandale, Ashburn, Bealeton, Bluemont, Bristow, Broad Run, Burke,
Catharpin, Centreville, Chantilly, Clearbrook, Clifton, Culpeper, Dale City, Dulles, Dumfries, Dunn Loring, Fairfax, Fairfax Station, Falmouth, Fredericksburg, Gainesville, Great Falls, Herndon, Lake Ridge, Leesburg, Lorton, Lovettsville, Manassas, Manassas Park, Mason Neck, McLean, Newington, Nokesville, Oak Hill, Oakland, Oakton, Purcellville, Reston, South Riding, Sperryville, Spotsylvania, Springfield, Stafford, Sterling, Vienna, Warrenton, Washington, Winchester, Woodbridge
Defense Security Service

1235 Jefferson Davis Highway, Suite 209

Arlington, VA  22202-3283

703-604-0582

Maryland-Adelphi, Beltsville/Calverton, Bladensburg, Bowie, Brentwood, Camp Springs, Capitol Heights, College Park, Davidsonville, Forestville, Fort Washington/ Largo, Glendale, Greenbelt, Heightsville, Indian Head, Landover, Mitchellville, Oxon Hill, Riverdale, Seabrook/Lanham, Springdale, Suitland, Takoma Park, and Upper Marlboro 

Virginia-Alexandria, Arlington, and Falls Church

Washington D.C.
Defense Security Service

938 Elkridge Landing Road

Linthicum, MD  21090-2917

410-865-6200/6206

Maryland-Aberdeen, Accokeek, Adelphi, Annapolis, Arnold, Ashton, Bal1imore, Bel Air, Belcamp, Bethesda, Brookville, Burtonsville, Cabin John, California, Callaway, Catonsville, Charlotte Hall, Chesapeake, Chesapeake Beach, Chevy Chase, Churchton, Clarksburg, Clarksville, Cockeysville, Columbia, Crofton, Crownsville, Damascus, Dayton, Deale, Drayden, Dunkirk, Edgewater, Edgewood, Eldersburg, Elkridge, Ellicott City, Fallston, Finksburg, Forest Hill, Fulton, Gaithersburg, Galesville, Gambrills, Germantown, Glen Arm, Glen Burnie, Great Mills, Greenbelt, Hampstead, Hanover, Havre de, Highland, Hollywood, Huntington, Hunt Valley, Hyattsville, Jessup, Joppa, Kensington, Lanham, La Plata, Largo, Laurel, Laytonsville, Leonardtown, Lexington Park, Linthicum, Lusby, Mechanicsville, Millersville, Montgomery Village, Monrovia, New Windsor, North Beach, Odenton, Olney, Owings Mills, Parkton, Pasadena, Patuxent River, Phoenix, Poolesville, Potomac, Prince Frederick, Randallstown, Reisterstown, Riverdale, Rockville, Savage, Seabrook, Severn, Severna Park, Shadyside, Silver Spring, Sparks, St Leonard, Street, Sykesville, Timonium, Towson, Waldorf, Westminster, Wheaton, White Hall, White Marsh, Woodbine, Woodstock
Deputy Regional Director

Defense Security Service

495 Summer Street

Boston, MA  02210

617-753-4901

Field Offices/Areas of Responsibility
Defense Security Service

770 Woodland Road, Suite 12

Mt. Holly, NJ  08060-3802

800-424-0918 ext: 222

Delaware-Claymont, Delmar, Dover, Frederica, Lewes, Newark, Wilmington

Maryland-Chestertown, Easton, Elkton, Pocomoke City, Port Deposit, Rising Sun, Salisbury, Stevensville, Trappe 

New Jersey-Annandale, Asbury Park, Avenel, Belford, Belle Mead, Bridgeport, Brick,
Bridgewater, Camden, Carteret, Cherry Hill, Collingswood, East Brunswick, East Windsor, Eatontown, Edison, Egg Harbor Twp, Farnningdale, Florence, Ft. Monmouth, Gibbsboro, Gibbstown, Haddon Heights, Hammonton, Highlands, Holmdel, Howell, Iselin, Island Heights, Jackson, Lakehurst, Laurel Springs, Lawrenceville, Liberty Corner, Little Silver, Manalapan, Manasquan, Maple Shade, Marlton, Mannora, Matawan, May Landing, Mays Landing, Medford, Mickelton, Middletown, Mommouth 
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Junction, Moorestown, Mt. Ephrian, Mt. Laurel, Neptune, Neshanic Station, New Bnmswick, Northfield, Ocean City, Oceanport, Ortley Beach, Pennsauken, Piscataway, Princeton, Red Bank, Rumson, Shrewsbury, Somerset, South Plainfield, Spring Lake, Swedesboro, Thorofare, Tinton Falls, Toms River, Trenton, Tumersvi1le, Ventnor, Vincentown, Vineland, Voorhees, West Long Branch, Wall Township, Wall, Wanamassa, Warren, West Berlin, Whitehouse, Wildwood Crest, Willingboro, Woodbury

Pennsylvania-Ardmore, Aston, Atglen, Bala Cynwyd, Berwyn, Blue Bell, Bridgeport,
Broomall, Bryn Mawr, Chalfont, Chester Springs, Concordville, Conshohocken, Doylestown, Dublin, Eddystone, Elkins Park, Elwyn, Essington, Exton, Fernwood, Folsom, Frazer, Fort Washington, Glen Mills, Glen Riddle, Glenside, Gwynedd Valley, Harleysville, Hatboro, Havertown, Holland, Homes, Honey Brook, Horsham, Huntingdon Valley, Jenkintown, King of Prussia, Lansdale, Limerick, Linwood, Malvern, Montgomeryville, Narberth, New Hope, Newtown Square, Newtown, Norristown, North Wales, Oxford, Paoli, Philadelphia, Phoenixvi1le, Plymouth Meeting, Pottstown, Prospect Park, Quakertown, Radnor, Richboro, Ridley Township, Sharon Hill, Springhouse, Saint David's, Swarthmore, Telford, Trappe, Upper Darby, Valley Forge, Wayne, West Chester, West Conshohocken, Willow Grove, Wyndmoor, Wynnewood
Defense Security Service

1600 Steward Avenue, Suite 220

Westbury, NY  11590-6611

516-794-6149

New York-Alberston, Amagansett, Amityville, Armonk, Babylon, Baldwin, Bay Shore,
Bellerose, Bethpage, Bohemia, Brentwood, Bronx, Brook, Brooklyn, Carle Place, Centerport, College Point, Commack, Corona, Deer Park, Dix Hills, Dobbs Ferry, East Elmherst, East Etauket, East Fam1ingdale, East Islip, East Moriches, East Northport, Edgewood, F1rnherst, Elmsford, Farmingdale, Floral Park, Flushing, Forest Hills, Franklin Square, Freeport, Garden City, Glen Cove, Great Neck, Greenlawn, Greenport, Hampstead, Hauppauge, Hicksvil1e, Hollis, Ho1tsville, Huntington, Huntington Station, Islandia, Islip Terrace, Jamaica, Jericho, Lake Success, Long Island City, Mamoroneck, Medford, Melville, Middle Island, Mitchell Field, Mount Vernon, Mt. Kisco, New Rochelle, Northport, NYC, Ols Bethpage, Oyster Bay, Patchogue, Plainvies, Port Jefferson, Port Washington, Richmond Hill, Riverhead, Ronkonka, Rye, Scarborough, Sea Cliff, Seaford, Setauket, Shirley, Springfield Gardens, St. James, Stony Brook, Syosset, Valley Stream, West Babylon, Westbury, Westhampton Beach, White Plains, Woodbury, Woodside, Yaphank, Yonkers, Yorktown Heights
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Northern New Jersey-Berkeley Heights, Boonton, Butler, Carlstadt, Cedar Knolls, Clark, Clifton, Denville, Dover, Elizabeth, Emerson, Englewood, Englewood Cliffs, Fairfield, Florham Park, Fort Lee, Franklin Lakes, Hillside, Linden, Little Falls, Livingston, Maplewood, Morris Plains, Morristown, Mt. Alington, Murray Hill, Norwood, Nutley, Oakland, Orange, Parsippany, Passaic, Paterson, Phillipsburg, Pine Brook, Ridgefield, Rockaway, Roseland, Roselle Park, Rutherford, Sparta, Springfield, Summit, Teterboro, Totowa, Union, Upper Saddle River, Wayne, Weehaken, West Caldwell, Whippany, Woodcliff Lakes
Defense Security Service

Spectra Office Complex II, Suite 300

Sewickley, PA  15143

724-933-9750/9751
Maryland- Washington, Frederick, Garret and Allegany Coun1ies

Pennsylvania- All of Pennsylvania with the exclusion of the following counties: Philadelphia; 

Delaware; Bucks; Chester and Montgomery

West Virginia

Defense Security Service

495 Summer Street, Suite 300

Boston, MA  02210-2192

617-753-4921

Massachusetts-Abington, Acton, Acushnet, Agawam, Amherst, Arlington, Ashburham,
Ashfield, Ashland, Athol, Attleboro, Auburn, Avon, Barnstable, Barre, Bedford, Belchertown, Bellingham, Berardston, Berkeley, Berlin, Blackston, Blandford, Bolton, Boston, Bourne, Boxboro, Boy1eston, Brain1ree, Brewster, Bridgewater, Brimfield, Brockton, Brookline, Buckland, Canton, Carver, Charlemont, Charleton, Chatham, Chelsea, Chester, Chesterfield, Chicoppe, Chilmark, Clinton, Cohasset, Colrain, Concord, Conway, Cummington, Dartmouth, Dedham, Deerfield, Dennis, Dighton, Douglas, Dover, Dudley, Duxbury, East Longmeadow, Eastham, Easton, Edgartown, Erving, Fairhaven, Fall River, Falmouth, Fichburg, Foxboro, Framingham, Franklin, Freetown, Gardener, Gay Head, Gill, Goshen, Gosnold, Grafton, Granby, Granville, Greenfield, Hadley, Halifax, Hampden, Hanover, Hanson, Hardwick, Harvard, Harwich, Hatfield, Hawley, Heath, Bingham, Holbrook, Holdden, Holland, Holliston, Holyoke, Hopedale, Hopkinton, Hubbardston, Hudson, Kinston, Lakeville, Lancaster, Leicester, Leominster, Leverett, Lexington, Leyden, Longmeadow, Ludlow, Lunenburg, Mansfield, Marion, Marlboro, Marshfield, Mashpee, Mattapoisett, Maynard, Meden, Medfield, Medway, Melville, Middleboro, Middlefield, Milbury, Milford, Millis, Milton, Monson, Montague, Montgomery, Nantucket, Nattick, Needham, New Bedford, New Braintree, New Salem, North Attleboro, North Brookfield, Northfield, Norton, Norwell, Norwood, Oak Bluff, Oakham, Orange, Orleans, Palmer, Pellham, Pembroke, Petershan, Phillipston, Plainfield, Plainville, Plymouth, Plympton, Princeton, Provincetown, Quincy, Randolph, Reheboth, Revere, Rochester, Rockland, Rowe, Royalston, Russell, Rutland, Sandwich, Scituate, Seeconk, Sharon, Shelbourne, Sherbom, Shrewsbury, Shutesbury, Somerset, Somerville, South Hadley, Southbridge, Southwick, Spencer, Springfield, Sterling, Stoughton, Stow, Sturbridge, Sudbury, Sunderland, Swansea, Templeton, The Hamptons, Tisbury, Tolland, Truro, Upton, Uxbridge, Wales, Walpole, Ware, Wareham, Warwick, Wayland, Webster, Wellesley, Well fleet, Wendell, Wesron, West Boyleston, West Brookfield, West Springfield, West Tisbury, Westboro, Westfield, Westminster, Westport, Westwood, Weymouth, Whately, Wilbraham, Williamsburg, Winchendon, Winthrop, Worcester, Worthington, Wrentham, Yarmouth
Defense Security Service

290 Elwood Davis Road, Suite 220

Liverpool, NY  

315-451-16533

Massachusetts- Pittsfield

New York- All of the state of New York except the portion covered by the Westbury, NY field office

Vermont

Defense Security Service

80 Daniel Street, Room 209

Portsmouth, NH  03802-7104

603-433-0698

Maine

New Hampshire

Massachusetts-Amesbury, Andover, Ashby, Ayer, Beverly, Bi1lerica, Boxford, Burlington, Carlisle, Chelmsford, Essex, Everett, Georgetown, Gloucester, Groton, Groveland, Hamilton, Haverhi1l, Ipswich, Danvers, Dracut, Dunstable, Lawrence, Littleton, Lowell, Lynn, Lynnfield, Malden, Manchester by the Sea, Marblehead, Medford, Merrimac, Methuen, Middleton, Nahant, Newbury, Newburyport, North Andover, North Billerica, North Reading, Peabody, Pepperell, Reading, Rockport, Rowley, Salem, Salisbury, Saugus, Shirley, Stoneham, Swampscott, Tewksbury, Topsfield, Townsend, Tyngsboro, Wakefield, Wenham, West Medford, West Newbury, Westford, Wilmington, Winchester, Woburn

Defense Security Service

904 Poquonnock Road, Suite302

Groton, CT  06340-4259

860-449-8110
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Connecticut, Rhode Island

SOUTHEAST REGION

Regional Director

Defense Security Service

Attn:  A2000

2300 Lake Park Drive, Suite 250

Smyrna, GA  300080-7607

770-801-3305

Field Offices/Areas of Responsibility

Defense Security Service

Attn: S2100

2300 Lake Park Drive, Suite 240

Smyrna, GA  30080-7606

770-801-3347

Alabama (South-Mobile to Montgomery), Florida (North), Georgia, Louisiana (All except tile extreme northern portion, Shreveport to Tallulah), Mississippi (Southern half-Vicksburg to Meridian and all areas south)
Defense Security Service

150 West Park Loop, 300

Huntsville, AL  35806-1762

256-895-5280

Arkansas, Kentucky
Alabama (North-from Birmingham to Tennessee),
Louisiana (North)
Mississippi (North)
Tennessee (West-from tile time zone to Memphis)
Defense Security Service

P.O. Box 254036

Patrick AFB, FL  32925-0036

321-494-0498

Puerto Rico, US Virgin Islands
Florida (All south of St Augustine)
Defense Security Service

Pembroke Five, Suite 525

293 Independence Boulevard

Virginia Beach, VA  23462-5400

575-490-8561/8575

North Carolina, South Carolina
Virginia (Central and South)
CENTRAL REGION

Regional Director

Defense Security Service

Attn: 3000

5800 E. Campus Circle Drive, #110A

Irving, TX  75063

972-580-1500

Field Offices/Areas of Responsibility

Defense Security Service

5800 E. Campus Circle Drive, #110A

Irving. TX  75063

972-580-1506

Oklahoma (Southern Portion)
Texas (Excluding the far west Texas area around E1 Paso)
Defense Security Service

4185 Crescent Drive

St. Louis, MO  63129

314-260-8200

Illinois, Iowa, Kansas, Missouri, Minnesota, Nebraska! N. Dakota, S. Dakota

Oklahoma (Everything North of Interstate 40)
Wisconsin (Western Portion and Milwaukee)
Michigan (Upper Peninsula)
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Defense Security Service

17177 N. Laurel Park Drive, Suite 417

Livonia, MI  48152-2659

734-432-7755

Indiana, Ohio
Michigan (All except the Upper Peninsula)
Wisconsin (Southeastern portion)
WEST REGION

Regional Director
Defense Security Service
(A4000)
1 World Trade Center, #622
Long Beach, CA  90831-0622
562-435-3802
Field Offices
Defense Security Service
1149W.190ttlSt.,#2026
Gardena, CA 90248
310-516-6693
California-Anaheim, Atascadero, Beverly Hills, Brea, Buellton, Buena Park, Camarillo,
Carpenteria, Carson, Cerritos, Compton, Corona del Mar, Costa Mesa, Culver City, Dana Point, Downey, EI Segundo, Fillmore, Fountain Valley, Fullerton, Garden Grove, Gardena, Goleta, Hawthorne, Hermosa Beach, Huntington Beach, Huntington Park, Inglewood, Irvine, Laguna Beach, Laguna Hills, Laguna Niguel, Lake Forest, La Mirada, La Palma, Lompoc, Long Beach, Los Alamitos, Los Angeles*', Los Olivos, Manhattan Beach, Marina del Rey, Moorpark, Newbury Park, Newport Beach, Norwalk, Oak Park, Ojai, Orange, Oxnard, Pacific Palisades, Paramount, Placentia, Playa del Rey, Point Mugu, Port Hueneme, Rancho Dominguez, Rancho Santa Margurita, Redondo Beach, Rolling Hills, San Clemente, San Juan Capistrano, San Luis Obispo, San Pedro, Santa Ana, Santa Barbara, Santa Maria, Santa Monica, Santa Paula, Santa Ynez, Seal Beach, Signal Hill, Silverado, Simi Valley, Stanton, Temrinal lsland, Thousand Oaks, Torrance, Tustin, Ventura, Vernon, Westlake Village, Yorba Linda *includes the following zip codes: 90004,90010,90016,90024,90025,90034,90036,90045,
90048,90049,90056,90064,90066,90067,90292

Hawaii

Defense Security Service
(S41DR)
12567 W. Cedar Dr., #150
Lakewood, CO  80228
303-969-7792
Colorado, Utah
Wyoming (South-Cheyenne, Laramie, Casper)
Idaho (South-Boise, Mountain Home AFB)
Defense Security Service
(S41SD)
16885 W. Bernardo Dr., #150
San Diego, CA  92127
858-674-409010
California-Bonita, Carlsbad, Corona, Chula Vista, Del Mar, EI Cajon, Encinitas, Escondido, Fallbrook, Jamul, Julian, Lakeside, La Mesa, La Jolla, Na1ional City, Oceanside, Poway, Rancho Bernardo, San Diego, Santee, San Ysidro, Solana Beach, Vista 

Defense Security Service
(S41PA)
283 S. Lake Avenue, #202
Pasadena, CA 91101
626-449-0941
California-Adelanto, Agoura, Agoura Hills, Aguanga, AIta Lorna, Altadena, Anaheim, Apple Valley, Arcadia, Azusa, Bakersfield, Baldwin Park, Banning, Barstow, Beaumont, Big Bear Lake, Bloomington, Blue Jay, Bryn Mawr, Burbank, Cabazon, Calabasas, Caliente, California City, Canoga Park, Canyon City, Castaic, Cedar Glen, Chatworth, Chino, Chino Hills, City of Industry, Claremoht, Coachella, Colton, Commerce, Corona, Covina, Crestline, Delano, Desert Hot Springs, Diamond Bar, Downey, Duart, Edwards, E1 Monte, Encino, Fawnskin, Fontana, Glendale, Glendora, Granada Hills, Grand Terrace, Green Valley Lake, Guasti, Helendale, Hemet, Hesperia, Highland, Homeland, Idyllwild, Industry, Inyokern, La Canada, La Cresenta, La Erne, Lake Arrowhead, Lake Elsinore, Lancaster, Landers, Littlerock, Llano, Lorna Lima, Los Angeles, Lucerne Valley, Lytle Creek, March Air Force Base, Mentone, Menifee, Mira Lorna, Mojave, 
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Monrovia, Monterey Park, Montrose, Moreno Valley, Morongo Valley, Mount Wilson, Mt. Baldy, Murrieta, Norco, North Hollywood, North Palm Springs, Northridge, Ontario, Pacoma, Palmdale, Panaca, Panarama City, Pasadena, Patton, Pearlblossom, Perris, Phelan, Pinon Hills, Pomona, Rancho Cucamonga, Redlands, Rialto, Ridgecrest, Rimforest, Riverside, Rosemead, Running Springs, San Bernardino, San Dimas, San Gabriel, San Jacinto, San Marino, Santa Clarita, Santa Fe Springs, Saugus, Sherman Oaks, Sierra Madre, Simi V alley, Skyforest, South E1 Monte, South Pasadena, Sugarloft, Sun Valley, Sunland, Sylmar, Tarzana, Techachapi, Temecula, Temple City, Topanga Canyon, Tujunga, Twin Peaks, Upland, Valencia, Valyermo), Van Nuys, Verdugo City, Victorvile, West Covina, West Hill, White Water, Whittier, Winnetka, Woodland Hills, Wrightwood
Nevada-Henderson, Las Vegas
Defense Security Service
(S41PX)
7383 N. Litchfield Road
Building 1150, Room 2706, Box 24
Luke AFB, AZ  85309
623-535-5231
Arizona, New Mexico, Texas (West-EI Paso)
Defense Security Service
(S41PL)
4637 Chabot Drive, #102
Pleasanton, CA  94588
925-730-4905
Alaska, Idaho, Montana, Oregon, Washington
California (Monterey north to Oregon)
Nevada (Hawthorne north to Oregon/Idaho)
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APPENDIX G

OTHER INDUSTRIAL SECURITY ADDRESSES

OISI-Europe (OISI-E

PSC 79 Box 003

APO AE  09724

COMM: 011-322-725-0884

FAX:  011-322-725-0116

SECURE:  9-022/322/720-9015

OISI-Far East (OISI-FE)

Unit 45005

APO AP  96343-5005

COMM:  011-81-3117-63-3619

FAX:  011-81-3117-63-3622

DSN: 263-3619

OISI-FE (Mannheim) 
HQ USAMC-E

Unit 29331

APO AE  09724

COMM:  011-49621-472582

FAX:  011-49621-815517

OISI-CASA (Central and South America)
DIS, Industrial Security

Field Office (S41ME)

1600 Sarno Road, Suite 201

Melbourne, FL  32935-4992

COMM:  (407) 255-5185

FAX:  (407) 255-5192

DISCO 
P.O. 2499

Columbus, OH  43216-5006

COMM: (614) 692-2133

DSN: 850-2133

FAX:  (614) 692-3663/5263

Verification of Facility Clearance and Safeguarding

Defense Industrial Security Clearance Office (DISCO)

ATTN:  Central Verification Activity (CVA)

P.O. Box 2499

Columbus, OH  433216-5006

COMM:  (614) 692-3688 or 2087

FAX:  (614) 692-3669 
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