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Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

The purpose of this amendment is to answer questions submitted (see page 2)  and extend the date for submission of past performance

 questionnaires - attachment 6, ONLY -  from: September 29, 2004 to: October 15, 2004 1:00pm EST.

1. CONTRACT ID CODE

PAGE OF  PAGES

R

1

2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

04-Oct-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

X

HC1047-04-R-4065

X

9B. DATED (SEE ITEM 11)

14-Sep-2004

10B. DATED  (SEE ITEM 13)

9A. AMENDMENT OF SOLICITATION NO.

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

X

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

X

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

2

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

E. IMPORTANT:   Contractor

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

0003

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

04-Oct-2005

CODE

DISA/CONTRACTS-NCR

NATIONAL CAPITAL REGION

701 S. COURTHOUSE ROAD

BLDG 12, RM B1950

ARLINGTON VA 22204-2199

HC1047

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

FACILITY CODE

CODE

EMAIL:

TEL:


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

The purpose of this amendment is to replace the DD254 Contract Security Classification Specification (Attachment 2), and answer questions submitted.

A. The DD254 Contract Security Classification Specification (Attachment 2):

 Is hereby replaced in it’s entirety with the one attached here.  The only change to the DD254 is block #10 (contractor will require access to)  k. other – SIOP-ESI is now marked “yes”.

B.  Answer questions submitted as follows:

1.  Question:  In reading through the solicitation; it states that personnel having "secret clearances" are required to be working in a "facility having a Top Secret" clearance. Our question is that if we were to bid and win the proposed contract, could we then bring our current facility to compliance? 

1.  Answer:  The contractor will have a requirement to store TOP SECRET material (some of the regulations that govern the program are Top Secret) so the facility must be cleared for TOP SECRET storage.

The individuals who perform the observations / analysis will require a Top Secret / SIOP ESI clearance.

From an ADP perspective they will require as a minimum the ability to process and transmit up to SECRET.  The current contractor as ability to process TS on laptop computer, but we only transmit files between DISA and contractor at the SECRET level.

2.  Question:  The Past Performance Requirement as stated in Section L Paragraph f. 3. Past Performance (Volume I).  We are unclear about the Past Performance Questionnaire, Attachment 6.  Who is responsible for sending out the questionnaire, and since the RFP due date has been extended, is there an extension on the due date for the past performance questionnaires?  Will you please explain how this procedure will work?"

2.  Answer:  The Past Performance Questionnaires, Attachment 6 – you (the contractor)  are responsible for sending out.  They need to be forwarded back to the Contracting Officer (Ms. Jill Kline) via email (klinej@ncr.disa.mil) if possible.  Past Performance Questionnaires can be submitted back to the Contracting Officer by October 15, 2004 1:00pm EST, vice the date listed in Attachment 6 of 1:00pm, EST, September 29, 2004.

 

3.  Question:  Statement of Work Paragraph 3.5.3 contradicts the pricing requirement listed in the Statement of work Paragraph 4.4.1.  Please clarify.
3.  Answer:  The last line in paragraph 3.5.3 is incorrect.  It is revised to read:  The contractor should not price this work as part of the proposal response except as indicated in section 4.4 Unfunded Options.

4. Question:  Section M Clause 52.204-9103 Paragraph b.  This is unclear and appears to be missing some words, please clarify.  Also, is the clause referenced correct?  I can not find this clause in the FAR or DFAR.

4.  Answer:  This is a local clause so it would not be in the FAR or DFAR it is In Accordance With (IAW) FAR 4.403 (c)

C.  All else remains unchanged.
DD 254 Continued

NOTE:  The below paragraphs apply to remarks under items 10, 11, and 13.

1.  Reference Item 10a:  Contractor is authorized to receive Government furnished cryptographic equipment.  Access to classified COMSEC information requires a final U.S. Government clearance at the appropriate level.  Further disclosure of COMSEC information by a contractor, to include subcontracting, requires prior approval of the contracting activity.

2.  Reference Item 10e(1): This contract requires access to SCI.  

a. The Director, Defense Intelligence Agency (DIA) and Director, DISA, as the executive agents for DIA, have exclusive security responsibility for SCI released to the contractor or developed under this contract.  

b. Contractor generated or Government furnished material may not be provided to the Defense Technical Information Center (DTIC). Contract generated technical reports will bear the statement ‘Not Releasable to the Defense Technical Information Center per DoD Instruction 5230.24.’  

c. All contractor personnel requiring access to SCI information must: be U.S. citizens, have been granted a final Top Secret security clearance by the U.S. Government, have been approved as meeting DCID 1/14 criteria by a Government Cognizant Security Agency, and have been indoctrinated for the applicable compartments of SCI access prior to being given any access to such information released or generated under this contract. Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this contract without the expressed permission of the Director, DISA (through the DISA Security Division SSO (MPS62)) and the Director, DIA.  

d. Classified material released or generated under this contract is not releasable to foreign nationals without the expressed written permission of the Director, DISA (SSO) and Director, DIA.  

e. Recipients of SCI under this contract may not be released to subcontractors without permission of the DISA SSO.  

f..  STU-III or STE terminals installed at the contractor's facilities shall be supported by a COMSEC account (of the contractor of DISA). STU-IIIs in SCI Facilities (SCIFs) require Class VI Cryptographic Ignition Key (CIK). 

g. The contractor and COR will revalidate all SCI billets under this contract with the DISA Security Operations Division (MPS62) annually or when a revised DD Form 254 issued, whichever is sooner.

3.  Reference 10e (1) and /or 10f:  Upon expiration of this contract, the contractor shall request disposition instructions for all classified and unclassified project material.  The contractor may be directed to properly destroy the material or return it.  If classified or unclassified project material is to be retained by the contractor, every effort should be taken to transfer it to a follow-on contract or similar effort, if applicable.  This must be done, however, with the contracting officer’s approval.  Unless written authorization by the contracting officer to retain specific material for a specific period of time is received, the material shall be returned or destroyed as instructed.  Any exception to security policy shall be referred to the CSO/DISA Security Division (MPS62) for coordination with the appropriate agencies and the contracting officer.

4. Reference Item 10g:  Access up to and including NATO Secret material will be required for reference only at the government facility.  

5. Reference Item 10k:  This contract requires that specified contractor employees be granted access to Single Integrated Operational Plan – Extremely Sensitive Information (SIOP-ESI).  Access is granted by the Joint Staff.  Employees requiring SIOP-ESI access will be processed as follows:

a. The DISA COR will forward to the DISA Security Division (MPS62), via an Interoffice Memorandum (IM) a request to process certain employees of the company for SIOP-ESI access.  The request will be marked with the appropriate markings (i.e., FOUO, Privacy Act Protected, etc.) and/or classified as may be required by the Security Classification Guide. (i.e., justification).  This request will contain the following:

i. Name and SSAN of the employee(s).

ii. Company name, address, CAGE code, telephone number.

iii. Date and place of birth for employee(s).

iv. Citizenship of employee(s).

v. Citizenship of employee(s)’ spouse.

vi. SIOP-ESI Category required.

vii. Employee(s)’ clearance level and ate, investigation type and date.

viii. Inclusive dates SIOP access will be required.

ix. Contract number.

x. Contract expiration date.

xi. Contract review date.

xii. Justification for requesting SIOP-ESI access.

b. The DISA Security Division (MPS62) will forward a letter to certify the need-to-know for SIOP-ESI access to the FSO at the company via DISA Form Letter 16.

c. When temporary access to SIOP-ESI has been approved by the Joint Staff, the DISA Security Division (MPS62) will forward this information to the FSO and authorize the employee to be briefed for access.

d. The FSO is responsible for notifying the DISA Security Division (MPS62) when the employee is transferred from one facility to another within the company, when the employee’s employment is terminated, when they resign, or have been transferred and do not require continued access.

e. The FSO is responsible for ensuring tht the employees complete the required security forms for submission to DIS Clearance Office (DISCO) in a timely manner?

f. Information that an individual has been granted access to SIOP-ESI is unclassified.

6. Reference Item 11c:  All classified information received or generated under this contract is the property of the U.S. Government.  At the termination or expiration of this contract, the U.S. Government will be contacted for proper disposition instructions.

7. Reference Item 11d:  Computer hard drives must be operated and controlled in Restricted Areas.

8. Reference Item 11f:  Operational assessments occur in a variety of locations worldwide as determined by the Joint Staff.  Activities occur at U.S. force and command locations and vary as required.  Contractors are working with materials they have generated and pre-positioned on-site for the assessments.

9. Reference Item 11g:  The contractor must prepare and forward DD Forms 1540 and 1541 to the COR for authorization BEFORE the services may be requested.  Technical information on file at the Defense Technical Information Center (DTIC) will be made available to the contractor if the contractor requires such information.  The contracting officer will certify the filed of interest relating to the contract.  

10. Reference Item 11h:  Contractor is authorized to receive Government furnished cryptographic equipment.  Access to classified COMSEC information requires a final U.S. Government clearance at the appropriate level.  Further disclosure of COMSEC information by a contractor, to include subcontracting, requires prior approval of the contracting activity.”

11. Reference Item 13:  All classified visit requests by contractors shall be forwarded to the COR for approval and need-to-know certification before being sent tot the facility to be visited.  

The COR must be notified and approve the receipt and/or generation of classified information under this contract.

All classified information received and/or generated under this contract is the property of the U.S. Government regardless of proprietary claims.  Upon completion or termination of this contract, the U.S. Government will be contacted for destruction or disposition instructions.

12. Reference 11i: The contractor shall not process classified information by electrical means prior to a DISA TEMPEST evaluation of the equipment/systems and facility, and written DISA certification that the facility meets DISA TEMPEST criteria. In order to expedite the DISA TEMPEST evaluation, the contractor shall provide a list of equipment, to include model number, which is associated with the processing of classified information. In addition, the estimated percentage of classified information processed, cable/conduit runs, a floor plan layout that depicts placement of equipment in relation to other rooms, equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during processing and after hours. The above TEMPEST evaluation and DISA approval will not be required if previous DISA approval can be furnished and is no more than 2 years old. The existing approval must be for processing information at the same or higher level and at the same facility and items of equipment.

13.  Reference Items 11i and 10e(1) or 10f:  

a. The contractor will not process classified information by electrical means prior to a TEMPEST evaluation of the equipment/systems and facility, and written DISA certification that the facility meets DISA TEMPEST criteria. In order to expedite the TEMPEST evaluation, the contractor shall provide a list and layout of equipment in accordance with DOD 5105.21 M-1 TEMPEST Addendum. The enclosure will include a floor plan layout that depicts placement of equipment in relation to other equipment, telephone lines and instruments, cable/conduit runs, etc. The drawing(s) are to show dimensions of rooms, physical relation to other rooms, equipment distances from walls or uncontrolled areas, and physical security being afforded the equipment both during processing and after hours.  

b. Previous DISA approval may be furnished provided it is not more than 2 years old. The approval must be for processing information of the same or higher level security classification and for the same facility and items of equipment.

