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DISN

HAWAII TERRESTRIAL TRANSPORT – PACIFIC (HTT-P)

PERFORMANCE WORK SPECIFICATION (PWS)

1.0 INTRODUCTION

This Performance Work Specification (PWS) defines requirements for the Contractor to provide the Defense Information System Network (DISN) Hawaii Terrestrial Transport – Pacific (HTT-P) to support Department of Defense (DOD) users in Hawaii, Continental United States (CONUS) and Outside of the Continental United States (OCONUS). This PWS applies to the individual Telecommunication Service Request’s (TSR’s) issued as competitive inquiries for Hawaii Terrestrial Transport – Pacific (HTT-P).  The TSR, Telecommunications Request (TR) and inquiry(s) are terms that are used interchangeably throughout this document.  The Government intends to make award of the TSRs identified below as a package or grouped award to one prime vendor to ensure end-to-end physical diversity are fully satisfied by the vendor awarded the subject packaged or grouped TSRs.  The Government reserves the right to cancel award of any TSR but issue award for any or all other related TSRs as either a single package or other grouped awards.    

· TSR#s: SG23JUN040084, 0085, 0086, 0087, 0088 and SG23JUN040089

1.1 Background

The vision of DOD is for a ubiquitous, secure, robust network with no bandwidth limitations to increase information availability, enable network-centric warfare capability, consolidate DOD information technology, and provide new end-to-end capabilities.  Key to this objective is to implement the elements for a modern telecommunications infrastructure that will meet customer requirements into the 21st century.  

HTT-P will supply the Warfighter with reliable and secure transmission for tomorrow's voice, video, data, and imagery systems.  HTT-P will provide the DISN with the essential optical transport capacity required to effectively and rapidly respond to the National Command Authorities, its components and select agencies in peacetime, crisis situations, and wartime.  

HTT-P is being designed and sized to meet DOD requirements for command and control, intelligence, and mission support systems.  Projected mission needs of the Warfighter and to enable network-centric warfare capability requires that the DISN HTT-P provide multiple diverse high-speed backbone trunks as part of the DISN Pacific backbone.  Once operational, HTT-P will establish the DISN Pacific as a “bandwidth-available” environment rather than a “bandwidth-constrained” environment.

1.2 Contract Scope

The DISN HTT-P will provide a survivable, robust, flexible, long-term solution to the DISN optical transport needs of DOD within the Pacific Area of Operations (AOR).  Specifically, HTT-P shall provide the DISN with diverse, and protected if specified, optical transport backbone trunks for Pacific terrestrial locations as specified in respective Telecommunications Request (TR) inquiries.  This HTT-P Performance Work Specification (PWS) and the respective TR inquires provide the requirements of the Defense Information Systems Agency (DISA) for HTT-P.  The terms physical diverse and diverse (or physical diversity and diversity) are used interchangeably throughout this document.  The DITCO Inquiry/Quote/Order (I/Q/O) process (formally known as the DISA Acquisition Bulletin Board System (DABBS)) will be used to contract for HTT-P.  The DITCO I/Q/O process is accessible from the DITCO Contracting Opportunities Web Page found @ http://www.ditco.disa.mil/.  The term “days” mean calendar days.

The acquisition of HTT-P will be on the basis of a multiyear Capital Lease of an Indefeasible Right of Use (IRU) of the relevant Fiber Optic Cable System(s) to include access, e.g., rights or way/easements, resulting in the end-to-end transmission, on a defined route of the system(s) provided by the Contractor, between end points identified by the Government, as specified in the contract.  The IRU lease term shall be equal to 75% or more of the estimated economic life of that portion of the system(s) used to provide the IRU and shall not be provided on any system(s) that are in the last 25% of its total estimated economic life.  The Contractor shall identify the estimated economic life of the cable system(s) used to provide the IRU.  The Contractor shall also identify the relevant optical fibers, optical, electronic and electrical equipment of the Fiber Optic Cable System(s) and access/easements associated with end-to-end transmission, as specified by the contract.  The IRU Sales Agreement shall convey (i) an exclusive, irrevocable, and indefeasible right of use of sufficient capacity to provide a light signal or light communication transmission in and over certain strands of a fiber optic cable system, and (ii) a non-exclusive right to use the network elements necessary to provide such light signal or light communication transmission and to provide an optical or electrical interface to such signal, and (iii) shall provide the Government, at conclusion of the IRU term, the option to purchase ownership and title of the relevant optical fibers and optical, electronic and electrical equipment of the Fiber Optic Cable System(s) used to provide the end-to-end transmission, as specified by the Contract, for which the contractor has title and can legally be offered to the Government.  

2.0 REFERENCES

The documents listed in Section 2.0 form a part of this PWS.   In the event of conflict, the content of section 3.0 through 5.0 of the PWS shall take precedence over the content of documents listed in section 2.0.  In all cases, the contractor implementation shall be compatible and fully interoperable with the current approved version of these references at the time of contract award.  

The following are a compilation of documents that are referenced, in whole or part, in the PWS.  The referenced documents include both U.S. Government Documents and Commercial Publications.  These documents are not Government furnished, however, web addresses are provided to help potential contractors to locate them easily.   The Government will not be liable for errors in web addresses or document content.

American National Standards for Telecommunications (http://webstore.ansi.org) 

1. ANSI T1.104-1991 (R1997), Exchange-Interexchange Carrier Interfaces-Individual Channel Signaling Protocols, 1997

2. ANSI T1.105.06-1996, Synchronous Optical Network (SONET) - Physical Layer Specification (Revision of ANSI T1.106-1988), 1996

3. ANSI T1.117-1991 (R1997), Digital Hierarchy Optical Interface Specifications (Short Reach), 1997

4. ANSI T1.646-1995, Broadband ISDN - Physical Layer Specification for User-Network Interfaces Including DS1/ATM (Supercedes ANSI T1.624-1993), 1995

Defense Information Systems Agency (http://www.disa.mil/pubs/) contact Publication Management Office for copy

Defense Information Technology Contracting Office (http://www.ditco.disa.mil/dcop/public/asp/dcop.asp)

5. DITCO Inquiry/Quote/Order Acquisition Guide, January 2002

Department of Defense Directives (http://www.dtic.mil/whs/directives/) 

6. DoD 5200.1-R, "DoD Information Security Program Regulation," January 14, 1997.

7. DODD 5200.2, DOD Personal Security Program

8. DoDD 8500.1, Department of Defense Directive, Subject: Information Assurance, (October 2002)

9. DoDD 8500-bb, Department of Defense Instruction and Attachments 1-6 to Enclosure 4, Subject: Information Assurance Implementation, (February 2002)

10. DODI 8500.BB, Information Assurance Implementation

International Telecommunication Union (http://www.itu.int) 

11. ITU-T G.709 (02/2001) Recommendation: Digital terminal equipments – General, April 1997.

12. ITU-T G.783 Recommendations 

13. ITU-T G.811 Recommendations

14. ITU-T G.841 (10/1998) Recommendation: Digital transmission systems – Digital networks – SDH network characteristic, October 1998.

15. ITU-T G.957 (06/1999) Recommendation: Digital transmission systems – Digital sections and digital line system – Digital line systems, June 1999.

Telcordia Technologies (Bellcore) Publications (http://www.telecordia.com) 

16. Telcordia Generic Requirements for Network Element/Network System (NE/NS) 

17. Telcordia GR-20-CORE, (Bellcore) Qualification: Generic Requirements for Optical TOT and Optical TOT Cable, July 1998

18. Telcordia GR-63-CORE, Network Equipment – Building System Requirements

19. Security (GR-815-CORE, Issue 2, March 2002)

Telecommunication Industry Association (http://www.tiaonline.org) 

20. TIA/EIA-568-A, Commercial Building Telecommunications Cabling Standards (October 1995)

21. TIA/EIA-569-A, Commercial Building Standards for Telecommunications and Spaces (October 1995)

22. TIA/EIA-570-1991, Residential and Light Commercial Telecommunications Wiring (August 21, 1992) 

23. TIA/EIA-606, Administration Standard for the Telecommunications Infrastructure of Commercial Buildings (August 1994)

24. TIA/EIA-607, Commercial Building Grounding and Bonding Requirements for Telecommunications (August 1995)

National Fire Protection Association (http://www.nfpa.org)

25. National Electrical Code NPA-70

3.0 HTT-P CONTRACT Requirements

The Contractor shall furnish all personnel, materials, facilities, and support in accordance with this PWS and respective inquiry.  

3.1 Program Management and Planning Requirements

The Contractor shall provide the planning, design, coordination, and control necessary to satisfy all requirements contained in this PWS and respective inquiry at no additional cost to the Government.  The Contractor shall determine and establish the project organization to provide overall management of their contract work.  The Contractor shall designate key personnel responsible for the cost, schedule, and technical performance of the contract; they shall serve as primary points-of-contact for both management and technical matters.  In addition, the Contractor's points of contact and other staff shall participate in program management review meetings and produce documentation as required by the Contract.

3.1.2 Monthly Progress Reporting

The Contractor shall continually monitor, evaluate, and periodically report the status of HTT-P implementation.  The Contractor shall submit a monthly status and management report that includes the current program status, updated implementation schedule, significant activities and accomplishments along with significant problems, issues and risks identified during the reporting period at no additional cost to the Government.  Additional topics and data may be reported by the Contractor should it be deemed necessary.  The monthly status and management reporting topics may be revised as deemed necessary by the Government. 

The report shall also include a section that details planned activities and accomplishments for the next reporting period along with a Problem Resolution and Risk Mitigation section that details the plan of action(s) for each problem or issue that remains unresolved and risk mitigation approach.  Monthly Progress Reports shall be in a format designated by the Government and shall be submitted to the Contracting Officer and the Program Manager commencing 30 days following award and shall continue until circuit/facility acceptance or otherwise notified by the Government.

3.1.3 In Progress Reviews (IPR)

The Contractor shall conduct bi-monthly IPRs, to be held at the Contractor’s facility with the Government Contracting Officer and Government Program Management staff to address the current status of technical and programmatic progress.  IPRs shall be conducted at no additional cost to the Government.  The initial IPR shall be a “kick-off” meeting commencing 30 days after award.  The Contractor shall provide a presentation describing the Contractor’s working relationships, detailed approach to the programmatic and technical requirements, critical path, and risk elements and mitigation for the HTT-P.  At subsequent IPRs, the Contractor shall present a briefing on the achievements since the last review, the conduct and success of risk management activities, unresolved issues, action items, problems, impact of any proposed (Government or supplier identified) design changes, and coordinated installation and maintenance activities.  The Contractor shall support preparation for the meeting by:

· Coordinating location requirements and logistics necessary to conduct the meeting

· Identifying issues, problems, and/or opportunities to improve services and systems 

· Tracking and reporting installation progress

· Participating in working groups or other planning activities

· Preparing/submitting meeting minutes for Government approval (30 days after meeting)

· Tracking/resolving any resulting action items 

The Contractor's Program Manager and principal staff required to address technical and programmatic issues shall attend these reviews.  The contractor shall provide 30 days advance notice of propose dates and locations, for Government approval, of the next IPR.  Following circuit/facility acceptance by the Government these IPR’s will be held on a semi-annual basis.  The exact date(s) and location(s) will be determined through coordination between the Government and the Contractor.  The Semi-Annual IPRs shall be conducted at no additional cost to the Government and ordered by the Government as required.  The Government will provide the Contractor with 30 days advance notice for conducting the Semi-Annual IPR.  The Contractor shall present the normal IPR agenda items in addition to the following topics during the Semi-Annual IPR:

· Update of HTT-P performance characteristics

· Project risk areas

· Advanced planning data

· Security (refer to paragraph 3.3.9 thru 3.3.15) of the infrastructure, including vulnerabilities

· Impact of proposal (Government or supplier identified) design changes

· Other subjects as designated by the Government  

3.2 Comprehensive Implementation Plan (CIP)

The Contractor’s CIP shall define activities, specific approaches, and schedules required in the following paragraphs to:

· Survey, engineer, and accomplish pre-installation activities related to the furnishing of HTT-P services, HVAC, power, backup power, access control, etc.

· Perform site preparation 

· Obtain approvals and permits

· Implementation

· Security (refer to paragraphs 3.3.9 through 3.3.15)

· Maintain the HTT-P 

The Contractor shall perform all trenching work including marine surveys at no additional cost to the Government as required to provide the IRU transport (both on and off Government installations).  When trenching and/or marine surveys are required on/or adjacent to Government installations, e.g., base, posts, camp or stations, the Contractor shall contact the office (base, post, camp or station) responsible for environmental affairs to determine if an Environmental Assessment (EA) survey or Environmental Impact Statement (EIS) has been done for the routes planned and if so, the Contractor shall utilize the existing EA and/or EIS(s).  If an environmental study has not been conducted and the responsible Government agency determines that one is required prior to commencing trenching work and/or marine surveys at a particular site, the Contractor shall immediately notify the Government Contracting Officer in writing for further direction to proceed with performance of required trenching work.  The Contractor shall be responsible for obtaining approvals from other state, local or government entities, as required, to proceed with trenching and/or marine survey work where such work is necessary at a site that is not on/or adjacent to a Government installation.  

The Contractor shall develop and present to the Government a single integrated Comprehensive Implementation Plan (CIP) to manage these activities.  The Contractor shall present a draft of the CIP as part of their quote to the Government.  The format for this deliverable shall be in accordance with the Contract Data Requirements List (CDRL) A001 and corresponding Data Item Description (DID) No. HTT-P-A001.

3.2.2 HTT-P Implementation

The Contractor shall be responsible to deliver the HTT-P as specified in this document and associated inquiries.  The Contractor shall plan and manage the activities necessary to accomplish the above.  The Contractor shall be responsible for all activities undertaken with respect to HTT-P installation to include:

· Conducting installations in such a way that existing services are not interrupted

· Successfully installing HTT-P that meets performance, security, and schedule requirements specified in the respective inquiries and this PWS (U.S. security clearance or foreign national equivalent only required for work within the Service Delivery Point (SDP) facility (see paragraph 3.3.10))

HTT-P installation consists of, but is not limited to, implementation and testing of the HTT-P Pair Points and business management processes. The Contractor shall provide the necessary personnel, resources and planning to accomplish installation and testing of the end-to-end HTT-P, to include all installation work performed in both commercial and Government facilities. 

The Contractor shall include a HTT-P installation plan as part of the Comprehensive Implementation Plan (CIP).  The Contractor shall be responsible for conducting site surveys of Government and non-Government facilities to validate the ability to accommodate the requirements that are contained herein.   

3.2.2 Installation, Operation and Maintenance (IO&M) Scope

3.2.2.1 Installation Scope

The Contractor shall be responsible for all aspects of the installation of HTT-P in accordance with the requirements given in the PWS and respective inquiries as directed by the Government.  The Contractor shall plan and manage the activities necessary to accomplish end-to-end installation of HTT-P and access, e.g., Rights of Way/easements.  The Contractor shall be responsible for all activities undertaken in support of HTT-P installation to include:

· Providing new HTT-P installation and/or managing existing HTT-P

· Successfully providing HTT-P and meeting all requirements of the PWS and respective inquiries including meeting project delivery schedules.  

3.2.2.2 Operation and Maintenance Scope

The Contractor shall provide operations, administration, maintenance and repair (OAM&R) of the Fiber Optic Cable System(s), facilities resulting in the end-to-end transmission, as specified in the contract, on a 24 hour basis, 7 days a week, and 365 days a year throughout the entire life of the contract.  The Contractor shall immediately notify (within one hour), by telephone, the Government Network Operation Center (NOC) when there is a disruption or outage to the HTT-P circuit/facility or when a cut occurs in a physical path shared with Government HTT-P circuits/facilities.  The HTT-P Contractor shall notify the Government at least 21 calendar days in advance of any construction work or planned downtime that will occur on the shared physical path.  In the event a submarine cable is used for HTT-P and the occurrence of ocean/submarine cable cut, the Contractor shall repair the cable within 3 business days from the date the cable cut was identified and notified by either the Government or Contractor, whichever occurs first.  The Contractor shall repair HTT-P terrestrial segments within 8 hours from the time the segment outage was identified and notified by either the Government or the Contractor; whichever occurs first.  The HTT-P circuit trunks acquired under the respective HTT-P inquiries are designated TSP-1 and as such, negative impact to their operation could potentially damage national security.  United States domestic carriers shall conduct priority restoration of HTT-P circuits in accordance the TSP designation indicated the subject TR.  Foreign carriers shall also implement priority restoration of HTT-P circuits in an equivalent manner.

3.2.3 Definition of the HTT-P Service Delivery Point (SDP)

The HTT-P Service Delivery Point (SDP) normally shall consist of Government fiber patch panel at a specific point in a government building, floor, room, or other government physical location at which the Contractors telecommunications system and responsibilities terminate.  At the HTT-P SDP, the Contractor shall provide physical connectivity to the Government-controlled transmission infrastructure.  Specific terminating locations and equipment will be identified in the respective inquiry.  

3.2.4 Detailed HTT-P Maps, Data and Drawings

As part of the CIP, the Contractor shall develop a map (Straight Line Diagrams) for required segment(s) of the HTT-P. The map shall identify how the Contractor satisfies all applicable Government connectivity requirements.  The CIP shall contain detailed terrestrial route maps, general submarine maps, Cable Heads, Cable Stations, facility and circuit layout records (CLR) and detailed drawings depicting the individual path that the telecommunications signal is specifically being routed. The Contractor shall provide these with underlying data (lat/longs, street address, and floor and room number) using diagrams and/or spreadsheets. 

The Contractor shall provide a summary of maintenance and repair records/logs for the planned HTT-P route.  The Government reserves the right to review any specific maintenance and repair records for a particular HTT-P route.

The Contractor shall also be responsible for obtaining all permits, licenses, toning and clearance approvals or other required documentation at no additional cost to the Government.  The Contractor shall perform all necessary coordination work with the various offices (Government and non-Government entities) to obtain the necessary permits, licenses, or other required documentation and approvals.  The Contractor shall contact the various offices and prepare all paperwork and independently obtain these required approvals, licenses, clearances, etc.  The Government program office/contracting office may assist with providing the proper points of contacts.  The Contractor shall be responsible for this function and shall properly complete all required documentation needed to obtain licenses, permits, clearances, approvals, etc.

3.2.5 Security

The CIP shall include a section that details the approach for implementing physical security and information assurance requirements detailed in this PWS (see sections3.3.9 through 3.3.15).  

3.2.6 Implementation Schedule

The CIP shall include a schedule for completing the HTT-P installation, including all required reviews and testing.  This schedule shall identify milestones for all facets of engineering and implementation.  A final draft of the CIP shall be prepared and submitted for coordination with the Government 60 days after award (See CDRL A001/DID HTT-P-A001).  The Government will submit comments 15 days after receipt of the final draft.  The Contractor shall make the necessary revisions and submit the final CIP to the Government 15 days after receipt of the comments.  The Contractor's implementation schedule shall conform to the HTT-P Service Delivery Date established by the Government. The CIP shall address the process to accommodate schedule changes caused by disruptions.  The Contractor shall notify the Government of any planned deviations from the final CIP so the Government can coordinate the schedule impact.  The Contractor shall submit an updated CIP 30 days following any approved changes.  Prior to HTT-P delivery the Contractor shall demonstrate to the Government that the installed HTT-P and supporting capabilities fully meet all specified requirements.  

3.2.7 Site Notification

The CIP shall include a section that identifies the Contractor’s approach for notifying the Government personnel (Sites and DISA) of pending installations and pending Contractor conducted testing.  The CIP shall describe the approach for notifying site personnel about installations, testing and associated activities.  The CIP shall also describe the approach for resolving issues that surface at the site during Contractor installation and testing activities.

3.3 General HTT-P Requirements

The HTT-P installed shall meet the requirements as specified in the PWS and associated inquiries.   

3.3.1
Data Rates/Signal Format   

The HTT-P system shall transparently support the data rates and signal format   between designated Government SDPs as specified in the PWS and respective inquiries.   

3.3.2
Signal Reach

The HTT-P shall support transmission rates between Government SDPs as identified in this PWS and respective inquiries. 
3.3.2 Outside Plant

The Contractor shall be responsible for all permits, environmental compliance requirements, easements, and rights of way, to include Host Nation agreements/approvals.

3.3.3 Sites Survey Documentation for HTT-P Installations at Government Facilities 

The Contractor shall prepare site survey documentation, which identifies any site preparation requirements such as intra and inter facility HTT-P route drawings and locations that require ducting/trenching, installation and modification of equipment, and facility configurations.  The Contractor’s plans, including drawings, shall be complete and conform to industry standards before work permits, digging permits, etc., are issued and installation work can start.  In Government leased facilities, the Contractor must coordinate installation work with the building owner.  At Government leased or owned facilities, the Contractor shall coordinate schedule of site surveys and installations at least 72 hours in advance with the points of contact listed in the respective inquiry.  

The Contractor shall be responsible for site preparation work necessary to accomplish HTT-P delivery.  Site preparation includes providing any required interconnect facilities, cabling, and ducts, necessary to bring the HTT-P to the SDP.  The Contractor shall coordinate at least 72 hours in advance and receive Government approval from the HTT-P Program Manager, Contracting Officer’s Representative, (COR) and/or Contracting Officer to conduct any and all site preparation work at Government facilities. 

All work done by the Contractor under this contract shall conform to ANSI/TIA/EIA-606-1993 and ANSI/TIA/EIA-607-1994; all-appropriate national and local codes, all other directives referenced within this contract, and shall conform to highest commercial industry standard installation and repair practices.  All work and code compliance at Government facilities shall be subject to Government review and approval.

3.3.4 Approvals and Permits

The Contractor shall obtain all local (including base, post, camp, and station approvals) and regional permits and permissions to install HTT-P and modify facilities necessary to provide HTT-P (see paragraph 3.2.4).  If necessary, the Contractor may request permission to use Government facilities, utilities, service or real estate to support Contractor HTT-P installation as identified in the PWS or TR.  Request for additional Government facilities shall be submitted in writing to the Government Contracting Officer and is subject to Government approval.  There is no guarantee that additional Government facilities will be approved for use by the HTT-P Contractor.

3.3.5 On Premise Cabling

The Contractor shall provide inside cabling at HTT-P SDP locations when existing cable is not available or does not meet specification.  For all installations (unless otherwise ordered) the Contractor shall install appropriate cable cross-connects between the Government and Contractor’s patch panels at the HTT-P SDP.  The Contractor shall coordinate with the appropriate facility manager and make all arrangements for service installations and surveys to satisfy on-premise cabling requirements.    

New on-premise cabling required shall conform to the following standards and requirements.  In the event the local code exceeds those stated below, the local code shall be followed.  

· ANSI/EIA/TIA-569-1990, August 21, 1992

· ANSI/EIA/TIA-570-1991, August 21, 1992

· TIA/EIA-568-A Commercial Building Telecommunications Cabling Standards, October 25, 1995

· TIA/EIA-569-A Commercial Building Standards for Telecommunications Pathways and Spaces, October 24, 1995

· TIA/EIA-606 Administration Standard for the Telecommunication Infrastructure of Commercial Buildings, February 5, 1993

· National Electrical Code NPA-70, October 1999 meeting

3.3.6 As-Built Drawings for the HTT-P Installation

For each HTT-P service installation, the Contractor shall submit as-built drawings to the Government showing final configurations of the installation at no additional cost to the Government.  One set of C-size as-built drawings shall be submitted to the Government Program Manager and one set of C-size as-built drawings shall be submitted to the Government Contracting Officer.  As-built drawings shall include:

· Information showing the right-of-way, location of the running line, relative to permanent landmarks, including but not limited to, railroad mileposts, boundary crossings and utility crossings

· Cable Heads

· Cable Stations

· Straight line diagrams

· Notation of all deviations from specification 

· Facilities (central office) locations

· Origin and destination of each HTT-P (originating/terminating facility)

· Route Maps for each span

· Locations of all optical events on the HTT-P

· Information that maintains manhole progression for each route that correlates optical distances (obtained via the OTDR) to physical landmarks such as manholes, buildings, bridges, etc.

· Locations of maintenance slack coils to facilitate response to maintenance requirements

· Project title and proper drawing title including the words “As-Built”

· Applicable TSR Numbers

The Contractor shall provide as-built drawings for the end-to-end HTT-P circuit/facility showing the physical route map, equipment and facilities utilized to provide the circuit. 

3.3.7 Testing and Acceptance

Testing and acceptance shall conform to the requirements identified in section 5 of this PWS and the respective inquiry.  The CIP shall include detailed test plans and procedures for supporting HTT-P installation acceptance.  The Contractor shall test all HTT-P circuits end-to-end (government HTT-P SDP to government HTT-P SDP).  Test results shall be provided to the Government Program Manager and/or COR within 14 calendar days from completion of HTT-P Contractor testing.

The Government reserves its right to witness any testing.  Government personnel and/or representative access to the Contractor’s facilities shall be arranged by the Contractor to support this activity, if requested by the Government.  The Contractor shall provide a minimum of ten working days notice prior to the conduct of any acceptance testing.  The contractor shall perform necessary adjustments or corrections to any service deficiencies prior to Government acceptance

The Contractor shall conduct tests in accordance with the approved CIP, PWS and respective inquiry.

3.3.8 Network Management Requirements

The HTT-P Contractor shall immediately notify (within one hour), by telephone, the Government NOCs when there is a disruption or outage to the HTT-P circuit/facility or when a cut occurs in a physical path shared with Government HTT-P circuit/facility.  The HTT-P Contractor shall notify the Government at least 21 calendar days in advance of any construction work or planned downtime that will occur on the shared physical path (see paragraph 3.2.2.2)

The HTT-P Contractor shall provide Toll Free direct access phone numbers (primary and alternate numbers for each) for the DISA CONUS and Pacific Network Operation Centers.  The HTT-P Contractor shall also provide escalation procedures with listing of personnel, job title and contact information to be used by Government program personnel in elevating critical network/circuit/facility problems.  The HTT-P Contractor shall dispatch personnel to the troubled area when required.  The Toll Free number shall be physically manned 24 hours a day, 7 days a week, 365 days a year. The Government will open a trouble ticket based on a fault and call the HTT-P Contractor to take corrective action.  The HTT-P Contractor shall provide hourly updates to the Government NOCs via phone until the problem is corrected/resolved and the trouble ticket is closed.

3.3.9 Information Assurance and Physical Security

The Contractor shall be responsible for ensuring that all of the Information Assurance (IA) and Physical Security requirements of the HTT-P are met.  If the requirements are not currently met, the Contractor shall be responsible for all aspects of the implementation of the appropriate IA and Physical Security mechanisms, according to the IA and Physical Security Requirements in accordance with the PWS and respective inquiries.  Additionally, the Contractor shall be responsible for the preparation of all accessible locations to support said mechanisms.  The Contractor shall plan and manage the activities necessary for the implementation of IA and Physical Security mechanisms and shall be responsible for said activities including: 

· Conducting implementations and installations of security mechanisms without affecting integrity of communications equipment.

· Maintaining, upgrading, and repairing IA and Physical Security mechanisms during the life of the contract.

The Contractor shall include a security implementation plan, which provides a documentation trail, as part of the Comprehensive Implementation Plan (CIP).  As part of the site surveys the Contractor shall document their ability to accommodate the security requirements that are contain herein.   

The Contractor shall be responsible for modifying commercial sites, if necessary, and/or implementing security mechanisms to meet the IA and Physical Security Requirements in the areas of:

· Personnel Security 

· Facility Security

· Non-Obscured Facility Security

· HTT-P Protection

The central protection mechanisms for HTT-P will be the principles of obscurity and “no single point of failure".  The facilities for HTT-P will adhere to the obscured facility requirements.  Additionally, the provided HTT-P circuit/facility or equipment shall not display or refer to DOD or U.S. Government lease of equipment, path, or fiber.  All access to the HTT-P fiber (pull boxes, access manholes, etc) shall be secured by a General Services Administration (GSA) approved changeable combination padlock or some other similar access control device with an Intrusion Detection System.  HTT-P equipment shall not inhibit Government-owned and operational Type I, II, and III encryption of DISN data.

3.3.10 Personnel Security

The Contractor shall adhere to all personnel security requirements as outlined in the IA and Physical Security requirements in the PWS.  The objective of the personnel security requirements is that contractor personnel assigned to and retained in positions, in which they could potentially damage national security, are and remain reliable and trustworthy, and there is no reasonable basis for doubting their allegiance to the United States.  A security clearance is not required for the majority of Contractor and subcontractor personnel.  However, a U.S. secret clearance or foreign national equivalent is required for work performed within the DoD Service Delivery Point (SDP) facility.  The Government reserves the right to deny any contractor personnel access to government facilities or government networks if such action is deemed necessary.  Denial of contractor/subcontractor personnel access will not be subject to any liability held against the Government.

The Contractor’s security program shall be defined in detail in the CIP and include the following:

· Personnel security process

· Continuing and periodic review of personnel eligibility or trustworthiness determination 

· Administrative security practices (Standard Operating Procedures (SOP’s); personnel security training processes)

· Exercise oversight of personnel, operational network transactions and contingency operations processes

· Personnel security incident reporting plan and criteria

· Procedure for updating DISA regarding security program modifications

The Contractor shall immediately permit the Government, upon request, to review their security program and respective security incident reports relative to damage or security compromise caused by the Contractor’s personnel or procedures.

3.3.11 Physical Security

Physical security is the physical action taken to protect network resources (e.g., installations, personnel, equipment, electronic media, documents, etc.) from damage, loss, theft, or unauthorized physical access.  The Contractor shall ensure physical security is in accordance with the following:

· DODI 8500.BB Information Assurance Implementation

All network central offices, and switching and wire centers shall comply with GR-63-CORE, Network Equipment – Building System Requirements.

The HTT-P will be considered critical infrastructure and therefore requires Critical Infrastructure and Protection controls to be used for protection of HTT-P components and resources.  

The Contractor shall provide Government security staff access, if requested, to inspect physical security monitoring information of appropriate Contractor facilities.  As a minimum, the physical monitoring intrusion detection system shall provide the following:

· Alarms indicating potential unauthorized physical access to facilities

· Alarms indicating environmental thresholds have been exceeded (smoke/fire alarms, failed air-conditioning, loss of power, threatening water levels, etc.)

· Positive indication that the physical security monitoring system is in working order and a means to indicate tampering with any elements of the system

If steel cages for HTT-P network infrastructure components are used, the cages shall meet all of the requirements specified in the IA and Physical Security requirements of the PWS and provide the same physical monitoring information of the intrusion detection system as noted above.

3.3.12 Facility Security

The central protection mechanism for HTT-P and equipment in the Contractor space will be obscurity.  If the HTT-P or equipment is concealed within similar commercial equipment, then the Contractor shall adhere to all requirements as outlined in the Facility Security section of the IA and Physical Security requirements in this PWS.  The preceding statement applies unless otherwise stated or if requirement is in violation of a local ordinance.

In some cases, obscurity cannot or should not be the central protection mechanism.  A facility cannot use obscurity as a central protection mechanism if any of the following apply:

· There are unauthorized and unescorted personnel in a common area with the HTT-P equipment

· The site already has secure portions (e.g., cages) within it

· The Government states that obscurity cannot be the central protection mechanism at that particular facility

3.3.13 HTT-P Protection

The Contractor shall adhere to all requirements as outlined in the IA and Physical Security requirements in this PWS.  These requirements also apply to all transmission lines that traverse uncontrolled areas, which are areas outside of secure facilities or where the HTT-P is not protected by obscurity.

3.3.14 Security Management

The Contractor shall audit and log all access to HTT-P infrastructure components as detailed in the IA and Physical Security requirements in this PWS.  The audit logs shall be protected against unauthorized modification and deletion.  The Contractor shall maintain the audit records on-line for 90 calendar days and archive off-line for an additional 5 years. 

The Contractor shall provide audit records in a manner suitable for authorized operations personnel to interpret information collected.  The Contractor shall provide the capability to select all or portions of the security data for export to an authorized Government specified database.  The export of the security information shall be done at the request of the Government.  The Government will establish the criteria for export. 

The Contractor shall identify a security POC to address all physical, personnel, and facility security issues.

3.3.15 Government Evaluation

The Contractor shall make accessible, to the government, any commercial site (including huts, facilities, co-location sites, and etc) associated with providing the HTT-P in order to establish security requirements compliance and for periodic audits to assess security mechanisms.  The Government will coordinate scheduling of an assessment with the Contractor and shall include Contractor cooperation to validate security requirements compliance.

The Government will coordinate any additional required testing and support with the Contractor and provide advance copies of test outlines or test plans.  The Contractor shall cooperate with the Government personnel and the Government's representatives, who plan, conduct, and report any Government testing.  Contractor support of Government testing, if requested, shall include:

· Government or its agent access to Contractor facilities, test points, test personnel, and all components used to support the network

· Government ability to review all Contractor documentation used to support the HTT-P

The Contractor shall resolve, within 30 days (or request extension subject to Government approval), problems resulting from the evaluation process including vulnerability assessments and security findings.  Resolution shall include:

· Component technical changes

· Procedures for correcting security findings 

· Providing assistance with follow-on security reports 

4.0
Year 2000 Requirements

In accordance with Defense Information Systems Agency Acquisition Regulation Supplement (Para 39.106) the following Year 2000 requirements apply to all equipment and software used on this contract.

(a) "All information technology provided under, or in support of, this acquisition shall be Year 2000 compliant now.  "Year 2000 compliant" means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000 and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it." 

(b) "At a minimum, all information technology provided under, or in support of, this acquisition requires testing of at least a representative sampling of the information technology that is delivered and the results documented in writing. Use generally accepted commercial standards/practices for testing and documentation. If requested, a copy of the test results shall be provided to the government at no additional cost." 

(c)"Year 2000 compliance (including testing) is considered to be inherent in performance specifications. As a normal course of business, there is an expectation that there can be no degradation of or interruption in the services provided during the period of performance. Provide steps (e.g., impact analysis, remediation, testing) to ensure that the service provided is not lost or degraded due to potential Year 2000 compliance problems. Providing the government with information to ensure that services are not lost or degraded due to potential Year 2000 compliance problems is considered part of a normal course of business that won't involve any additional cost to the government. If any problems are anticipated in providing uninterrupted service into the Year 2000 and the twenty-first century, advise the contracting officer as soon as possible so any adverse impact is minimized."

5.0
disn hawaii terrestrial TRANSPORT – PACIFIC (HTT-P)

Each DISN HTT-P circuit, when specified with End-to-End Assured Diversity in the Telecommunications Request (TR), at data rate of OC-3c, OC-12c, OC-48c or OC-192c shall be provided with complete physical diversity (facilities and route avoidance) end-to-end from all other specified circuits, route and facilities identified as such in the respective TR.  In the case where it is specified in the TR that the Government switch will perform the Automatic Protection Switching (APS) the subject diverse optical circuits shall be delivered to the respective SDPs, identified in the TR, as protocol independent so that DISA will have the ability to have any combination of STS/VT channels or concatenated service payloads and the ability to manage the protection and application layers without vendor involvement.   
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This section describes the functional specifications required for the HTT-P and its interoperability with the existing DISN.  Specifically, the section states the functional and performance requirements for the Hawaii Terrestrial Transport - Pacific (HTT-P) diverse high-speed transport network trunks to be provided by the HTT-P Contractor for the respective inquiry.

5.1
Hawaii Terrestrial Transport  - Pacific (HTT-P)
5.1.1
Characteristics and Interoperability

HTT-P shall interface and interoperate with the global DISN.

5.1.1.1
Commercial Off The Shelf (COTS)

To the maximum extent possible, the HTT-P requirements shall be satisfied with COTS open-systems standards and non-proprietary systems.  Some systems, however, require a degree of availability, diversity, and security beyond that provided by normal commercial systems. 

5.1.1.2
Facilities Impact

HTT-P provided to Government facilities shall not impair or degrade military features of the facility.  

5.1.1.3
General Services Requirements

This section defines the minimum functional requirements that apply to HTT-P.

5.1.1.3.1    Timing and Synchronization

[ITU-T G.811] Government-Furnished Equipment (GFE) timing sources shall be utilized for vendor terminal equipment.  System timing shall conform with ITU-T Recommendation G.811 and the vendor shall be responsible for providing any necessary timing, buffering in the system for proper interfacing of digital data at the Government demarcation point.

5.1.1.3.2   Transmission Interfaces

The HTT-P shall provide interfaces at the SDPs to which the Government can connect transmission termination equipment.  The Government termination equipment may include, but will not be limited to, channel banks, cryptographic equipment, digital multiplexers, Add/Drop Mux, DISN Service Delivery Nodes (SDNs) and associated equipment.  Data rates may include, but not limited to, OC-3c, OC-12c, OC-48c and OC-192c during the life of the contract.  The minimum sets of interface requirements are provided in Table5.1 and are discussed further in the following paragraphs.

Protected SONET optical interfaces at the demarcation point, when ordered in TSR, shall consist of two or more pairs of Single Mode Fiber (SMF) or non-zero dispersion shifted fiber (NZDSF), with each pair carrying a single wavelength at 1310 nm.

Non-protected SONET optical interfaces at the demarcation point, when ordered in TSR, shall consist of a single pair of Single Mode Fiber (SMF) or non-zero dispersion shifted fiber (NZDSF), with the pair carrying a single wavelength at 1310 nm.

Each installed interface shall be fully functional and capable of supporting the entire specified bandwidth at all times.  Each interface at each SDP shall be labeled or tagged identifying the interface.  The HTT-P shall meet the signaling, transmission performance, and other requirements with respect to the applicable interface at each SDP.

Each HTT-P circuit shall terminate using SC type connector on a Government provided patch panel as identified in the respective inquiry. 

	Interface Data Rate
	Line Coding
	Frame Format
	Physical Connector

	OC-3c 

(155.28 Mbps)
	NRZ  
	Scrambled per ANSI T1.104-1995
	All options single-mode fiber per ANSI T1.105.06-1996 (SR-1, IR-1, IR-2)

	OC-12c 

(622.080 Mbps)
	NRZ  
	Scrambled per ANSI T1.104-1995
	All options single-mode fiber per ANSI T1.105.06-1996 (SR-1, IR-1, IR-2)

	OC-48c 

(2488.320 Mbps)
	NRZ  
	Scrambled per ANSI T1.104-1995
	All options single-mode fiber per ANSI T1.105.06-1996 (SR-1, IR-1, IR-2)

	OC-192c 

(9953.320 Mbps)
	NRZ  
	Scrambled per ANSI T1.104-1995
	All options single-mode fiber per ANSI T1.105.06-1996 (SR-1, IR-1, IR-2)


Table 5.1  HTT-P Interface Requirements

5.1.1.3.3   Optical Interfaces

[ANSI T1.104-1995, T1.105, T1.105.06, T.117, T1.646, and ITU-T G.783, G.841, and G.957] SONET and Synchronous Digital Hierarchy (SDH) transmission services for rates of OC-3c through OC-192c and SDP interfaces shall be in accordance with ANSI T1.105, T1.105.06, T.117, T1.646, and ITU-T Recommendations G.783, G.841, and G.957.  These standards specify the transmitter optical output power, spectral characteristics, and optical eye patterns and the optical receiver sensitivity, receiver overload, and receiver reflectance.  Each SONET/SDH signal shall be scrambled per ANSI T1.104-1995 and be NRZ framing.  The vendor shall terminate each SONET/SDH connection with single mode fiber and connector type designated by the government in accordance with the respective inquiry.  For SDH transmission services with K5 byte will not be used by the Government but D4 - D12 “DCC” is desired by the Government End-to-End. 

[ANSI T1.105.06-1996 and ITU G.841] (OC-3c through OC-192c (Non-Protected)) When the specified interface between the HTT-P and the Government optical termination is OC-3c through OC-192c (Non-Protected), it shall be provided with all options defined per ANSI T1.105.06-1996 and ITU Recommendation G.841. 

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841]  (OC-3c through OC-192c Interface With APS Support (Protected)) When the specified interface between the HTT-P and the Government optical termination is OC-3c through OC-192c (Protected), it shall support all options defined per ANSI T1.105.06-1996, ANSI T1.105.01-1995 and ITU Recommendation G.841.  The interface shall support 1+1 Automatic Protection Switching (APS) controlled by either contractor or Government provided equipment, as specified in the TR.  In the event that Government equipment control is specified in the TR or inquiry for protection switching, the protected circuit provided by the HTT-P contractor shall not inhibit Government SDN control of automated protection switching between the working and protection paths provided. The circuit shall be provided such that it does not inhibit passing of K bytes between the SDP terminal equipment across the circuit so that automated circuit switching can be accomplished.

5.1.1.3.5   Military Requirements

The HTT-P shall meet all of the following military requirements.

5.1.1.3.5.1 Survivability

The transmission and support infrastructure shall be survivable and provide denial of service protection. 

Survivability refers to the ability of a telecommunications network to maintain service to all priority users during adverse conditions (e.g. limited network damage).  The HTT-P infrastructure shall be designed to survive to ensure operation during peacetime as well as during crisis/mobilization and armed conflict environments.

The HTT-P infrastructure shall not contain any single point of vulnerability whose failure or malfunction could result in denial of service to any HTT-P SDP.  HTT-P non-protected circuits, when specified with end-to-end assured diversity per the inquiry, shall be provided such that they occupy completely separate physical routes and facilities throughout the network form all other circuits and facilities specified to be diverse in the TR.  Additionally, when HTT-P protected circuits are ordered and specified with end-to-end assured diversity circuits per the inquiry, shall be provided such that their working and protected paths occupy completely separate physical routes and facilities throughout the network between the respective HTT-P SDP pairs.

5.1.1.3.5.2 Diversity

[End-to-End Assured Diversity/End-to-End Circuit Diversity]:  OC-3c, OC-12c, OC-48c, and OC-192c End-to-End Assured Diversity Circuits and End-to-End Circuit Diversity shall take completely separate physical routes between sites and are completely separated throughout the network.  Diverse circuits shall be fully physically diverse from each other.  There is no single point where the two separate physical routes share the same facilities, route or equipment. 

[Defense Threat Reduction Agency Balanced Survivability Assessment, Critical Infrastructure Protection Plan] HTT-P circuits, when specified with diversity in the respective inquiry, shall be provided on physically diverse routes.  Physically diverse routing is defined as the existence of geographically independent paths and facilities between such circuits specified to be diverse, where the paths are physically separated and do not transit any common intermediate point anywhere along the route between their respective terminating pairs.

[Defense Threat Reduction Agency Balanced Survivability Assessment, Critical Infrastructure Protection Plan] Cable in individual ducts or duct banks shall be provided with minimum separation of 50 meters.  (Note:  At bridges or other similar crossings, ducted cables shall be separated by a minimum of 50 meters.)

[Defense Threat Reduction Agency Balanced Survivability Assessment, Critical Infrastructure Protection Plan] Individual Routing and Protection:  HTT-P protected circuits, when specified with end-to-end diversity in the respective inquiry, shall be dual parent (should the circuit need to be routed via central office) and provide End-to-End Assured Diversity routing. (i.e., The two cables for the Individual circuit are physically separated and do not share the same duct or facilities end-to-end throughout the network between the HTT-P SDP pairs).  HTT-P non-protected circuits, when identified in the TR or inquiry to be diverse of other identified circuits or facilities, shall be provided with End-to-End Assured Diversity routing (i.e., The respective circuits shall be physically separated and do not share the same duct or facilities end-to-end throughout the network between their respective HTT-P SDP pairs).   

Access Bearer specifies the interface between DISA equipment and the bidder-provided network. 

[Intermediate Points]:  One or more intermediate paths may be associated with each Access Bearer Interface.  Intermediate Paths that share originating and terminating endpoints shall be routed separately through the vendor network over physically separated facilities.

[Dual Feed]: HTT-P protected circuits shall be provided on two fiber pairs to the HTT-P SDP.  Should the circuit needs to be routed via central office, one fiber pair shall be routed to one parent exchange or serving node and the other fiber pair diversely routed to a completely separate parent exchange or serving node. HTT-P non-protected circuits, when specified in the TR or inquiry to be physically diverse of other HTT-P circuits terminating at the same SDP, shall have their respective fiber pairs diversely routed end-to-end and shall utilize completely separate parent exchange or commercial office serving nodes should the circuit need to be routed via central office connections.  

[Dual Parent]: The fiber pairs for an HTT-P protected circuit going from the DISA SDP shall be separate to two separate parent exchanges or serving nodes in the event that the circuit needs to be routed via central office. The respective fiber pairs of a HTT-P protected circuit shall not share the same cable, duct or duct bank nor pass through any common, intermediate, local serving node. Vendor shall route access the government site through two separate entry points. The fiber pair for an HTT-P non-protected circuit, when specified in the TR or inquiry to be physically diverse of other HTT-P circuits terminating at the same SDP, shall have their respective fiber pairs diversely routed and utilize completely separate parent exchange or commercial office serving node (should the circuit need to be routed via central office) and not share the same cable, duct or duct bank nor pass through any common, intermediate, local serving node.  

5.1.1.3.6   Point-To-Point Transport

The HTT-P topology shall include two-way symmetric point-to-point services.

5.1.1.3.6.1 OC-3c Transport

OC-3c transport, when ordered by the TR or inquiry as non-protected, shall be provided as two-way symmetric transport.  The fiber pair for this transport shall terminate on a single optical OC-3c interfaces. 

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-3c non-protected is specified in the TR, it shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using the OC-3c interface (Refer to interface description in paragraph 5.1.1.3.3).  

OC-3c transport, when ordered by the TR or inquiry as protected, shall be provided as two-way symmetric transport.  The fiber pairs for this transport shall terminate on two optical OC-3c interfaces.

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-3c protected is specified by the TR, is shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using two OC-3c interfaces with APS support (Refer to interface description in paragraph 5.1.1.3.3).  The working and protection paths shall be used in the provision of a 1+1 APS capability between transmitting and receiving Government-controlled equipment attached to the SDPs or contractor provided APS terminal equipment, whichever is specified in the TR.   If a failure or degradation occurs on the working fiber, the service shall transmit the K1 and K2 bytes to each SDP to indicate a request for a switch action to reroute affected traffic over the protection fiber in accordance with the APS channel protocol specified in ANSI T1.105.  The service shall also pass-through the K1 and K2 bytes to allow restoral over the protection path.

5.1.1.3.6.2 OC-12c Transport

OC-12c transport, when ordered by the TR or inquiry as non-protected, shall be provided as two-way symmetric transport.  The fiber pair for this transport shall terminate on a single optical OC-12c interfaces. 

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-12c non-protected is specified in the TR, it shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using the OC-12c interface (Refer to interface description in paragraph 5.1.1.3.3).  

OC-12c transport, when ordered by the TR or inquiry as protected, shall be provided as two-way symmetric transport.  The fiber pairs for this transport shall terminate on two optical OC-12c interfaces.

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-12c protected is specified by the TR, is shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using two OC-12c interfaces with APS support (Refer to interface description in paragraph 5.1.1.3.3).  The working and protection paths shall be used in the provision of a 1+1 APS capability between transmitting and receiving Government-controlled equipment attached to the SDPs or contractor provided APS terminal equipment, whichever is specified in the TR.   If a failure or degradation occurs on the working fiber, the service shall transmit the K1 and K2 bytes to each SDP to indicate a request for a switch action to reroute affected traffic over the protection fiber in accordance with the APS channel protocol specified in ANSI T1.105.  The service shall also pass-through the K1 and K2 bytes to allow restoral over the protection path.

5.1.1.3.6.3 OC-48c Transport

OC-48c transport, when ordered by the TR or inquiry as non-protected, shall be provided as two-way symmetric transport.  The fiber pair for this transport shall terminate on a single optical OC-48c interfaces. 

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-48c non-protected is specified in the TR, it shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using the OC-48c interface (Refer to interface description in paragraph 5.1.1.3.3).  

OC-48c transport, when ordered by the TR or inquiry as protected, shall be provided as two-way symmetric transport.  The fiber pairs for this transport shall terminate on two optical OC-48c interfaces.

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-48c protected is specified by the TR, is shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using two OC-48c interfaces with APS support (Refer to interface description in paragraph 5.1.1.3.3).  The working and protection paths shall be used in the provision of a 1+1 APS capability between transmitting and receiving Government-controlled equipment attached to the SDPs or contractor provided APS terminal equipment, whichever is specified in the TR.   If a failure or degradation occurs on the working fiber, the service shall transmit the K1 and K2 bytes to each SDP to indicate a request for a switch action to reroute affected traffic over the protection fiber in accordance with the APS channel protocol specified in ANSI T1.105.  The service shall also pass-through the K1 and K2 bytes to allow restoral over the protection path.

5.1.1.3.6.4 OC-192c Transport

OC-192c transport, when ordered by the TR or inquiry as non-protected, shall be provided as two-way symmetric transport.  The fiber pair for this transport shall terminate on a single optical OC-192c interfaces. 

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-192c non-protected is specified in the TR, it shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using the OC-192c interface (Refer to interface description in paragraph 5.1.1.3.3).  

OC-192c transport, when ordered by the TR or inquiry as protected, shall be provided as two-way symmetric transport.  The fiber pairs for this transport shall terminate on two optical OC-192c interfaces.

[ANSI T1.105.06-1996, T1.105.01-1995 and ITU G.841] When OC-192c protected is specified by the TR, is shall be provided to meet the performance specifications defined in Table 5.2 (HTT-P Interface Requirements) of this document and shall be provided as two-way symmetric transport using two OC-192c interfaces with APS support (Refer to interface description in paragraph 5.1.1.3.3).  The working and protection paths shall be used in the provision of a 1+1 APS capability between transmitting and receiving Government-controlled equipment attached to the SDPs or contractor provided APS terminal equipment, whichever is specified in the TR.   If a failure or degradation occurs on the working fiber, the service shall transmit the K1 and K2 bytes to each SDP to indicate a request for a switch action to reroute affected traffic over the protection fiber in accordance with the APS channel protocol specified in ANSI T1.105.  The service shall also pass-through the K1 and K2 bytes to allow restoral over the protection path.

5.1.1.4
HTT-P Performance

This section defines the performance requirements that shall be met by the HTT-P End-to-End (Government SDP to Government SDP) circuits provided by the HTT-P Contractor. 

5.1.1.4.1 Performance Sets

[ITU-T G.709] Table 5.2 specifies the performance specifications that shall be met for all HTT-P circuits provided by the HTT-P Contractor.

	Performance Specifications (monthly basis)

	Availability
	≥ 0.9999

	Monthly Short Interruption Event Count (SEIC)
	≤ 9

	% Errored Seconds (ES)
	≤ 0.005

	% Severely Errored Seconds (SES)
	≤ 0.00035

	Background Block Error Ratio (BBER)
	≤ 5x10-6

	Bit Count Integrity (BCI)/Pattern Slip (Pat Slip)
	= or < 1 per 72 hours

	Jitter
	TBD

	Delay (One Way)
	Lesser of 125 msec or (0.01 X D) msec

	BER
	<= 1x10-12


Table 5.2 HTT-P Performance Specifications

5.1.1.4.2 Error Free Seconds (EFS)

The HTT-P data transmission services for data rates up to 10 Gbps shall meet the EFS performance shown in Table 5.2.

5.1.1.4.3 Severely Errored Seconds (SES) And Degraded Minutes (DM)

The HTT-P for data rates up to 10 Gbps shall meet the SES and DM performance shown in Table 5.2.

5.1.1.4.4 Bit Count Integrity (BCI)

BCI performance is defined in terms of the MTTLBCI in a fixed testing interval.  The DISN standards are more stringent than standards found in industry because of the use of encryption, especially in secure voice.  Each HTT-P data transmission service for data rates up to 10 Gbps shall meet or exceed the MTTLBCI that is shown in Table 5.2.

5.1.1.4.5 Availability

The HTT-P for data rates up to 10 Gbps shall meet the availability characteristics shown in Table 5.2 between the SDPs.

5.1.1.4.5.1 Maintenance time to Repair (MTTR)

Restoration of all OC-3c, OC-12c, OC-48c and OC-192c circuits are required on a 24-hour a day basis with one hour response time after reporting trouble, including after duty hours and holidays, with a 8 hour maximum time to repair for terrestrial segments and 3 business days (maximum) for undersea segments, if utilized (see paragraph 3.2.2.2). The HTT-P Contractor shall provide the Government (DISA Program Manager and COR) 21 calendar days of lead-time when requesting downtime.
5.1.1.4.6 Delay And Delay Variation

All HTT-P shall meet or exceed the end-to-end delay less than or equal to 125 milliseconds.

5.1.1.4.7 Data Pattern Insensitivity

All HTT-P shall be insensitive to any data patterns or pulse density and shall transport all data transparently.  The Government will not guarantee any data pattern or pulse density to the HTT-P Contractor. 

5.1.1.4.8  SONET/SDH Rate Performance Requirements

All HTT-P shall meet or exceed the SDP-to-SDP performance requirements specified in Table 5.2.  The service specification in Table 5.2 relates to the probability of at least one of the working and protection paths operating. As required, the HTT-P Contractor shall provide to the government (DISA Program Manager and COR) reports of all the performance requirements specified in Table 5.2 at no additional cost to the Government.

[ITU-T G.709] It is desired that HTT-P at 2,488,320,000 Bp/s and 9,953,280,000 Bp/s be implemented with ITU-T G.709 ODU with Reed-Solomon Forward Error Correction (FEC).

5.1.1.5  Interfaces

The HTT-P interfaces shall meet the following performance criteria at the SDPs.

5.1.1.5.1  Jitter

In a steady-state condition, the pattern of Synchronous Transport Signal (STS) pointer adjustments in the service provider network’s OC-192c, OC-48c, OC-12c or OC-3c outputs shall be no more stressful (i.e., create more jitter through the desynchronizer as described in Table 6 of ANSI T1.105.03-1994) than the pointer adjustment sequence in Figure 5 of ANSI T1.105.03-1994.

During the transient events (which shall occur no more than 2 times per day), the pattern of STS pointer adjustments in the service provider network’s OC-192c, OC-48c, OC-12c or OC-3c outputs shall be four or less per hour.

5.1.1.5.2  Wander

The Maximum Time Interval Error (MTIE) over a period of S seconds shall not exceed (.01S + 10000) nanoseconds for values of S greater than 10,000.

5.1.1.5.3  Signal Waveform

The signal waveform for HTT-P shall meet the voltage/power level, pulse shape, and unit interval requirements specified in the applicable interface standards referenced in this specification.

5.1.1.6  Definitions

Availability:

Availability = 1 – (Tunavail/Ttotal) where T indicates Time and Ttotal is the total evaluation period, and Tunavail is the total period of unavailability for transmission services.

Background Block Error (BBE): 

An errored block not occurring as part of a severely errored second (SES).

Background Block Error Ratio (BBER):  The ratio of Background Block Errors (BBE) to total blocks in the available time during a fixed measurement interval.  No blocks that occur during a SES shall be used for the computation of BBER.

BIT Count Integrity (BCI)/Pattern Slip (PAT SLIP):


(a) Bit Count Integrity (BCI) is defined as the preservation of the precise number and sequence of bits that are originated and transmitted in an interval of time.  If one or more bits is either added or subtracted in a given interval of time, a loss of bit count integrity occurs which may cause loss of synchronization in digital transmission equipment.  This is especially significant with security devices.  BCI and pattern slips are measured only over available time.


(b) BCI performance is defined in terms of the Mean Time To Loss of BCI (MTTLBCI), or alternately the number of losses of BCI in a fixed testing interval.


(c) Pattern Slip (PAT SLIP) is defined as the occurrences where data bits have been added or subtracted from the received pattern.  Individual occurrences of one or more Pattern Slips, as found on common Bit Error Ratio Analyzers, can be equated to loss of BCI.

Bit Error Rate (BER):

The Bit Error Rate (BER) is defined as the ratio of the number of bit errors counted to the number of data bits transmitted in some time interval, measured only during periods of available time.

Degraded Minutes (DM):

Degraded minutes (DM) are an available one-minute interval in which the BER exceeds or equals 1x10-6.  Measurement is over available time and is stated as the percentage or probability of available one-second error measurements that are error free.

Error-Free Second (EFS):

Error Free Second (EFS) is an available one-second interval in which no bit errors are received.  Measurement is over available time and is stated as the percentage or probability of available one-second error measurements that are in error.

Errored Seconds (ES):

Errored Second (ES) is an available one-second interval with one or more bit errors.  Measurement is over available time and is stated as the percentage or probability of available one-second error measurements that are in error.

Jitter:

Jitter is defined as a short-term, back and forth, variation of the zero transition instants of a digital signal from their ideal position in time.  “Short-term” implies that these variations occur at a frequency of greater than nominally 10 Hz.  Jitter of significant magnitude can cause several forms of degradation, including bit errors and loss of synchronization.  (See also Wander.)

Jitter Generation:

Jitter generation is defined as the amount of jitter at the output of data reception equipment, such as SONET, in the absence of applied input jitter.

Jitter Tolerance:

Input jitter tolerance is defined as the peak-to-peak amplitude of sinusoidal jitter applied to the input equipment interface that causes a 1 dB power penalty for a SONET optical interface.

Jitter Transfer:

Jitter transfer is defined as the ratio of jitter on the output signal, to the jitter applied on the input signal, as a function of the jitter frequency.

Loss Of Bit Count Integrity (LBCI):

The Loss of Bit Count Integrity (LBCI) performance specified in this document is the mean time (in hours) to loss of BCI due to addition or deletion of 1 or more bits.  Note that this parameter is measured only during periods of availability.  The period of a burst of errors shall be excluded. 

Short Interruption Event (SIE):

An event beginning with the occurrence of a BER of 1x10-2 or worse continuously for each of three or more consecutive seconds, which can last up to 120 seconds.  An SIE clears when 10 consecutive seconds none of which is a SES.

Short Interruption Event Count (SIEC):

A count of the Short Interruption Events in a given time frame (e.g. 30 days). 

Severely Errored Second (SES):

A severely errored second is an available second in which an out-of-frame condition exists, or the BER is worse than 1x10-3.  

Transmission Delay:

The transmission delay of any circuit is defined as the transit time of the transmitted information between the end points of the circuit.  The total transmission delay in a circuit is a function of multiple additive factors, including but not limited to propagation, buffering, processing, and filtering (for a voice circuit).  Propagation delay is dependent on path distance and media, and is independent of data rate.  Buffering and processing (including error control) delays are usually inversely proportional to the data rate. 

Unavailability:

Unavailability of a circuit is defined as a period of 10 or more consecutive seconds, where the BER in each second is 1x10-3 or worse. 

Wander: 

Wander is defined as the long term, back and forth, variation of the zero transition instants of a digital signal from their ideal position in time.  “Long-term” implies that these variations occur at a frequency of less than nominally 10 Hz.  Wander can cause several forms of degradation, including multiplexer buffer overflow, which may result in loss of data and loss of synchronization.  (See also Jitter.)    
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TITLE

COMPREHENSIVE IMPLEMENTATION PLAN
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HTT-P A001

	3.
DESCRIPTION/PURPOSE
3.1  This plan details the Contractor's methods and site specific plans for site installation or improvement to Government Furnished Facilities (GFF).  It provides the Government the opportunity to review, evaluate, and approve the Contractor's plans so that any problems can be identified and resolved prior to construction start.
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	8.
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	9a.
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	10.  PREPARATION INSTRUCTIONS

10.1  Format.  The format of the Comprehensive Implementation Plan (CIP) shall be prepared in Contractor selected hardcopy form and soft copy CD ROM version consistent with the instructions herein.  Unless effective presentation would be degraded, the initially used format arrangement shall be used for all subsequent submissions.

10.1.1  Identification.  The document shall be identified with the preparing office or Contractor's title, the program designation title, the TSR Number, CSA Number, and the Government activity issuing the controlling contract.

10.1.2  Page Size and Numbering.  The document shall be printed on standard size 8 1/2 by 11 inch recycled paper.  The pages shall be sequentially numbered and securely bound together.  As necessary, graphic material may be one-way foldouts.  All attachments shall be identified and referenced in the text.  Each section and paragraph shall be numbered.

10.1.3  Table of Contents and Glossary.  Documents of more than 10 pages in length shall contain a Table of Contents.  A Glossary shall be included with all documents.
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	10.
PREPARATION INSTRUCTIONS   (continued)
10.1.4  Diagrams/Drawings.  Except as noted in paragraph 10.4 below, drawings and diagrams shall be in accordance with the Contractor's standard engineering drawing practices.  Original drawings shall be drafted in "F" size.  As-Built drawings shall be provided in reduced "C" size.  Drawings larger than page size shall be furnished separately when 15 or more such drawings are included in the plan.  When fewer than 15 drawings are provided, they shall be reduced to 8 1/2 by 14 inches and folded to conform to the page size of the plan.  

10.1.5  Illustration/Graphs.  Illustrative material, e.g., charts, graphs, photographs, sketches, etc., shall be in accordance with the Contractor's normal methods for such data.

10.1.6  Legibility.  The complete plan, including appendixes, attachments, illustrations, graphics, etc., shall be clear, legible and reproducible.

10.1.7  Binding.  Binding shall be consistent with the number of pages and intended use of the submission.

10.2  Content.  The CIP describes improvements, additions, and modifications being made to GFF or the installation of telecommunications equipment or cable, on or within Government property.  This effort shall include the installation or modification of power systems and backup power sources, as well as fire protection and environmental systems, necessary to meet the availability requirements.  Include any modifications needed to accommodate environmental disasters such as floods, hurricanes, etc.  The Contractor shall be responsible for obtaining all clearances, permits, licenses, and approvals required for any construction or installation necessary to provide the specified services.  CIPs must be submitted to and approved by the Government prior to commencing any Contractor work.  After approval, the Contractor shall provide 30 days advance notice to the Government prior to proposed construction and installation start dates.  The CIPs shall include the following as applicable:


a.  A detailed description, by major subheadings, of all modification or construction work to be done by the Contractor at specific sites, to include scheduling and dependency of the various tasks


b.  Physical specifications (height, length, width, and weight (floor loading)) of each equipment rack, cabinet and console


c.  A site layout plan including detailed layouts (placement) of all equipment, racks, cabinets and consoles


d.  General equipment specifications to include:



(1)  Equipment rack, cabinet and console templates



(2)  Manufacturer's specific machine configuration and space requirements



(3)  Maintenance access requirements for each equipment rack, cabinet, and console



(4)  Special operational line-of-sight requirements between various equipment


e.  A lighting plan to include general and special lighting requirements


f.  A site and/or facility construction section detailing all required structural modifications or additions planned


g.  An electrical power utilization section to include requirements planned for:



(1)  Input voltages, frequency, and tolerances



(2)  Grounding




(3)  KVA required for each rack, cabinet and console and the type of termination to Government's power supply, cable connections, terminal strip, etc.



(4)  Phasing number and color code of conductors per cabinet



(5)  Location of power and signal entry points and their respective hole sizes



(6)  Generator and control cabinet dimensions and specifications, control wiring, and emergency off requirements



(7)  A description of the back-up power sources being provided to meet the specified availability requirements.  

(continued on page 3)
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	10.
PREPARATION INSTRUCTIONS   (continued)

h.  A section containing the plans for equipment inter-unit cabling and wiring lists


i.  A cooling section containing plans which show facility and equipment air conditioning requirements, water requirements, and any special cooling requirements, to include:



(1)  Operating area environmental conditions




(a)  Temperature range




(b)  Relative humidity range




(c)  Atmospheric pressure



(2)  Equipment air conditioning requirements which shall specify




(a)  Type of air conditioning required, i.e., ambient or forced air.  If forced air is indicated, required static air pressure shall be specified




(b)  Type of air carrier, i.e., subfloor or overhead duct




(c)  Location of the required overhead ducts or subfloor opening and their respective sizes for each equipment rack, cabinet and console.




(d)  Equipment operating and non-operating environmental conditions, e.g., temperature, atmospheric pressure
and relative humidity.



(3)  Operating requirements and capabilities of air conditioning equipment to include:




(a)  Temperature range




(b)  KVA




(c)  BTUs




(d)  C.F.M./each, temperature, relative humidity range

      j.  A discussion of how electromagnetic compatibility (EMC)/electromagnetic interference (EMI), COMSEC, sensitive compartmented information facility (SCIF) and high-altitude electromagnetic pulse (HEMP) requirements will be met.


k.  An installation schedule and implementation flowchart. The installation schedule shall cover the overall schedule and milestone dates such as delivery of equipment, installation start, installation testing start, etc. An implementation flowchart shall be provided which indicates which critical tasks must be accomplished and in which particular order.


l.  Shipping requirements and related information to include:




(1)  Names and  time span of contractor personnel to be used at the installation site to ascertain delivery routes, dock facilities and to perform equipment installation



(2)  Special requirements for on-site movement of equipment/systems

      m.  Site Notification

           (1)  Approach for notifying Government personnel (Specific sites and DISA) of pending installations and pending Contracting conducted testing.

           (2)  Approach for notifying site personnel about Contractor installation and associated activities.

           (3)  Approach for resolving issues that surface at the site during Contractor installation and testing activities.

       n.  Detailed Test Plans and Procedures

            (1)  Procedures on Test notification to Government

            (2)  Test matrix

            (3)  Test Results annotating pass/fail/retest/Government comments/comments from tester, etc.

            (4)  Procedures for Test acceptance

       o.  Security Implementation Plan

            (1)  Plan and procedures for conducting implementation/installation of security mechanisms without affecting integrity of communications equipment

            (2)  Plan and procedures to maintain, upgrade, repair information assurance (IA) and physical security mechanisms during contract life  

            (3)  Plan and procedures for documenting IA and physical security requirements discovered during site surveys

       n.  Security Program

        (1)  Personnel security process

        (2)  Administrative security practices, e.g., Standard Operating Procedures for Security

        (3)  Contingency Operations process

        (4)  Procedure for keeping DISA updated on modifications to contractor’s security program

        (5)  Security training process

        (6)  Security incident reporting plan and procedures

10.3  Revisions.  Proposed revisions to any CIP shall include the following information in the following format:


a.  Addressee


b.  Originator.  Shall include:



(1)  Organization/company requesting the revision



(2)  Representative's name and phone number



(3)  Representative's signature



(4)  Date or request


c.  Revision Request.  Shall include:



(1)  Revision number  (These numbers will be in sequential order beginning with V001.)



(2)  Documents affected

(continued on page 4)
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	10.
PREPARATION INSTRUCTIONS   (continued)


(3)  Contract number



(4)  Indicate whether the revision is installation, removal, and/or relocation



(5)  Proposed date the revision will take affect



(6)  Location(s) affected by the revision



(7)  Reason for the revision - includes risks - avoid generalities




(8)  Nature of the revision - include whether temporary or permanent, method to use, project impact, risk, etc.



(9)  Government action(s) required

10.4  Drawings.  The following drawings are required as applicable.


a.  Cable routing drawings to indicate the location and routing of all cable, manholes, ducting, or other construction work required.  Explanation of routes shall be included with specific drawings of separate sections as required.



b.  Detailed installation drawings showing how the Contractor proposes to install the equipment:  show how the installed equipment will interface Government-furnished or commercial equipment, specifying demarcation points of interconnection.  Schematic or wiring diagrams of equipment bay interconnection shall be included.  Drawings shall include terminal block layouts of the Main Distribution Frame (MDF), both vertical and horizontal sides.



c.  Layout and installation details of contractor-installed cable trays, ladders, and ducts.



d.  Equipment rack and cabinet details including elevation drawings showing AC power distribution, outlets, grounding and mounting provisions.



e.  Details on cable termination block with functional assignment, types, and layout.  Also, cable termination frame type, size, and its configuration shall be provided.



f.  Existing and contractor added AC power distribution from the main site power panel to the end equipment.



g.  Existing and contractor added wiring for grounding distribution and connection to equipment, racks, and cabinets from the station earth ground shall be clearly identified.  The latest actual site ground resistance reading shall be provided on the grounding plan of the installation.



h.  Complete DC power distribution installation plan including wiring from DC power sources to the end equipment such as circuit breakers, fuses, and other contractor furnished equipment.  Circuit breaker and fuse type and sizes shall be included.



i.  Control wiring drawings showing the external wiring from all equipment to the frame or to other equipment (patch bays, peripherals, modems, etc.) if wired directly.



j.  Contractor provided outside cable plant details, entrances, and terminations.



k.  All installation circuit configuration details for signaling, conditioning, measuring and monitoring shall be provided.



l.  Audio frequency and wideband digital patch panel layouts including computer interconnection details and functions shall be provided.



m.  Installed test equipment wiring with functional block diagram and configuration shall be provided.



n.  Order wire configuration and wiring including order wire multiplexer, fault alarm status display (audio and visual) and reporting.



o.  Timing and synchronization equipment configuration and wiring details.



p.  Interface locations and wiring details to and from the network management center.



q.  Any other interface used for operations and maintenance.



r.  Details of test equipment for installation, maintenance, operation, and monitoring for proper installation.



s.  Detailed requirements for existing facilities that are in use for telecommunication purposes and need no or little modification may be relaxed.



t.  List of software and their revisions as well as correlation of the software to the equipment.
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