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X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR
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DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$304,386.43

36. I certify this account is correct and proper for payment.
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(See Schedule if other)
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11.
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2002Jul01

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.
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0002

E00006.00
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Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.
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TOM A. ANSON
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689 DISCOVERY DRIVE, SUITE 300
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ANALYTICAL SERVICES, INC.

QUANTITY

ORDERED/
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DISA/DITCO/DTS32/MARK S. SCHNEIDER

2300 EAST DRIVE SCHNEIDM@SCOTT.DISA.MIL

SCOTT AFB IL  62225-5406

DFAS PENSACOLA
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 2300 EAST DR (QUESTIONS 618-229-9228)

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore Services, FFP
	1.00
	Lot
	$299,386.43
	$299,386.43 

	
	
	


Nonpersonal Technical Support Services for the Systems Support Office (SSO), Montgomery, AL, as described  in the attached Statement of Work (SOW) (Addendum “A”).  Computation of the Total CLIN Amount is based upon the following:

Time Period:  7/8/02 through 3/12/03

Job Classification
Hours
Hourly Rate
Extended Rate

	Task Order Project Manager
	45
	$       113.03
	$        5,086.35

	Senior Computer Systems Analyst
	1404
	67.47
	94,727.88

	Senior Application Engineer
	1404
	74.10
	104,036.40

	System Operator
	1404
	26.19
	36,770.76

	Documentation Specialist
	45
	32.12
	1,445.40



Time Period:  3/13/03 through 7/7/03

Job Classification
Hours
Hourly Rate
Extended Rate

	Task Order Project Manager
	15
	$       117.21
	$        1,758.15

	Senior Computer Systems Analyst
	468
	69.97
	32,745.96

	Senior Application Engineer
	125
	76.84
	9,605.00

	System Operator
	468
	27.16
	12,710.88

	Documentation Specialist
	15
	33.31
	499.65


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	Encore Services, Travel
	1
	Each
	$5000.00
	$ 5,000.00

	
	COST - Travel, as delineated in the Statement of Work (SOW).  Reimbursement in accordance with terms and conditions of Contract #DCA200-02-D-5005.


	



Total
$304,386.43

SECTION G Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	
	
	

	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255000 
	DHQNCR03MPBG003

	AMOUNT:
	$190,844.76
	

	
	(Funds will not be available until 10/1/02)
	

	
	
	

	AB:
	97X4930.5F20 000 C1013 0 068142 2F 255000 
	DHQNCR02MPBG016

	AMOUNT:
	$114,394.50 
	

	
	
	


CLAUSES INCORPORATED BY REFERENCE: 

	DoD-H1
	Blank Section H 
	SEP 1997
	 


ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 17 Jun 2002
	Contract Number:
	DCA200-02-D-5005

	Task Order Number:
	0002

	Encore Tracking Number:
	00006.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
2.  Task Order Title.  DISA Patch Repository and Security Support

3.  Background.  The Systems Support Office (SSO) at Montgomery (DISA CDTM) in conjunction with Defense Enterprise Computing Center -Detachment (DECC-D) Montgomery has been tasked to build, maintain, and operate a NIPRNET/SIPRNET Patch Repository and to provide other security-related support on behalf of DISA Field Security Operations.  Throughout this document, whenever the word “repository” is used, it refers to the single logical patch repository that will be maintained.  This single logical repository will be duplicated, with one instance operating on the NIPRNET and another on the SIPRNET.  These two instances will be mirror images of each other; both will contain the same vendor patches and will utilize the same underlying software.  This patch repository will encompass patches for a variety of operating system (O/S) environments (including multiple levels of each supported O/S), as well as selected third party products that are commonly used in those environments.  Patches that are related to all Information Assurance Vulnerability Alerts (IAVAs) will also be maintained in the repository.  Computing Services will develop procedures to address all phases of the support required for the repository, and will also provide access for the user community to the patch listings via a standard web browser interface.  Additional items have been added to support related security initiatives, including evaluation and support of patch-checking utilities, linking the Patch Repository to the Gold Disk effort, maintaining custom Axent ESM policies and templates for various mid-tier environments, and other security-related tasks.  This is a continuation of partial efforts previously accomplished by Analytical Services, Inc. under DITCO BOA DCA200-00-G-5007.

4.  Objectives.  Objectives are to establish a Patch Repository for classified and unclassified users and to develop the tools to automate the patch analysis and loading process.

5.  Scope.
· Task Area 2 - Integrated Solutions Management
· Task Area 3 - Performance Benchmarking
· Task Area 4 - Business Process Reengineering
· Task Area 5 - Requirements Analysis
· Task Area 6 - Market Research and Prototyping
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks.  The contractor shall  perform the following tasks:

6.1  Patch Identification and Delivery.  This task includes identifying eligible patches for the repository, obtaining those patches, and relaying those patches to the Configuration Management Office via their electronic delivery process.  The following list includes the initial set of operating system environments and individual products to be supported, and the order in which they will be added to the Patch Repository.  Note that this initial list of operating system environments and other products to be supported is subject to modification and/or extension as dictated by the operational requirements of the customers to be supported.  Any such changes will be discussed and agreed to by the FSO and DISA Montgomery representatives:

· Windows NT & NT Microsoft products with IAVAs (all current patches maintained)

· Windows 2000 & 2000 Microsoft products with IAVAs (all current patches maintained)

· Windows XP & XP Microsoft products with IAVAs (all current patches maintained)

· Third-Party Products with IAVAs (such as Netscape)

· HP 10.0 - 11.20 (Currently 14 O/S versions) and HP products with IAVAs (all current patches for security issues will be maintained)

· Sun 2.5 - 9.0 (Currently six O/S versions) and Sun products with IAVAs (all current recommended and security patches maintained)

Once an operating system environment or product is supported on the Patch Repository, the commercial web sites will be monitored every business day for new patches and updates to existing patches.  If new patches or updates are available, these patches will be added to the patch repository as soon as possible.  This task requires specific experience in accessing Microsoft, HP, and SUN Unix systems patch sites and downloading of patches.

Deliverables:
Monthly Status Report
6.2  Patch Coordination/Analysis.  This task requires establishing a coordination procedure with DISA Field Security Operations to determine when a new O/S version or product version needs to be added to the list of supported environments and products on the Patch Repository.  The same process will be used to determine when an older version of an environment or product will be dropped from the Patch Repository.  There are a number of reasons why an environment version or product level should be dropped, including if the version or level is no longer supported by the vendor, or when there are no longer systems in DoD which utilize that particular version or level.  This task may also include analysis of patch information and dependencies as required and the loading and testing of specific patches if so identified.  This task requires skills and specific experience in accessing Microsoft, HP and SUN Unix systems patch sites and downloading of patches.  In addition, this task requires specific experience in analyzing operating system patches, identifying patch dependencies, loading patches, and testing patches as required.  This task also requires experience in coordinating with senior level Government personnel on task objectives and modifications as necessary.

Deliverables:
Monthly Status Report
6.3  Evaluation & Support of Patch-Checking Software Utilities.  The contractor shall provide support for the test & evaluation of patch-checking tools across a variety of mid-tier environments.  The Win NT/2000 environments are the first priority.  The tools to be evaluated may include Commercial Off-the-Shelf (COTS) freeware, commercial COTS products, and Government Off-the-Shelf (GOTS) tools.  The list and priority order of the tools to be evaluated will be developed in coordination with FSO.  If a tool is chosen as the standard patch-checking tool for a given environment, the Contractor will assume support of the product (including programming support if the tool is GOTS).  A combination of skills will be required by this task, some at the Application Engineer level (such as the programming support), and others requiring a more fundamental level of Information Technology (IT) skills (including installing and configuring software, reloading operating systems, basic testing skills, etc.).

Deliverables:
T&E Report
Monthly Status Report
6.4  Patch Repository Programming Support.  The contractor shall provide programming support to SSO Montgomery in the area of configuration management and security, including the design, development, testing, documentation, implementation, and maintenance of programs, procedures, interfaces, and scripts.  These processes will be developed in support of electronic delivery, automated registration, database tracking, and DII Asset Distribution System (DADS) posting for electronic distribution of patches from the repository.  Specifically, the contractor shall:

· Design and develop programs, shell scripts, structured query language statements, interfaces, and relational database.

· Interact with user representatives to determine direction and extent of modifications to support changes and additions to external user requirements.

· Identify, diagnose, and correct errors in logic and coding.

· Develop flowcharts, tables, and narrative descriptions in support of development and implementation plans. 

· Prepare and coordinate development of test data and configure environment of test platforms.

· Perform initial and regression testing of complex systems by analyzing system failures.

· Prepare required documentation to describe the design and functionality of programs in accordance with prescribed standards.

· Review production control logs and operator messages for potential problems.

· Analyze possible system deficiencies and recommend corrective action.

· Provide CM metrics reports on an as required basis.

· Develop and maintain standard queries to support CM metrics using Oracle and third-party database query tools.

· Assist web developers with scripts supporting the dynamic web pages that generate updates to the CM database.

This task requires that the individual should be highly proficient in:  installation, configuration, and administration of WinNT/2000 and Unix operating systems; Structured Query Language (SQL); Korn, Borne, and C-shell scripting; C, C++, and other high level programming languages; Microsoft Office applications; and Oracle relational database PL-SQL.  In addition, experience with WebSphere Studio, VisualAge for JAVA, WebSphere Application Server, Internet Information Server (on an Intel PC-type computer), and WinNT-compatible third-party software applications are desirable.  Must possess a working knowledge of current information technology, telecommunications equipment, and advances in information systems theory to perform complex programming and test assignments.

Deliverables:
Test Plan
Test Results Report
Programming Documentation
Monthly Status Report
6.5  Integrating Patch Repository into the Gold Disk Concept.  The contractor will stay coordinated with FSO as the Gold Disk concept evolves from an idea to testing to implementation.  The two groups will work together to ensure that as both the patch repository and the Gold Disk projects go forward, the long-term plan is to integrate the two.  The basic intent is that when a Gold Disk is used to secure a server or workstation, the Gold Disk software can be capable of reaching back over the network to the patch repository and bringing that server or workstation up to date on security patches.

Deliverables:
Monthly Status Report
6.6
Maintenance & Support of Customized Axent ESM Policies & Templates.  The contractor will support the efforts to build, test, release, and support customized Axent ESM Policies and Templates in support of FSO security policies.  The initial environments to be supported are Win NT, Win 2000, Sun Solaris and HP-UX.

Deliverables:
Policy and Templates Report
Monthly Status Report
6.7  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) at FSO, the DECCs & DECCDs, and other DoD locations tasked to work on activities related to DISA security.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing and coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert.

Deliverables:
Monthly Status Report
6.8  Status Reports.  The contractor shall provide status reports of ongoing support activities by the fifth calendar day of each month or as requested by SSO management personnel.  The report will include the progress and status of each active task, including but not limited to actions taken, problems encountered, recommendations for improvements, and actions planned for the next reporting period.  The monthly status report shall include a trip report for each occurrence of travel performed during the reporting period and an accounting of contract hours expended (by labor category) during the reporting month, including the balance of contract hours remaining.  The contractor Task Manager may be required to attend meetings with Government and other contractor personnel.  Results of these meetings will be required for inclusion within the MSR.
Deliverables:
Monthly Status Report
6.9  Enterprise Management Controls.
6.1.1  Subtask 1 - Integration Management Control Planning.  Provide the technical and functional activities at the required levels for integration of all tasks specified within this SOW.  Include productivity and management methods such as quality assurance, progress/status reporting and program reviews.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - Task Order Management.  Prepare a Task Order Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.

Deliverables:
Task Order Management Plan
Monthly Status Report
7.  Place of Performance.  Performance will be at DISA SSO Montgomery/CDTM, 401 East Moore Drive, Building 857, Maxwell AFB-Gunter Annex, AL 36114-3001.  Work must be performed at this Government facility because the Contractor will be part of a combined Government-Contractor team and the computer resources required for this effort are physically located at this site.  Some of these computer resources will not be accessible outside this building due to security requirements.  Contractor travel may be required.  Prior to incurring any long distance travel expenses, the contractor shall obtain written approval from the Task Monitor (TM) (primary or alternate), that approves approximate travel dates, expected duration, origin and destination, purpose, estimated costs, and the number of personnel traveling.  The Government will pay all travel-related expenses in accordance with the JTR.  Travel will be accomplished on a cost reimbursable basis.
8.  Period of Performance.  The period of performance is 365 calendar days (10 Jun 2002 - 09 June 2003).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.3
	Test Results Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	30 days After Completion of Test

	6.3
	Test Plan
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	20 days Prior to Required Start of Test

	6.3
	T&E Report
	Contractor-Determined Format
	2 copies to TM.
	30 Days After Start of T&E Process

	6.4
	Programming Documentation
	Contractor-Determined Format
	2 copies to TM.
	30 Days After Software Delivery.

	6.5
	Policies and Template Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	30 Days After Tasking.

	6.8
	Monthly Status Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	Monthly, on 5th Workday

	6.9
	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final - 30

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/AQSS32); 1 copy of the transmittal letter with the deliverable to the Primary TM with a duplicate electronic copy to the following two Government Technical Leads:

Joe W. Oliver
Gary L. Whiteside

DISA SSSO Montgomery
DISA DECC-DET Montgomery

Oliverj@mont.disa.mil
whitesideg@mont.disa.mil
334-416-5785
334-416-4291


10.  Security.  The following specific security requirements must be met.  The highest level of classification and Facility Security Clearance required is TOP SECRET, therefore, all contractor personnel must obtain at least a SECRET security clearance.  However, personnel working on TOP SECRET programs must possess a TOP SECRET clearance.  System Administrators and Database Administrators also require a Single Scope Background Investigation for assignment to critical sensitive automated data processing positions (ADP-1).  The following specific security requirements must be met.


a.  When interim ADP access is required pending completion of personnel security investigations a copy of the completed forms used to request the investigation (SF 86 and DD 1879) are forwarded by the Facility Security Officer to the DISA Montgomery Security Manager (SM).


b.  Contractor employees shall adhere to DISA Montgomery Standard Operation Procedures.

Privacy Act:  Contractor personnel will be exposed to data subject to the Privacy Act of 1974.  All contractor personnel assigned to this task shall be required to take appropriate action to prevent disclosure of this information.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The Government will provide normal office equipment, phone and fax, office services, system access and access to required documentation needed in the accomplishment of this task

12.  Other Pertinent Information or Special Considerations.  Skills are identified within the task area.

13.  Identification of Possible Follow-on Work.  As additional funding, applications and operating systems are identified for inclusion into the Patch Repository they may added as a modification(s)

14.  Identification of Potential Conflicts of Interest (COI).  None anticipated

15.  Identification of Non-Disclosure Requirements.  Contractor personnel will be required to sign non-disclosure statements.

16.  Packaging, Packing and Shipping Instructions.  None

17.  Inspection and Acceptance Criteria.  Acceptance of deliverables by the TM will indicate approval of the deliverable.

18.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards

 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria

 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

