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c.  The total task order amount is increased by $149,678.00, from $2,450,926.00 to $2,600,604.00.  The contractor shall invoice for Task 6.15 and 6.16 as contract line item number (CLIN) 0006 in two monthly payments (April 2003 - $112,259.00 and May 2003 - $37,419.00).


d.  CLIN 0006 is added.

ITEM NO.
SUPPLIES/SERVICES
QUANTITY
UNIT
UNIT PRICE
AMOUNT
0006
Tasks 6.15 and 6.16
1.00
LOT
$149,678.00
$149,678.00

6.15 and 6.16, Contractor is to modify the AF IOC product baseline ESTARS Version 4.0.  To Include Security Test and Evaluation Testing/Operational Assessment Testing as directed by the Statement of Work.

NMIPR033600561 - Firm Fixed Price (FFP)

NET AMOUNT:  $149,678.00


e.  The period of performance for the basic task order remains 365 calendar days (9 Sep 2002 - 8 Sep 2003).


f.  All other terms and conditions remain unchanged.
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 25 Feb 2003 
	Contract Number:
	DCA200-02-D-5009

	Task Order Number:
	000106

	Encore Tracking Number:
	00012.06

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1. Task Monitors (TMs).
2. Task Order Title.  Air Force Electronic Suspense Tracking and Routing System (AF E-STARS) Development and Technical Support

3. Background. Air Force Communications Agency (AFCA) has been tasked as lead command to represent all Air Force (AF) Major Commands (MAJCOMs), Field Operating Agencies (FOAs) and Direct Reporting Units (DRUs) in acquiring various modern and fully-supported Enterprise Information Management (EIM) systems. As lead command for electronic workflow, electronic records management, and document management, AFCA is tasked to accomplish project management activities. One of these activities involves Electronic Suspense Tracking and Routing System (E-STARS). E-STARS workflow software application was selected by the Air Force as the electronic workflow management tool. E-STARS is a Government-owned web-based software workflow and task management system (GOTS) initially developed by Lockheed Martin Information Technology (LMIT) for the Department of Energy (DOE) for use at the Hanford Nuclear Reservation in Richland, WA. E-STARS is designed for intra-command coordination, tracking, and reporting of suspense taskings, as well as the coordination and automated routing of staff packages. The Air Force performed an assessment of the DOE version of E-STARS and convened a Requirements Review Board (RRB) to identify additional requirements for Air Force operation.

While the RRB was identifying these requirements, LMIT developed a new version, 3.1. Lockheed Martin is installing the latest version of E-STARS for testing at HQ AFCA and HQ AMC, developing Architectural products, conducting trade-off analysis, and developing an Implementation and Sustainment Plan for Air Force wide deployment, under Task Order FA4452-02-F-0086.

4. Objectives. The objective of this effort is to continue the development of E-STARS, incorporating the new requirements identified by the Government RRB into a release of E-STARS, that will be called the Initial Operational Capability (IOC) version. It includes planning, developing, implementing, and installation support for this version 4.x. Due to operational demands, HQ AFCA requires technical support services to install the latest version 3.x of E-STARS for a limited number of locations. These installations will be performed shortly after contract award and will be upgraded to the IOC version upon release.

5. Scope. This statement of work defines the requirements to be accomplished in support of HQ AFCA test and operational installation and support of version 3.x and the development, test, and implementation for IOC (4.x) of the AF E-STARS. Technical support includes: participating in reviews, work groups, meetings and briefings; developing, testing and determining the feasibility of functional capabilities; documenting the version of E-STARS; developing and updating documentation in support of implementation processes; developing technical recommendations, interfaces and architectures; conducting configuration management functions; providing test and operational installation and support for E-STARS at HQ Air Mobility Command (AMC), HQ US Transportation Command (USTC) and HQ AF Space Command (AFSPC); and upgrading implementation planning for E-STARS. Hardware and software procurement may be incidental to the fulfillment of tasks under this statement of work and will become Government property.
· Task Area 2 - Integrated Solutions Management
· Task Area 3 - Performance Benchmarking
· Task Area 5 - Requirements Analysis
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks..
6.2
Task Area 2 - Integrated Solutions Management.
6.2.1
Subtask 1 - Project Management. Coordinate work carried out under this contract with the Primary Task Monitor(TM) and/or alternate. Develop and maintain an Integrated Master Schedule (IMS) reflecting periodic and planned meetings and reviews, audits, contract milestones, starts and completion of contract activities. A final IMS shall be delivered reflecting planned and actual dates for activities.

6.2.2
Subtask 2 - Meetings/Reviews. Support and/or attend reviews, working groups, and other meetings/briefings, as required. Participate in Administrative and Technical Interchange Meeting (ATIM) teleconferences, consisting of contractor- Government personnel bi-weekly (every other week). Agenda topics, developed by the Government shall consist of delivery order requirements, contractor activities, progress assessment, issues (administrative and technical), problem areas, an overall evaluation of the delivery order, and planned activities. Develop minutes for supported/attended reviews, working groups and meetings/briefings. The TM will approve minutes. Submit minutes via e-mail to the TM. Electronic files shall be Microsoft Office 2000 compatible. Deliver meeting minutes within 4 calendar days unless other arrangements are made with the TM. Develop trip reports and deliver within 4 calendar days of return to origin.

6.2.3
Subtask 3 - Critical Design Review (CDR). A Critical Design Review shall be conducted prior to IOC version final coding and results documented in a Consolidated Functional Requirements Specification. This review shall be held at HQ AFCA, Scott AFB, IL. Deliver Consolidated Functional Requirements Specification within 7 calendar days unless other arrangements are made with the TM. Findings of the review shall be recorded in the Technical Report and affected documents changed.

6.2.4
Subtask 4 - Configuration Management. Accomplish configuration management duties for the AF E-STARS IOC product regardless of Government origin. A technical baseline shall be established in an interim Configuration Management Plan (CMP) prior to the CDR. Class I changes must be approved by the Configuration Control Board (CCB) consisting of a Lead Command representative for Electronic Workflow/Document Management and TM. Class II changes must be approved by the TM. No verbal changes shall be acted upon. A final CMP shall be delivered at contract completion and reflect the latest instance information available. ISO 10007, Configuration Management; EIA/IEEE J-STD-016, Software Configuration Management Standards; and ISO/IEC 12207, Software Configuration Management shall be used as guidance. The AF IOC version of E-STARS shall function with the latest available versions of Macromedia Cold Fusion and Microsoft SQL database to accommodate standardized purchases of commercial licenses of the supporting software. Advise when changes in supporting software applications will require a license update for users of the AF IOC version. Annotate hardware and software configurations for each installation in the CMP.

6.2.5
Subtask 5 - Functional Configuration Audit. A Functional Configuration Audit shall occur following completion of coding. The audit will confirm that performance specified in the Consolidated Functional Requirements Specification has been achieved. The audit shall be held at LMIT facility, Richland, WA. Findings of the audit shall be recorded in the CMP.

6.2.6
Subtask 6 - Documentation. Develop or update documentation for the AF E STARS IOC version in digital form.

6.2.7
Subtask 7 - Training. Provide updated digital training materials for the AF E-STARS IOC product, reflecting the initial and final version releases for IOC. The Government will have unlimited rights to reproduce the material for Government use. Provide training materials customized to AF terminology to include: Users Guide, Hint Cards, Super/System Administration, Data Administration and End-User training, and an updated interactive CD-ROM produced for AF end-users specific to the version and functionality of the delivered AF E-STARS IOC product version. The Government will have unlimited rights to reproduce the CD as required to assist with training and implementation for the end-user. Any training material developed for the Government should be free of vendor-specific logos and be in a convertible format for modification into AF standardized training layout in accordance with Air Force Manuals (AFM)s 36-2234 and 36-2236.

6.2.8
OPTION: Subtask 8 - AETC Development. Propose a rollout strategy and schedule to include training and installation options at AF Air Education and Training Command (AETC) technical training facilities for the 3AXXX Information Management Technical School. Consult with technical training representatives, through appropriate AF Career Field Managers in support of technical training course curriculum development. Report findings by updating the Implementation and Sustainment Plan (ISP).

6.2.9
OPTION: Subtask 9 - Conduct Training. Conduct training for system administrators, data administrators and help desk personnel at the HQ Air Force (HAF) and MAJCOMs for the AF E-STARS IOC version.

Deliverables:
Integrated Master Schedule
ATIM Minutes
Consolidated Functional Requirements Specification
Configuration Management Plan (CMP), Interim and Final
Technical Report, Interim and Final
Digital Training Materials: Users Guide, Hint Card, System Administration, Data Administration, End-User Training
Interactive CD-ROM
6.3
Task Area 3 - Performance Benchmarking.
6.3.1 Subtask 1 - Performance Baseline. Analyze the access patterns of the application. Perform an analysis to optimize the E-STARS SQL server database performance. Establish a performance baseline, identifying performance bottlenecks, most frequent tasks, most critical functions regarding elapsed time, most important functions, and functions that consume the most resources. The baseline, bottlenecks, tasks and functions findings shall be recorded in the draft and final technical reports. Findings shall be recorded in the Technical Report.

6.3.2 Subtask 2 - SQL Server Performance Optimization. Perform an optimization analysis of E-STARS SQL server performance for different types of hardware.  Include a recommended hardware configuration developed by the contractor, a configuration that includes a RAID array, another that addresses a storage area network configuration and one that addresses a SQL cluster. Using the performance baseline, use this information to tune/modify queries to obtain optimum performance. Use the site survey information to identify possible configuration alternatives that also may improve performance. The analysis will indicate performance tuning recommendations specific to each of the configurations. Record the analysis and recommendations in the Technical Report.

Deliverables:
Technical Report
6.5
Task Area 5 - Requirements Analysis.
6.5.1
Subtask 1 - Production Version of E-STARS. Generate a production version of E-STARS for release to the Air Force. Scope, design, develop, test, implement and maintain requested AF E-STARS IOC software modifications for AF requirements. This IOC version shall meet all the functional requirements specified in Appendices A and B, in addition to the functional requirements listed within the body of this SOW.  Support documentation of the AF E-STARS IOC application program shall be developed and maintained. Evaluate existing and proposed capabilities and functional requirements for AF E-STARS IOC; conduct, participate, and advise on system testing and updates regarding performance and functionality; and determine necessary components needed to meet user requirements. Participate and advise in discussions regarding AF E-STARS IOC system requirements as determined by the RRB and CCB. Ensure product requirements are technically feasible and can be achieved with the AF IOC version by conducting trade-off analysis and recommending technical solutions based on the solution’s ability to meet operational requirements. Findings shall be recorded in a Technical Report. An interim Software Engineering Plan (SEP) shall be developed and maintained during the life of the contract with a final SEP provided upon completion of the contract. The AF E-STARS IOC version shall be due 172  calendar days following task order award. All locations which receive AF E-STARS IOC version shall be capable of installing patches without further physical assistance from the contractor. Tier 3 Help Desk support may be necessary, but the exception. Air Force Instruction (AFI) 33-114, Software Management, shall be used as a guide.

6.5.2
Subtask 2 - Security. Public Key Infrastructure capability and compatibility shall be incorporated into the AF E-STARS IOC version. Authentication issue resolutions must function with PKI/Common Access Card (CAC)/LDAP Single Sign-on procedures. E-STARS IOC needs to be compatible and interoperable with Virtual Private Network (VPN) technology. Update affected documents, such as SV-1, SV-6, TV-1.

6.5.3
Subtask 3 - Secure Socket Layer (SSL). The IOC shall function within a SSL, be capable of https operations and be 128-bit encrypted. The encryption used shall be Federal Information Processing Standard (FIPS) validated. The AF E-STARS IOC product shall be capable of operating in the Nonsecure Internet Protocol Router Network (NIPRNET) environment.

6.5.4
Subtask 4 - Architecture Products. Update Technical and System Architectures [(specifically, System Interface Description (SV-1), System Information Exchange (SV-6), Technical Architecture Profile (TV-1)] using Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) Architecture Framework v 2.0.

6.5.5
Subtask 5 - Help Desk. Provide Help Desk support at the Tier 3 level for Scott AFB, assisting the HQ AFCA Help Desk in matters it cannot resolve. Contractor assistance shall be provided consistent with the Government personnel duty hours, generally 7:15 a.m. until 4:15 p.m., Central Standard Time, Monday through Friday, excluding federal holidays. Initial response to a trouble call from HQ AFCA Help Desk shall be within 4 hours. If the Tier 3 help desk cannot answer the question, the call/problem will be forward to the contractor technical staff for resolution.

6.5.6
Subtask 6 - Cross-Domain Communication. Provide the ability to route an E-STARS task to a different (remote) E-STARS installation. Modify the E-STARS application to include the enhancements detailed in the following sentences. Provide Administration function to enter valid remote Organizational Accounts as routing list recipients. Provide the remote Task Recipients an e-mail notification that a Remote Task has been assigned with a link to the task System Capability: 1. Provide a system process to identify and filter remote Organizational Accounts within a routing list, 2. Provide a system process to capture the following task related data into an e-mail for all tasks with remote routing Organizational Accounts addresses: i. Subject line; ii. Original task Number; iii. Task contents; iv. Task Attachments; v. Originator’s e-mail by organization account address; 3. Provide a system process that automatically sends the e-mail formatted in item two above to the remote location address identified in the routing list; 4. Provide a system process to receive and process E-STARS e-mails sent from a remote site and create E-STARS tasks with the e-mail data at the receiving location; 5. Provide a system process that will send a delivery status (via e-mail) back to originating E-STARS installation indicating the following information: i. E-Mail task processed date and ii. E-STARS task number created at receiving location; 6. Provide capability to send additional status alerts will be sent to the task originator when the remote task is Closed, Withdrawn or Modified; 7. Provide a system process that identifies a task as received from a remote location; 8. Provide a system process that is triggered when a remote task is completed by the receiving organization to package and send the pertinent completed task in formation via e-mail to the originating Organization Account; and 9. Provide a system background process to receive completed remote tasks and assign them as Attachments to the original tasks. MS Outlook 98 and 2000 versions will be used as baselines for all client workstations.

6.5.7
Subtask 7 - Create Task View. Provide the Task Originator the capability to create, save and share an ad-hoc report, that displays user-selected task fields in an on-screen display grid. Provide the capability for the Report Originator to choose one or more of the following task fields to display: Task Number; Subject; Task Due Date; Active Routing List Details; Name; Role; Assignment Due Date; Response; Viewed Date; Accepted Date; Response Date; Instructions; Task Instructions; Routing List; Instructions; Active; Inactive; Assignment Instructions; Delegation Instructions; Category; Priority; Permissions; and Reference Number. Provide the capability for the Task Originator to order the display of the selected fields. Update Task from Report View. Provide the capability for the Task Originator to select a task from the display grid to perform an edit. Provide the capability to display fields that are available for editing by the Originator (i.e. gray out fields that are read-only). Provide the capability for the Task Originator to select a field, change the field, and save the update from the task view. Provide the capability for the Task Originator to update more than one field in the same task prior to saving the changes.

6.5.8
Subtask 8 - Generic Lookup Fields. Provide three generic text lookup tables for each instance of E-STARS. Provide the capability for the system to display the lookup field on the New Task screen upon activation. Activate Lookup Fields. Provide the capability for the Super Administrator to assign a display label for each lookup field. Data Input for Lookup Fields: Provide the capability for the Super Administrator to add, update and delete data for each lookup field.

6.5.9
Subtask 9 - HQ AMC Installation. Upon successful test completion, install and support version 3.x into the HQ AMC operational unclassified (NIPRNET) environment. Install AF E-STARS IOC version at HQ AMC/USTC unclassified test facility. Upon successful test completion, Certificate of Networthiness, and Certificate to Operate (CTO) requirements completion (see section 6.11), operationally install in the HQ AMC unclassified environment. HQ AMC Secret Internet Protocol Router Network (SIPRNET) Installation: Install and support installation into a classified SIPRNET environment. Support AF E-STARS IOC version at the HQ AFCA test facility. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation.

6.5.10
OPTION: Subtask 10 - SQL Configurations. Utilize site survey information to identify potential architecture/configuration alternatives. Using this information, develop recommendations for the configuration of the SQL server, such as a file group plan, to optimize its performance. As a minimum, the configurations will include a RAID 5 and RAID 10 disk configurations, a storage area network (SAN), SQL load balanced cluster servers and a server federation. The contractor shall identify recommendations regarding data partitioning, data dependent routing, distributed partition views, replication, message queuing and performance tuning recommendations specific to each of the configurations. In cases where Distributed Partitioned Views are recommended sample scripts will be developed to guide SQL administrators in creating these views. The contractor’s analysis and recommendations shall be included as separate appendices in draft and final technical report.

6.5.11
OPTION: Subtask 11 - Architecture. Develop the architecture of AF E-STARS IOC to be compliant with the AF Global Combat Support System (GCSS-AF) using the Defense Information Infrastructure Common Operating Environment (DII COE) specification provided by the Defense Information Systems Agency (DISA) in the DoD Joint Technical Architecture (JTA). Address operational and systems architectures to include reviews by the Information Management Architecture Sub-council of the Infostructure Architecture Council for product implementation in the JTA and Infostructure Technology Reference Model (i-TRM). Findings shall be recorded in the Technical Report.

6.5.12
Executed Option 24 Sep 02: Subtask 12 - HQ ACC Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-Time Installation. Conduct a site survey to include wizard and Global Address Listing (GAL) information. Record findings in the CMP and the Implementation and Sustainment Plan (ISP). Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS:

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of the organization to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.

This option remains a deliverable at the option of the Government.

6.5.13
OPTION: Subtask 13 - HQ Air Force Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance. 6 months
DELIVERABLES:
a. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS:

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of HAF to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.
6.5.14
OPTION: Subtask 14 - HQ AFSPC Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30am - 4:30pm PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS:

a. Software Modifications. No software modifications are included.  Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of AFSPC to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.

6.5.15
OPTION: Subtask 15 - HQ USAFE Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS:

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of HQ USAFE to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.
6.5.16
OPTION: Subtask 16 - HQ PACAF Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Langley Air Force Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS.

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of PACAF to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.
6.5.17
OPTION: Subtask 17 - HQ AFSOC Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-Time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS.

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server hardware and software licenses remain the responsibility of AFSOC to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.
6.5.18
OPTION: Subtask 18 - HQ AFMC Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
d. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

e. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

f. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS.

d. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

e. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of AFMC to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
f. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.

6.5.19
OPTION: Subtask 19 - HQ AETC Installation. Provide on- and off-site software and systems engineering services to install E-STARS 3.x for operational use.

Period of Performance.  6 months
DELIVERABLES:
a. One-time Installation. Conduct a site survey to include wizard and GAL information. Record findings in the CMP and the ISP. Provide, configure, install and test the most current version of the E-STARS application on the Base network.

b. Onsite Technical/Training Support. Provide 30-days of dedicated onsite technical support. Services to include but not limited to server configuration, updates to the personnel database, desk side support and end user and data administrator training sessions, as required by the customer. Training materials will include user guides and training course lesson plans. Provide a master copy of E-STARS on electronic media for unlimited Government use.

c. On-going Technical Support. Provide maintenance support and Tier 3 technical support throughout the option period of performance. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

d.
Schedule. Develop an installation and training schedule jointly with the organization upon option award.
ASSUMPTIONS/CONSTRAINTS: The following assumptions and constraints are associated with the deployment of E-STARS:

a. Software Modifications. No software modifications are included. Work with designated resources to establish unique organization and business rule data as part of the installation and set up.

b. Server Hardware/Software. Server Hardware and Software licenses remain the responsibility of AETC to acquire and install. Server hardware and software will be in compliance with E-STARS application specification requirements.
c. Tier 1 and 2 Technical Support. Tier 1 and 2 customer technical support remains the organization’s responsibility.
This option remains a deliverable at the option of the Government.

6.5.20
Executed Option 24 Sep 02: Subtask 20 - Functional Requirements, Priorities 2 and 3. Conduct functional requirement analysis for E-STARS priority lists 2 and 3. Provide a cost estimate to accomplish the two priority lists. Document the analysis in a Functional Requirement Definition document for each list.

Deliverables:
Version 3.x
IOC Version Release
Technical Report, Interim and Final
Software Engineering Plan (SEP), Interim and Final
System Interface Description (SV-1)
System Information Exchange (SV-6)
Technical Architecture Profile (TV-1)
IOC Version Support Documentation
Configuration Management Plan (CMP)
Implementation and Sustainment Plan (ISP)
6.8
Task Area 8 - Custom Application Development.
6.8.1
Subtask 1 - Software Problem Reports. Problem reports shall be annotated on a Software Problem/Change Report form, and evaluated by the contractor to identify appropriate disposition. Problems found to be software defects will be further assessed to determine the impact on end-users and their respective missions. Defects found to cause the application to fail (priority 1) or cause a critical function to not work without an acceptable work-around (priority 2) shall be corrected and submitted to the Lead Command Representative and TM for approval for release to the operational locations. Major problems with acceptable work-arounds (priority 3) and minor problems (priority 4) shall be corrected prior to the final IOC release.

6.8.2
Subtask 2 - Technical Report. Develop a Technical Report as a repository for technical determinations throughout the contract effort with a final Technical Report provided upon contract completion.

6.8.3
Subtask 3 - Consolidated Functional Requirements Specification. Develop a Consolidated Functional Requirements Specification that defines all the functional requirements for E-STARS the methods used to ensure that each requirement is met, and show traceability of the requirement to its originator.

6.8.4
Subtask 4 - Software Design Description. Develop a detailed Software Design Description, describing the E-STARS software design, the design decisions, the architectural design, traceability from functional requirements, and the location in the software of performed functions. Describe the standards and conventions that were used in the development, the program design structure, file designs, and system data sets.

6.8.5
Subtask 5 - Database Maintenance Plan. Prepare a recommended SQL Database Maintenance Plan, incorporating the knowledge learned during the performance base lining. It shall recommend a monitoring plan that includes which performance monitors counters should be selected and their acceptable thresholds, a backup strategy, and address disaster recovery. Tailor the recommendations to each of the hardware architectures and any maintenance actions peculiar to that architecture. Incorporate this plan and recommendations as a separate appendix in draft and final technical reports.

6.8.6
Subtask 6 - Installation Instructions. Prepare and deliver standard installation instructions that apply to all instances detailed enough to allow the local System Administrator to install patches, upgrades, and future releases.

6.8.7
Subtask 7 - Implementation Planning. Provide implementation planning and support for the AF E-STARS IOC product. Update AF E-STARS Implementation and Sustainment Plan (ISP) to include deployment strategy improvements.

6.8.8
OPTION: Subtask 8 - Installation Instructions. Prepare and deliver site-unique installation instructions that apply to each instance, detailed enough to allow the local Systems Administrator to install patches, upgrades and future releases.

Deliverables:
Software Problem/Change Report
Technical Report, Interim and Final with Database Maintenance Plan
Consolidated Functional Requirements Specification
Software Design Description
Implementation and Sustainment Plan (ISP)
Installation Instructions
6.9
Task Area 9 - Product Integration.
6.9.1
Subtask 1- Interoperability. Ensure the AF E-STARS IOC product is compatible with the latest versions of Internet Information Services (IIS).  Develop interface compatibility (wizards, scripts, etc.) between AF E-STARS IOC and AF and MAJCOM legacy systems, document repository systems and applications that need to operate with AF E-STARS IOC, EIM electronic records management, document management, knowledge management, and AF publishing efforts. Findings shall be recorded in the Technical Report.

6.9.2
Subtask 2 - Backward Compatibility. AF E-STARS IOC shall be backward compatible with E-STARS version 3.x and subsequent maintenance releases.  The installer must be able to recover to the previously installed version of E-STARS should installation not proceed as planned, due to technical difficulties.

6.9.3
Subtask 3 - Enterprise Collaborative Analysis. AF E-STARS IOC shall interface and interoperate with the Enterprise Collaborative Analysis for Technical Solutions (ECATS) system. Conduct a site survey and requirements analysis with costing to develop the wizard to accomplish this interaction. Document wizard requirements in technical report.

6.9.4
Subtask 4 - XML. Analyze the technical aspects and requirements with associated costs to migrate E-STARS to Extensible Markup Language (XML).

6.9.5
OPTION: Subtask 5 - Develop ECATS Interface Wizard. From the site survey and requirements analysis, develop the wizard and other interface requirements necessary for E-STARS to function with ECATS.

Deliverables:
Wizards, Scripts
Technical Report, Interim and Final
6.10
Task Area 10 - Test and Evaluation.
6.10.1
Subtask 1 - Software Testing. Provide results from in-house LMIT tests on the E-STARS IOC version in a Software Test Report.

6.10.2
Subtask 2 - System Integration (SI) Testing. Conduct and support SI testing and develop a strategy to mitigate identified discrepancies. Record findings in the Technical Report.

6.10.3
Subtask 3 - Network Risk Assessment (NetRA). Answer the NetRA questionnaire (Appendix C).

6.10.4
Subtask 4 - Acceptance Testing. Support Acceptance testing and develop a strategy to mitigate identified discrepancies. Acceptance Testing shall take place at Scott AFB, IL. Record findings in the Technical Report.

6.10.5
OPTION: Subtask 5 - Security Test and Evaluation (ST&E) Testing. Support ST&E testing and develop a strategy to mitigate identified high, medium and low risks. Record findings in the Technical Report.

6.10.6
OPTION: Subtask 6 - Operational Test and Evaluation (OT&E) Testing. Support OT&E testing and develop a strategy to mitigate identified discrepancies. Discrepancies of a critical nature shall be fixed prior to release of the AF E-STARS IOC. Record findings in the Technical Report.

6.10.7
OPTION: Subtask 7 - Independent Verification and Validation (IV&V) Testing. Support IV&V testing and develop a strategy to mitigate identified discrepancies. Record findings in the Technical Report.

6.10.8
OPTION: Subtask 8 - Risk Mitigation. Identify methods to mitigate the risks identified during the test, evaluation and certification processes. Findings shall be recorded in the Technical Report.

Deliverables:
Software Test Report
Technical Report, Interim and Final
NetRA Questionnaire
6.11
Task Area 11 - Licensing and Support.
6.11.1 Subtask 1 - Certificate of Networthiness. Support the process of acquiring a Certificate of Networthiness by developing approaches to resolve issues identified during the process and providing that information for document updating.

6.11.2 Subtask 2 - Certificate to Operate. Support the process of acquiring a Certificate to Operate (CTO) by developing approaches to resolve issues identified during the process and providing that information for document updating.

6.12
Additional Tasks - Modification 04.
6.12.1
HQ AMC/DOR Version 3.1.1 Installation. Install and support version 3.1.1 into the HQ AMC operational unclassified (NIPRNET) environment, in support of HQ AMC/DOR operations and HQ AMC training effort. This effort consists of troubleshooting current installation, resolving GAL and STACS interface issues, scripts, ensuring the system configuration is in accordance with the installation guide, and ensuring operational functionality. Review, analyze and convert the existing information in the E-STARS 2.2 database used by DOR into the 3.1.1 installation.

6.12.2
OPTION: USTRANSCOM Version 3.1.1 Training. Provide dedicated onsite training support for approximately 500 US Transportation Command end users. Training will be conducted on the AMC network in the USTC training facility that accommodates up to ten (10) users for each training session conducting two (2) sessions per day, 4 or 5 days per week, with desk-side sup-port offered when a training session is not being conducted. End user curricula will be tailored for up to three (3) USTC business-specific processes with user profiles pre-populated to support the anticipated production environment (i.e., routing lists, templates, categories, deliverables, pri-orities). Training materials will be provided for each student and will reflect AF-specific termi-nology, to include the E-STARS User Guide, quick reference guide and helpful hints.

6.12.3
Train-the-Trainer Training. Provide train-the-trainer training at LMIT’s facility. This training consists of three (3) days of classroom work to include how to train trainers, training materials, and other associated items.

6.12.4
Metadata Capture.

(1) Integrate the capability for the Close/File role to automatically prompt the end user to Save and File the task.

(2) Provide the ability to capture the following metadata on any task:

· Task Number

· Subject

· Originator name and office

· Office of assignment (OPR)

· Creation Date

· Date Filed

· File Repository

· Field to capture the series from the Records Disposition Schedule for up to two series per task

· Task Categories

(3) Provide the ability to capture the following additional metadata at Task Deletion.

· Reason for deletion

· Deletion Date

· User Identification performing deletion

6.13
Additional Task - Modification 05.
6.13.1
OPTION: Help Desk. Provide telephonic Help Desk support at the Tier 1 level for the Scott AFB opera-tional installation. Contractor assistance shall be provided consistent with the Government per-sonnel duty hours, generally 7:15 a.m. until 4:15 p.m., Central Standard Time, Monday through Friday, excluding federal holidays. The duration of this support will be through the end of this contract.

6.14
Additional Task - Modification 05.
6.14.1
HQ AMC Installation v3.2. Conduct a site survey of the HQ AMC network infrastructure. Install and support version 3.2 into the HQ AMC operational unclassified (NIPRNET) environment.

6.15
Additional Tasks - Modification 06.
6.15.1
Change in Delivery Schedule Deliverables. Paragraph 9. Delivery Schedule. Deliverables shall be in digital format and meet professional and industrial standards. Corporate trademarks or logos shall not be used. Unless otherwise specified, draft deliverables shall be subject to a 15 calendar day review. Modifications, in writing, must be provided to the contractor before the 15 calendar day review window expires. Mutual recognition of delivery and receipt of deliverables by the contractor and TM must occur for the 15 calendar day review to commence. Files shall be Microsoft Office 2000 compatible.

	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.2.1
	Integrated Master Schedule
	Contractor Format - Microsoft Project/Excel
	Standard Distribution*
	Draft - 14, 111, 180, 270

Final - 365

	6.2.2
	Meeting Minutes
	Contractor Format
	Standard Distribution*
	ATIM BiWeekly

	6.2.2
	Trip Report
	Contractor Format
	Standard Distribution*
	Within 4 Days of Trip Completion

	6.2.3
	Consolidated Functional Requirements Specification
	Contractor Format
	Standard Distribution*
	55

	6.2.4
	Configuration Management Plan With Instance Specific Data, Site Survey
	Contractor Format
	Standard Distribution*
	Draft - 35, 143, 210, 300

Final - 365

	6.2.7
	AF E-STARS IOC CD
	Contractor Format
	Standard Distribution*
	196

	6.2.7
	Training Material (User Guide, Hint Card, Training Plans)
	Contractor Format
	Standard Distribution*
	196

	6.2.8
	OPTION: AETC Technical Training Support, Curriculum Development and Sustainment Strategy (CD, Documentation, etc.)
	Contractor Format
	Standard Distribution*
	Option Not Exercised at This Time

	See Below
	Technical Report
	Contractor Format
	Standard Distribution*
	See Below

	6.5.1
	SEP
	Contractor Format
	Standard Distribution*
	Draft - 30, 240

Final - 365


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.5.1
	AF IOC Version Release
	Contractor Format
	Standard Distribution*
	IOC - 173

	6.5.4
	Technical and System Architectures Using C4ISR Framework
	Contractor Format
	Standard Distribution*
	60, 210, 365

	6.5.20
	Functional Requirement Definition
	Contractor Format
	Standard Distribution*
	Draft - 240

Final - 365

	6.8.1
	Software Problem/ Change Request Form
	Contractor Format
	Task Monitor
	Upon Receipt

	6.8.4
	Software Design Description
	Contractor Format
	Standard Distribution*
	Draft - 35

Final - 102

	6.8.6
	Installation Instructions
	Contractor Format
	Standard Distribution*

Instance Sys Ad
	173

	6.8.7
	Implementation and Sustainment Plan (ISP) With Life-Cycle and Budget Cost Estimate, Site Surveys
	Contractor Format
	Standard Distribution*
	Updates - 143, 240, 360

	6.8.8
	OPTION: Instance Installation Instructions
	Contractor Format
	Standard Distribution*
	Option Not Exercised at This Time

	6.9.3
	ECATS Functional Requirements Description
	Contractor Format
	Standard Distribution*
	92

	6.10.1
	Software Test Report
	Contractor Format
	Standard Distribution*
	173

	6.10.3
	NetRA Questionnaire
	Provided
	Standard Distribution*
	173

	12.a.4
	Archival/Retrieval Capability Impact Analysis and Sizing
	Contractor Format
	Standard Distribution*
	143

	12.a.5
	Electronic Records Management Impact Analysis and Sizing
	Contractor Format
	Standard Distribution*
	143

	12.a.6
	E-Form Compatibility Impact Analysis and Sizing
	Contractor Format
	Standard Distribution*
	143

	*Standard Distribution

1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil 

1 copy of the transmittal letter with the deliverable to the Primary TM


Technical Report. Work products to be included in iterative deliveries of the Technical Report shall include the documents listed below in accordance with the associated schedule.

	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.3.1
	Performance Benchmarking Analysis
	Contractor Format
	Standard Distribution*
	230

	6.3.2
	SQL Performance Analysis
	Contractor Format
	Standard Distribution*
	230

	6.8.5
	Database Maintenance Plan
	Contractor Format
	Standard Distribution*
	180

	6.8.5
	Database Backup and Recovery Plan
	Contractor Format
	Standard Distribution*
	180

	6.9.1
	IIS.Net Evaluation
	Contractor Format
	Standard Distribution*
	230

	6.9.1
	Interoperability Assessment (E-Form, ERM)
	Contractor Format
	Standard Distribution*
	143

	6.9.4
	XML Analysis
	Contractor Format
	Standard Distribution*
	230


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.10.2
	System Integration Testing Findings
	Contractor Format
	Standard Distribution*
	180

	6.10.4
	Customer Acceptance Test Findings
	Contractor Format
	Standard Distribution*
	30 Days Following Customer Acceptance Test Conclusion

	13.0
	508 Compliance Results
	Contractor Format
	Standard Distribution*
	180

	*Standard Distribution

1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil 

1 copy of the transmittal letter with the deliverable to the Primary TM


6.16
Modification 06.

6.16.1
Unfund exercised option Paragraphs 12.4 and 12.5.

6.16.2
Modify the “For Your Action” user interface function within E-STARS to align with Air Force Form 1768, Staff Summary Sheet. Additionally, modify the user interface so that the Menu Bar is not displayed and all current user actions will be available. LMIT will provide a mockup of the user interface and the supporting business logic for customer review and approval.
6.16.3
Modify 6.2.5, Functional Configuration Audit. Change location from Richland, WA to Seabrook, MD.

6.16.4
Modication to Section 9, Delivery Schedule. Change 6.8.6, Installation Instructions delivery from day 173 to day 203.

6.16.5
Modify and Exercise former 6.10.5 OPTION: Subtask 5 - Security Test and Evaluation (ST&E) Testing. Support ST&E testing by ensuring system operational capability in the HQ AFCA’s Technology Integration Facility (TIF) at Scott AFB, IL, providing dedicated on-site and off-site systems engineering/application development support, end-user and administrator training, and CM/QA and Management oversight. Participate in discrepancy scoring board meetings via telecon. Assist in the development of mitigation strategies for identified high, medium and low risks. Discrepancies of a critical nature shall be fixed prior to general release of the E-STARS v4.0 baseline to the MAJCOMs. Provide support, excluding federal holidays, not to exceed eight (8) calendar days. Provide a trip report upon completion.

6.16.6
Modify and Exercise former 6.10.6 OPTION: Subtask 6 - Operational Assessment (OA) Testing. Support OA testing by ensuring system operational capability. Provide application installation support to each designated OA location in advance of the start of the operational test activities. Lead activities will include dedicated on-site and offsite systems engineering/application development support, end-user and administrator training, development of a test database for collection of live data, CM/QA and Management Support, implementation of V4.0 in a control test environment at a minimum of 2 AF installations, dedicated test support for the duration of the OA activities, and provide liaison between the OA Test Manager and LMIT Test Manager. Participate in discrepancy scoring board meetings. Assist in the development of mitigation strategies for identified high, medium and low risks. Discrepancies of a critical nature shall be fixed prior to general release of the E-STARS v4.0 baseline to the MAJCOMs. Provide support, excluding federal holidays, not to exceed thirty (30) calendar days. Provide a trip report upon completion.
6.16.7
Modify and Exercise Former 6.10.7 OPTION: Subtask 7 - Independent Verification and Validation (IV&V) Testing. Support IV&V testing by providing dedicated on-site and off-site systems engineering/application development support, end-user and administrator training, and CM/QA and Management Support. Provide support, excluding federal holidays, not to exceed seven (7) calendar days. Provide a trip report upon completion.
7. Place of Performance. The contractor shall perform most work at the contractor’s site. Travel, other than noted below, may be required to perform installations of version 3.x and AF-E-STARS IOC version release. Contractor shall notify the TM in writing (e-mail acceptable) for approval to travel no later than 8 days before travel is to begin. The contractor shall accomplish no travel without written confirmation from the TM. The TM will approve each travel location/date as required. Contractor personnel shall travel only in the performance of work stated in this SOW. Travel arrangements shall be made by the contractor and paid by the contractor. The Government will reimburse incurred contract travel costs to the contractor in accordance with Joint Travel Regulations and Federal Travel Regulations.  Established Federal Government per diem rates will apply to all travel. The contractor shall provide trip reports for all travel via e-mail to the TM.

	Location
	# of Travelers
	# of Trips
	On-Site Duration

	Scott AFB, IL (CDR)
	3
	1
	5 Days

	Scott AFB, IL V3.x HQ AMC Unclass Operational Install)
	2
	1
	3 Days

	Scott AFB, IL (IOC HQ AMC Unclass Test Install)
	2
	1
	5 Days

	Scott AFB, IL (IOC HQ AMC Unclass Oper Install)
	2
	1
	3 Days

	Scott AFB, IL (IOC HQ AMC Classified Oper Install)
	2
	1
	3 Days


8. Period of Performance. The period of performance for this task order is 365 calendar days (9 Sep 2002 - 8 Sep 2003). Work hours shall be consistent with the Government personnel duty hours, generally 7:15 a.m. until 4:15 p.m., Central Standard Time, Monday through Friday. Changes in hours may be necessitated with installations beyond continental U.S. borders and changes in time zones.

9. Delivery Schedule. Deliverables shall be in digital format and meet professional and industrial standards. Corporate trademarks or logos shall not be used. Unless otherwise specified, draft deliverables shall be subject to a 15 calendar day review. Modifications, in writing, must be provided to the contractor before the 15 calendar day review window expires. Mutual recognition of delivery and receipt of deliverables by the contractor and TM must occur for the 15 calendar day review to commence. Files shall be Microsoft Office 2000 compatible.

	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.2.1
	Integrated Master Schedule
	Contractor Format - Microsoft Project/Excel
	Standard Distribution*
	Draft - 14, 109, 180, 270

Final - 365

	6.2.2
	Meeting Minutes
	Contractor Format
	Standard Distribution*
	ATIM Bi-Weekly

	6.2.2
	Trip Report
	Contractor Format
	Standard Distribution*
	Within 4 Days of Trip Completion

	6.2.3
	Requirements Specification
	Contractor Format
	Standard Distribution*
	55

	6.2.4
	Configuration Management Plan With Instance Specific Data, Site Survey
	Contractor Format
	Standard Distribution*
	Draft - 35, 142, 210, 300

Final - 365

	6.2.7
	AF E-STARS IOC CD
	Contractor Format
	Standard Distribution*
	172

	6.2.8
	OPTION: AETC Technical Training Support, Curriculum Development and Sustainment Strategy (CD, Documentation, etc)
	Contractor Format
	Standard Distribution*
	240

	6.3.1
	Technical Report
	Contractor Format
	Standard Distribution*
	Draft - 109, 230

Final - 365


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.5.1
	SEP
	Contractor Format
	Standard Distribution*
	Draft - 30, 240

Final - 365

	6.5.1
	AF IOC Version Release
	Contractor Format
	Standard Distribution*
	IOC - 172

	6.5.1
	IOC Support Documentation
	Contractor Format
	Standard Distribution*
	Draft - 250, 300

Final - 365

	6.5.4
	Technical and System Architectures Using C4ISR Framework 
	Contractor Format
	Standard Distribution*
	60, 210, 365

	6.5.20
	OPTION: Functional Requirement Definition
	Contractor Format
	Standard Distribution*
	Draft - 240

Final - 365

	6.8.1
	Software Problem/ Change Request Form
	Contractor Format
	Task Manager
	Upon Receipt

	6.8.4
	Software Design Description
	Contractor Format
	Standard Distribution*
	Draft - 35

Final - 101

	6.8.6
	Installation Instructions
	Contractor Format
	Standard Distribution* Instance Sys Ad
	Prior to Fieldings

	6.8.7
	Implementation and Sustainment Plan (ISP) with Life-Cycle and Budget Cost Estimate, Site Surveys
	Contractor Format
	Standard Distribution*
	Updates - 142, 240, 360

	6.8.8
	OPTION: Instance Installation Instructions
	Contractor Format
	Standard Distribution*
	Prior to Fieldings

	6.9.1
	Wizards/Scripts for MAJCOM Interfacing
	Contractor Format
	Standard Distribution*
	5 Calendar Days Prior to Instance Installation

	6.10.1
	Software Test Report
	Contractor Format
	Standard Distribution*
	172

	6.10.3
	NetRA Questionnaire
	Provided
	Standard Distribution*
	172

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil ; 1 copy of the transmittal letter with the deliverable to the Primary TM


10. Security. SECRET. See accompanying DD Forms 254.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). Organizations’ Network Operations and Security Center (NOSC) facilities will be made available for installation of E-STARS, which will house required hardware and software applications.

12. Other Pertinent Information or Special Considerations. All computer software, models, databases, materials required, produced, and/or developed in the course of performance shall become property of the Government at no extra cost upon completion of the contract or as such other time as the Contracting Officer may direct. The Government has unlimited data rights to all deliverables provided under this SOW and unlimited rights to reproduce the AF E-STARS IOC and training software CDs for Government use.


a.  Identification of Possible Follow-on Work.

1. OPTION: HQ USTC Installation. Upon successful test completion, conduct or upgrade a site survey, to include wizard and Global Address List (GAL) information and formats, install and support version 3.x into the HQ USTC classified operational environments. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. This option remains a deliverable at the option of the Government.

2. OPTION: HQ ACC Installation. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ ACC, install and support version 3.x into the HQ ACC unclassified test environment. Upon successful test completion, install and support version 3.x into the HQ ACC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. This option remains a deliverable at the option of the Government.

3. OPTION: HQ HAF Installation. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HAF, install and support version 3.x into the HAF unclassified test environment. Upon successful test completion, install and support version 3.x into the HQ HAF unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. This option remains a deliverable at the option of the Government.

4. Executed Option 24 Sep 02: Archival/Retrieval Capability. The contractor shall develop archival/retrieval capability within AF E-STARS IOC that will interoperate with AF identified document and records management products (TBD). Refer to DISA/JITC interoperability testing requirement. This option remains a deliverable at the option of the Government.

5. Executed Option 24 Sep 02: Electronic Records Management. If a standardized ERM system (ERMS) is identified and initiated during the performance period of this SOW, work with the ERMS developer and TM to ensure DISA/JITC certification under the Jun 02 version of the criteria of DoD 5015.2-STD, Design Criteria Standard for Electronic Records Management Software Applications.  Ensure interoperability and integration is established between AF E-STARS and the standardized ERM. Develop the necessary interface(s) between AF E-STARS IOC items and any 100% web-based JITC-certified electronic records management repository. (Refer to the DISA/JITC website http://jitc.fhu.disa.mil/recmgt/ for a current list of certified records management applications.) Ensure all AF E-STARS IOC information, including attachments, can be transferred and retrieved in native format. This option remains a deliverable at the option of the Government.

6. Executed Option 24 Sep 02: E-Form Product Compatibility. AF E-STARS IOC shall be interoperable with an AF identified E-Form product (presently PureEdge). This option remains a deliverable at the option of the Government.

7. OPTION: Apache Web-Server. Ensure the AF E-STARS IOC product is compatible with Apache web server, version 1.3.26 or most recent upgrade. This option remains a deliverable at the option of the Government. Traceability: AF Requirement #22. Provide the capability for E-STARS to be installed on a server configured with Apache Version 1.3.26 Web Server. Provide an authentication capability using web application Authentication. Provide a testing environment for the Apache web server for all E-STARS modifications starting with version 4.0 (AF Baseline).

8. Executed Option 24 Sep 02: Secret Internet Protocol Router Network (SIPRNET). The AF E-STARS IOC product shall be capable of operating in the SIPRNET environment. This option remains a deliverable at the option of the Government.

9. OPTION: Special Security Architecture (NAIC). The AF E-STARS IOC product shall be capable of operating in a special security architecture environment (SIPRNET and SCI), similar to that found at NAIC. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of TBD NAIC facility, install and support AF E-STARS IOC version release into the (un)classified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the NAIC (un)classified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

10. OPTION: Special Security Architecture (AIA). The AF E-STARS IOC product shall be capable of operating in a special security architecture environment, similar to that found at AIA (SIPRNET and SCI). Conduct or upgrade a site survey, to include wizard and GAL information and formats, of TBD AIA facility, install and support AF E-STARS IOC version release into the (un)classified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the AIA (un)classified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. . Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

11. OPTION: HQ AFSPC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AFSPC, install and support AF E-STARS IOC version release into the HQ AFSPC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AFSPC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

12. Executed Option 24 Sep 02: HQ ACC Implementation of AF E-STARS IOC Version. Upgrade the V3.x site survey, to include wizard and GAL information and formats, of HQ ACC, install and support AF E-STARS IOC version release into the HQ ACC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ ACC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. End-User training will be provided by the Government. Provide offsite maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays.

13. OPTION: HQ AETC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AETC, install and support AF E-STARS IOC version release into the HQ AETC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AETC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

14. OPTION: HQ AFRC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AFRC, install and support AF E-STARS IOC version release into the HQ AFRC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AFRC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

15. OPTION: HQ ANG Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ ANG, install and support AF E-STARS IOC version release into the HQ ANG unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ ANG unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

16. OPTION: HQ USAFE Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ USAFE, install and support AF E-STARS IOC version release into the HQ USAFE unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ USAFE unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

17. OPTION: HQ PACAF Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ PACAF, install and support AF E-STARS IOC version release into the HQ PACAF unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ PACAF unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

18. OPTION: HQ AFSOC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AFSOC, install and support AF E-STARS IOC version release into the HQ AFSOC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AFSOC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

19. OPTION: HQ AFMC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AFMC, install and support AF E-STARS IOC version release into the HQ AFMC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AFMC unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

20. OPTION: HQ AF Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ AF, install and support AF E-STARS IOC version release into the HQ AF unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ AF unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

21. OPTION: AETC Training Facility (Keesler AFB, MS) Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of a designated technical training facility, located at Keesler AFB, MS, install and support AF E-STARS IOC version release into its unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into its unclassified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

22. OPTION: HQ USTC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of HQ USTC, install and support AF E-STARS IOC version release into the HQ USTC unclassified test environment. Upon successful test completion and Certificate to Operate requirement completion, install and support the AF E-STARS IOC version release into the HQ USTC unclassified and classified operational environments. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. This option remains a deliverable at the option of the Government.

23. OPTION: NAIC Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of a TBD NAIC facility, install and support AF E-STARS IOC version release into its classified environment. Upon successful test completion, install and support the AF E-STARS IOC version release into its classified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

24. OPTION: AIA Implementation of AF E-STARS IOC Version. Conduct or upgrade a site survey, to include wizard and GAL information and formats, of a TBD AIA facility, install and support AF E-STARS IOC version release into its classified environment. Upon successful test completion, install and support the AF E-STARS IOC version release into its classified operational environment. Contractor support shall be provided Monday through Friday, excluding federal holidays, not to exceed five (5) days following successful installation. Provide maintenance support and Tier 3 technical support. Maintenance support will include all upgrades to the E-STARS application, excluding customer unique enhancements, at no additional cost. Provide Tier 3 off-site customer technical support fielding inquiries from up to 2 instance representatives. Support will be provided Monday through Friday, 4:30 a.m. - 4:30 p.m. PST, excluding holidays. This option remains a deliverable at the option of the Government.

25. OPTION: iPlanet. Public Key Infrastructure capability and iPlanet compatibility shall be incorporated into the AF E-STARS IOC version installed at HQ USTC. Sun[tm} ONE Web Server (formerly iPlanet Web Server, Enterprise Edition) authentication issue resolutions shall be compatible with PKI/LDAP Single Sign-on procedures. Traceability: AF Requirement #22. Provide the capability for E-STARS to be installed on a NT server configured with iPlanet Version 4.1 Service 8 Web Server. Provide an authentication capability for E-STARS using SiteMinder version 5.0. Provide a testing environment for the iPlanet web server for all E-STARS modifications starting with version 4.0 (AF Baseline). This option remains a deliverable at the option of the Government.

26. OPTION: SiteMinder. Public Key Infrastructure capability and SiteMinder compatibility shall be incorporated into the AF E-STARS IOC version installed at HQ USTC. Authentication resolutions shall be compatible with SiteMinder/PKI/LDAP Sigle Sign-on procedures. Traceability: AF Requirements #22. Provide an authentication capability for E-STARS using SiteMinder version 5.0 This option remains a deliverable at the option of the Government.

27. OPTION: General Technical Support - 2 Months in Duration. Provide general technical support similar to that provided in the base period to the AF E-STARS IOC development and implementation effort.

28. OPTION: General Technical Support - 2 Months in Duration. Provide general technical support similar to that provided in the base period to the AF E-STARS IOC development and implementation effort.


b. Identification of Potential Conflicts of Interest (COI).  None.


c. Identification of Non-Disclosure Requirements. Restricted data, Limited Dissemination Information, For Official Use Only Information located within the HQ AMC and HQ USTC classified operational environments.


d. Packaging, Packing and Shipping Instructions.  None.


e. Inspection and Acceptance Criteria. None.
13. Section 508 Accessibility Standards. The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition. Use “Bobby” test software, or recommend an alternative for compliance testing, subject to Government approval. Conduct 508 Accessibility testing, identify deficiencies and upgrade E-STARS so it is “Bobby” certified. Record findings in the Technical Report.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors. Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance. This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Deliverables:
Technical Report, Interim and Final
APPENDIX A
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Introduction
The Air Force Communications Agency has provided a set of requirements that would either enhance functionality currently developed in Version 3.X or provides new functionality.

1.1  Terms and Acronyms

The terms and acronyms used in this document are defined in the following paragraphs to facilitate consistent user interpretation.

1.1.1  Terms/Definitions

	Ad hoc Report
	This feature allows users to generate reports against specific selection criteria.  Reports can also be saved for future retrieval.

	Approve
	Role assigned to a task recipient to approve or disapprove a specific task assignment.

	Assign
	Role assigned to a task recipient to complete a specific task assignment.

	Assignment
	A routing list recipient receives an assignment to complete a task.

	Assignment Due Date
	Date the assignment is requested to be completed.

	Category
	Customizable field used to group tasks by classification.  Categories can be used to filter data in the Reports menu.  Categories are unique for each Task Type and are preset in the Administration module.

	Concur
	One of two response actions available to a task recipient assigned the role of Review.

	Data Administrator
	User responsible for controlling and managing the settings and customizable data for an assigned area of responsibility.  Data administrators are assigned at various Task Type levels.

	Data Viewer
	Feature that allows a user to view data in the Reports menu when a task has a Normal permissions setting.  Privilege is granted to a user by a data administrator and is Task Type specific.  

	Deliverable
	Customizable field stating the product expected as a result of the assigned action.  Deliverables are unique for each Task Type and are preset in the Administration module.

	Draft
	Folder in which unsent tasks are stored.  Tasks in the Draft folder are sorted by Task Type level (i.e., Level 1, Level 2, Level 3, Level 4).

	For Your Action (FYA)
	Feature that allows the current assignee to prepare the task information in a summarized view.  The ability for an organization to use the FYA feature is set by Super administrators using the Edit Organization feature.

	History
	History shows the Due Date History that reflects changes made to the original due date throughout a task lifecycle as well as the Subtask History if applicable.

	Inactive
	Data that are stored in the database but are not currently in use in the system.  Although inactive, the data may still be referenced in a task.

	Info
	Role assigned to a task recipient for information only.

	Instruction Template
	Task instructions, saved in the form of a template that can be inserted into the Instruction text area when a new routing list is created.  Instruction templates are unique for each Task Type and are preset in the Administration module.

	Non-concur
	One of two response actions available to task recipients assigned the role of Review.

	Noted
	Response action available to task recipients assigned the role of Info.

	Originator
	The user who originates a task.

	Organizational Box
	Virtual user that represents an organization.  Organizational Boxes allow users to create and respond to tasks as a representative of an organization rather than an individual.

	Parallel
	Type of routing used to send a task to reviewers at the same time.  Also referred to as “shot gun.”

	Parent Task
	Original task in relationship to a subtask (or Child Task).

	Primary Delegator
	The original Recipient of the task is referred to as the Primary Delegator, or the user who delegates the task for the first time.

	Priority
	Customizable field used to rank the importance of a task.  Priorities are unique for each Task Type and are preset in the Administration module.

	Recipient
	Users assigned by the task Originator to perform an action.  Task recipients are identified in the routing lists of a task.

	Response Buttons
	Buttons signifying the action taken on a task by a task recipient.  Response buttons are displayed in the drop-down menu when a recipient chooses Response on the Main Menu Bar.

	Review
	Role assigned to a task recipient to review a specific task assignment.

	Role
	The function the recipient has been assigned to perform.  Roles include Review, Approve, Assign, Info, and Close.

	Routing List Overview
	Graphical display of full history of a task.  Routing List Overview shows task recipients waiting to take action; delegated tasks; cancelled, withdrawn, or reassigned tasks; and the date and time that actions were taken.

	Routing List Template
	Task routing lists saved in the form of a template that recipients can insert into the Routing List Management screen when creating a task.  Routing List Templates are unique for each Task Type and are preset in the Administration module

	Serial
	Type of routing used to send a task to reviewers one at a time.  Also referred to as “in turn.”

	Subtask
	Separate task but relating to the original (or Parent) task with the intent of gathering additional information or assigning additional tasks in order to respond to the original task.  The subtask number consists of the original task number with a chronological numerical extension.

	Super Administrator
	Someone who performs data administrative functions for an E-STARS instance.  Functions performed at this level include the ability to modify data for all organizations within the E-STARS instance and also cascade data to one or more organizations.  Super Administrators may also modify personnel and task information for any organization within the E-STARS instance.

	System Administrator
	Someone who performs data administrative functions for a specific organization.  Functions performed at this level include the ability to add data administrators for the levels within an organization modify personnel data for their organization and modify task information for their organization.

	Task Accept Date
	Date a task recipient selected the Accept button indicating that they accept responsibility for completing their assignment.

	Task Closed Date
	Date the Closed function was selected indicating the task was completed and is now considered closed.

	Task Due Date
	Date the overall task is to be completed.  Date is set by the originator of the task and can only be changed by the originator.

	Task Origination Date
	Date the originator activated the task.  Using the Send button indicates activation.

	Task Type
	Levels that represent the task origin in a company or department agency.  A unique tracking number is generated depending on the level.

	Task Viewed Date
	Date task was viewed by a routing list recipient.  System generated date is annotated based on the opening of the task by the routing list recipient.


All trademarks and registered trademarks are the property of their respective owners.

1.1.2  Acronyms

To Be Provided

2.0  Document Overview

2.1  Purpose

Customer signature will indicate that the defined requirements are accurate and the documented functionality will be used to perform customer acceptance testing upon delivery of the released version of E‑STARS.  This document also servers as the basis for cost and sizing activities to support the development and release of an AF Initial Operating Capability (IOC) system.

2.2  Document Source

The requirements defined in this document were provided by the Air Force Communication Agency (AFCA) ITC organization.

2.3  Format

The stated AF requirements have been grouped into the following major categories.  Within each major category, the AF requirement is recapped followed by the derived functional requirement along with any assumptions or constraints made as a result of the interpretation.  Baselining of the AF IOC FRD acknowledges derived functional requirements are accurate and complete.

3.0  Requirements Definition

3.1  Miscellaneous Task Functions

3.1.1  FYA Capability

3.1.1.1  AF Requirement

Traceability:  AF Requirement #6, FYA Header Info.

3.1.1.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.1.2.1  Originator Functionality

Provide the capability for the Originator of a task to create an FYA task view after the active routing list is completed.

3.1.1.2.2  Attachment Display Name

Provide the capability for the FYA creator to change the Display Name of attachment.

3.1.1.3  Assumptions

None Identified.

3.1.2  Task Archival

3.1.2.1  AF Requirement

Traceability:  AF Requirement #3.

Records management capabilities required to categorize/organize.  Ability to select closed items and save them to disk/shared drive.  Ability to retrieve closed items on disk/shared drive.  Ability to delete closed items.

3.1.2.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.  The functionality to tag a closed task as “Record material” and provide a table, series and rule IAW DoD 5015.2 is an expected enhancement by DOE for release 3.1.  This AF enhancement requests the ability to search and retrieve these items once they are marked and saved as record material.

3.1.2.2.1  Search on Archived Tasks

1. Provide end users the ability to search archived items by:

a.
Subject (Key word search vs full text search)

b.
Reference Number

c.
Date Closed

d.
Date Archived

2. Provide end users search results that indicate the number of records returned for the search criteria.

3. Provide end users search results data for the following columns:

a. Subject

b. Task Number

4. Provide end users the ability to select the task number and task subject and open the task data in read only view.

3.1.2.2.2  Attach Archived Task

1. Provide end users the capability to search for an archived task through the task attachment module

2. Provide end users all archived tasks meeting the search criteria.

3. Provide end users the following meta data when a task is selected from the returned search results:

a. Subject

b. Task Number

c. Originator

d. Archived Date

4. Link to preview task

a. Provide end users the ability to attach one ore more archived tasks to an E-STARS task.

3.1.2.3  Assumptions

E-STARS instances wishing to use this functionality will identify the legacy system for storing and retrieving archived task as stated in Section 3.4 of this document.

The Record Marking Module referred to in the Derived Functional Requirement section is still in development therefore functionality cannot be guaranteed to meet  DoD 5015.2.  The AF has been provided a Functional Requirements Document that identifies the requirements DOE has requested for this module and the requirement to meet DoD 5015.2 is not addressed.

3.1.3  Folder Grouping

3.1.3.1  AF Requirement

Traceability:  AF Requirement #11 and #34

#11:  Tasks listed in the 'In Progress” category need to show “Overdue” ONLY to the members that still require action.  Everyone who is assigned the task sees the task identified as “Overdue.”  Should move to pending after action is taken by appropriate office.

#34: System will require some adjustment period because of the busy screens.  For example:  “To Do” screen is broken down into Directorate, 3-letter, 4-letter and AO taskings versus by suspense date.  Each level has it’s own “Due Date”.  If the Directorate level tasks are not due until 20 Apr but a 3-level has a 10 Apr suspense it is more probable that the tasking will be overlooked.  Not really sure why tasks need to be separated by the level of the tasker.  The task number tells you who is tasking body.  The possibility of missing a suspense becomes greater if you have to look in three or four different levels.  Also makes the screen too busy.  Difficulty in navigating. Not clear what to do next (i.e. what action to take) when what is needed is to send the task.  Needs to be more intuitive.

3.1.3.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.3.2.1  Overdue Due Date Icon Display

Provide the Overdue Due Date icon for the Assignment Due Date not the task Due Date in the To Do and In Progress folders.

Provide the overdue due date icon only if the individual assignment due date has not been completed by the due date indicated in the routing list.

Provide the Task Due Date as the assignment due date if no assignment due date is reflected.

3.1.3.2.2  Group by Capability

Provide the capability for an end user to group the To Do, In Progress and Closed folder by one of the following Groups:

a. Originator and Recipient Task Type

b. Task Type Levels

3.1.3.2.3  Filter by Capability

1. Provide the capability for end users to apply one of the following filters to the To Do, In Progress and Closed folders:

a. Sub-Tasked

b. Delegated

c. Due Today

d. Overdue

e. Due within “#of days”

f. Waiting for Response (not delegated or Sub‑tasked)

2. Provide the end user the ability to turn filter off and show all tasks.

3.1.3.3  Assumptions

1. If no setting is selected the system group by default setting of group by Task type will be applied.

2. Group By is defined as the ability to group all tasks meeting the selected criteria.  For example, a Group By “Role” would display all tasks assigned to that user in two groups, task where the user is the Originator or task where the user is the Recipient.

3. Filter is defined as the ability to only display tasks meeting the filter criteria.  For example, if the filter of Due Today is selected the screen will only display tasks meeting the criteria of Due Today.

3.1.4  Task/Assignment Due Dates

3.1.4.1  AF Requirement

Traceability:  AF Requirements: #’s 7, 12 and 24

#7:  Display task origination date in the various views.

#12:  Assignment due date should allow for giving an individual an extension without changing the entire tasker’s due date.

#24:  Cannot view individual's assigned date from task in “In Progress” folder.

3.1.4.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.4.2.1  Task Due Dates

1. Provide end users descriptive labels for the following dates whenever the date is displayed in E-STARS.

a. Task Origination Date

b. Task Assignment Date

c. Task Due Date

d. Assignment Due Date

e. Task Viewed Date

f. Task Accept Date

g. Task Closed Date.

2. Provide the end user the Assignment Due Date on the To Do and In Progress folder list.  If no Assignment Due Date is assigned the Task Due Date.

3. Provide the Task Origination date in the Task Information section for all task viewers.

3.1.4.2.2  Extend Assignment Due Dates

Provide the capability to extend an assignment due date without extending the overall task due date.  

3.1.4.3  Assumptions

None Identified.

3.1.5  Log-Off Functions

3.1.5.1  AF Requirement

Traceability:  AF Requirement #25

The only way to log off of an E-STARS session is to exit out of the browser or enter a new URL - Not a good security practice.

3.1.5.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to provide end user the function to “log-off” the E-STARS application by automatically closing the browser.

3.1.5.3  Assumptions

The Log Off capability will close the current browser upon selection.  This is the only way to ensure the user is completely logged off since there is no sign-on function.

3.1.6  Mandatory Fields

3.1.6.1  AF Requirement

The tool does not support mandatory fields of task information.  If fields, such as assignee(s) are not completed, the task is not sent.  The user is not aware that this task is not sent, unless he happens to go to the 'To Do' screen and see a draft task.  A task can be created without a subject, due date, or anyone identified in a routing list.  Need to highlight mandatory fields.

3.1.6.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.6.2.1  Subject Field

1. Provide a function that visually indicates to the end user that the Subject field of a New Task is a mandatory field.

2. Provide a user dialog box alerting the user that the Subject field must be completed if a user attempts to send a task without a subject.

3. Provide a character validation function that checks to ensure the subject field is complete and that space are not allowed as the subject.

3.1.6.2.2  Routing List Field

1. Provide a function that visually indicates to the end user that a Routing List must be completed prior to sending a task

2. Provide a user dialog box alerting the user that Routing List is empty if user selects to Send with an empty routing list.

3. Provide an override capability that allows the originator to send a task with an empty routing list after acknowledging the alert notification.

3.1.6.2.3  Due Date Field

1. Provide a function that visually indicates to the end user that a Task Due Date must be completed prior to sending a task

2. Provide a user dialog box alerting the user that Due Date is empty upon selecting the Send function.

3. Provide an override capability that allows the originator to send a task with an empty Due Date list after acknowledging the alert notification.

3.1.6.3  Assumptions

A user may send a task routing list without any data and the task will be assigned a task identification number and remain in the Originator’s to do folder until a routing list is activated.  This is different than a draft task because a draft task does not have a task identification number assigned until it is sent.

3.1.7  Limited Search Capability

3.1.7.1  AF Requirement

Traceability:  AF Requirement #34

Return it, but don’t let them see the data.  Add to business rules to make sure that there are no sensitive subject of issue.  Return the subject for now and handle under business rules until hear back from AFCA.

The search capability is limited.  The mandatory requirement to search tasks (74) is not satisfied. 

Currently the user can only search on task number, reference number or subject.  Need to be able to search by a specific assignee, originator, or due date

Currently the search only brings up tasks for the specific user making the search query.  Are the permissions set for this scope of the search?  Or, is this coded into the software?

3.1.7.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.7.2.1  Enhanced Search Criteria

Provide end users the ability to search on:

a. Assignee

b. Originator

c. Due Date.

3.1.7.2.2  Keyword Search Capability

Provide end users the ability to search by keyword s for the following search criteria

a. Assignee

b. Originator

c. Due Date

d. Reference Number

e. Task Number

f. Subject.

3.1.7.3  Assumptions

1. Performance could be affected by implementing Key Word search functionality, depending on the data set that is being searched.

2. Task level permissions are enforced in the Search module.  For example, a participant level permission would not return a task that met the search criteria if the user is not a participant of the task.

3.1.8  Close/File Role

3.1.8.1  AF Requirement

AF requirement #10, RRB 16. Roles need to be revamped.

3.1.8.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.1.8.2.1  Assign New Close/File Role

1.  Provide the capability for a Task Level Routing List Originator (not delegation list owner) the ability to select a role of “Close/File in the New Task Serial Routing List.”

2.  Provide the capability for an end user to create a Task Routing List Template with the role of Close/File from the Administrative functions.

3.1.8.2.2  Responses for Close/File Role

Provide the capability for an end user to create a Task Routing List Template with the role of Close/File from the Administrative functions.

3.1.8.2.3  Activate Record Marking Module

Provide the Record Marking Module logic from Version 3.1 to activate when the Closed/Saved response is selected.

3.1.8.3  Assumptions

This role will be used when the originator chooses to assign the closure/file capability to a recipient.  If the originator does not assign this role then the originator is accepting the responsibility to close the task and file as required.

3.1.9  Add Browse Function When Attaching Links

3.1.9.1  AF Requirement

Traceability:  AF Requirement #19

Cannot browse public drives when adding a link to a file.  Must know exact location and file name.

3.1.9.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to provide the end user the capability on the attachment module using the link function the ability to browse to a network file and attach the path to the selected document as a link.

3.1.9.3  Assumptions

The link function browse capability only applies to attaching a link to a shared drive or file, the system cannot browse to a web site and attach the web site address through a browse function.

3.2  Routing List Module

3.2.1  Routing List Creation

3.2.1.1  AF Requirement

Traceability:  AF Requirement #1

Require easier user interface when selecting names for routing lists.  Too many steps, too many clicks.

Have to re-start search for every name.  Ability to select multiple addressees from user list before clicking add to add all of them at once.

3.2.1.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.2.1.2.1  Select Multiple Names

End Users will be provided the ability to select multiple names before selecting a function to enter the names into the routing list.

3.2.1.2.2  Name Search Capability

End users will be provided the ability to type one or more letters in the name search field and have the list automatically filter and return matching names.

3.2.1.2.3  Save Routing List

Provide end users the ability to save a task routing list as a routing list template from the Task Routing List screen.

3.2.1.3  Assumptions

None Identified.

3.2.2  Recall Assignment Response

3.2.2.1  AF Requirement

Traceability:  AF Requirement #7

3.2.2.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.2.2.2.1  Parallel Recipient Recall Capability

1. Provide a parallel routing list recipient the ability to recall the task and change their response if the routing list is active.

2. Provide an indicator on the recalled task that shows the task is  “recalled”.

3. Provide an insert into the Assignment History table identifying the Original Response with the indicator of “[recalled]” next to it.

4. Provide the user the ability to choose a new response.

5. Provide the function of inserting the new response with a date/time stamp in the Assignment History view.

6. If the recall cannot be performed provide the end user a dialog box stating that the recall was unsuccessful (due to action) and the user should contact the originator to have the task re‑routed to them for updates.

3.2.2.2.2  Serial Recipient Recall Capability

1. Provide a serial routing list recipient the ability to recall a task and change their response if the routing list is active and the next recipient has not yet responded.  The following are considered responses:

Concur/NonConcur

Approve/Disapprove

Noted

Closed

Completed

Closed/Filed

Delegated

Sub-tasked

2. Provide the ability for the system to remove the “viewed date” from the serial recipient’s assignment that was recalled.

3. Provide the ability to send an e-mail notification to the serial recipient that the assignment was recalled from. E-mail notification should include the following data:

a. E-Mail Subject:  Recall Task Notification

b. E-Mail Body:  Link to recall task (view in pending status), verbiage that indicates the task has been recalled by the previous recipient and the task will be re-routed when the current recipient completes their action.

3.2.2.3  Assumptions

None Identified.

3.2.3  Return for Rework Capability

3.2.3.1  AF Requirement

Traceability:  AF Requirement #10

Needs ability for Originator to “reject” tasker that has been completed.  Very often there are rework issues and doing a new list makes referring to all the old work difficult.

3.2.3.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.2.3.2.1  Originator Return Capability

1.  Provide the originator of a task the capability to return one or more completed assignments to a recipient.

2.  Provide the Rework function to the task Originator from the In Progress or To Do folder.

3.  Provide the capability for the Originator to add instructions when selecting the Return for Rework function.

4.  Provide an indication on the assignment that annotates the assignment is being returned from the Originator.

5.  Provide the capability for the recipient to respond to the returned assignment.

6.  Provide the capability for the system to annotate in the Assignment History view all responses and whether the response is from a returned or original response.

3.2.3.2.2  Serial Recipient Return Capability

1.  Provide the originator of a task the capability to return one or more completed assignments to a recipient.

2.  Provide the serial recipient the return capability from the To Do folder only.

3.  Provide the capability for the serial recipient to include comments for the previous recipient when the Return function is selected.

3.2.3.3  Assumptions

None Identified.

3.2.4  Task Instructions

3.2.4.1  AF Requirement

Traceability:  AF Requirements  #17 and #27

#17.  Parallel tasking ability to provide different instructions to each user. 

#27.  The originator created an instruction template, assigned the task, and the assignee could not add information into the template as instructed.  

3.2.4.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.2.4.2.1  Task Level Instructions

1. Provide the ability for Task Originators to create Task Instructions on the New Task screen.

2. Provide the Task Originator the capability to edit the task instructions on any open task.

3.2.4.2.2  Routing List Level Instructions

1. Provide the ability for a List Originator to create Routing List Instructions on the Routing List screen.

2. Provide the List Originator the capability to edit the Routing List instructions for any active list.

3.2.4.2.3  Assignment Level Instructions

1. Provide the ability for a List Originator to create Assignment level instructions for each routing list participant on the Routing List screen.

2. Provide the List Originator the capability to edit Assignment Level instructions on any active list.

3.2.4.3  Assumptions

Requirement Clarification: The customer withdrew AF Requirement #27 and it is not addressed in the derived functional requirements.  

3.2.5  Role/Response Display Names

3.2.5.1  AF Requirement

Traceability:  AF Requirement #10, RRB 16.  Roles need to be revamped.

3.2.5.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.2.5.2.1  Default Role/Response Names 

1.  Provide the following default roles and responses for each E-STARS instances upon each E-STARS Installation:

a. Approve

b. Review

c. Info

d. Close

e. Assign 

f. Close/File

2.  Provide the capability for the default roles and responses not to be deleted.

3.2.5.2.2  Add, Update or Inactivate Role/Response Names

Provide an administrative function for the Super Administrator to Add, Update, or Inactivate alternate role/response display names used for E-STARS.

3.2.5.2.3  Apply Alternate Role/Response Names

1.  Provide an administrative function for Super and System Administrators to select and apply the alternate roles/response display names in accordance with (IAW) MAJCOM business rules.

2.  Super Administrators may select and apply alternate display names for all organizations within E-STARS or for each organization within their instance.

3.  System Administrators may select and apply alternate display names for the organization(s) which they have System Administration authority.

4.  Provide a confirmation that display names have been applied to selected organizations.

3.2.5.2.4 Assumptions

A potential problem may exist if the same display name is used for two or more system generated roles/responses.  This problem will complicate the ability to collect metrics by role/response.  For example, if the display name of “Coord” is available for the system generated role of Approve and Review it will make mapping of System Generated names to Display Names more complex.

3.3  Reports

3.3.1  Customized Reports

3.3.1.1  AF Requirement

Traceability:  AF Requirement #8, Build Customized Reports

Add more filters, i.e., multiple filters simultaneously such as “Reports Created by Me” and “Reports Assigned to Me”, etc.  Add ability to arrange columns, add drop down category field (lined to category field in task), ability to perform multiple sorts, etc., include any filters in configurable fields (permissions, priority, category options).

3.3.1.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.3.1.2.1  Modify Category Filter.

1.  From the Ad-hoc Report Menu, end users will be provided the capability to select organizational categories from the category filter for the report type of “Created by Me”.

2.  From the ad-hoc report menu, data users will be provided the capability to select organizational categories from the category filter for the report type of “Created by Organization.”

3.3.1.2.2  Additional Filtering Capability

From the ad-hoc report menu, for all report types, end users will be provided the capability to filter report data by task priorities, permissions, and deliverables.

3.3.1.2.3  Multiple Sort Orders

From the ad-hoc report menu, all end users will be provided the capability to arrange report data according to specific sort orders.  Up to 3 user-defined hierarchical sort orders will be provided.  The sort capability is only available for columns selected for inclusion in the report.

3.3.1.2.4  Select Multiple Report Types

1.  From the ad-hoc report menu, all users will be provided the capability to select the following report types “Assigned to Me” and “Created by Me” to create a single report.

2.  From the ad-hoc report menu, data viewers will be provided the capability to select the following report types: “Assigned to Organization” and “Created by Organization” to create a single report.

3.3.1.3  Assumptions

1.  Requirement Clarification.  AF requirement specifies the ability to “add drop down category field (lined to category field in task)” to be provided for the “Assigned to Me” and the “Assigned to Organization.”  Upon further discussion, it is recognized that the volume of data returned would be unmanageable for these two reports and jeopardize the effectiveness of the reports.  As a result, this aspect of the requirement is omitted and only the Created by Me and Created by Organization reports will have this capability.

2.  Constraint.  Deliverables may be dynamically added to a task.  Because these deliverables are only added to the task for which they are used and are not inserted into the Deliverable database table and therefore are not available through the reporting filter.

3.  Requirement Clarification.  The capability to arrange columns and perform multiple sorts has been included in Version 3.0.  This requirement is overcome by events.

3.3.2  Printing Capabilities

3.3.2.1  AF Requirement

Traceability:  AF Requirement #14

Need to be able to get a printable version of any screen or report.  No formatted “printable versions” are available for these screens:  To Do, In progress, Pending, Closed, Reports, Search, FYA, and History.  There is no option to print report for the history information; you must use print screen and that doesn't print well.  Printed copies of reports cut off information critical to reviewing task responses.

3.3.2.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.3.2.2.1  Printable Version of Screens

1.  Provide end users the capability to generate a printable version of the following screens:

To-Do List

In-Progress List

Pending List

Draft List

Closed List

Search Results

FYA Originator’s Summary View

FYA Recipient Summary View

Assignment History View

2.  Provide the following elements on all reports annotated in item one above

Report header indicating what is being printed

Date/Time of printing

Details formatted in easy to read format.

3.3.2.2.2  Format Corrections to Printable Screens

Version 3.0 provides the capability to export E‑STARS report to Microsoft Word and Microsoft Excel; it is assumed that this will correct any printable version problems with report formatting because the user will be able to reformat the report in Word or Excel.  

3.3.2.3  Assumptions

None Identified.

3.3.3  Performance Metrics

3.3.3.1  AF Requirement

Traceability:  AF Requirement #33

Capture Performance Metrics.  (Reference HAF inputs…sent separately).  Export information graphically into common MS Office products (i.e., Word, PowerPoint, Excel) for customized presentation capability.  
3.3.3.2  Derived Functional Requirement 

Please refer to Document:  Air Force Metrics Functional Requirements Document

3.3.3.3  Assumptions

None Identified.

3.4  Interface/Platform Requirements

3.4.1  Joint Command and Major Command Legacy Interfaces

3.4.1.1  AF Requirement

Traceability:  AF Requirement #21

3.4.1.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.4.1.2.1  Site Survey

1.  A site survey will be conducted at each location identified to host an instance of the E-STARS application.  The purpose of the site survey will be to identify legacy applications requiring an interface to E-STARS be developed.

2.  For each survey conducted, an estimate will be provided defining the cost of collecting requirements to develop the interface to the legacy application.

3.  Upon collection of requirements a second estimate will be provided defining the cost of interface development and implementation of each legacy system.

3.4.1.3  Assumptions

None Identified

3.4.2  Netscape Compatible

3.4.2.1  AF Requirement

Traceability:  AF Requirement #26 go back to the same type of thing that we did with the interface.  Let them make decision if Netscape is cost effective.

PACAF agrees with E-STARS being compatible with Netscape browsers supporting SSL‑128 BIT encryption, in addition to supporting IE 5.5 or higher.  It makes sense, if both browsers are currently used in the AF enterprise, and this is an AF solution, then it has to be a priority 1.  Our groundwork needs to be solid across the board.

3.4.2.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to provide end users the ability to use E-STARS with Netscape Version 4.77.

3.4.2.3  Assumptions

Managing inconsistencies on Netscape configurations at each Major Command and desktop client remains the responsibility of the Government.  On-going technical support to Netscape users will be separately estimated and funded.

3.4.3  MS Outlook Interface

3.4.3.1  AF Requirement

Traceability:  AF Requirement #39

Need to be able to attach e-mail without saving it to hard drive and performing cut and paste function.  Need a button on the Outlook toolbar.

3.4.3.2  Derived Functional Requirement

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.4.3.2.1  Create New E-STARS Task 

1.  Provide End Users the capability to select an icon from the MS Outlook Message toolbar that will parse the e-mail data from MS Outlook mail item and generate a new E-STARS task.

2.  The data will be mapped to E-STARS as follows:

E-Mail Subject = E-STARS Subject

E-Mail Body = Task Instructions

E-Mail Attachments = E-STARS Attachment.

3.4.3.2.2  Attach Outlook Message

Provide end users the capability to attach one or more e-mail messages to an E-STARS task.

3.4.3.3  Assumptions

1.  MS Outlook 98 and 2000 versions will be used as baselines for this interface

2.  A client plug-in will be required for users choosing to use this interface (enable macros). The contractor is not responsible for client configuration issues nor can the contractor guarantee operability of this feature with any future version of MS Outlook.

3.4.4  MS Outlook Distribution Lists

3.4.4.1  AF Requirement

Traceability:  AF Requirement #35

Ability to create distribution lists from Outlook for organization or personal address lists.

3.4.4.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.4.4.2.1  Personal Distribution List Import Capability

1.  Provide end users the ability to import a Personal Distribution List from the MS Outlook Contacts or Personal Address Book function within Microsoft Outlook as a E-STARS routing list template.

2.  Provide the end user the ability to modify and save the Routing List Template after importing the PDL data.

3.  Imported PDL data will be mapped to the E-STARS Routing List Template as follows:

PDL Name = Routing List Template Name

PDL Members = Routing List Participants.

3.4.4.3  Assumptions

1.  Exchange 5.5 and Exchange 2000 are the baseline for developing this capability.

2.  The new Routing List Template will default to a role of “Review” for all imported names.

3.5  Administrative

3.5.1  Automated Global Address List (GAL) Loading

3.5.1.1  AF Requirement

Traceability:  AF Requirement #10

Extract and load GAL daily to keep consistent entries between MS Outlook and E-STARS, necessary for seamless log-in with NT authentication.

3.5.1.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.5.1.2.1  Initial GAL Import

Provide the capability for Network Database Administrators to import GAL data into E-STARS Personnel database upon installation of E-STARS.

3.5.1.2.2  Nightly GAL Import

Provide the capability for an automated script to run each night that will update GAL data in the E-STARS personnel database.

3.5.1.3  Assumptions

MS Exchange 5.5 and MS Exchange 2000 will be used to develop import scripts and functionality.

3.5.2  Task Type Levels

3.5.2.1  AF Requirement

Traceability:  AF Requirement #12 and #27

#12 - E-STARS implementation will go down to the wing level, as such directorates do not appear at this level.  In order to keep E-STARS generic, Task List should reflect office levels (i.e., 2-letter, 3-letter, 4-letter).  IN support of AFSOC comments – agree that not all organizations stop at the 4-letter.  At the wing organizational structures go down to the 6-letter (i.e., 1SPS/LGSFFS).

#27 - Restrict level of task type origination to assigned permission level.  Example:  If highest permission is 4-letter, user can only originate tasks at 4-letter or below.

3.5.2.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be modified to include the enhancements detailed in the following paragraphs.

3.5.2.2.1  Number of Task Type Levels

1.  Provide the ability to have six task types available within E-STARS.  Level one being the highest and level six being the lowest.

2.  Provide the ability to map a task type to a database field that identifies the organizational identifier for the task control number.

3.5.2.2.2  Permission to Use Task Type Level

1.  Provide the Super Administrator the ability to assign permission to use a task type to any user in the E-STARS instance.

2.  Provide the System Administrator the ability to assign permission to use a task type to any user in the Administrator’s organization.

3.  Provide the end user the ability from the New Task screen to select a task type for the levels they have permission to use.

3.5.2.3  Assumptions

1.  Task Type will be used to generate task identification numbers

2.  Task type data will be mapped to a field in the database during the personnel data import function in order for it to be automatically generated.

3.  Each user will have one automatic task type level assigned which corresponds to the Org-SubOrg level and all other levels will be authorized through permissions.

3.5.3  Organizational Box Sort Order

3.5.3.1  AF Requirement

Traceability:  AF Requirement #3

Difficult to select organization box from drop down menu in data administration module when setting organization box permissions.

3.5.3.2  Derived Functional Requirement 

In response to the defined customer requirement, the E-STARS application will be display Organizational Box Names in alphabetical sort order.

3.5.3.3  Assumptions

None Identified.

Other Requirements

The requirements documented in this section cannot be met using current web technology.  Justification for each requirement is provided.

3.6  Simplify Attaching Documents

Traceability:  AF Requirement #20

Attaching documents not intuitive.  After browsing and clicking done, must still click add to attach document.

Technology Limitation.  E-STARS currently uses the Cold Fusion development code of CF File upload to attach documents.  This technology only allows one document to be selected and upload at a time and requires a user input to add the document.

APPENDIX B
Air Force
Task and Document Management Measurements
Functional Requirements for E-STARS
1. Introduction
This is an abbreviated functional requirements specification that is to be incorporated into E-STARS FRD.  As such, only the requirements sufficient to define the reports required have been included.

The requirements have been “generalized” so that they may produce reports for multiple customers or make modifying the reports easy.  Interpretations of the requirements, e.g., how the requirements support the requested reports is identified in interspersed sections on “usage.”

2. Requirements
2.1 Calendar
Needed to establish durations of tasks in terms of workdays, ie. scheduled days minus weekends and holidays.

2.1.1 Workdays
The E-STARS administrator shall be able to specify the nonworking days, e.g., weekends and holidays for the instance.  E-STARS shall be able to calculate and store the scheduled and actual duration of a task.

2.1.1.1 Scheduled Duration Shall be Calculated:

· From the date of assignment to the first assignee to the scheduled completion date, 

· Less any non-work days in the interval, e.g. Friday to Tuesday is 5 days less 2 days for nonworking Saturday and Sunday = 3 working days

· Rounded up to the nearest integer day, e.g. actual interval of 4.1 = 5 day duration

· Based on the time zone of the originator.

· Based on the originators calendar for working days
.

2.1.1.2 Actual Duration Shall be Calculated:

· From the date of assignment to the first assignee to the actual completion date, 

· Less any non-work days in the interval, e.g. Friday to Tuesday is 5 days less 2 days for nonworking Saturday and Sunday = 3 working days

· Rounded up to the nearest integer day, e.g. actual interval of 4.1 = 5 day duration

· Based on the time zone of the originator.

· Based on the originators calendar for working days
.

2.2 Task Item Classification

Needed to establish classification based on scheduled durations (quick, short term, long term)

2.2.1 Classification

E-STAR shall be able to classify items based on scheduled duration.  The administrator shall be able to input / update / delete scheduled duration classes and class definitions.  A duration class is defined by the minimum and maximum values for the class plus the name of the class.  Undefined values, e.g., no upper limit, shall be represented as “null” values.  E-STARS shall calculate and store the scheduled duration class of an item when the data element(s) defining Scheduled duration are modified, e.g., assigned date and due date.

2.3 Paper Transactions
Needed to input track volume stats on paper transactions for use in reports 3,8 and 9

2.3.1 Tracking
2.3.1.1 E-STARS will allow the user to enter and update data about paper task items, specifically:

· A task item identifier, e.g. serial number (task id number)

· A task item short description / title

· The date assigned

· The date due

· Status of task item, e.g. active, closed, cancelled

2.3.1.2 E-STARS shall compute and store the scheduled duration class per classes defined under 0
2.4 Report Module

Needed to specify content of reports

2.4.1 Report Types
2.4.1.1 E-STARS shall provide the following report types:

· Schedule Trends

· Volume Assigned

· Duration Trends

· Paper Packages

2.4.1.2 Each report type shall have user selectable filters as defined below for each report type.

2.4.1.3 The User shall be able to save a specific set of filter selections (definition) as a named report.

2.4.1.4 The user shall be able to recall and edit the definition of a named report.

2.4.1.5 Named reports shall appear in the users menu.

2.4.1.6 Each report shall have page headers identifying:

· Date of report

· Name of report

· Report definition data, i.e. data selection criteria

· Page numbering

2.4.2 Schedule Trends
2.4.2.1 Schedule trend reports shall report the number of items:
· In user selected item status, i.e. active, overdue

· Summed over user selected class(es), defined in 0
2.4.2.2The number of items shall be reported:

· For the previous user specified N date intervals 

· Beginning on user specified date, e.g. last end of month date

· At user specified intervals, i.e. weekly, monthly

· By user selected assigned organization(s).  Default is “all organizations”

2.4.2.3 The user can select to report numbers by user selected class(es) or to sum the count over the user selected classes.

2.4.2.4 The user can select the report format to be either a column chart or tabular data

2.4.2.5 The report can be printed or displayed after the report definition is entered or recalled.

USAGE: OSD Overdue Tasks:

· Select status overdue

· Define last date to be reported on, e.g. 12-31-2002

· Define interval, e.g., weekly

· Define how many weeks history to see, e.g. 8 weeks will give two months worth of history

· Select the organizations that you wish to see the history for.

· Select to sum over all classes e.g. quick turnaround + short term + long term

· “Display” or “Print” report as needed

2.4.3 Volume

2.4.3.1 Volume reports shall report the number of items:

· In status during interval OR entering status during interval

· In up to 3 user selected item status groups, e.g. group 1 = Assigned + Active, group 2 = overdue

· Over user selected class(es), defined in 0
2.4.3.2 The number of items shall be reported:

· For the previous user specified N date intervals

· Beginning on user specified date, e.g. last end of month date

· At user specified intervals, i.e. weekly, monthly

· If user has specified “in status”, then count all items that were in the specified status(es) during the interval.  Count each item only once, no matter how many of the user specified status changes occurred during the interval for an item.

· If user has specified “entering status” then count only those items whose status changed to the specified status(es) during the interval. Count each item only once, no matter how many times the user specified status changes occurred during the interval for an item.

· By user selected assigned organization(s).  Default is “all organizations”

The user can select to report numbers by user selected class(es) or to sum the count over the user selected classes or both.  The user can select to report counts by organization or to sum over all organizations.  The user can select the report format to be either a column chart or tabular data.

2.4.3.3 The report can be printed or displayed after the report definition is entered or recalled.
USAGE: Top 4 Taskers by 2 Ltr

· Specify “in Status”

· Specify group 1 = all Status except closed and withdrawn

· Specify group 2 = Status = Overdue

· Specify classes = all

· Specify 1 previous time intervals

· Specify previous week ending date

· Specify a weekly interval

· Select sum over classes

· Specify organizations to be included in count

· Select report by organizations

· Select tabular output

· “Display” or “Print” report as needed

USAGE: Short term, Quick Turn and 2 Ltr packages

· Specify “entering Status”

· Specify group 1 = completed

· Specify classes = short term and Quick turn

· Specify 5 previous time intervals

· Specify previous month ending date

· Specify a monthly interval

· Select both individual class counts and sum over classes

· Specify organizations to be included in count

· Select sum over all organizations

· Select graphical output

· “Display” or “Print” report as needed

USAGE: Total Short term taskers by action required

· Specify “entering Status”

· Specify group 1 = completed

· Specify classes = short term and Quick turn

· Specify 3 previous time interval

· Specify previous month ending date

· Specify a monthly interval

· Select sum over class counts 

· Select one or more organizations to be reported on.

· Select graphical output

·  “Display” or “Print” report as needed

USAGE: Total Long Term Taskers By Action Required

· Specify “entering Status”

· Specify group 1 = completed

· Specify classes = long term

· Specify 3 previous time interval

· Specify previous month ending date

· Specify a monthly interval

· Select one or more organizations to be reported on.

· Select individual class counts 

· Select graphical output

· “Display” or “Print” report as needed

2.4.4 Duration Reports

2.4.4.1 Duration reports shall report the number of items:

· In status during interval OR entering status during interval

· For user selected item status(es), i.e. active, overdue 

· Summed over user selected class(es), defined in 0
2.4.4.2 The number of items shall be reported:

· For the previous user specified N date intervals 

· Beginning on user specified date, e.g. last end of month date

· At user specified intervals, i.e. weekly, monthly

· By user selected assigned organization(s).  Default is “all organizations”

The user can select to report numbers by user selected class(es) or to sum the count over the user selected classes.  The user can select to sum the counts over the organizations.  The user can select to report average duration for each item count reported.  The user can select to display a count of a subset of each item count reported.  Subsets may be user selected based:
· Items that have had the due date changed after the assignment (extensions).

· Items that are overdue

2.4.4.3 The user can select the report format to be either a column chart or tabular data

2.4.4.4 The report can be printed or displayed after the report definition is entered or recalled.

USAGE: Short term vs Quick turn taskers:

· Specify “entering Status”

· Specify group 1 = completed

· Specify classes = short term, quick turn

· Specify 1 previous time interval

· Specify previous month ending date

· Specify a monthly interval

· Select one or more organizations to be reported on.

· Select do not sum over organizations

· Select individual class counts

· Select compute averages

· Select no sub counts

· Select tabular output

·  “Display” or “Print” report as needed

USAGE: Short term vs Quick turn taskers:

· Specify “entering Status”

· Specify group 1 = completed

· Specify classes = all

· Specify 1 previous time interval

· Specify previous month ending date

· Specify a monthly interval

· Select one or more organizations to be reported on.

· Select sum over organizations

· Select sum class counts

· Select compute averages

· Select sub counts by changed due date

· Select tabular output

· “Display” or “Print” report as needed

2.5 Paper Package Reporting

2.5.1 Paper Package reports shall report a comparison of the number of paper packages to Electronic packages:

· In status during interval OR entering status during interval

· Over user selected class(es), defined in 0
2.5.1.2 The number of paper packages and electronic task items shall be reported:

· For the previous user specified N date intervals

· Beginning on user specified date, e.g. last end of month date

· At user specified intervals, i.e. weekly, monthly

· If user has specified “in status”, then count all items that were in the specified status(es) during the interval.  Count each item only once, no matter how many of the user specified status changes occurred during the interval for an item.

· If user has specified “entering status” then count only those items whose status changed to the specified status(es) during the interval. Count each item only once, no matter how many times the user specified status changes occurred during the interval for an item.

· By user selected assigned organization(s).  Default is “all organizations”

The user can select to report numbers by user selected class(es) or to sum the count over the user selected classes or both.  The user can select to report counts by organization or to sum over all organizations.  The user can select to report paper counts as a percentage of the total count of paper and electronic tasks.  The user can select the report format to be either a column chart or tabular data.  The report can be printed or displayed after the report definition is entered or recalled.

USAGE: Percentage of electronic Packages:

· Specify “in Status”

· Specify group 1 = all

· Specify classes = all

· Specify 7 previous time interval

· Specify previous week ending date

· Specify a weekly interval

· Select all organizations

· Select sum over organizations

· Select sum class counts

· Select compute averages

· Select no sub counts

· Select report paper by percentage

· Select graphical output

· “Display” or “Print” report as needed

USAGE: Short term ES Packages, electronic vs paper

· Specify “in Status”

· Specify group 1 = all

· Specify classes = Short term

· Specify 7 previous time interval

· Specify previous month ending date

· Specify a Monthly interval

· Select all organizations

· Select sum over organizations

· Select sum class counts

· Select compute averages

· Select no sub counts

· Select report paper by count

· Select tabular output

· “Display” or “Print” report as needed

USAGE: Quick Turn ES Packages, electronic vs paper

· Specify “in Status”

· Specify group 1 = all

· Specify classes = quick turn

· Specify 7 previous time interval

· Specify previous month ending date

· Specify a Monthly interval

· Select all organizations

· Select sum over organizations

· Select sum class counts

· Select compute averages

· Select no sub counts

· Select report paper by count

· Select tabular output

“Display” or “Print” report as needed

APPENDIX C
Network Risk Assessment
The following documentation is required prior to Network Risk Assessment (NetRA) testing.

This checklist will reduce the number of information requests by the AF community to the System Program Office (SPO) during the Certificate of Networthiness (CoN) process and greatly decrease any delays.

In no way does this checklist replace the need for a CoN, Certificate to Operate (CTO) or a Network Risk Assessment (NetRA).  Instead it is meant to consolidate the information required so as to minimize the interruption of daily operation on the SPO.

This checklist is composed of two main sections, System/Infrastructure Information and Security Concerns.  Questions will refer to the projected IOT&E testing and the future NetRA testing.  Please respond to each item, and if it is not applicable, so state.

Part 1 - System/Infrastructure Information
1.1 What is the mission of the system?

1.1.1 Include a description of how the system is structured (major components and interconnects)

1.1.2 Include a description of how the system fits into the overall Air Force network infrastructure.

1.1.3 Include any interfaces to other systems. 

1.2 Describe the operational environment. 

1.2.1 Explain the overall architecture of the test setup (OT&E). 

1.2.1.1 What sites will be involved in the test?

1.2.1.2 What specific components and interfaces of the system will be involved?

1.2.1.3 What is the planned start date and duration of the test effort?

1.2.1.4 Provide estimate of number of users per installation.

1.2.1.5 Describe the transactions users will make on the system.

1.2.1.5.1 Identify expected number of transactions per day/hour.

1.2.1.5.2 Project the typical duration of a transaction.

1.2.2 Explain the fielded network environment of the system. 

1.2.2.1 Is the system going to be centralized?

1.2.2.2 Is each base going to have its own equipment suite?

1.2.2.3 Are all AF/DoD employees going to use this system, or only a specific segment of the AF/DoD community?

1.2.2.4 Will Government contractors be required to have access to the system for maintenance purposes?

1.2.2.5 Provide estimate of number of users per installation.

1.2.2.6 Describe the transactions users will make on the system.

1.2.2.7 Identify expected number of transactions per day/hour.

1.2.2.8 Project the typical duration of a transaction.

1.2.3 Are there any non-operational or pilot sites set up where NetRA can be conducted on the system?  If so, is the configuration the same as in the operational environment?

1.3 Identify system architecture specifications. 

1.3.1 System hardware requirements

1.3.1.1 Include workstations and/or servers, as applicable.

1.3.1.2 Include hard disk space, memory, peripheral device, and network interface requirements.

1.3.2 System software/operating requirements.

1.3.2.1 Include operating system, web browsers, MS Office products or any other software required by the system.

1.3.2.2 Include the version, build, and service pack numbers for all software.

1.3.2.3 Describe how the software functions and all of its interfaces.

1.3.3 Describe the information flow leaving and entering the system.

1.3.4 Identify all network services required by the system.

1.3.5 If hardware/software resources are not in AF Network Test Center inventory, can the PMO provide them to AFCA for creating the program’s system suite in AF Network Test Center? 

1.4 Identify the transmission technology required (ATM, ISDN, Ethernet, etc.)

1.5 Identify the connectivity requirements for this system/application both intra and interbase

1.6 Identify known interoperability issues with other applications.

1.7 Identify known interoperability issues with firewalls.  If the system requires a specific firewall configuration, provide the settings.

1.7.1 What port number(s) is required to be opened on the firewall?

1.7.2 Name the associated protocol(s).

1.8 Identify known interoperability issues with base routers.  If the system requires a specific router configuration, provide the settings.

1.9 Identify projected bandwidth requirements.

1.9.1 Include projected bandwidth required on base networks, NIPRNET, and SIPRNET.

1.9.2 Include any bandwidth surveys or studies to determine if sufficient bandwidth is available at all planned sites.

1.10 Identify expected user response times for user interfaces.

1.11 Identify available support for Network Risk Assessment testing:

1.11.1 What level of help desk support is available during NetRA planning and execution?  Will support personnel be available to come to NetRA site?

1.11.2 Is a system POC available to provide technical assistance during installation and NetRA?  Provide name, email address and telephone number.

Part 2 - Security Information
2.1 Provide a Security Classification Guide for system.  If not available, describe classification levels of the system software and system data.

2.2 Identify any known security vulnerabilities.

2.2.1 User Ids and Passwords.

2.2.1.1 Are user IDs and passwords always encrypted when passed over the base network?

2.2.1.2 Are user IDs and passwords always encrypted when they leave the base network?

2.2.2 Protection of Sensitive Data.

2.2.2.1 Is sensitive data always encrypted when passed over the base network?  

2.2.2.2 Is sensitive data protected on the system?

2.3 Identify known issues with network operating system.

2.4 Identify known issues with proxy servers or proxy functions.

2.5 Identify known issues with network infrastructure (location with servers, etc.)

2.6 Identify type of security scan performed.  Provide a copy of security scan report.

2.7 Describe Virtual Private Network (VPN) tunnels used, if applicable.

2.8 Identify any encryption methods used and the strength of the cipher employed.

For browser-based systems, identify what system will do if connecting with a browser that does not support 128-bit encryption.
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