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NSN 7540-01-152-8070
30-105-02
STANDARD FORM 30 (REV. 10-83)
PREVIOUS EDITION UNUSABLE
Prescribed by GSA
FAR (48 CFR).243
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 10 Oct 2002 
	Contract Number:
	DCA200-02-D-5014

	Task Order Number:
	000702

	Encore Tracking Number:
	00027.02

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
2.  Task Order Title.  DoD Information Technology Security Certification and Accreditation Process (DITSCAP) Support for US Transportation Command

3.  Background.  Information technology programs developed by the United States Transportation Command (USTRANSCOM) must be secure to prevent unauthorized use.  The Department of Defense (DoD) Information Technology Security Certification and Accreditation Process (DITSCAP) details the procedures required to ensure adequate protection of USTRANSCOM information systems and applications.

4.  Objectives.  The objective of this statement of work is to perform security certification and accreditation tasks for USTRANSCOM unclassified and classified information technology (IT) programs as described in paragraphs below.  The scope of this task order requires the contractor to develop documentation to support security certification and accreditation as well as conducting independent system test, evaluation and penetration testing of selected USTRANSCOM information technology systems.  All deliverables must be completed in accordance with DoD Instruction 5200.40 (DITSCAP) and applicable USTRANSCOM/TCJ6-OS instructions and guidance. The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines (e.g. Strategic Technical Guidance (STG), Technical Architecture Framework for Information Management (TAFIM), Common Operating Environment (COE), Defense Information Systems Network (DISN), Shared Data Environment (SHADE) and Defense Transportation System (DTS) Technical Architecture).  The Encore Task Areas applicable to this task order include:

5.  Scope.
· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 10 - Test and Evaluation
6.  Specific Tasks.
6.1  Task 1 - Enterprise IT Policy and Planning.
6.1.1  The contractor shall provide a centralized task order management capability at the contractor site.  This function shall encompass administrative, clerical, documentation and related functions that provide general support for the task order.

6.1.2  The contractor shall provide a Task Order Manager (TOM) responsible for the execution of this task order and the Government’s principle point of contact for overall contract and task order issues.  In the event the TOM is unavailable, the contractor shall notify the TM of a point of contact to take on the TOM’s responsibilities in his absence.

6.1.3  Prior to each DITSCAP phase the TOM shall provide the Task Manager a Task Order Management Plan detailing the plan for satisfying this task.  The Program Manager, User Representative, Contract Representative, Task Manager and Certification Authority may recommend tailoring of phases and/or delivery schedules and present to the Designated Approving Authority for approval.

6.1.4  The contractor shall provide Monthly Status Reports detailing funds and man-hours expensed.  The Monthly Status Report shall also provide a comparison of actual performance to planned performance.

6.1.5  The contractor shall provide support to the Task Monitors by preparing documents such as briefings, point papers, and meeting minutes related to the status of the performance of this Task Order.  The style and timing of these documents shall be determined by mutual agreement between the TMs and the TOM.

Deliverables:
Task Order Management Plan
Monthly Status Reports
6.2  Task 2 - Test and Evaluation.
6.2.1  DITSCAP Definition Phase Support.  The contractor shall provide support to perform DITSCAP Definition Phase of USTRANSCOM programs.  This support shall include, but is not limited to, analyzing current and planned system architectures required for Certification and Accreditation.  All deliverables shall conform to DoD Instruction 5200.40 and applicable USTRANSCOM/TCJ6-OS instructions and guidance.  Tasks shall be categorized according to DoD Instruction 5200.40.  The following tasks will be accomplished for the following systems/ programs:
a. CUSTOMS - (Europe)

b. CUSTOMS - (Korea)

c. ICS

6.2.1.1  Subtask 1 - Prepare the Mission Description and System Identification

6.2.1.2  Subtask 2 - Register the System

6.2.1.3  Subtask 3 - Prepare the Environment and Threat Description

6.2.1.4  Subtask 4 - Prepare the System Architecture Description

6.2.1.5  Subtask 5 - Determine the Information Technology Security (ITSEC) System Class.

6.2.1.6  Subtask 6 - Determine the System Security Requirements.

6.2.1.7  Subtask 7 - Identify the Certification and Accreditation (C&A) Organizations and the Resources Required.

6.2.1.8  Subtask 8 - Prepare the DITSCAP Plan

6.2.19  Subtask 9 - Draft the System Security Authorization Agreement (SSAA) which includes documentation from Subtasks 6.2.1 through 6.2.8.

Deliverable:
System Security Authorization Agreement (SSAA)
6.2.2  Task 3 - DITSCAP Verification Phase Support.  The contractor shall provide support to perform DITSCAP Verification Phase of USTRANSCOM programs.  This support shall include, but is not limited to, analyzing current and planned system architectures required for Certification and Accreditation.  All deliverables shall conform to DoD Instruction 5200.40 and applicable USTRANSCOM/TCJ6-OS instructions and guidance.  Tasks shall be categorized according to DoD Instruction 5200.40.  The following tasks will be accomplished for the following systems/ programs:

a.  (Not applicable to this modification )

6.2.2.1  Subtask 1 - System Architecture Analysis

6.2.2.2  Subtask 2 - Software Design Analysis

6.2.2.3  Subtask 3 - Network Connection Rule Compliance Analysis

6.2.2.4  Subtask 4 - Integrity Analysis of Integrated Products

6.2.2.5  Subtask 5 - Life-Cycle Management Analysis

6.2.2.6  Subtask 6 - Vulnerability Analysis

Deliverables:
System Architecture Analysis Report
Software Design Analysis Report
Network Connection Rule Compliance Analysis Report
Integrity Analysis of Integrated Products Report
Life-Cycle Management Analysis Report
Vulnerability Analysis Report
6.2.3  Task 4 - DITSCAP Validation Phase Support.  The contractor shall provide support to perform DITSCAP Validation Phase of USTRANSCOM programs.  This support shall include, but is not limited to, analyzing current system architectures required for Certification and Accreditation.  All deliverables shall conform to DoD Instruction 5200.40 and applicable USTRANSCOM/TCJ6-OS instructions and guidance.  Tasks shall be categorized according to DoD Instruction 5200.40.  The following tasks will be accomplished for the following systems/programs:

a.  Transportation Financial Management System (TFMS)

6.2.3.1  Subtask 1 - Security Test and Evaluation (ST&E) Plan/Procedures

6.2.3.2  Subtask 2 - Penetration Testing Plan/Procedures

6.2.3.3  Subtask 3 - Security Test and Evaluation (ST&E)

6.2.3.4  Subtask 4 - Penetration Testing

6.2.3.5  Subtask 5 - System Management Analysis

6.2.3.6  Subtask 6 - Site Accreditation Survey

6.2.3.7  Subtask 7 - Contingency Plan Evaluation

6.2.3.8  Subtask 8 - Risk Management Review

A contractor not associated with the development of the Information Technology program/ application being tested must perform the ST&E and the Penetration Testing tasks.

Deliverables:
Security Test and Evaluation (ST&E) Plan/Procedures
Penetration Testing Plan/Procedures
Security Test and Evaluation (ST&E) Report
Penetration Testing Report
System Management Analysis Report
Site Accreditation Survey Report
Contingency Plan Evaluation Report
Risk Management Review Report
6.2.4  Task 5 - DITSCAP Post Accreditation Phase Support.  The contractor shall provide support to perform the DITSCAP Post Accreditation Phase of USTRANSCOM programs as shown below.  This support shall include, but is not limited to, ongoing maintenance of the SSAA and assessing the impact of changes in system hardware and software.  All deliverables shall conform to DoD Instruction 5200.40 and applicable USTRANSCOM/TCJ6-OS instructions and guidance.  Tasks shall be categorized according to DoD Instruction 5200.40.  The contractor shall provide updates as directed by the TM.


a.  (Not applicable to this modification )
Deliverable:
Updated SSAA
7.  Place of Performance.  Work under this task order will occur at both Government and contractor sites.  System testing will occur at Government sites on Scott AFB, IL.

8.  Period of Performance.  The period of performance is 365 calendar days (1 Oct 2002 - 30 Sep 2003).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Task Order Management Plan
	
	See Below
	Draft - 15

Final - 15 Days After Receipt of Government Review

	1 
	Monthly Status Reports
	
	
	Monthly, on 5th Workday

	2
	System Security Authorization Agreement (SSAA)
	
	
	Draft - 60

Final - 30 Days After Receipt of Government Review

	3
	System Architecture Analysis Report
	
	
	Draft As agreed upon in the final SSAA.

Final - 30 Days After Receipt of Government Review

	3
	Software Design Analysis Report
	
	
	Draft - As agreed upon in the final SSAA.

Final - 30 Days After Receipt of Government Review

	3
	Network Connection Rule Compliance Analysis

Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	3
	Integrity Analysis of Integrated Products Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	3
	Life-Cycle Management Analysis Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	3
	Vulnerability Analysis Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Security Test and Evaluation (ST&E) Plan
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Penetration Testing Plan
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Security Test and Evaluation (ST&E) Report
	
	
	Draft - 45 Days After Final ST&E and Penetration Test Plans

Final - 30 Days After Receipt of Government Review

	4
	Penetration Testing Report
	
	
	Draft - 45 Days After Final ST&E and Penetration Test Plans

Final - 30 Days After Receipt of Government

Review


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	4
	System Management Analysis Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Site Accreditation Survey Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Contingency Plan Evaluation Report
	
	
	Draft - As agreed upon in the final SSAA

Final - 30 Days After Receipt of Government Review

	4
	Risk Management Review Report
	
	
	Draft - 30 Days after completion of all other Task 4 draft deliverables.

Final - 30 Days After Receipt of Government Review and completion of all other Task 4 final deliverables.


Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO-Scott (AQSS32))

· 1 electronic copy in Microsoft Office format and 1 hard copy of the transmittal letters and the deliverables to the Primary TM and the Alternate TM

· 1 electronic copy in Microsoft Office format of the deliverables to Mr. Bill Hedgecough of TCJ6-OS at Bill.Hedgecough@hq.transcom.mil
10.  Security.  Access to information up to the SECRET classification level is required to gather information to complete this task order.  Contractors will be required to have a SECRET clearance.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  USTRANSCOM will ensure the contractor is provided the necessary documentation to assemble the required deliverables.  The following will be provided to the contractor to ensure all available information is provided to facilitate this effort; Mission Needs Statements, Operational Requirements Documents, Concept of Operations, Implementation Plans, Integration Plans and Architecture Plans.  Access to facilities, systems and resources at its installations to support the contractor activities for all tasks will be provided.  The contractor will also need personnel to be available to provide technical input, answer questions, review completed work, and provide timely feedback.  USTRANSCOM, if applicable, will provide the security classification guidance relating to threats, vulnerabilities, countermeasures and residual risks identified for the information system.  The contractor will need access to computers authorized to process classified information in order to develop classified documentation as needed.  The contractor will also need access to appropriate storage devices (i.e. safes) to store classified information as needed.

12. Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  This task order may be extended at a later time to include similar DITSCAP work for the suite of USTRANSCOM programs.

b.  Identification of Potential Conflicts of Interest (COI).  A contractor not associated with the development of the Information Technology program/application being tested must perform the ST&E and the Penetration Testing tasks.

c.  Identification of Non-Disclosure Requirements.  The contractors may be exposed to proprietary information related to the design of the programs being certified.  Therefore, all contractor personnel must execute non-disclosure statements in accordance with the Encore contract.


d.  Packaging, Packing and Shipping Instructions.  There are no task order-unique requirements that exceed those stated in Section D of the Encore contract.


e.  Inspection and Acceptance Criteria.  There are no additional requirements that exceed those stated in Section E of the Encore contract.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standards, Technical Standards and Functional Performance Criteria are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria
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