[image: image1.wmf]SEE SCHEDULE

ORDER FOR SUPPLIES OR SERVICES

PAGE 1 OF

3

SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$401,960.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY
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7. ADMINISTERED BY 

CODE
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See Item 15
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42. S/R VOUCHER NO.

DCA200-02-D-5006

2002Dec18
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4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0011

NMIPR034600160
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DISA/DITCO-SCOTT

2300 EAST DRIVE
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MAIL TO: DITCO/AQSC4-FMO                

 2300 EAST DRIVE
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DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1.00
	Lot
	$401,960.00
	$401,960.00

	
	USNORTHCOM MCCC Integration Support, in accordance with the attached statement of work (SOW), dated 08 Nov 2002 (Tracking number 00062.00).  The period of performance is 365 calendar days (15 Jan 2003 through 14 Jan 2004).  Computer Sciences Corporation (CSC) proposal, dated 16 Dec 2002, is incorporated by reference

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL ESTIMATED PRICE
	$401,960.00*


SECTION G Contract Administration Data
Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	

	AMOUNT:
	$401,960.00
	


MIPR:  NMIPR034600179 - $284,312.94

MIPR:  NMIPR034600160 - $117,647.06

CLAUSES INCORPORATED BY FULL TEXT
DITCO Points of Contact
Contracting Officer

Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist

Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 08 Nov 2002
	Contract Number:
	DCA200-02-D-5006

	Task Order Number:
	0011

	Encore Tracking Number:
	00062.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	HQ AFSPC/DOMN

	Department of Defense Activity
Address Code (DODAAC):
	F03000

	Address:
	150 Vandenberg Street, Suite 1105

Peterson AFB, CO  80914-4180

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	HQ AFSPC/DOMN

	DODAAC:
	F03000

	Address:
	150 Vandenberg Street, Suite 1105

Peterson AFB, CO  80914-4180

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  USNORTHCOM MCCC Integration Support

3.  Background.  The United States Northern Command (USNORTHCOM) Mobile Consolidated Command Center (MCCC) is one of two MCCCs to provide a survivable, endurable command and control node.  The former USSPACECOM MCCC has been re-designated the USNORTHCOM MCCC.  In addition, United States Strategic Command (USSTRATCOM) is leading an effort, the Combatant Commanders Integrated Command and Control System (CCIC2 S), (formerly called the NORAD/ USSPACECOM Warfighting Support System (N/UWSS)).  This effort will modernize both fixed and endurable nodes in support of Commander of NORTHCOM and Commander of STRATCOM.  The CCIC2S business process reengineering (BPR) effort continues.  In addition, USNORTHCOM could initiate a BPR effort to identify transformation capabilities for the new Unified Command.  This task order continues ongoing work previously accomplished under DEIS II Task Orders 0017, 0073, 0099, 0117, and 0133 activities.  These prior task orders effected the N/UWSS BPR modernization, integrating the modernization into the existing MCCC system engineering, requirements analysis, configuration management, Battlestaff training, and security engineering efforts to facilitate identification of MCCC legacy systems and migration systems.  This task order continues the CCIC2S accomplished under Task Orders 0017, 0073, 0099, 0117 and 0133 supporting the CCIC2S efforts to complete BPR effort to modernize the USSTRATCOM and USNORTHCOM fixed and endurable command and control centers into an evolutionary development compliant with a Defense Information Infrastructure (DII) Common Operating Environment (COE) architecture meeting the Technical Architecture Framework for Information Management (TAFIM) standard.

4.  Objectives.  This task order supports the HQ AFSPC/DO objectives of migrating the current MCCC to DII COE architecture meeting the TAFIM standard.  In addition, the HQ AFSPC/DO effort will integrate DII COE compliant systems including Global Command and Control System (GCCS, secret and top secret) and Defense Messaging System (DMS) into the MCCC.  The CCIC2S goals of flexibility, interoperability, and reduced cost of ownership for both the USNORTHCOM/USSTRATCOM fixed and endurable command and control nodes complies with Department of Defense goals of integrated and interoperable systems.  The contractor shall furnish HQ AFSPC/DO technical solutions including integration solutions management, business process reengineering, requirements analysis, standard/ common/migration application development, product integration, and deployment operations and maintenance including configuration management and training in support of the CCIC2S and MCCC programs.
5.  Scope.  The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as DII Strategic Technical Guidance (STG), DII COE, Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 4 - Business Process Reengineering
· Task Area 5 - Requirements Analysis
· Task Area 7 - Information and Knowledge Engineering
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
6.  Specific Tasks.  This task order provides management and technical support in five task areas.  The first task area provides Contract Level and Task Order Management, including quality assurance, security management, cost monitoring, and performance requirements.  The CCIC2S Engineering and Integration Support task provides CCIC2S integration management and MCCC integration strategies.  The MCCC Engineering and Integration Support task will review, analyze, and evaluate design activities for compliance with identified standards/common/migration applications.  The Operational Support task will provide MCCC training and requirements and configuration control support.  The MCCC Personnel and Equipment Protection task will evaluate environmental and physical protection requirements for the system.
6.1 Task 1 - Enterprise Management Controls.
6.1.1  Subtask 1 - Integration Management Control Planning.  Provide the technical and functional activities at the contract level needed for the program management of this SOW.  Include productivity and management methods such as quality assurance, configuration management, work breakdown structuring and human engineering at the contract level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - TO Management.  Prepare a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, configuration management, and security management applied to the TO.

Deliverables:
Task Order Management Plan
Status Report
6.2 Task 2 - CCIC2S Integration Solutions Management.  The CCIC2S Engineering and Integration Support task includes technical support for the research, analysis, recommendation, and documentation of CCIC2S and MCCC integration issues and approaches.

6.2.1  Subtask 1 - CCIC2S Integration Management.  This subtask area recommends opportunities for resolving issues in MCCC requirements, data, applications and infrastructure elements.  This subtask also includes planning, analyzing, and reporting MCCC programmatic impacts on the issues such as costs, return on investment, schedule dependencies, and recommending functional solutions.  In addition, this subtask examines functional, management and technical issues to provide effective solutions for the CCIC2S integration efforts.  Documentation will be developed for studies, analyses, assessments and system architectures.

Deliverables:
CCIC2S Architecture Impact on MCCC
6.3 Task 3 - MCCC Application Development.  The MCCC Engineering and Integration Support task includes technical support that supplements the design activities; provides documentation and technical reviews; and provides support services for all aspects of deploying approved standard/common/migration applications/systems.

6.3.1  Subtask 1 - MCCC Integration Strategies.  This subtask will produce integration strategies to reduce the large number of MCCC legacy systems to a more manageable, cost effective, standard number of applications as AFSPC transitions to its target information architecture supporting interoperability and cross-functional data sharing.  In addition, the integration strategies will examine all aspects of change to the MCCC organization resulting from functional process improvements and the selection of standard/ common/migration applications.  The MCCC integration strategy will consider all integration management components in order to recommend a standard/common/migration system, provide cost and economic analyses supporting the migration strategy, identify and evaluate risks inherent with the proposed strategy, and provide a tentative implementation plan.

6.3.2  Subtask 2 - Standard/Common/Migration Application Development.  This subtask will evaluate standard/common/migration systems for incorporation into the MCCC.  This subtask provides technical support in areas that supplement the design stage activities.  This subtask includes analysis and evaluation of existing government DII COE applications and commercial off-the-shelf applications; review and evaluation of planned application development and security engineering; and attendance at design sessions for evaluation of designs to meet standard/common/migration applications.

6.3.3  Subtask 3 - Documentation Reviews.  This subtask includes attendance at design walkthroughs and meetings where development documentation is discussed.  In addition, this subtask shall provide identification of design issues and questions, responses to management concerns, and any supporting information where required.

6.3.4  Subtask 4 - MCCC Integration of GCCS, DMS and DRSN.  This subtask will evaluate DII COE compliant GCCS and Defense Red Switch Network (DRSN) integration into the MCCC.  In addition, this subtask shall provide identification of integration and operations design issues and questions, responses to management concerns and any supporting information where required.

Deliverables:
MCCC Migration Strategy
6.4  Task 4 - MCCC Product Integration and Requirements Analysis.  The MCCC Operational Support task includes training support services and requirements identification support services.

6.4.1  Subtask 1 - MCCC Training.  This subtask provides MCCC training support services for all levels of MCCC information system operators, maintainers, and users.  This subtask includes development of alternative training scenarios; development of appropriate training approaches to include MCCC exercises; preparation of training plans; development of training curricula and materials for MCCC information systems operators and users; preparation of materials and schedules; and administration and conduct of training sessions at in-garrison and deployed sites.

6.4.2  Subtask 2 - Requirements Identification Support.  This subtask provides MCCC requirements identification support to include analyzing, tracking and reporting requirements and change requests.  In addition, this subtask maintains the prioritized list of MCCC upgrades and funding status.  This subtask also provides configuration control support services to assist the customer in Requirements Review Board preparation, to include maintaining copies of change requests.

Deliverables:
MCCC Training Scenarios
Requirements Review Board Minutes
6.5  Task 5 - MCCC Concept of Operations.  The MCCC Concept of Operations task provides documentation of the USNORTHCOM transformational capabilities analysis.  This task incorporates the USNORTHCOM BPR effort to define the “as is” and “to be” organization performance and functional processes.

6.5.1  Subtask 1 - USNORTHCOM MCCC Business Process Reengineering.  This subtask evaluates environmental threats to personnel and equipment.  The MCCC modernized equipment will change the operational environment and may impact personnel safety.  Analysis will be performed to determine environmental impacts and develop a protection concept of operations.

6.5.2  Subtask 2 - USNORTHCOM MCCC Operational Update.  This subtask evaluates the operational concept of operations based on the MCCC modernized equipment and operations changes.  Analysis will be performed to determine physical security impacts and develop a protection concept of operations.

Deliverables:
NORTHCOM MCCC Concept of Operations
7.  Place of Performance.  The task order will be performed at the Government and contractor sites.  One contractor person will be based in their own facility and will provide part-time task order management support.  Three contractor personnel will be based at Government facilities and will travel to other Government and Contractor facilities for data gathering, meetings, training, and management reviews.  For the three contractor personnel based at the Government facility, the Government will provide workspace, access to Government safes, access to a telephone, and access to a computer in the performance of task order assignments.  The contractor will require local travel between the contractor facilities and Government facilities located in the Colorado Springs area.  Twenty-eight long distance trips will be required to the following locations for the meetings specified - Cheyenne, WY (16) for modernization testing and in-garrison exercises; Albuquerque, NM (6) for Program Management Reviews (PMR), Modernization Implementation Product Team (IPT) reviews and Logistics Support Facility reviews; Washington, DC (3) for SMCC Conference and PMR; and Omaha, NE (4) for PMR, Operational Requirements Meeting, and Exercise Requirements Meetings.  Duration of the long distance trips will be five days or less.
8.  Period of Performance.  The period of performance is 365 calendar day, 15 Jan 03 through 14 Jan 04.
9.  Delivery Schedule.  The following table describes the items to be delivered for each task in Section 5, data item description (DID) format for each deliverable, the distribution number and receiving organizations, and the delivery dates either after task order award or determined by specific task order events.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Number/Format
	Calendar Days After TO Start

	1
	TO Management Plan
	A003/DI-MGMT-80347
	Standard Distribution*
	Draft - 15

Final - 30

	1
	Monthly Status Report
	Contractor-Determined Format
	2 Copies to TM: Letter only to KO
	Monthly, on 5th Workday

	2
	CCIC2S Architecture Impact on MCCC
	Contractor-Determined Format
	1 copy of transmittal letter only to Contracting Officer and Task Monitor

1 copy of transmittal letter and deliverable to HQ AFSPC/DOMN
	Draft - 270

Final - 360

	3
	MCCC Migration Strategy
	Contractor-Determined Format
	1 copy of transmittal letter only to Contracting Officer and Task Monitor

1 copy of transmittal letter and deliverable to HQ AFSPC/DOMN
	Draft - 270

Final - 360

	4
	MCCC Training Scenarios
	Contractor-Determined Format
	1 copy of transmittal letter only to Contracting Officer and Task Monitor

1 copy of transmittal letter and deliverable to USNORTHCOM/J38
	Two weeks Prior to Quarterly Exercises

	4
	Requirements Review Board Minutes
	Contractor-Determined Format
	1 copy of transmittal letter only to Contracting Officer and Task Monitor

1 copy of transmittal letter and deliverable to HQ AFSPC/DOMN
	15 Days After Quarterly RRB Meetings

	5
	MCCC Environmental and Physical Protection Concept of Operations
	Contractor-Determined Format
	1 copy of transmittal letter only to Contracting Officer and Task Monitor

1 copy of transmittal letter and deliverable to HQ AFSPC/DOMN
	Draft - 360

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO-Scott (AQSS32)); 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  Work to be performed under this task order requires TOP SECRET/Single Integrated Operations Plan/Extremely Sensitive Information (TS/SIOP/ESI) and TOP SECRET/Sensitive Compartmented Information (TS/SCI) clearances.  Also see attached DD Form 254.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The following list contains GFI documentation required by the contractor in the performance of this task order.

	Document Number
	Title

	UR 55-11
	Integrated Tactical Warning & Assessment Policy and System Description

	UR 55-12
	Space Surveillance Network Operations

	TA-2/AIR 1-99
	Threat to US Mobile Consolidated Command Centers

	
	Survivable Mobile Command Center Conference Review

	JCS OPORD 2-CY
	Survivable Mobile Command Center (SMCC) Operations

	JCS OPORD 2-CY, Appendix 5 to Annex C
	SMCC Central Manager’s Guide

	CJCSI 6811.01
	NC3I Technical Performance Requirements

	CJCSI 3280.01
	MCCC Operations

	EAP-CJCS Vol VII, Annex-A
	Nuclear Execution Reporting Plan 

	USSPACECOM CONPLAN 3800-00
	Mobile Consolidate Command Center Operations, 12 Apr 00

	NUMD 38-XX
	Manpower and Organization, MCCC, 31 Mar96

	
	Concept of Operations for the AFSPC Mobile Command and Control System, Jun 99

	PMD 2234(2)
	Program Management Directive for the CINC Mobile Alternate Headquarters, 16 Jan 95

	
	Configuration Management Plan for the MCCC

	
	Mobile Command and Control System Operations Requirements Document, Nov 90


12.  Other Pertinent Information or Special Considerations.  Government will furnish TS/SCI billets for contractor personnel.  The Contractor will require access to Government facilities within the Colorado Springs area including Peterson AFB, Schriever AFB, Cheyenne Mountain Air Station and Fort Carson. The contractor will also require access to Government facilities outside the Colorado Springs area including FE Warren AFB, WY ANG facilities in Cheyenne, and other sites necessary to perform the tasks outlined in this statement of work.  Government furnished information required by the contractor includes, but is not limited to, CCIC2S, DMS, GCCS, SBIRS, GBS and MCCC system and operations documents.


a.  Government-Owned Vehicles (GOVs).  The Government may authorize the contractor to use GOVs or Government billeting when it is advantageous to the Government.


b.  Funding Plans.  The Government may authorize the contractor access to funding documents (Fin Plans, POMs, etc.) for the MCCS and other related systems for which the contractor is doing analysis work to develop funding plans and submissions.


c.  Familiarization with NORAD/USNORTHCOM, USSTRATCOM, ACC and AFSPC organizations and operations is required.  In addition, familiarization with ground mobile command and control system operations, support, sustainment and maintenance is required.


d.  Identification of Possible Follow-on Work.  This task order potentially leads to follow-on CCIC2S and MCCC engineering and integration support to complete the migration from legacy systems to a DII COE based evolutionary system.


e.  Identification of Potential Conflicts of Interest (COI).  The contractor will be performing BPR tasking for the USSTRATCOM CCIC2S program and integration and operations tasking for the AFSPC MCCS program.  The AFMC Integrated Space Command and Control (ISC2) contract will perform research and develop tasking to produce DII COE products.  No COI exists between the CCIC2S and MCCC Integration Support and the ISC2 contract.


f.  Identification of Non-Disclosure Requirements.  The contractor will be required to assist in MCCC funding activities including POM/APOM/FinPlan.  A non-disclosure agreement will be signed by the selected contractor.


g.  Packaging, Packing and Shipping Instructions.  None.


h.  Inspection and Acceptance Criteria.  None.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

	DEPARTMENT OF DEFENSE
	1. CLEARANCE AND SAFEGUARDING  TOP SECRET

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION
	a. FACILITY CLEARANCE REQUIRED:
	SECRET

	(The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort))
	b. LEVEL OF SAFEGUARDING REQUIRED:
	SECRET

	2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	
	a. PRIME CONTRACT NUMBER
	
	a. ORIGINAL (Complete date in all cases)
	Date (YYMMDD)

	X
	DCA200-02-D-5006/0011
	X
	
	021122

	
	b. SUBCONTRACT NUMBER
	
	b. REVISED (Supersedes all previous specs)
	Revision No.
	Date (YYMMDD)

	
	
	
	
	
	

	
	c. SOLICITATION OR OTHER NUMBER
	DUE DATE (YYMMDD)
	
	c. FINAL (Complete item 5 in all cases)
	Date (YYMMDD)

	X
	00062.00
	
	
	
	

	4. IS THIS A FOLLOW-ON CONTRACT?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If yes, complete the following

Classified material received or generated under       (Preceding Contract Number) is transferred to this follow-on contract

	5. IS THIS A FINAL DD FORM 254?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If yes, complete the following:

In response to the contractors request dated      , retention of the identified classified material is authorized for a period of:      

	6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)
	
	

	a. NAME, ADDRESS, AND ZIP
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 

	Computer Sciences Corporation (CSC)

3160 Fairview Park Drive
Falls Church, VA  22042
	52939
	Defense Investigative Service

Director of Industrial Security

2461 Eisenhower Avenue

Alexandria, VA  22331

	7. SUBCONTRACTOR
	
	

	a. NAME, ADDRESS, AND ZIP
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	CTA Incorporated

7150 Campus Drive, Suite 100

Colorado Springs, CO  80920
	4V743
	Defense Investigative Service

Southwest Region

106 Decker Court, Suite 200

Irving, TX  75062-2795

	8. ACTUAL PERFORMANCE
	
	

	a. LOCATION
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	USG Facilities, Bldgs 1 and 1470, Peterson AFB, CO 80914-4190, and Bldg 930 FE Warren AFB, WY  82005 and Cheyenne Mountain AS, CO  80906
	
	

	9. GENERAL IDENTIFICATION OF THIS PROCUREMENT  Technical integration services and integration engineering support for DoD’s Enterprise model in support of functional requirements definition, identification, validation, migration system selection extending through the entire Automated Information System life cycle (baselining, benchmarking and selection of migration systems, prototyping, development, deployment and the operations and maintenance management of migration systems). This revision is applicable ONLY for the task order resulting from Encore Tracking Number 00062.00, USNORTHCOM Mobile Consolidated Command Center (MCCC) Integration Support and is necessary to continue MCCC tasking.

	10. THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	x
	
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT  ACTIVITY
	
	x

	b. RESTRICTED DATA
	
	x
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	x

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	
	x
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	x
	

	d. FORMERLY RESTRICTED DATA
	
	x
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	
	x

	e. INTELLIGENCE INFORMATION
	
	
	e. PERFORM SERVICES ONLY
	
	x

	(1) Sensitive Compartmented Information (SCI)
	x
	
	f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	
	x

	(2) Non-SCI
	x
	
	g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	x
	

	f. SPECIAL ACCESS INFORMATION
	
	x
	h. REQUIRE A COMSEC ACCOUNT
	
	x

	g. NATO INFORMATION
	
	x
	i. HAVE TEMPEST REQUIREMENTS
	
	x

	h. FOREIGN GOVERNMENT INFORMATION
	
	x
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	
	x

	i. LIMITED DISSEMINATION INFORMATION
	
	x
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	x

	j. FOR OFFICIAL USE ONLY INFORMATION
	x
	
	l. OTHER (Specify)
	
	

	k. OTHER (Specify)
	x
	
	
	
	

	Requires three SCI Billets
	
	
	
	
	


DD Form 254, DEC 99 (EF)
Previous editions are obsolete.
(DISA IRXDTS, Inc.)
	12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release
 FORMCHECKBOX 
 DIRECT
 FORMCHECKBOX 
 THROUGH (Specify)

	1. The Contracting Officer, 2. DISA SSO and SSO, USNORTHCOM/J2SSO, Bldg 1470, Room 322, 250 S. Peterson Blvd., Suite 116, Peterson AFB CO 80914-3030.  NO PUBLIC RELEASE OF SCI IS AUTHORIZED.

	to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13.  SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

	See attached.

	14.  ADDITIONAL SECURITY. Requirements, in addition to NISPOM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
the contract document itself, or provide an appropriate statement which identifies additional requirements. Provide a copy of the requirements to the

cognizant security office. Use Item 13 if additional space is required.)

	H. 18, Non-Disclosure of Sensitive and/or Proprietary Data (see attach)

	15.  INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If yes, explain and identify specific areas or
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.)

	See attached.

	16.  CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a. TYPED NAME OF CERTIFYING OFFICIAL
	b. TITLE
	c. TELEPHONE (Include Area Code)

	Mark S. Schneider
	CONTRACTING OFFICER
C


	(618) 229-9132

	d. ADDRESS (Include Zip Code)
2300 East Drive

Scott AFB,IL 62225-5406
	17. REQUIRED DISTRIBUTION
 FORMCHECKBOX 
 a. CONTRACTOR

 FORMCHECKBOX 
 b. SUBCONTRACTOR

 FORMCHECKBOX 
 c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

 FORMCHECKBOX 
 d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

 FORMCHECKBOX 
 e. ADMINISTRATIVE CONTRACTING OFFICER


	e. SIGNATURE[image: image2.png]



	 FORMCHECKBOX 
 f. OTHERS AS NECESSARY


DD FORM 254 Reverse, DEC 99
Previous editions are obsolete.
(DISA IRXDTS, Inc.)
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RefItem 10a: The requirements and procedures for the protection of COMSEC information are set forth in the
COMBEC supplement to the National Industrial Security Program Operating Manual (NISPOM), DoD 5220.22-8
and the NSA Manual 90-2(1J), COMSEC Material Control Munual. The requirements of the COMSEC Supplement
to the TSM are imposed on the contractor for safeguarding the COMSLC information. Access to any COMSEC
information requires special briefings at the contractor facility. Access to classified COMSEC information requives a
final U.5. Govermnment clearance at the appropriate level, Further disclosure of COMSEC information by a
contractor, to include subcontracting (other than unique tcaming pariner CTA TNC), requires prior approval of the
contracting activity (DISA).

Classified paper COMSEC material may be destroyed by burning, pulping, or pulverizing. When a method other
than burning is used, all residue must be reduced to picces Smm or smaller in any dimension. When classified
COMSEC material other than paper is to be destroyed speeific guidance must be obtained from the COMSEC
custodian,

Refltem 10.e.(1): 1. This contract requires access to Scnsitive Compartmented Information (SCE). The CSO (DIS)
is relieved of responsibility for all 5CT material and information relcased to the contractor under this coniract.

a. The Director, Defense Intelligence Agency (DIA) and Dircetor, Defense Information Systems
Agency, (DISA), as the executive agent for DIA, along with USNORTHCOM 880, have exclusive security
regponsibility for SCI information released to the contractor/subcontractor or developed under this contract.

b. Defense Intelligence Agency Manuals (DIAMs) 50-3, 50-4, and 50-3, Vols I and TI, provide the
necessary guidance for SCI security measures to supplement the NISPOM and are hereby applicable security
specifications for this contract.

c. Access to SCI by the contractor or subcontractor is limited to that at a US Government SCIF. The
subcontractor shall perform SCI tasks in several SCIFs including, but not limited to, Peterson AFB Buildings 1 and
1470, FE Wamren AFB Building 930, and Cheyenne Mountain Air Station.

d. DIS retains responsibility for all non-SCI classified material released to or developed under this
contract and held within the contractor/subcontractor's facility.

2, Contractor generated or government furnished material may not be provided to the Defense Technical
Information Center (DTTC). Contractor generated reports will bear the statement “Not releasable to the Defense
Technical Information Center per DaD instruction 5230.24.7

3, All contractor personnel requiring access to SCI information must: be 1.5, citizens; have been granted a
final TOP SECRET security clearance by the Government; have been approved as meeting DCED 1/14 criteria by a
govermnment cognizant authority; and have been indocirinated for the applicable compartments of SCI access prior to
being given access to such information released or generated under this contract. SCI Billets will be obtained
through DISA D16,

4, Classified material released or generated under this contract is hot releasable to foreign nationals without
the expressed permission of the Director DESA (850) and Director, DIA,

5. Release of SCI information by the contractor/subcontractor to other contractors or subcontractors is not
authorized.
6. Release of unclassified intelligence information by the contractor/subcontractor to other contractors or

subcontraclors must be approved in writing by the Contracting Officer, the DISA 850 and USNORTHCOM S$50.
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7. Use of the Defense Courier Service by the contractor/subcontractor is not required nor shall they courier
SCI without written approval of the USNORTHCOM Senior Intelligence Officer. USNORTHCOM S50 will
provide distribution service for classified material. RefTtem 10j: Refer to DoD> 5400.7, DoD Freedom of
Information Act Program, which provides specific guidance for the protection of FOUOQ information.

8. The contractor/subcontractor shall not use references to SCI accesses, even by unclassified acronyms, in
advertising, promolional efforts or recruitment.

9. The contractor will revalidate all SCI billet positions under this contract with the DISA 530 upon issuance
ol revised DD Forms 254.

Refltern 10e.(2): Access to WNINTEL is authorized.

Refltem 1le: Security classification guidance for work performed under this delivery order is prescribed by
“Combined Intelligence Center Security Classification Guide, US Space Command, 1 APR 917, a copy of which will
be provided (o the subcontractor under separate cover.

The contractor will be required to prepare an ADP/Standard Practice and Procedures for their ADP operations and
the system will require approval of the CSQ/CSA in accordance with Chapter 8 of the NISPOM.

The Task Manager must be notified and approve the receipt or generation of all classified information under this
delivery order.

Al classified materials, including floppy disks, received or generated under this contract are the property of the US
Government. Disposition of the classified material will be requested from the Task Manager at the end of the
contract.

Refltem 11g: The contractor must prepare and forward DD Forms 1540 and 1541 to the Task Manager for
authorization BEFORE the services may be requested. Technical information on file at the Defense Technical
Information Center (DTIC) will be made available to the contractor if the contractor requires such access. The
Contracting Qfficer or Contracting Officer’s Technical Representative will certify the field of interest relating to the
contract.

Ref Item 15: DIS will forward a copy of all inspection results to DISA Security Division (D16), 701 South
Courthouse Road, Arlington, VA 22204-2199.

A copy of the DD254 issued by Computer Sciences Corporation to CTA INC will be cleared through DISA (D16).

Task Manager: Maj John M. Vela, AFSPC/DOMN, 150 Vandenberg Street., Suite 1105, Peterson AFB, CO
80910-4180

Task Manager Alternate: Capt Daniel Franzen , AFSPC/DOMO, 150 Vandenberg Street., Suite 1103, Peterson
AFB, CO 80910-4180

Servicing Special Sccurity Officer (880): Ms, Betty Kubicko, HQ AFSPC/DOIS, 150 Vandenberg Street, Suite
1103, Peterson AFB, CO §0914-4311,
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