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SECTION B Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore
	1.00
	Lot
	$5,777,528.51
	$5,777,528.51

	
	Battlespace Awareness Joint Task Force Advanced Applications, in accordance with the attached statement of work (SOW), dated 26 Nov 2002 (Tracking Number 00067.00).  The period of performance for the Base Year  is 365 calendar days (24 January 2003 - 23 Jan 2004).  Northrop Grumman Information Technology, Inc. proposal, dated January 3, 2003, is incorporated by reference. 

Funds in the amount of $3,287,332.51 will be incrementally funded IAW FAR 52.232-22.  Funds in the amount of $2,490,196.00 are available now.

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL BASE YEAR PRICE
	$5,777,528.51*


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	1001
	Encore
	1.00
	Lot
	$6,449,252.97
	$6,449,252.97

	
	Battlespace Awareness Joint Task Force Advanced Applications, in accordance with the attached statement of work (SOW), dated 26 Nov 2002 (Tracking Number 00067.00).  The period of performance for Option Year 1, is 365 calendar days (24 January 2004 - 23 Jan 2005).  Northrop Grumman Information Technology, Inc. proposal, dated January 3, 2003, is incorporated by reference.

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL EXTIMATED OPTION YEAR 1
	$6,449,252.97*


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	2001
	Encore
	1.00
	Lot
	$6,797,350.50
	$6,797,350.50

	
	Battlespace Awareness Joint Task Force Advanced Applications, in accordance with the attached statement of work (SOW), dated 26 Nov 2002 (Tracking Number 00067.00).  The period of performance for Option Year 2, is 365 calendar days (24 January 2005 - 23 Jan 2006).  Northrop Grumman Information Technology, Inc. proposal, dated January 3, 2003, is incorporated by reference.

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL ESTIMATED OPTION YEAR 2
	$6,797,350.50*


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	3001
	Encore
	1.00
	Lot
	$7,150,902.03
	$7,150,902.03

	
	Battlespace Awareness Joint Task Force Advanced Applications, in accordance with the attached statement of work (SOW), dated 26 Nov 2002 (Tracking Number 00067.00).  The period of performance for Option Year 3 is 365 calendar days (24 January 2006 - 23 Jan 2007).  Northrop Grumman Information Technology, Inc. proposal, dated January 3, 2003, is incorporated by reference.

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL ESTIMATED OPTION YEAR 3
	$7,150,902.03*


	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	4001
	Encore
	1.00
	Lot
	$7,468,868.44
	$7,468,868.44

	
	Battlespace Awareness Joint Task Force Advanced Applications, in accordance with the attached statement of work (SOW), dated 26 Nov 2002 (Tracking Number 00067.00).  The period of performance for Option Year 4 is 365 calendar days (24 January 2007 - 23 Jan 2008).  Northrop Grumman Information Technology, Inc. proposal, dated January 3, 2003, is incorporated by reference. 

Time-and-Materials (T&M); Not-to-Exceed (NTE)*


	

	
	TOTAL ESTIMATED OPTION YEAR 4
	$7,468,868.44*


SECTION G Contract Administration Data
Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011
	

	AMOUNT:
	$2,490,196.00 (Available Now)

$3,287,332.51 (Incrementally Funded)

MIPR:  DAPMZ35028

Funds in the amount of $3,287,332.51 will be incrementally funded IAW FAR 52.232-22.  Funds in the amount of $2,490,196.00 are available now.
	


CLAUSES INCORPORATED BY FULL TEXT
DITCO Points of Contact
Contracting Officer

Name:

Organization:  DISA/DITCO/AQSS32

Phone No.:

E-Mail:

Contract Specialist

Name:

Organization:  DISA/DITCO/AQSS32

Phone No.:

E-Mail:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 26 Nov 2002
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	0006

	Encore Tracking Number:
	00067.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DISA CITI/APT1

	Address:
	5275 Leesburg Pike, Falls Church, VA  22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA CITI/APT1

	Address:
	5275 Leesburg Pike, Falls Church, VA  22041

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Battlespace Awareness Joint Task Force Advanced Applications

3.  Background.  
The DISA Advanced Information Technology Systems Joint Program Office (AITS-JPO) provides advanced applications and software technology for the Common Operating Environment (COE), the Global Command and Control System (GCCS) and other joint C4ISR systems. The Battlespace Awareness technology thrust is aimed at building and integrating a collection of advanced JTF Applications that will form the foundation for the future Joint Command and Control (JC2) system.  These applications and capabilities are being developed under several Advanced Concept Technology Demonstrations (ACTD) and research initiatives. The projects under the Battlespace Awareness technology thrust include the Joint Blue Force Situational Awareness (JBFSA) ACTD, the Adaptive Battlespace Awareness (ABA) ACTD, the Homeland Security C2 Common Relevant Releasable Operational Picture (CR2OP) effort, the C4 for the Forward Area Support Team (C4FAST) effort and the Family of Inter-Operable Operational Pictures (FIOP) effort.  The work in each of these task areas is not a new start but is intended to build on capabilities developed under other ACTDs for C2 systems such as GCCS and for the COE. Each of these projects will provide capabilities essential for modern Joint Task Force (JTF) Command and Control.  These capabilities need to comply with DISA technical and security standards including the COE Integration and Run Time Specification, and the evolving Network Centric Enterprise Services (NCES) standards.

4.  Objectives.  
The objective of this effort is to build on the existing C2 capabilities by extending the current software, developing new applications where needed, and integrating the advanced JTF C2 applications to form the core of the future Joint C2 system.  This will be accomplished through rapid development and demonstration as part of several ACTDs, as well as technology research and prototyping under several research initiatives.  Early warfighter assessment of the new capabilities as well as warfighter involvement in the design and development cycle will be key to success.  Each ACTD will have an Operational Advisory Group that is composed of users and operational subject matter experts. The goals of this group are to:

· Provide insight to the contractor and engineering leadership as to how the system will be used in the field and the constraints under which it will operate

· Participate in use case and scenario development and review sessions

· Participate in test case development and review sessions

Mature technologies will be set up as Pilot Services to allow the warfighter an early look at the evolving capabilities and to provide a path for transition of this technology to the field.  
The custom application development effort under this TO will be accomplished in a spiral fashion emphasizing rapid development and prototyping in order to demonstrate an incremental build-up of capabilities. This approach will require product integration, information and knowledge engineering, and test and evaluation.  The Pilot Services will require operational maintenance and technical support.  
Coordinating the development of each of these spirals across each project will require integrated solutions management and systems engineering services.   The contractor shall ensure all software, technology and documentation developed is in compliance with the appropriate DOD approved architectures, programs, standards and guidelines. These include the COE, the Integration and Run-Time Specification (I&RTS), the Shared Data Engineering (SHADE) standards, the C2 Enterprise Reference Architecture (C2ERA) and the Network Centric Enterprise Services (NCES) standards.
5.  Scope.  Work performed by the contractor under this task order is intended to support a broad range of technical, engineering, development, sustainment and management functions related to rapid development, integration and testing of new technologies for ACTD type programs.  These include the Encore contract Task Areas as listed below.  Due to the spiral development approach and the interactive requirements development process in ACTD programs, the specific tasking to be acquired under this SOW will be specified in detailed sub-tasks issued to the contractor over the period of performance.

· 
· 
· 
· 
· 
· 
· 

· Task Area 2 - Integrated Solutions Management, Paragraph 2.1.2.1, Integrated Management Support and Paragraph 2.1.2.2, Cross Functional Integration Management
· Task Area 6 - Market Research and Prototyping
· Task Area 7 - Information and Knowledge Engineering
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support

6.  Specific Tasks.  Implementation of individual subtasks will be based on Government direction and associated funding. The subtasks below are the initial subtasks to be performed under this task order and other subtasks will be provided as further efforts are identified and funded.

6.1  Task 1 - Enterprise Management Controls.
6.1.1  Subtask 1 - Integration Management Planning.  
Provide the technical and functional activities required for integration of all tasks specified within this SOW.  Include productivity and management methods such as quality assurance, progress/status reporting and program reviews.  Perform productivity and management techniques such as quality assurance, configuration management, and cost and schedule management, as well as administrative tasks in support of the task order.  Provide a monthly Contractor’s Progress/Status Report (CPSR) report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.  The status reports shall describe specific engineering activities, management support, problem areas, recommended solutions, deliverables completed, work planned for following period, and labor hours expended. The CPSR shall breakout the costs, schedules and activities across each of the major task areas and for each sub-contractor, if applicable.
6.1.2  Subtask 2 - Task Order Management.  
Prepare a Task Order Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide the centralized administrative, clerical, documentation and related functions necessary to accomplish all tasks.
Deliverables:
Contractor’s Progress/Status Reports
Task Order Management Plan
6.2  Task 2 - Integrated Solutions Management and Systems Engineering.  
Provide a lead engineer to coordinate development efforts across each of the task areas and among the sub-contractors as applicable.  Prepare an Integrated Development Plan describing the development approach for each task area, the integration approach, critical path items and the task order master schedule. Provide the engineering and integrated solutions management services needed to execute the Integrated Development Plan.  Prepare a Software Development Plan for each major software task; JBFSA, C4FAST, ABA, HLS-C2 CR2OP, and FIOP.  Prepare Functional Description Documents (FDD) for major new software capabilities proposed. The FDD shall include use cases for the capability where applicable.

Deliverables:
Integrated Development Plan
Software Development Plans
Functional Description Documents


6.3  Task 3 - Joint Task Force Applications Engineering and Development for JBFSA ACTD.  The purpose the JBFSA ACTD is to develop an extensible software framework and demonstrate software interfaces and connectivity, which enable integration of existing Blue Force Tracking Systems to create a blue force situational awareness picture within the Global Command and Control System (GCCS) family of systems Common Operational Picture (COP) and select tactical level display devices.  The JBFSA ACTD will demonstrate the seamless integration of current BFT technology systems and provide an architecture that will enable future BFT technologies to be added in an interoperable way.  The JBFSA ACTD starts in FY-03 and is scheduled to continue through FY-06. The JBFSA ACTD shall use the COE 4.X software environment and build on capabilities developed under the ABA ACTD.  The baseline capabilities needed to establish the future JBFSA architecture shall:

· Provide a single, uniform and globally unique naming scheme for all tracking devices
· Provide a means for mapping to and from the uniform name to the native name
· Receive input from the several types of electronic vehicle and personnel tracking devices in use by the military
· Translate all incoming transponder traffic to a well-known structure

· Translate the information provided by them into a well-defined and uniform format with stable and unique identifiers for each entity being tracked
· Maintain detailed databases of the positions and status of the vehicles reported by each transponder type.

· Provide a detail query web service to report the details of a transponder report in a well-known format

· Extract uniform summary information from each transponder report

· Provide a uniform alerting capability to inform subscribers of important status changes indicated by the transponder reports

· Publish these uniform summaries as a web service so that subscribers other than TMS can use them

· Transmit these uniform tracking reports to the Track Management System (TMS) for inclusion in the COP

· Display those tracking reports on the GCCS COP, showing the position and type of entity being tracked on the COP map
6.3.1  Subtask 1 - Blue Force Tracking Association Database.  
Develop a Shared Data Engineering (SHADE) compliant database for maintaining identifier codes from various Blue force Tracking devices.  Develop cross-reference tables between device specific identifier codes and COP Blue Force Track identifiers.  The BFT track association database shall be designed to be extensible and to allow look-up tables and cross reference tables for new devices to be added easily and without changes to the DB schema. Provide a Database Description Document.
Deliverables:
Database Description Document


6.3.2  Subtask 2 - Blue Force Track Decoder Segment.  
Develop a Blue Force Track decoder segment that can parse Blue Force Track information reported from operational tracking devices as well as reports from the BFT association Database.  The decoder segment shall be extensible and allow new Blue Force track information to be easily added.  
Provide An Interface Description Document and a Software Version Description Document.

Deliverables:
Interface Description Document
Software Version Description
Software Application Segment
6.3.3  Subtask 3 - BFT Device Interfaces.  
Prepare Interface Control Documents for the current BFT devices interfaced to GCCS.
Deliverables:
Interface Control Documents
6.3.4  Subtask 4 - Network Centric Enterprise Service for JBFSA Data.  
Investigate technical approaches for providing JBFSA data as a network enterprise service.  Approaches such as web services and J2EE technology should be considered.  Prepare a FDD.
Deliverables:
Functional Description Document
6.3.5  Subtask 5 - Demonstration Support.  
Provide installation, training and technical support for demonstration and assessment of the JBFSA capabilities during two Joint Military Exercises. The specific exercises and dates will be identified in the JBFSA Management Plan. Provide trip reports describing actions taken, persons contacted, issues resolved and outstanding actions.

Deliverables:
Trip Reports

6.3.6  Subtask 6 - CONOPS Development.  
Provide technical input, document reviews and feedback to the JBFSA Operational manager for the development of the ACTD CONOPS. Technical input shall include a use case to show how this capability will be used in the field.

Deliverables:
JBFSA Use Case Analysis
6.4  Task 4 - Joint Task Force Applications Engineering and Development for C4FAST.  
At the onset of crisis operations, a Combatant Command generally deploys a Forward Area Support Team (FAST) to the scene within just a few hours.  This team travels light, often by commercial air, and becomes the Combatant Command’s eyes and ears on the ground.  It must perform critical basic functions such as rapid situation assessment, force protection, and sometimes threat containment or avoidance.  As the crisis builds to a full-scale operation, personnel, equipment, communications and sensors enhance these teams.  Today, the joint system used in full-scale JTF crisis operations, GCCS, is not capable of supporting the FAST with its full spectrum of capabilities from a web-based, laptop terminal and ad hoc communications.  A variety of issues, most importantly bandwidth, limit this capability.  This task will focus on the research and prototyping of technologies that can be applied to solving this problem.  Additionally an initial concept of operations will be developed in order to guide future efforts. The results of this task will be incorporated into a proposed FY04 ACTD that will continue through FY08.

6.4.1  Subtask 1 - C4FAST Technical Concept of Operations Development.  
Work with government, military and other contractor personnel to develop a Technical Concept of Operations (CONOPS) for the rapid deployment and effective use of C4 information and services by a Forward Area Support Team (FAST). Identify key technologies, proposing system architectures and identifying technical risks. The CONOPS must show major components of the software, the interfaces between them, and their connection to physical communications devices.  For each component, describe the inputs, outputs and transformations, and any side effects that occur.  For existing systems, show any modifications that must be made to meet the constraints and objectives of the ACTD.  The CONOPS shall include Small Unit Operations (SUO) and a location-based SUO alerting environment.  The CONOPS shall also address data management techniques in a constrained environment, to include data filtering or data “thinning” based on location relative to the operator or FAST team, other location-based operations, data fusion, and non-track data distribution.

Deliverables:
C4FAST Technical CONOPS
6.4.2  Subtask 2 - Prototype Tactical SA Tools.  
Develop and prototype software capabilities to support tactical situational awareness.  This shall include capabilities such as tailorable information portals, customizable user interfaces, and low bandwidth information exchange mechanisms.  Coordinate this effort with the tactical COE workstation being developed for the FIOP program. Investigate leveraging existing Command and Control PC (C2PC) and Web COP capabilities as well as new technologies such as JavaWebStart.

Deliverables:
Prototype Tactical SA Software Segments
6.4.3  Subtask 3 - Technology Investigation.  
Investigate various software environments and technologies, including tactical workstations (such as C2PC), web-based distribution of data and applications (including Web COP and JavaWebStart applications), PDAs such as the Compaq (HP) IPAQ, and service-based architectures consistent with NCES.  Provide a technical report documenting the findings and recommending the best fit for C4FAST.

Deliverables:
Technology Analysis Report
6.4.4  Subtask 4 - Small Unit Operations Alerting Capability.  
Develop prototype software to demonstrate small unit operations alerting capabilities that emulate the capabilities provided by the DARPA Small Unit Ops (SUO) project. Utilize the existing XIS software and other COE components as appropriate to develop this capability.

Deliverables:
Prototype SUO Alerting Software Segments
6.4.5  Subtask 5 - Data Engineering/Data Fusion.  
Investigate technologies and processing approaches for delivering situational awareness information over tactical, wireless communication paths. Investigate the information needs of the FAST users as well as the information processing and delivery methods for existing systems.  Perform the data engineering required to identify the optimal access methods, processing chain and dissemination chain for the tactical environment. Investigate advanced information correlation and fusion capabilities that can improve the fidelity of information provided. Coordinate with the Office of Naval Research to align the C4FAST Data Fusion technologies with the capabilities being developed for the Extensible C2 Track Framework (XCTF) project. Provide a technology analysis documenting the findings and recommending the best fit for C4FAST.  The technology analysis must address approaches for:
· Information aggregation and product optimization for low bandwidth/tactical communications delivery

· Generating high quality, focused Intelligence Surveillance and Reconnaissance (ISR) information on small sections of an operational area
Deliverables:
Technology Analysis
6.5  Task 5 - Joint Task Force Applications Engineering and Development for ABA ACTD.  The purpose of ABA is to enhance the COP by addressing user requirements in Data Access, Track Management Services, Visualization Tools, Information Transfer and user customization.  These enhancements will focus on Commander in Chief (CINC), Joint Task Force (JTF) and JTF component level operations and will be tailorable to specific warfighter mission areas.  TST, CSAR, and MIO scenarios will be used to demonstrate enhanced situational awareness and improved support for decision-making. The ABA ACTD started in FY-01 and continues through FY-05. In the past two years, ABA has: expanded the amount of information that can be directly associated with a track (Adjunct Data), used Adjunct Data to modify the display of tracked entities on the COP display (Dynamic Track Group (DTG) modifications and Engagement Symbology), provided a means to label areas on the map (Pushpins), provided a way to publish and associate with tracks a wide range of documents which can be accessed via a tracks property sheet and viewed with a single client (Network Publication Service (NPS)), provided enhancements to GCCS Intel and Imagery capability, provided Macro Button access to frequently-used sources of auxiliary information, and provided a means to arrange and configure application components based on task requirements and contextual input. In FY03, these capabilities will be extended, strengthened and normalized. This task is focused on extending the software and applications developed for ABA and integrating those capabilities with the future JC2 system and NCES architecture.

6.5.1  Subtask 1 - Enhanced CST.  
Develop enhancements to COP Synch Tools to support additional track distribution filtering and distribution lists. These lists should include not only the entity to which a track is distributed, but should show the role of that entity in the action (actor, observer, recorder). Coordinate with the ABA lead engineer, systems engineers and operators to develop usage scenarios and more detailed performance requirements during the preliminary and critical design reviews.  Provide a Functional Description Document for the proposed capabilities.
Deliverables:
Functional Description Document



6.5.2  Subtask 2 - COP Enhancements.  
Continue integration with ABA services. Provide the following improvements and new capabilities:

· Integration of ABA capabilities with the COE Web Cop

· Integration of the Configurable Mission Mode Utility (CMMU) with the ABA Template environment.  Improve performance, define a Template-compatible persistence mechanism, make additional application windows configurable based on input from the operators and lead engineer.

· Provide a unified look and feel among the UI components and reduce unnecessary operator keystrokes on frequently used interfaces.
· Merge all annotation graphics (such as: Pushpins, Bullseye, Overlays) into a single display, persistence, distribution, and management scheme.
· Provide the ability to add adjunct data to non-track entities.

· Amend/extend Adjunct Data content to support arrays and lists of adjunct data and to allow editing of single adjunct data attributes.
· Improve the Engagement Symbology capability.  Provide finer control over the appearance of text decorations (font, color, point size, emphasis).  Provide a persistence mechanism for symbolization rules.

· Integrate the GCCS Unit Battlefield Roll-up application with ABA in order to provide a method to represent the hierarchical structure of Blue military units on the COP display and vary the level detail displayed by echelon level.
Deliverables:
Software Application Segments
Software Version Descriptions
6.5.3  Subtask 3 - ABA Template Enhancements.  
Develop enhancements to the ABA Template software to provide the following improvements and new capabilities:

· Modify the ABA Template software to operate with Web Portals and J2EE app servers

· Define a common method of defining both heavy client template layout and portal layout

· Provide support for dockable windows

· Develop a Template layout wizard

· Improve Template data persistence and context interaction

Deliverables:
Software Application Segments
Software Version Descriptions
6.5.4  Subtask 4 - Network Publication Services.  
Develop enhancements to the ABA NPS software to provide the following improvements and new capabilities:
· Enhance the NPS Battlespace Object Producer to support all NPS document types and to interoperate with existing XDBI services.
· Develop plug-in association tools to create associations based on entity attributes and other characteristics.
· Provide the ability to browse and search NPS data sources using the ABA Info Navigator.
· Develop the ability to transfer publications throughout the network of NPS nodes.

· Investigate creating the ability to initiate publication transfers based on user activity monitoring.

Deliverables:
Software Application Segments
Software Version Descriptions
6.5.5  Subtask 5 - Joint Battlespace Infosphere (JBI) Web Service Integration.  
Continue integration of the U.S. Air Force provided JBI Web Services with ABA.  Specific new capabilities include:
· Integration with new data sources
· Configurable specification of the information needs

· Develop a method to securely test and integrate JBI functionality on the Internet
Deliverables:
Software Application Segments
Software Version Descriptions
6.5.6  Subtask 6 - Info Navigator and Macro Button Enhancement.  
Develop enhancements to the ABA Info Navigator and Macro Button software to provide the following improvements and new capabilities:
· Enhance the Info Navigator and Macro Button capability to support user configuration
· Enhance the Info Navigator and Macro Button capability to support button renaming

· Enhance the Info Navigator and Macro Button capability to support information and state persistence
· Enhance the Info Navigator and Macro Button capability to allow configuration from templates
Deliverables:
Software Application Segments
Software Version Descriptions
6.5.7  Subtask 7 - Augmented Information Model.  
Expand the XIS Info model to allow Data Source Interfaces (DSI) and result sets to be given stable names so that third party software can access and use this information.  The objective is to allow applications to integrate information from multiple data sources, some of which may have been created by other applications.  This capability should allow an information provider to provide a public interface for its data collection and to register a name by which other segments may reference it inside the domain model.  This public interface should include the ability to scan the result set and sort it in any order by any attribute.  This interface should also include the ability to extract and search on keywords within the result set.  This capability should provide a way of organizing these names hierarchically.

Deliverables:
Software Application Segments
Software Version Descriptions
6.6  Task 6 - Joint Task Force Applications Engineering and Development for HLS-C2-CR2OP.  
The purpose of the HLS C2CROP task is to expand the set of data managed today by the COP to include information that is relevant to Homeland security and to provide mechanisms to release that data to other agencies and organizations involved in Homeland Security operations.  This task will focus on extending the COP capabilities developed under the ABA ACTD to support the HLS mission. This will include interfacing with the Area Security Operations Command and Control (ASOCC) system as well as extending the ABA concepts into a web-based portal environment. The HLS CR2OP capabilities are required to operate in three environments; DoD/GCCS Clients, DoD Web-Based clients and Unclassified Web Based Clients.  The HLS-C2 ACTD began in FY02 and will continue through FY06.

6.6.1  Subtask 1 - Integrate Existing Data Source Interface.  
Integrate existing XIS enabled HLS data source interfaces (via XIS APIs) with ABA, CRASOC2/ASOC2, and the COE Web COP to provide common capabilities in all three HLS-CR2OP environments.
Deliverables:
Software Application Segments
Software Version Descriptions
6.6.2  Subtask 2 - Develop Data Source Interfaces.  
Develop data source interfaces to HLS CR2OP databases and incoming data feeds for purposes of display, collaborative data sharing, and rule-based alert generation.  These capabilities shall be ported to all three HLS CR2OP environments (DoD, Unclass and web).
Deliverables:
Software Application Segments
Software Version Descriptions
6.6.3  Subtask 3 - Design Workflow Automation Approaches.  
Design approaches to workflow automation of responses to alerts and other events.  Investigate technologies such as Instant Messaging (IM) and email to provide the required coordination capabilities.  Implement workflow automation capabilities applicable to managing alerts and event notifications. Provide prototype software to demonstrate the capabilities.

Deliverables:
Prototype Software Application Segments
6.6.4  Subtask 4 - Integrate Map Capability.  
Integrate the HLS-C2-CR2OP map capability and related HLS CR2OP views with the JavaWebStart web-based software deployment and launching technology.  Provide a method for central management and deployment of a full-featured, web-based Java applications using these JavaWebStart capabilities.
Deliverables:
Software Application Segments
6.6.5  Subtask 5 - Develop a Prototype API Wrapper.  
Develop a prototype implementation of a software API wrapper to support Geobject APIs using the C/JMTK map client.  This prototype shall support display of and interaction with HLS CR2OP data on the C/JMTK map as an alternative to other CR2OP maps, without requiring changes to mission application plug-ins.

Deliverables:
Prototype Software APIs
6.6.6  Subtask 6 - Develop GCCS and HLS Interfaces.  
Develop interfaces between the GCCS Track Management System and HLS related real time data feeds.  At a minimum provide support for FAA Air track feeds, Coast Guard Radar tack feeds and commercial based GPS tracking devices.
Deliverables:
Data Interface Software
6.6.7  Subtask 7 - Provide ACTD Demonstration Support.  
Provide support for installation, configuration and maintenance of GCCS and HLS-C2-CR2OP systems at USNORTHCOM and during ACTD demonstrations.


Deliverables:
Trip Reports
6.7  Task 7 - Joint Task Force Applications Engineering and Development for FIOP.  The purpose of the Family of Interoperable Operational Pictures (FIOP) task is to enhance the capabilities and the information exchange among the various DoD Services common operational and tactical pictures.  This includes developing new capabilities for COP systems as well as developing information exchange mechanisms.  The focus of this task is to provide the systems engineering and application development services required to implement the FIOP objectives.

6.7.1  Subtask 1 - FIOP Engineering Support.  Provide technical and engineering representation at FIOP related meetings and developer forums.

Deliverable:
Trip Report
6.7.2  Subtask 2 - Web-Based Execution Management.  Enhance the FIOP WXMAN (Web-Based Execution Management) tool to support additional mission areas.  Develop a mission manager for WXMAN to support the Joint Fires concept.
Deliverables:
Software Application Segments
Software Version Descriptions
6.7.3  Subtask 3 - Integrate WXMAN with the GCCS COP and Web COP Software.  Provide dynamic interaction between the mission manger actions and the COP Map displays.
Deliverables:
Enhanced WXMAN Software Application Segments
Software Version Descriptions

6.7.4  Subtask 4 - Analyze Capabilities.  Provided by the Area Deep Operations Coordination System (ADOCS) software and compare with the capabilities provided by GCCS and WXMAN. Prepare an FDD documenting the tasks required to incorporate the ADOCS unique capabilities into GCCS and WXMAN.
Deliverable:
Functional Description Document -180 Days After Award
6.8  Task 8 - Installation, Training, Operational Maintenance and Technical Support.  Provide technical support to early operational assessments, development/integration testing, and military utility assessments for each of the task areas.  Provide trip reports describing actions taken, persons contacted, issues resolved and outstanding actions. Provide software installation, training, operational maintenance and provide technical support for the JTF applications in the following areas:
· Adaptive Battlespace Awareness ACTD testing, integration and assessment

· Joint Blue Force Situation Assessment ACTD lab testing and field exercises

· Gridlock ACTD lab testing, integration and field assessments

· C4FAST lab integration and testing

· HLS-C2-CROP testing, integration and field assessments

· Family of Inter-operable Operational Pictures (FIOP) integration testing and assessments

· Operational maintenance and technical support for Pilot Services

Deliverables:
Trip Reports
6.9  Task 9 - Product Integration and Testing.  Develop integration strategies consistent with the Integrated development plan to enable seamless operation of the JTF capabilities as part of the future JC2 system.  Develop a product integration test plan the covers the test approach for unit testing as well as product integration testing.  Provide test reports documenting the results of product integration and unit testing.  The types of testing required includes:
· Unit Functionality Testing

· Product Integration Testing

· COE/NCES compliance testing

Deliverables:
Product Integration Test Plan
Test Reports
6.10  Task 10 - Configuration Management (CM).  
The purpose of this task is to ensure that best commercial practices are used for software configuration management and that the contractor CM is coordinated with the Government’s existing CM process.  Prepare a Configuration Management plan describing the software CM process for the execution of this TO.  The CM plan shall include a description of the process for the following areas:

· CM of contractor developed components

· CM of deliveries from sub-contractors

· Coordination with and use of government provided CM services

Deliverables:
Configuration Management Plan
7.  Place of Performance.  
The primary place of performance will be at the contractor’s site.  The work for this task is expected to be performed during normal duty hours, however the contractor project leader will have latitude to vary work schedules outside normal duty hours when needed.  Local travel within the Washington, DC metro area will be required on an as needed basis to attend program related meetings.  Other travel to CONUS and/or OCONUS locations will be required on an as needed basis and will require prior approval from the Government TM.  
It is estimated that non-local travel for this task order will require 35 three day trips for two people within CONUS, 30 one week trips for two people within CONUS, 8 one week trips for two people OCONUS, and 6 three week trips for two people OCONUS.  

The potential places of performance include but are not limited to locations listed below.  This list does not imply that the contractor is expected or required to visit each of these sites, only that this task may potentially require work to be performed at any of these sites.

a.  Government Facilities:
DISA Sky7
Falls Church, VA

DISA HQ
Arlington, VA

DISA Columbia Pike
Falls Church, VA

SPAWAR SSC
San Diego, CA

HQ/ESC
Hanscom AFB, MA

AC2ISRC
Langley AFB, Langley, VA
NIMA
Reston, VA
USSTRATCOM
Peterson AFB, CO
USCENTCOM
Tampa, FL
USSOCOM
Tampa, FL
USEUCOM
Stuttgart, Germany

USFK
Seoul, Korea
CTF-67
Naples, Italy
Joint Analysis Center
Molesworth, UK

USAFE
Ramstein, Germany
USPACOM
Honolulu, HI

b.  Contractor Facilities:
Northop-Grumman-IT
Reston VA, San Diego CA, 
Newport News VA
POLEXIS
San Diego, CA
SYTEK
Colorado Springs, CO
AITS-JPO Integration Environment
Arlington, VA




8.  Period of Performance.  This task order covers a base year and four one-year options.

a.  Base Year.  365 calendar days after task order award.

b.  Option Years.  The period of performance for each of the five option years is 365 days beginning the day after the last day of the previous contract year.
9.  Delivery Schedule.
	SOW Para/ Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1.1

	Monthly Status Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	Monthly, on 5th Workday

	6.1.2

	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final - 30

	6.2
	Integrated Development Plan
	Contractor-Determined Format
	Standard Distribution*
	180

	6.2
	Software Development Plans:

JBFSA

C4FAST

ABA

HLS-C2 CR2OP

FIOP
	Contractor-Determined Format
	Standard Distribution*
	90 days after each project kick-off meeting

	6.2
	Functional Description Documents:

JBFSA

C4FAST

ABA

HLS-C2 CR2OP

FIOP
	Contractor-Determined Format
	Standard Distribution*
	As required by each sub-task

	6.3.1
	Database Description Document
	IAW COE I&RTS
	Standard Distribution*
	180

	6.3.2
	Interface Description Document
	Contractor-Determined Format
	Standard Distribution*
	180

	6.3.2
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.3.2
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 days prior to each JBFSA  Spiral demonstration**

	6.3.3
	Interface Control Documents
	Contractor-Determined Format
	Standard Distribution*
	300

	6.3.4
	Draft Functional Description Document
	Contractor-Determined Format
	Standard Distribution*
	300

	6.3.5
	Trip Reports
	Contractor-Determined Format
	Standard Distribution*
	5 Working Days After Each Trip

	6.3.6
	JBFSA Use Case 
Analysis
	Contractor-Determined Format
	Standard Distribution*
	60 days after first JBFSA Spiral demonstration

	6.4.1
	C4FAST Technical CONOPS
	Contractor-Determined Format
	Standard Distribution*
	90

	6.4.2
	Prototype Tactical SA Software Segments

	IAW COE I&RTS
	Standard Distribution*
	180**

	6.4.3
	Technology Analysis Report
	Contractor-Determined Format
	Standard Distribution*
	120

	6.4.4
	Prototype SUO Alerting Software Segments
	IAW COE I&RTS
	Standard Distribution*
	180**

	6.4.5
	Technology Analysis
	Contractor-Determined Format
	Standard Distribution*
	120


	6.5.1
	Functional Description Document
	Contractor-Determined Format
	Standard Distribution*
	90

	6.5.2
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.2
	Software Application Segments
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each ABA Spiral Demonstration**

	6.5.3
	Software Version Descriptions
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.3
	Software Application Segments
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each ABA Spiral Demonstration**

	6.5.4
	Software Version Descriptions
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.4
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each ABA Spiral Demonstration**

	6.5.5
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.5
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each ABA Spiral Demonstration**

	6.5.6
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.6
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to each ABA Spiral Demonstration**

	6.5.7
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.5.7
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to each ABA Spiral Demonstration**

	6.6.1
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.6.1
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each HLS Demonstration**


	6.6.2
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.6.2
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each HLS Demonstration**

	6.6.3
	Prototype Software Application Segments
	IAW COE I&RTS
	Standard Distribution*
	120**

	6.6.4
	Software Application Segments
	IAW COE I&RTS
	Standard Distribution*
	45 Days Prior to Each HLS Demonstration**

	6.6.5
	Prototype Software APIs
	Contractor-Determined Format
	Standard Distribution*
	120**

	6.6.6
	Data Interface Software
	Contractor-Determined Format
	Standard Distribution*
	45 Days Prior to Each HLS Demonstration**

	6.7.1
	Trip Reports
	Contractor-Determined Format
	Standard Distribution*
	5 Working Days After Each Trip

	6.7.2
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.7.2
	Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	200**

	6.7.3
	Software Version Description
	IAW COE I&RTS
	Standard Distribution*
	300

	6.7.3
	Enhanced WXMAN Software Application Segment
	IAW COE I&RTS
	Standard Distribution*
	300**

	6.7.4
	Functional Description Document
	Contractor-Determined Format
	Standard Distribution*
	180

	6.8
	Trip Reports
	Contractor-Determined Format
	Standard Distribution*
	5 Working Days After Each Trip

	6.9
	Product Integration Test Plan
	Contractor-Determined Format
	Standard Distribution*
	120

	6.9
	Test Results Report
	Contractor-Determined Format
	Standard Distribution*
	15 Days After Test Completion

	6.10
	Software Configuration Management Plan
	Contractor-Determined Format
	Standard Distribution*
	120

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO-Scott (AQSS32)); 1 copy of the transmittal letter with the deliverable to the Primary TM




	**Government rights in any software and software documentation delivered under this Agreement shall be defined in DFARS 252.227-7013 and 252.227-7014


10.  Security.  Contract work may involve classified material at the SECRET and TOP SECRET level.
  This task order exceeds the requirements contained in the contract-wide DD Form 254.  A task order-level Form DD 254 is provided (see attached DD Form 254).
10.1  ADP Security.  DoD 5200.2-R, DoD Personnel Security Program, requires DoD contractor personnel who perform work on sensitive automated information systems to be assigned to positions that are designated at one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive, Noncritical Sensitive.  The specific tasks in this SOW are determined by the Government to be ADP-I for the Project Lead and ADP-II for all other positions. Personnel designated as ADP-II will submit, prior to the start of this TO, a completed SF 86, Questionnaire for National Security Positions, and two DD Forms 258 (Fingerprint cards) to: Defense Security Service (DSS).  For further assistance, they can be reached through their web site at www.dss.mil.  Personnel occupying ADP-I and ADP-II positions require complete investigations prior to the assignment of the individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information to the above address.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).

a.  GFE.  None.
b  GFI.  Performance of this task order will require access to the latest Government standards and guidelines for developing COE software and GCCS mission applications.  These documents are maintained on a Government web site (www.disa.mil).  The contractor shall be given access to this site.  Additional project specific documentation will be maintained on a web server established for each project  at https://www.itb.les.mil.  Access to these documents will be granted as needed for performance of the task order.
12.  
Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  Continuation of this task order is anticipated.

b.  Identification of Potential Conflicts of Interest (COI).  No organizational COI exists.

c.  Identification of Non-Disclosure Requirements.  The contractor must be qualified for a pro gram in-briefing and must sign non-disclosure forms.

d.  Packaging, Packing and Shipping Instructions.  There are no task order unique packaging, packing, or shipping requirements.

e.  Inspection and Acceptance Criteria.  There are no requirements that exceed those stated in the basic Encore contract.

f.  Rights in Software.  All software, segments, hardware and documentation developed or purchased in support of this requirement shall become the property of the Government.  Government rights in any software and software documentation delivered under this Agreement shall be defined in DFARS 252.227-7013 and 252.227-7014

g.  Selection Criteria.  Task order proposal evaluation will be based upon technical understanding, personnel qualifications and cost.  Technical understanding and personnel qualifications are the most important criteria and have equal weight.  Cost will be considered but is less important than the technical and personnel factors.


(1)  The evaluation of technical understanding shall include:

· In-depth knowledge of the COE, COE development standards and COE software segmentation methodologies
· In depth knowledge of COE database engineering and COE database segment development techniques
· Demonstrated ability to implement and maintain database segments in a variety of COE-compliant environments
· Demonstrated ability to implement and maintain application segments in a variety of COE-compliant environments
· Corporate experience in developing software services for use by and integration with third party application developers

· Corporate experience in the elicitation, synthesis and documentation of requirements from end users

· Knowledge of current commercial software development practices and rapid application development techniques


(2)  The evaluation of personnel qualifications shall be based upon:
· Knowledge of and experience with approved COE software infrastructure components 

· Knowledge and experience in developing software using JAVA technology, including debugging, profiling, and other diagnostic technologies
· Knowledge and experience in developing Web Services software, including knowledge of relevant standards (WSDL, UDDI), communications protocols (HTP, IIOP, XML, SOAP, JMS), applicable implementation technologies (JAX, DOM, SAX, EJB) and performance characteristics of these technologies
· Knowledge and experience in developing applications using the DISA XDBI (external DataBase Interface) software

· Familiarity with the DISA XIS (extensible Information Systems) software, including the ability to exploit existing domain models and the ability to create new ones
· Familiarity with the Air Force JBI technology and the DISA IDM (Information Dissemination Management) program
· Experience using the following commercial software products: BEA WebLogic, JBOSS, Oracle, Informix, Sybase and MS SQL SERVER

· Ability to design, construct and deliver COE database segments for Oracle, Informix and Sybase to the extent that pertains to the assigned task

· Familiarity with the government data formats and authoritative sources relevant to the assigned task, including the syntax, content and customary usage of the relevant data fields
· Ability to elicit, document, and present use cases as a basis for deriving functional requirements, and to derive test cases from those use cases
· Knowledge of human factors fundamentals and the COE User Interface guidelines
· Knowledge of military tactics and procedures relevant to the assigned task
· Knowledge of operating system and network profiling and diagnostic tools to the extent relevant to the assigned task
13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

	DEPARTMENT OF DEFENSE
	1. CLEARANCE AND SAFEGUARDING  TOP SECRET

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION
	a. FACILITY CLEARANCE REQUIRED:
	TOP SECRET

	(The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort))
	b. LEVEL OF SAFEGUARDING REQUIRED:
	TOP SECRET

	2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	
	a. PRIME CONTRACT NUMBER
	
	a. ORIGINAL (Complete date in all cases)
	Date (YYMMDD)

	X
	DCA200-02-D-5010/0006
	X
	
	20021122

	
	b. SUBCONTRACT NUMBER
	
	b. REVISED (Supersedes all previous specs)
	Revision No.
	Date (YYMMDD)

	
	
	
	
	
	

	
	c. SOLICITATION OR OTHER NUMBER
	DUE DATE (YYMMDD)
	
	c. FINAL (Complete item 5 in all cases)
	Date (YYMMDD)

	X
	00067.00
	
	
	
	

	4. IS THIS A FOLLOW-ON CONTRACT?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If yes, complete the following

Classified material received or generated under       (Preceding Contract Number) is transferred to this follow-on contract

	5. IS THIS A FINAL DD FORM 254?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If yes, complete the following:

In response to the contractors request dated      , retention of the identified classified material is authorized for a period of:      

	6. CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)
	
	

	a. NAME, ADDRESS, AND ZIP
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code) 

	Northrop Grumman Information Technology Systems

1500 PRC Drive

McLean, VA  22102-5050
	1V4D7
	Capital Area, DIS

Hoffman Building

2461 Eisenhower Avenue

Alexandria, VA  22331-1000

	7. SUBCONTRACTOR
	
	

	a. NAME, ADDRESS, AND ZIP
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	
	
	

	8. ACTUAL PERFORMANCE
	
	

	a. LOCATION
	b. CAGE CODE
	c. COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	
	
	

	9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

Battlespace Awareness Joint Task Force Advanced Applications

	10. THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	
	x
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT  ACTIVITY
	
	x

	b. RESTRICTED DATA
	
	x
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	x
	

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	
	x
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	
	x

	d. FORMERLY RESTRICTED DATA
	
	x
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	
	x

	e. INTELLIGENCE INFORMATION
	
	
	e. PERFORM SERVICES ONLY
	
	x

	(1) Sensitive Compartmented Information (SCI)
	x
	
	f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	x
	

	(2) Non-SCI
	x
	
	g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	x
	

	f. SPECIAL ACCESS INFORMATION
	
	x
	h. REQUIRE A COMSEC ACCOUNT
	
	x

	g. NATO INFORMATION
	
	x
	i. HAVE TEMPEST REQUIREMENTS
	
	x

	h. FOREIGN GOVERNMENT INFORMATION
	
	x
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	
	x

	i. LIMITED DISSEMINATION INFORMATION
	
	x
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	x

	j. FOR OFFICIAL USE ONLY INFORMATION
	x
	
	l. OTHER (Specify)
	
	

	k. OTHER (Specify)
	x
	
	
	
	

	
	
	
	
	
	


DD Form 254, DEC 99 (EF)
Previous editions are obsolete.
(DISA IRXDTS, Inc.)
	12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release
 FORMCHECKBOX 
 DIRECT
 FORMCHECKBOX 
 THROUGH (Specify)

	The Contracting Officer, and the Defense Information Systems Agency (DISA) Public Affairs Office (PAO); and, for Congressional correspondence, the DISA Congressional Affairs (CA) office.  Reference 10e(1):  PUBLIC RELEASE OF SCI/SAP MATERIAL IS NOT AUTHORIZED.

	to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.

*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13.  SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

	a.  Pre-award access is not required.  This DD Form 254 reflects the security requirements for the task order when awarded.

b.  All classified visit requests by contractors shall be forwarded to the Task Monitor (TM) for approval and need-to-know certification before being sent to the facility to be visited. The TM must be notified and approve the receipt and/or generation of classified information under this task order. All classified information received and/or generated under this task order is the property of the U.S. Government regardless of proprietary claims. Upon completion or termination of this task order, the U.S. Government will be contacted for destruction or disposition instructions.

ADDITIONAL INFORMATION IS ATTACHED.

[image: image2.png]Mone: Qclbdiietn.




Program Manager (for) Mark J. Kuzma, Chief Engineer, APC3, Defense Information Systems Agency, (703) 882-1339.

Task Order Expiration Date: To be determined upon award.

	14.  ADDITIONAL SECURITY. Requirements, in addition to NISPOM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
the contract document itself, or provide an appropriate statement which identifies additional requirements. Provide a copy of the requirements to the

cognizant security office. Use Item 13 if additional space is required.)

	DoD Regulation 5400.7, DoD Freedom of Information Act Program is applicable. It provides specific guidance for the protection of FOUO information. The contractor will abide by DIAMs 50-4 and 50-5, Volumes I and II, and DCID 1/21.

	15.  INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If yes, explain and identify specific areas or
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO
elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.)

	The DISA Security Division (MPS6) will be responsible for inspection of SCI under this task order.

	16.  CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a. TYPED NAME OF CERTIFYING OFFICIAL
	b. TITLE
	c. TELEPHONE (Include Area Code)

	Mark S. Schneider
	CONTRACTING OFFICER
C


	(618) 229-9132

	d. ADDRESS (Include Zip Code)
2300 East Drive

Scott AFB,IL 62225-5406
	17. REQUIRED DISTRIBUTION
 FORMCHECKBOX 
 a. CONTRACTOR

 FORMCHECKBOX 
 b. SUBCONTRACTOR

 FORMCHECKBOX 
 c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

 FORMCHECKBOX 
 d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

 FORMCHECKBOX 
 e. ADMINISTRATIVE CONTRACTING OFFICER


	e. SIGNATURE[image: image3.png]



	 FORMCHECKBOX 
 f. OTHERS AS NECESSARY


DD FORM 254 Reverse, DEC 99
Previous editions are obsolete.
(DISA IRXDTS, Inc.)
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Reference: Purchase Request DAPMZ735028 Contract Date: N/A

Contractor: To be determined upon award

Contract Expiration Date: To be determined Upon award

Revision Number: N/A

Title: Battlespace Awareness Joint Task Force Advanced Applications

DD Form 254, Item 13, Continued:
d. Reference Item 10e(1): This contract requires access to SCI

(1) The Director, Defense Intelligence Agency (DIA) and Director, DISA, as the
executive agents for DIA have exclusive security responsibility for SCI released to the
contractor or developed under this contract. -

(2) Contractor generated or Government furnished material may not be provided to the
Defense Technical Information Center (DTIC). Contract generated technical reports will
bear the statement *Not Releasable to the Defense Technical Informtion Center per DoD

Instruction 5230.24.

(3) All contractor personnel requiring aceess to SCI information must: be U.S. citizens,
have been granted a final Top Secret security clearance by the U.S. Government, have
been approved as meeting DCID 1/14 criteria by a Government Cognizant Security
Agency, and have been indoctrinated for the applicable compartments of SCI access prior
to being given any access to such information released or generated under this contract,
Immigrant aliens, personnel cledred on an interim basis, or personnel holding contractor
granted CONFIDENTIAL clearances, are pot eligible for access to classified information
released or generated under this contract without the expressed permission of the
Director, DISA (through the DISA Security Division $80 (D162)) and the Director,

DIA.

(4) Classified materiaj reiea.sed or generated under this contract is not releasable to
foreign nationals without the expressed written permission of the Director, DISA (850)

and Director, DIA.

(5) Recipients of SCI under this contract may not be released to subcontractors without
permission of the DISA $50.

(6) STU-LII terminals installed at the contractor's facilities shall be supported by a
COMSEC account (of the contractor of DISA). STU-IlIs in SCI Facilities (SCIFs)

require Class VI Cryptographic Ignition Key (CIK).

(7) The contractor and COR will revalidate all SCI billets under this contract with the
DISA Security Operations Division (D162) annually or when a revised DD Form 254
issued, whichever is sooner.”
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e. Reference Item 11b: Any classified information generated in performance of this
contract shall be classified according to the markings on the source material. All
classified information received is the property of the U.S. Government. The 1.5,
Government will be contacted at the expiration or termination of this contract for proper
disposition instructions,

£ Reference Item 11£ Access to classified information outside the continental Unijted
States may be required in the performance of this contract at the following sites:

USEUCOM Stuttgart, Germany
USFK Seoul, Korea
CTF-67 Naples, Italy

Joint Analysis Center Molesworth, UK
USAFE Ramstein, Germany

g- Reference Item 1g:

(1) The contractor must prepare and forward DD Forms 1540 and 1541 to'the COR for
authorization BEFORE the services may be requested.

(2) Technical information on file at the Defense Technical Information Center (DTIC)
will be made available to the contractor if the contractor requires such information. The
contracting officer will certify the field of interest relating to the contract.

h. The contractor may be required to perform work at the following contractor facilities:

Northrop-Grumman IT Reston, VA; San Diego, CA; Newport News, VA
POLEXIS San Diego, CA
SYTEK Coloradoe Springs, CO

AITS-JPO Integration Environment Arlington, VA
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