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SUMMARY OF CHANGES
Section A - Solicitation/Contract Form
The total cost of this contract was increased by $173,526.48, from $3,235,281.37 to $3,408,807.85.

The period of performance for this task (Task 6) is 365 calendar days, from 01 Sep 2003 – 30 Aug 2004.

Section B - Supplies or Services and Prices
CLIN 0001.  The unit price amount has increased $173,526.48, from $3,235,281.37 to $3,408,807.85.  The total cost of this line item has increased by $173,526.48, from $3,235,281.37 to $3,408,807.85.

Section G - Contract Administration Data
Additional Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

MIPR NUMBER:  




MIPR3KDISDJ339
OBLIGATED AMOUNT:  

$173,526.48
Contractor Point of Contact
Contractor Name:  Northrop Grumman Information Technology

DUNS:  064677243

CAGE Code:  1V4D7

Contractor POC:  Jeanne Nistler

Email Address:  jeanne.nistler@ngc.com
Phone Number:  (703) 620-8092

Fax Number:  (703) 713-4412

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of  18 Aug 2003 
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	000808

	Encore Tracking Number:
	00073.08

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
2.  Task Order Title.  Tactical Command and Control Systems Engineering Support

3.  Background.  This work is related to the ongoing 1AD Command and Control Life Cycle Support Program which is currently under contract to Northrop Grumman IT.  1st AD’s recent commitments, exercises, and increasingly complex command and control architecture requires additional support to carry out its operational tasks.

3.1  Contractor Experience.

3.1.1.  Each technical support person shall have experience in a variety of the following areas:

3.1.1.1.  Windows operating system software design, Solaris/Unix operating system, Linux, web page design, Web Server Administration; HTML web page design; Systems analysis, development and configuration management, TCP/IP system and network administration experience.

3.1.1.2.  Operation and integration of tactical support software resident in the Army Battle Command System (e.g. MCS, ASAS, AFATDS, CSSCS, AMDWS).  Ability to train and troubleshoot these systems in an operational setting.

3.1.1.3.  Army tactical and operational battle command doctrine and principles.

3.1.1.4.  Information systems analysis to include security engineering, analysis, design and development.

3.1.1.5.  Defense Information Infrastructure Common Operating Environment (DII COE) standards, NIPRNET and Tactical Packet Networks (TPN).

3.1.1.6.  Five years IT system training and related experience.

3.1.1.7  Programming experience (C++, FORTRAN, Java, PERL, CGI scripting, or ADA).

3.1.1.8  Digital cartography.

3.1.1.9  US Armed Forces exercise simulations modeling or systems operation.

3.1.1.10.  Resumes of Key Personnel.  The contractor shall provide detailed resumes of all key personnel including the Project Manager, supervisory personnel and other key personnel who will be associated with performance under the contract.  The resumes should demonstrate management experience and technical expertise to manage personnel, scheduling and quality control of programs.
4.  Objectives.  The 1st Armored Division (1AD) has immediate need for support in the areas of Tactical Operations Center (TOC) computer network operations and field network administration.  This necessary support must be furnished by personnel who are familiar with the 1AD TOC architecture and network design.  They should also have an understanding of UNIX and Windows administration and the Army Battle Command System (ABCS).  They will operate as part of the deployed tactical headquarters of the 1AD.

5.  Scope.
· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 9 - Product Integration
· Task Area 11- Licensing and Support
6.  Specific Tasks.
6.1  Task 1 - On-Site Tactical C4I Support.
6.1.1  Subtask 1 Task Order Management.  Prepare a Task Order Management Plan describing the technical approach, organizational resources, and management controls to be used to meet the cost, performance, and schedule requirements through the execution of the task order.  Provide a monthly status report monitoring the quality assurance, progress/status reporting and program review applied to the task order.  Subtasks and requirements will be added as they are identified. Management personnel shall have at least two years experience in the last five years managing projects/teams of similar complexity, size and duration.
Deliverables:
Task Order Management Plan
Monthly Status Report
Other Reports as Required
6.1.2  Subtask 2 - Tactical Operations Center(TOC) Support.  Provide the required support necessary in the following areas to ensure optimal operation of the 1AD TOCs in garrison, field and deployed status. This support includes:

6.1.2.1  Operation, integration, and troubleshooting of all aspects of the Army Battle Command Systems workstations and software applications, Global Command and Control System-Army(GCCS-A), Command and Control Personal Computer (C2PC), ADOCS, DTSS and CHATS.

6.1.2.2  TOC Local Area network architecture design, installation, administration and support for the following operating systems:  Microsoft Windows, Sun Solaris and LINUX.

6.1.2.3  Ability to structure the tactical and simulated LAN/WAN, Unclassified but Sensitive Internet Protocol Router Network (NIPRNET) and Secret Internet Protocol Router Network (SIPRNET) topology.

6.1.2.4  Understanding of construction and implementation of Army messaging formats:  USMTF and VMF.

6.1.2.5  The contractor in support of 1AD shall accomplish system modifications and enhancements at the direction of the contractor’s technical representative (TM) and within the realm of authority provided by the system PM to enable developed systems to be interfaced into the 1AD command and control, communications, and database architecture. 

6.1.2.6  In the event of Army contingency operations in which the Department of Defense uses the system(s) mentioned under this contract in hostile environments, 1AD may request the contractor to provide technical on-site support to the theater of operations on a voluntary basis, as well as support units/ activities supporting that theater of operations contingent upon additional funding not covered in the scope of this SOW.
Deliverables:
Task Order Management Plan
Monthly Status Report
6.2  Task 2 - Training and Exercise Support.
6.2.1  Provide on-site personnel in Wiesbaden, German to support C4I system training and exercise support for 1AD organizations and units in Germany.  The training and exercise support will be tailored to meet specific unit requirements.

6.2.1  Exercise Support.  On-site contractor personnel shall provide small exercise support to 1AD units in Germany.  Small scale exercises are for BCT units and lower and are supported as funding and training schedules permit.  The contractor shall support the following 1AD field exercises in FY03.

6.2.1.1  Urgent Victory (BCTP WFX) 25 March 03-02 April 03

6.2.1.2  Victory Strike (AVN) 15 Sep 03-30 Sep 03

6.2.2  Training Support shall consist of:

6.2.2.1  User Training.  Trains new users on tactical C2 systems including ABCS and any COTS technology procured as part of this contract.

6.2.2.2  System Administration (SYSAD) Training.  Trains users on additional applications required to administer the system at the local level in a field environment.  This training is for selected users with a high degree of proficiency for the tactical C2 systems.

6.2.2.3  Refresher Training.  Reviews of tactical C2 systems and ABCS systems that sustain skill proficiency.

Deliverables:
Training Programs of Instruction as Required by 1AD TM
Monthly Status Report
Other Reports as Required
6.3  Task 3 - Product Integration.  The contractor shall work with 1AD to integrate the latest versions of computer hardware and software to ensure efficiency of the ABCS and other C4I computer systems.  They shall also provide architecture and integration strategies to assist 1AD in efficiently upgrading the network architecture as necessary.

Deliverables:
Input to 1AD C4I System Architecture
Configuration Management Plan if Required by 1AD TM
6.4  Task 4 - Licensing and Support.  The 1AD TM in support of other tasking may task the contractor to acquire and provide for operational support of certain commercial products required by the 1st Armored Division either in the performance of its mission areas or administrative requirements.  Activities under this task may include, but are not limited to the following:

6.4.1  Application Procurement and Installation.  Provide support services for all aspects of procuring and installing approved standard/common/migration applications/systems hardware/software.  All services provided under this task area shall use and be integrated with approved DoD, Federal, state and local standard communications, security, data and other defined technical specifications.  Applications may be required to be integrated with existing infrastructure or built with new infrastructure in compliance with approved Federal, DoD, state and local standards and architectures.

6.4.2  Application Operations Support.  Provide systems operation support services to include technical and administrative support for standard/common/migration applications or systems.  Activities include application/system and network administration services, maintenance of documentation related to system and network operations, routine system problem identification and correction and Local Area Network (LAN) administration.
Deliverables:
COTS Hardware and Software Products
COTS Hardware and Software Licenses
COTS Hardware and Software Maintenance Agreements
6.5  Task 5 - Contractors to Deploy With Military Units as Part of a Contingency Mission.
6.5.1  General.  The Government will provide to contractor employees deployed in the theater of operations the equivalent field living conditions, subsistence, emergency medical and dental care, sanitary facilities, mail delivery, laundry service, and other available support afforded to Government employees and military personnel in the theater of operations, unless otherwise specified in the contract.  The Government estimates work hours of seven days a week twelve hours a day.  The Government estimates a deployment not to exceed 365 days.  The possible areas of deployment include areas in South West Asia.

6.5.2  Management.

6.5.2.1  The contractor shall ensure that all contractor employees, including sub-contractors, will comply with all guidance, instructions, and general orders applicable to U.S.  Armed Forces and DoD civilians and issued by the Theater Commander or his/her representative.  This will include any and all guidance and instructions issued based upon the need to ensure mission accomplishment, force protection and safety.  The Contracting Officer or Task Monitor (TM) will provide these instructions to the contractor at the time they are in effect.

6.5.2.2  The contractor shall comply, and shall ensure that all deployed employees and agents comply, with pertinent Army and Department of Defense directives, policies, and procedures.  Also ensure compliance with all federal statutes, judicial interpretations and international agreements (Status of Forces Agreements, Host Nation Support Agreements, etc.) applicable to U.S. Armed Forces or U.S. citizens in the area of operations.  The Contracting Officer or TM will provide any agreements in place at the time of deployment, Host Nation laws and existing Status of Forces Agreements may take precedence over contract requirements.

6.5.2.3  The contractor shall take reasonable steps to ensure the professional conduct of its employees and subcontractors.

6.5.2.4  The contractor shall promptly resolve, to the satisfaction of the Contracting Officer, all contractor employee performance and conduct problems identified by the cognizant Contracting Officer or his/her designated representative.

6.5.2.5  The Contracting Officer may direct the contractor, at the contractor's expense, to remove or replace any contractor employee failing to adhere to instructions and general orders issued by the Theater Commander or his/her designated representative.

6.5.3  Accounting for Personnel.  As directed by the Contracting Officer or his/her representative and based on instructions of the Theater Commander as provided by the TM, the contractor shall report its employees, including third country nationals, entering and/or leaving the area of operations by name, citizenship, location, Social Security number (SSN) or other official identity document number.

6.5.4  Risk Assessment and Mitigation.

6.5.4.1  The contractor shall ensure physical and medical evaluations are conducted on all its deployable and/or mission essential employees to ensure they are medically fit and capable of enduring the rigors of deployment in support of a military operation. Evaluation are conducted under the guidance of the TM at Government expense.

6.5.4.2  If a contractor employee departs an area of operations without contractor permission, the contractor shall ensure continued performance in accordance with the terms and conditions of the contract.  If the contractor replaces an employee who departs without permission, the replacement is at contractor expense and must be in place within 5 days or as directed by the Contracting Officer or TM.

6.5.4.3  For badging and access purposes, the contractor shall provide the TM with a list of all employees (including qualified subcontractors and/or local vendors being used in the area of operations) with all required identification and documentation information.  Changes/updates will be coordinated with the TM.

6.5.4.4  As required by the operational situation, the Government will relocate contractor personnel (who are citizens of the United States, aliens resident in the United States or third country nationals, not resident in the host nation) to a safe area or evacuate them from the area of operations.

6.5.4.5  The contractor shall brief its employees regarding the potential danger, stress, physical hardships and field living conditions, as provided by the TM.

6.5.4.6  The contractor shall require all its employees to acknowledge in writing that they understand the danger, stress, physical hardships and field living conditions that are possible if the employee deploys in support of military operations.

6.5.5  Force Protection.  While performing duties in accordance with the terms and conditions of the contract, the Army will provide force protection to contractor employees commensurate with that given to Army civilians and Soldiers in the operations area. Essentially, the contractor employees will live and work in a protected environment.

6.5.6  Vehicle and Equipment Operation.

6.5.6.1  The contractor shall ensure employees possess the required civilian licenses to operate the equipment necessary to perform contract requirements in the theater of operations in accordance with the statement of work.

6.5.6.2  The Government, at its discretion, may train and license contractor employees to operate military owned or leased equipment.

6.5.6.3  The contractor and its employees will be held jointly and severally liable for all damages resulting from the unsafe or negligent operation of military owned or leased equipment.

6.5.7  On-Call Duty or Extended Hours.

6.5.7.1  The contractor shall be available to work “on-call” to perform mission essential tasks as directed by the Contracting Officer or the Contracting Officer representative.

6.5.7.2  The Contracting Officer, or his/her designated representative, will identify the parameters of “on-call” duty.  The Government anticipates work hours of seven days a week 12 hours a day.

6.5.7.3  The contractor shall be available to work extended hours to perform mission essential tasks as directed by the Contracting Officer or designated representative.

6.5.8  Clothing and Equipment Issue.

6.5.8.1  The contractor shall ensure that contractor employees possess the necessary personal clothing and safety equipment to execute contract performance in the theater of operations in accordance with the statement of work.  Clothing should be distinctive and unique and not imply that the contractor is a military member, while at the same time not adversely affecting the Government's tactical position in the field.

6.5.8.2  Contractor personnel accompanying the force are not authorized to wear military uniforms.  If required, the Government will provide to the contractor all military unique organizational clothing and individual except for specific items required for safety and security.  A list of potential equipment is attached as Enclosures 1 and 2.

6.5.8.2.1  Upon receipt of organizational clothing and individual equipment, the contractor shall assume responsibility and accountability for these items.

6.5.8.2.2  The contractor or contractor employee shall sign for all issued organizational clothing and individual equipment, thus, acknowledging receipt and acceptance of responsibility for the proper maintenance and accountability of issued organizational clothing and individual equipment.

6.5.8.2.3  The contractor shall ensure that all issued organizational clothing and individual equipment is returned to the Government.  Upon return of organizational clothing and individual equipment to the Government, the contractor shall be responsible for requesting, maintaining, and providing to the Contracting Officer or the designated representative documentation demonstrating the return of issued organizational clothing and individual equipment to Government control.

6.8.2.4  The Contracting Officer will require the contractor to reimburse the Government for organizational clothing and individual equipment lost or damaged due to contractor negligence.

6.5.9  Legal Assistance.

6.5.9.1  The contractor shall ensure its personnel deploying to or in a theater of operations are furnished the opportunity and assisted with making wills as well as with any necessary powers of attorney prior to deployment processing and/or deployment.

6.5.9.2  While contractor employees are processing for deployment or deployed in the theater of operations, the Government will provide legal assistance in accordance with the following conditions and as permissible under Military Department Regulations:

6.5.9.2.1  The legal assistance provided by the Government is in accordance with applicable international or host nation agreements.

6.5.9.2.2  The legal assistance is limited and ministerial in nature (for example, witnessing signatures on documents and providing notary services), legal counseling (to include review and discussion of legal correspondence and documents), and legal document preparation (limited to powers of attorney and advanced medical directives), and help retaining non-DoD civilian attorneys.

6.5.10  Central Processing and Departure Point.

6.5.10.1  The U.S. Government (USG) is responsible for providing information on all requirements necessary for deployment.  For any contractor employee determined by the Government at the deployment-processing site to be non-deployable, the contractor shall promptly remedy the problem.  If the problem cannot be remedied in time for deployment, a replacement having equivalent qualifications and skills shall be provided to meet the re-scheduled deployment timeline as determined by the Contracting Officer or designated representative.

6.5.10.2  The Contracting Officer or designated representative will identify to the contractor all required mission training and the location of the required training at the time of deployment preparation.

6.5.10.3  The contractor shall ensure that all deploying employees receive all required mission training and successfully complete the training.

6.5.10.4  The Contracting Officer or designated representative will inform the contractor of all Nuclear, Biological, and Chemical (NBC) equipment and Chemical Defensive Equipment (CDE) training requirements and standards at the time of deployment.

6.5.10.5  The Government will provide the contractor employees, at the time of deployment preparation, with CDE familiarization training for the performance of mission essential tasks in designated high threat countries.  This training will be commensurate with the training provided to Department of Defense civilian employees.

6.5.11  Standard Identification Cards.

6.5.11.1  The Contracting Officer or designated representative will identify to the contractor all identification cards and tags required for deployment and shall inform the contractor where the identification cards and tags are to be issued at the time of deployment preparation.

6.5.11.2  Upon redeployment, the contractor shall ensure that all issued controlled identification cards and tags are returned to the Government.

6.5.12  Medical.

6.12.1  The Contracting Officer or designated representative will provide the contractor with all physical and medical requirements and standards necessary for deployment at the time of deployment preparation.

6.5.12.2  The Contracting Officer or designated representative will provide the physical standards and medical requirements at the time of deployment preparations.  The contractor shall provide employees who meet the physical standards and medical requirements for job performance in the designated theater of operations.

6.5.12.3  For any deployed contractor employee determined by the Government to be medically unfit, the contractor shall promptly remedy the problem.  If the problem cannot be remedied for the specific employee in question, a replacement, having equivalent qualifications and skills, shall be provided as determined by the Contracting Officer or designated representative.

6.5.12.4  In accordance with this task order, the Government will provide to contractor employees deployed in a theater of operations emergency medical and dental care commensurate with the care provided to Department of Defense civilian deployed in the theater of operations.

6.5.12.5  Deploying civilian contractor personnel shall carry with them a minimum of a 120-day supply of any medication they require.

6.5.13  Weapons and Training.

6.5.13.1  Whether contractor personnel will be permitted to carry a Government furnished weapon for self-defense purposes in the Area of Operations (AO) is at the discretion of the Theater Commander.  However, contractor personnel will not possess personally owned firearms in the area of operations.  The Government may choose to issue military specification, personal weapons and ammunition (M9 Pistols) for self-defense to the contractor employees.  Acceptance of weapons by contractor employees is at the discretion of the contractor and the contractor employees.  When accepted, the contractor employee is responsible for using the weapon in accordance with the applicable rules governing the use of force.  The contractor employee must be aware that they may incur civil and criminal liability, both under host nation law or U.S. criminal and civil law, for improper or illegal use of the weapons.  Also when accepted, only military issued ammunition may be used in the weapon.

6.5.13.2  Prior to issuing any weapons to contractor employees, the Government will provide the contractor employees with weapons familiarization training commensurate to training provided to Department of Defense civilian employees.  The Theater Commander is responsible to ensure that armed contractors receive training in the rules of engagement, the rule governing the use of force, and the law of war.

6.5.13.3  The contractor shall ensure that its employees adhere to all guidance and orders issued by the theater Commander or his/her representative regarding possession, use, safety and accountability of weapons and ammunition.

6.5.13.4  Upon redeployment or notification by the Government, the contractor shall ensure that all Government issued weapons and ammunition are returned to Government control.

6.5.13.5  Contractors shall screen employees, and Subcontractors, to ensure that employees may be issued a weapon in accordance with U.S. or applicable host nation laws.  Evidence of screening will be presented to the Contracting Officer or designated representative upon request. Screening shall be conducted in accordance with standard contractor procedures.

6.5.14  Passports, Visas and Customs.

6.5.14.1  The contractor is responsible for obtaining all passports, visas, or other documents necessary to enter and/or exit any area(s) identified by the Contracting Officer for contractor employees.  A detailed example of what may be required is provided in this SOW as Enclosure 3.

6.5.14.2  At the contractor employee's and/or contractor's expense, the contractor employees shall obtain all passports, visas, or other documents necessary to enter and/or exit any area(s) identified by the Contracting Officer or designated representative.

6.5.14.3  All contractor employees shall be subject to the customs processing procedures, laws, agreements and duties of the country in which they are deploying to and the procedures, laws, and duties of the original country of contract performance upon re-entry.

6.5.15  Reception, Staging, Onward Movement and Integration.  Upon arrival in the area of operations, contractor employees will receive Reception, Staging, Onward movement and Integration (RSO&I), as directed by the Theater Commander or his/her designated representative through the Contracting Officer or his/her designated representative.

6.5.16  Morale, Welfare and Recreation.  The Government will provide to contractor employees deployed in the theater of operations morale, welfare, and recreation services commensurate with that provided to Department of Defense civilians and military personnel deployed in the theater of operations.

6.5.17  Status of Forces Agreement.

6.5.17.1  After having consulted with the servicing legal advisor, the Contracting Officer or designated representative will inform the contractor of the existence of all relevant Status of Forces Agreements (SOFA) and other similar documents, and provide copies upon request.

6.5.17.2  The contractor shall obtain all necessary legal advice concerning the content, meaning, application, etc. of any applicable SOFAs, and similar agreements.

6.5.17.3  The contractor shall adhere to all relevant provisions of the applicable SOFAs and other similar related agreements.

6.5.17.4  The contractor shall provide the Government with the required documentation to acquire invited contractor or technical expert status, if required by SOFA.

6.5.18  Tour of Duty/Hours of Work.

6.5.18.1  The contractor, at his/her own expense, may rotate contractor employees into and out of the theater provided there is not degradation in mission.  The contractor shall coordinate personnel changes with the Contracting Officer or designated representative.

6.5.18.2  The anticipated work schedule is seven day a week twelve hours a day.

6.18.3  The Contracting Officer, or his/her designated representative, may modify the work schedule to ensure the Government's ability to continue to execute its mission.

6.5.19  Next of Kin Notification.  Before deployment, the contractor shall ensure that each contractor employee completes a DD Form 93, Record of Emergency Data Card, and returns the completed form to the designated Government official as directed by the Contracting Officer or designated representative.

6.5.20  Miscellaneous Issues.  DoD regulations indicate when the contractor cannot fill the requirements; Government provided sources would be used.  If, during the performance of this contract, the Contracting Officer determines the contractor unable to provide the level of support required for a contingency operation, deployment, and/or exercise, the contractor is required to train Government Personnel to support the requirement.  The rights and remedies of the Government under this clause is in addition to any other rights and remedies provided by law or under this contract.

6.5.21  Special Legal - Public Law 106-523, Military Extraterritorial Jurisdiction Act of 2000.  Amended Title 18, US Code, to establish Federal Jurisdiction over certain criminal offenses committed outside the United States by persons employed by or accompanying the Armed Forces, or by members of the Armed Forces who are released or separated from active duty prior to being identified and prosecuted for the commission of such offenses, and for other purposes.

6.6  Task 6   Web Server Support and Website Administration.  

In accordance with paragraph 3.1.1.  above, the contractor shall provide technical on-site web master, web development support, database and database architect support to the 1AD Public Affairs Office and Headquarters element in Wiesbaden, FRG.

6.6.1   The contractor will support the 1AD Public Affairs office in designing, maintaining and troubleshooting the 1AD public website.

6.6.2.  The contractor will provide Macromedia Dreamweaver and HTML, Java script tools to manipulate content such as text and graphics to ensure high presentation quality of the website.

6.6.3.  The contractor will design construct and post relational databases to the web using MS SQL tools.  These include data warehousing, search and query techniques that facilitate rapid access to information. 

6.6.4. The contractor will provide support and assistance to the 1AD staff for integration of content and databases. 

6.6.5. The contractor will provide system administration of Windows 2000 operating systems support as required.

7.  Place of Performance.  Work will be performed at the Government location, HQs, 1st Armored Division, Wiesbaden, FRG and all subunits of 1AD in the Federal Republic of Germany.  Personnel must also deploy with the HQs 1AD on exercises.  As mentioned above, 1AD may request the contractor to provide technical on-site support to the theater of operations on a voluntary basis, as well as support units/ activities supporting that theater of operations contingent upon additional funding not covered in the scope of this SOW.
8.  Period of Performance.  The period of performance is 273 calendar days (1 Feb 2003 - 31 Dec 2003).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Task Order Management Plan
	Contractor-Determined Format
	1 Soft Copy to TM
	Draft - 15

Final - 30

	2
	Monthly Status Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	Monthly, on 5th Workday

	3
	Training Programs of Instruction
	Contractor-Determined Format
	As Required
	As Required by TM

	4
	Configuration Management Plan
	As required by TM
	As Required by TM
	As Required by TM

	5
	COTS Hardware and Software Products
	From Manufacturer
	From Manufacturer
	Upon Delivery

	6
	COTS Hardware and Software Licenses
	From Manufacturer
	As Specified by the TM
	Upon Delivery

	7
	COTS Hardware and Software Maintenance Agreement
	From Manufacturer
	As Required by the TM
	Upon Delivery

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.
10.1  All contractor personnel must be cleared to a minimum of SECRET, with selected personnel cleared TOP SECRET with Special Compartmented Information (SCI) access.

10.2  Personnel security requirements must be set forth in Department of Defense (DD) Form 254 (Department of Defense Contract Security Classification Specification).

10.3  The contractor shall obtain security clearances for personnel by task order start date.  Security clearances shall be maintained throughout the period of performance for personnel involved under this task order.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).
11.1  The Government shall provide all required hardware and software.

11.2.  The Government shall provide copies of C4I systems software and the latest corresponding installation passwords.

11.3.  The Government shall provide access to the latest C4I systems user and system administration documentation.

11.4.  The Government shall provide adequate office space, desks (1 per contractor), telephones, tables, bookshelves, safes and lab space to allow for successful completion of this contract.

12.  Other Pertinent Information or Special Considerations.
12.1  Identification of Possible Follow-on Work.

12.1.1  It is anticipated that follow-on orders will be awarded for as much as six years following the initial year of performance (subsequent years will use the period of performance from 1 Oct - 30 Sep).
12.1.2  Extended work week requirements may be required and will be added on to this contract if required.
12.2  Identification of Potential Conflicts of Interest (COI).  N/A
12.3.  Identification of Non-Disclosure Requirements.  N/A

12.4  Packaging, Packing and Shipping Instructions.  N/A.

12.5  Inspection and Acceptance Criteria.  N/A

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards listed above assure that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Enclosure 1 - OCIE List of Items Which May Be Issued During Deployment Prep

Body Armor


Bag Barracks


Bag Duffel


Bag Clothing Water Proof


Canteen


Carrier Entrenching Tool


Case First Aid


Cover Helmet Camouflage


Cup water Canteen


Gaiter Neck


Glove Shell


Field Pack


Hood Balaclava


Frame Field Pack


Helmet


Entrenching Tool


Liner Coat


Sleeping Mat


Belt Individual Equip


Overshoes Rubber


Sleeping Bag


Parker with Trousers Rain Suit


Poncho Camouflage


Parker Cold Weather with Trousers


Boots Cold Weather


Drawers Cold Weather


Undershirt Cold weather


Vest Load Bearing

Enclosure 2 - NBC List of Items Which May Be Issued During Deployment

M40/M17A1 Protective Mask with Hood


Chemical Protective Over Garment


Chemical Protective Boots and Gloves


Mask Replacement Filters


Replacement Protective Clothing (Over Garment and Boots)


Personal Decontamination Kits

· Chemical Agent Detection Paper/Tape

Enclosure 3 - Fact Sheet
Command Judge Advocate

AFRD-KU-CJA

30 September 2002

SUBJECT:  Contractor Personnel in Kuwait

1.  PURPOSE.  To assist DoD contractors in ARCENT-KU.

2.  ENTRY/EXIT.  DoD contractors are not considered DoD accompanying forces and thus, must possess appropriate host nation immigration documents.  A valid US Passport and Kuwaiti Visa or US Passport and Kuwaiti Residency Papers constitute appropriate host nation immigration documents.


a.  Kuwaiti Visa.  The Kuwaiti Visa is generally issued as a 5 or 10 year multiple entry stamp valid for a stay of 30 days per visit.  This means that if the contractor desires to stay longer than 30 days, they must leave the State of Kuwait and return.  Most contract employees in this situation fly to Bahrain and then return to Kuwait every month. Using military aircraft to exit and reenter Kuwait will not work because host nation immigration officials only reside at the Kuwait International Airport.  The Kuwaiti multiple entry visa is an acceptable solution for contractors on short duration TDYs (generally less than 90 days).  However, for individuals in Kuwait over 90 days, a Kuwaiti residency is the preferred immigration option.


b.  Kuwait Residency.  The residency industry in Kuwait is an economy of scale.  Many companies focus specifically on providing this service.  There is no set cost for residencies.  Annual residency fees are generally between $1,000 to $4,000 dollars per person per year.  Many larger companies pay a set fee for a certain amount of personnel or work via a monthly payment plan.  The advantage to the residency is it provides employees with host nation credentials and Kuwait civil identification cards.  Without these documents, individuals cannot perform many common tasks such as leasing a car, purchasing large end items, renting a cellular phone, receiving host nation health care, etc.  Currently, ARCENT-KU has approximately 1,000 DoD contractor personnel working on post or other locations.  About 98% of these personnel maintain Kuwaiti residency.  Roughly 2% are TDY to Kuwait for less than 30 days.  The use of any form of a DoD identification card (DD 1173, 2764/5, DD 2 or any version of a reserve/military retiree card) by a DoD contractor to enter Kuwait is a violation of the Defense Cooperative Agreement.

3.  HOST NATION LAW.  Contractors are given no legal immunity under the Defense Cooperation Agreement.  Thus, contractor employees are subject to all host nation criminal and civil laws.  Among the most important Kuwaiti laws to consider are the prohibitions on alcohol, drugs, gambling and pornography.  In addition, contract personnel working in Kuwait are subject to Kuwaiti labor laws.

4.  HEALTH CARE.  Camp Doha maintains a small medical facility.  Due to the large number of US Forces in Kuwait, the Installation Commander will only provide emergency medical care to contract personnel.  All other medical care must be obtained from the civilian medical system.  By law, the contractor must ensure that employees have medical coverage while in Kuwait.

5.  INSTALLATION BADGES.  Camp Doha is a closed installation that maintains a unique badge system.  This allows the Camp Doha Security personnel to quickly distinguish between individuals that are emergency essential to the execution of the ARCENT-KU mission.  It also provides a visible identification for all permanent employees on the installation.  Contractors and subcontractors for contracts over 60 days must submit their requests for badge authorizations not later than 14-days prior to their employment/ contract start date in order to allow adequate time for the background investigation to be completed.  The ARCENT-KU Provost Marshal Office (PMO) is the POC for issuance of badges.

6.  NON-COMBATANT EVACUATION OPERATIONS.  All independent Government contractors maintain a parallel status with all other U.S. Citizens.  Evacuation expenses remain the responsibility of the citizen, not the U.S. Government.  Evacuees shall sign a statement, legally binding them to reimburse the U.S. Government at a future date, for their emergency NEO Transportation.  All contractors are required to register with the U.S. Embassy Warden System and proof of said participation must be included within the individuals NEO packet.  This must be verified by the ARCENT-KU NEO WARDEN.

7.  MISCELLANEOUS.  As a general rule, only U.S. contractor personnel providing direct support to ARCENT on Camp Doha or other designated locations are authorized use of the post-exchange or MWR facilities.  Army Post Office privileges, messing, and other services are addressed in individual contracts based on the circumstances and services provided.

8.  POINTS OF CONTACT.  The point of contact for questions pertaining to the subject contract is the ARCENT-KU Directorate of Contracting at 011-965-468-5764.  The point of contact for legal questions is the ARCENT-KU Office of the Command Judge Advocate at 011-965-468-5266.  The point of contact for questions pertaining to host nation matters is the ARCENT-KU S5/Civil Military Affairs Operations at 011-965-468-5858.  The point of contact for issuance of Camp Doha access badges is the ARCENT-KU PMO at 011-965-468-5485.

9.  CONTRACTING OFFICER.  This fact sheet is a general description of issues contractors must be prepared to address to ensure successful execution of their contract in Kuwait.  The rules and procedures in the fact sheet are subject to change.  Therefore, contractors should contact their Contracting Officer for further details on any issue likely to effect execution of their contract.
