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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate the attached revised Statement of Work, dated August 25, 2003, for DECC

 Mechanicsburg Open Systems Support (Encore Tracking Number 00096.01).  TranTech proposal, dated September 17, 2003, is hereby

 incorporated by reference.

b.  The total amount of this task order has changed from $559,392.00 to $1,352,174.40 (increase of $792,782.40).

c.  The period of performance remains unchanged at 366 calendar days (May 21, 2003 through May 20, 2004).

d.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

2

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

18-Sep-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-02-D-5012-0003

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

13-Mar-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

 FAR 52.216-18, ORDERING (OCT 1995)

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

18-Sep-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

See Item 6

TRANTECH, INC.

4900 SEMINARY ROAD SUITE 215

ALEXANDRIA VA 22311-1811

GEORGE KOLESAR

FACILITY CODE

014R1

CODE

encore@scott.disa.mil

EMAIL:

TEL:

MARK S. SCHNEIDER / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES
Section A - Solicitation/Contract Form
The total cost of this task order was increased by $792,782.40, from $559,392.00 to $1,352,174.40.

Section B - Supplies or Services and Prices
CLIN 0001.  The unit price amount has increased by $792,782.40, from $559,392.00 to $1,352,174.40.  The total cost of this line item has increased by $792,782.40, from $559,392.00 to $1,352,174.40.

Section F - Deliveries Or Performance
The following Delivery Schedule item for CLIN 0001 has been changed from:

	DELIVERY DATE
	QUANTITY
	SHIP TO ADDRESS
	UIC

	
	
	
	

	POP 01-MAY-2003 TO

30-APR-2004
	N/A
	N/A

FOB:  Destination
	


to:

	DELIVERY DATE
	QUANTITY
	SHIP TO ADDRESS
	UIC

	
	
	
	

	POP 01-MAY-2003 TO

20-MAY-2004
	N/A
	N/A

FOB:  Destination
	


Section G - Contract Administration Data
Accounting and Appropriation

Summary for the Payment Office

As a result of this modification, the total funded amount for this document was increased by $792,782.40, from $559,392.00 to $1,352,174.40.

Contract Level Funding:  AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $792,782.40, from $559,392.00 to $1,352,174.40.

The following have been added by full text:

Additional Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DMCUMO03MPM3021
$559,392.00

0001
DMCUMO03MPM3021, Amend 3 (Increase)
$792,782.40

Total Amount of Task Order
$1,352,174.40

(End of Summary of Changes)

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 25 Aug 2003 
	Contract Number:
	DCA200-02-D-5012

	Task Order Number:
	000301

	Encore Tracking Number:
	00096.01

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
2.  Task Order Title.  DECC Mechanicsburg Open Systems Support

3.  Background.  The DECC Mech, a sub-organization of Defense Information Systems Agency Western Hemisphere (DISA WESTHEM), provides centralized information system processing services to a diverse and geographically dispersed customer base drawn from Department of Defense (DoD) Agencies, including:  the Joint Commands; all Military Departments; and, other governmental agencies which may obtain services on a reimbursable funding basis. All information processing, software development and related technical services are provided customers on a fee-for-service basis in accordance with Defense Working Capital Fund (DWCF) guidelines.  The DECC Mech mission depends on the successful, well-maintained operation of a diverse group of state-of-the-art hardware components and interconnected sub-systems.
4.  Objectives.  The objective of these positions is to provide support to a Defense Information Systems Agency (DISA) organization in the planning and delivery of information technology services, including installation, configuration, troubleshooting, and maintenance of hardware and software to ensure the availability of information systems in a server environment. 

5.  Scope.
· Task Area 5 - Requirements Analysis
· Task Area 6 - Market Research and Prototyping
· Task Area 8 - Custom Application Development
· Task Area 10 - Test and Evaluation
6.  Specific Tasks.
6.1  Task 1 - Open Systems Group HP Servers.  Open Systems Group Hewlett-Packard  (HP) servers– Provide senior level systems administration support to the DECC Mech Open Systems Group for the HP server environment (4,672 hours) Added hours.

6.1.1  Support the development and implementation of systems diagnostic and maintenance tools to ensure the availability and functionality of systems required in support of organizational objectives through the following actions:

6.1.1.1  Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.1.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.1.1.3  Check files for problems and reviews operations to ensure only valid processes are running.

6.1.1.4  Reallocates resources as they become available, optimizes system performance, and recommends additional components to improve overall performance.

6.1.2  Support the evaluation and recommendations for the selection of new system diagnostic tools.

6.1.2.1  Manage the installation of software and hardware fixes, updates, and enhancements.

6.1.2.2  Installation, configuration, and testing of software on workstations.

6.1.2.3  Control the current versions and future releases of application software and documents the physical configuration of information systems.

6.1.2.4  Optimize the functionality of networks and systems and diagnoses and recovers failed systems.

6.1.2.5  Apply information security/information assurance policies, principles, and practices in the delivery of system administration services.

6.1.3 Support the installation and configuration of commercial off-the-shelf (COTS) applications and software and hardware products.

6.1.3.1  Work closely with customers for seamless integration.

6.1.3.2  Resolve installation problems.

6.1.3.3  Identify and mitigate security vulnerabilities and risks.

6.1.3.4  Maintain server integrity and availability.

6.1.3.5  Manage accounts, network rights, and access to systems and equipment.

6.1.3.6  Develops and presents training on the operation and maintenance of systems to the Open Systems staff.

6.1.4  Plan and coordinate the installation of new products or equipment in a server environment

6.1.5  Plan and coordinate the migration of server workload from remote locations such as San Diego, Ca.; Jacksonville, Fl.; and Norfolk, Va. Activities will include surveying the hardware, software, and applications running on the servers; planning for remote management; developing instructions and procedures for the DECC Mech Systems Management Staff, including the development of Knowledge Management case studies and documentation; and providing recommended procedures for integrating new workload with existing systems

Deliverables:
Monthly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
6.2  Task 2 - Open Systems Group Sun Servers.  Provide senior level systems administration support to the DECC Mech Open Systems Group for the Sun server environment (4,672 hours) Added Hours.

6.2.1 Support the development and implementation of systems diagnostic and maintenance tools to ensure the availability and functionality of systems required in support of organizational objectives through the following actions:

6.2.1.1 Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.2.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.2.1.3  Check files for problems and reviews operations to ensure only valid processes are running.

6.2.1.4  Reallocate resources as they become available, optimizes system performance, and recommends additional components to improve overall performance.

6.2.2  Support the evaluation and recommendations for the selection of new system diagnostic tools.

6.2.2.1  Manage the installation of software and hardware fixes, updates, and enhancements.

6.2.2.2  Installation, configuration, and testing of software on workstations.

6.2.2.3  Control the current versions and future releases of application software and documents the physical configuration of information systems.

6.2.2.4 Optimize the functionality of networks and systems and diagnoses and recovers failed systems.

6.2.2.5 Apply information security/information assurance policies, principles, and practices in the delivery of system administration services. 

6.2.3  Support the installation and configuration of COTS applications and software and hardware products.

6.2.3.1  Work closely with customers for seamless integration.

6.2.3.2  Resolve installation problems.

6.2.3.3  Identifies and mitigates security vulnerabilities and risks.

6.2.3.4  Maintain server integrity and availability.

6.2.3.5  Manage accounts, network rights and access to systems and equipment.

6.2.3.6  Develops and presents training on the operation and maintenance of systems to the Open Systems staff.

6.2.4  Plan and coordinate the installation of new products or equipment in a server environment.

6.2.5  Plan and coordinate the migration of server workload from remote locations such as San Diego, Ca.; Jacksonville, Fl.; and Norfolk, Va. Activities will include surveying the hardware, software, and applications running on the servers; planning for remote management; developing instructions and procedures for the DECC Mech Systems Management Staff, including the development of Knowledge Management case studies and documentation; and providing recommended procedures for integrating new workload with existing systems

Deliverables:
Monthly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
6.3  Task 3 - Open Systems Group Tivoli Servers.  Provide senior level systems administration support to the DECC Mech Open Systems Group for the Tivoli server environment (1,920 hours).

6.3.1  Support the development and implementation of systems diagnostic and maintenance tools to ensure the availability and functionality of systems required in support of organizational objectives through the following actions:

6.3.1.1  Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.3.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.3.1.3 Checks files for problems and reviews operations to ensure only valid processes are running. 

6.3.1.4  Reallocates resources as they become available, optimizes system performance, and recommends additional components to improve overall performance.

6.3.2  Support the evaluation and recommendations for the selection of new system diagnostic tools.

6.3.2.1  Manage the installation of software and hardware fixes, updates, and enhancements.

6.3.2.2  Installation, configuration, and testing of software on workstations.

6.3.2.3  Control the current versions and future releases of application software and documents the physical configuration of information systems.

6.3.2.4  Optimize the functionality of networks and systems and diagnoses and recovers failed systems.

6.3.2.5  Apply information security/information assurance policies, principles, and practices in the delivery of system administration services.

6.3.3  Support the installation and configuration of COTS applications and software and hardware products.

6.3.3.1  Work closely with customers for seamless integration.

6.3.3.2  Resolve installation problems.

6.3.3.3  Identifies and mitigates security vulnerabilities and risks.

6.3.3.4  Maintain server integrity and availability.

6.3.3.5  Manage accounts, network rights, and access to systems and equipment.

6.3.3.6  Develops and presents training on the operation and maintenance of systems to the Open Systems staff.

6.3.4  Plan and coordinate the installation of new products or equipment in a server environment.

Deliverables:
Monthly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
6.4  Task 4 - End User Support Windows System Administration.  Provide senior level systems administration support to the DECC End User Support Group for Windows administration (4,672 hours) Added Hours.

6.4.1  Ensure the rigorous application of information security/information assurance policies, principles, and practices in the delivery of systems administration services.

6.1.1.1  Apply the Security Technical Implementation Guides (STIG) guidelines to the Windows NT and Windows 2000 operating systems.

6.1.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.1.1.3  Check files for problems and reviews operations to ensure only valid processes are running.

6.4.2  Perform system administration tasks for the Windows 2000 Active Directory Domain, multiple 2000/NT Servers and 350 workstations.

6.1.2.1  Administer users, groups, OUs on the Active Directory Domain.

6.1.2.1 Manage the installation of software and hardware fixes, updates, and enhancements.

6.1.2.2  Installation, configuration, and testing of software on workstations.

6.1.2.3  Control the current versions and future releases of application software and documents the physical configuration of information systems.

6.1.2.4  Optimize the functionality of networks and systems and diagnoses and recovers failed systems.

6.4.3  Support the development and implementation of systems diagnostic and maintenance tools to ensure the availability and functionality of systems required in support of organizational objectives through the following actions:

6.4.3.1  Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.4.3.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.4.3.3  Check files for problems and reviews operations to ensure only valid processes are running.

6.4.3.4  Reallocates resources as they become available, optimizes system performance, and recommends additional components to improve overall performance.

6.4.4  Support the installation and configuration of COTS applications and software and hardware products.

6.4.4.1  Work closely with customers for seamless integration.

6.4.4.2  Resolve installation problems.

6.4.4.3  Identifies and mitigates security vulnerabilities and risks.

6.4.4.4  Maintain server integrity and availability.

6.4.4.5  Manage accounts, network rights, and access to systems and equipment.

6.4.4.6  Develops and presents training on the operation and maintenance of systems   to the End User Support staff.

6.4.5  Support  the installation, configuration and administration of Microsoft Exchange Server.

6.4.5.1  Maintain mail integrity and availability.

6.4.5.2  Manage accounts, and access to system.

6.4.5.3  Develops and presents training on the mail system to DECC-Mechanicsburg employees.

6.4.6  Plan and coordinate the installation of new products or equipment in a server environment.

Deliverables:
Monthly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
6.5  Task 5 - End User Support Windows Servers.  Provide senior level system and security administration for Windows NT/2000 and CITRIX METAFRAME servers that are located at DECC Mechanicsburg and other DISA locations (1,376 hrs).

6.5.1  Apply information security/information assurance policies, principles, and practices in the delivery of systems administration services.

6.5.1.1  Apply the Security Technical Implementation Guides (STIG) guidelines to the Windows NT OS, the Windows 2000 operating system, IIS and CITRIX METAFRAME Servers.

6.5.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.5.1.3  Check files for problems and review operations to ensure only valid processes are running.

6.5.2  Perform system administration tasks for the Windows 2000 Active Directory Domain, multiple Windows 2000/NT/CITRIX METAFRAME Servers and workstations.

6.5.2.1  Administer users, groups, and GPOs in the Active Directory Domain.

6.5.2.1  Manage the installation of software and hardware fixes, updates, and enhancements.

6.5.2.2  Install, configure, and test software on workstations.

6.5.2.3  Control the current versions and future releases of application software and document the physical configuration of information systems.

6.5.2.4  Optimize the functionality of networks and systems; diagnose and recover failed systems.

6.5.2.5  Set up and maintain applications on the CITRIX METAFRAME servers.
6.5.3  Support the development and implementation of systems diagnostic and maintenance tools to ensure the availability and functionality of systems required to support organizational objectives through the following actions:

6.5.3.1  Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.5.3.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.5.3.3  Check files for problems and review operations to ensure only valid processes are running.

6.5.3.4  Reallocate resource as they become available, optimize system performance, and recommend additional components to improve overall performance.

6.5.4  Support the installation and configuration of COTS applications and software and hardware products.

6.5.4.1  Work closely with customers for seamless integration.

6.5.4.2  Resolve installation problems.

6.5.4.3  Identify and mitigate security vulnerabilities and risks.

6.5.4.4  Maintain server integrity and availability.

6.5.4.5  Manage accounts, network rights, and access to systems and equipment.

6.5.5  Develop and present training on the operation and maintenance of systems to the End User Support staff. 

6.5.6  Plan and coordinate the installation of new products or equipment in a server environment

Deliverables:
Weekly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
6.6  Task 6 - End User Support Windows Servers.  Provide senior level system and security administration for Windows NT/Windows 2000/SQL servers and workstations that are located at DECC Mechanicsburg and other DISA locations (1,376 hrs).

6.6.1  Apply information security/information assurance policies, principles, and practices to the delivery of systems administration services.

6.6.1.1  Apply the Security Technical Implementation Guides (STIG) guidelines to the Windows NT OS, the Windows 2000 operating system, IIS and SQL Servers.

6.6.1.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.6.1.3  Check files for problems and review operations to ensure only valid processes are running.

6.6.1.4  Ensure all aspects of data, database security and integrity for multiple MS SQL Servers.

6.6.2  Perform system administration tasks for the Windows 2000 Active Directory Domain, multiple Windows 2000/NT/SQL Servers and workstations.

6.6.2.1  Administer users, groups, and GPOs in the Active Directory Domain.

6.6.2.1  Manage the installation of software and hardware fixes, updates, and enhancements.

6.6.2.2  Installation, configuration, and testing of software on workstations.

6.6.2.3  Control the current versions and future releases of application software and documents the physical configuration of information systems.

6.6.2.4  Optimize the functionality of networks and systems; diagnose and recover failed systems.

6.6.2.5  Tune the SQL Servers to maintain optimum performance.
6.6.3  Support the development and implementation of system diagnostic and maintenance tools to ensure the availability and functionality of systems required to support organizational objectives through the following actions:

6.6.3.1  Develop standards and criteria for accessing server performance, availability, capacity, or configuration problems.

6.6.3.2  Develop procedures for responding to new threats to systems to ensure confidentiality, integrity, and availability.

6.6.3.3  Check files for problems and review operations to ensure only valid processes are running.

6.6.3.4  Reallocate resources as they become available, optimize system performance, and recommend additional components to improve overall performance.

6.6.4  Support the installation and configuration of COTS applications and software and hardware products.

6.6.4.1  Work closely with customers for seamless integration.

6.6.4.2  Resolve installation problems.

6.6.4.3  Identify and mitigate security vulnerabilities and risks.

6.6.4.4  Maintain server integrity and availability.

6.6.4.5  Manage accounts, network rights, and access to systems and equipment.

6.6.4.6  Develop and present training on the operation and maintenance of systems   to the End User Support staff.

6.6.5  Plan and coordinate the installation of new products or equipment in a server environment.

Deliverables:
Weekly Status Report
Semi-Annual Training Session for Interested DECC Mech Employees
7.  Place of Performance.  Work will be performed primarily on-site within the facilities of DECC Mech.  Contractor personnel will be notified in advance when the Technical Action Officer (TAO) requires travel.  Authorization to travel must be approved by the TM by means of letter or form specifying: (1) the Individual(s) to travel; (2) purpose of the trip; (3) location(s) and activity (ies) to be visited; and, (4) inclusive dates of the travel.  Travel will be charged to the Other Direct Costs (ODC) line of the task order at the Federal Travel Regulations (FTR) rate.

8.  Period of Performance.  The period of performance is 366 calendar days (21 May 2003 - 20 May 2004).
9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO
	Monthly, on 5th Workday

	6.1
	Semi-Annual Training
	Microsoft PowerPoint
	One copy of presentation in Microsoft PowerPoint to the TM and one hard copy for each attendee
	First presentation NLT 60 days after the TO award; second NLT 180 days after TO award

	6.2
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO
	Monthly, on 5th Workday

	6.2
	Semi-Annual Training
	Microsoft PowerPoint
	One copy of presentation in Microsoft PowerPoint to the TM and one hard for each attende
	First presentation NLT 90 days after the TO award; second NLT 240 days after TO award 

	6.3
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO
	Monthly, on 5th Workday

	6.3
	Semi-Annual Training
	Microsoft PowerPoint
	One copy of presentation in Microsoft PowerPoint to the TM and one hard for each attendee
	First presentation NLT 120 days after the TO award; second NLT 300 days after TO award. 

	6.4
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO
	Monthly, on 5th Workday


	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.4
	Semi-Annual Training
	Microsoft PowerPoint
	One copy of presentation in Microsoft PowerPoint to the TM and one hard for each attendee
	First presentation NLT 120 days after the TO award; second NLT 300 days after TO award. 

	6.5
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM
	Monthly, on 5th Workday

	6.5.1.2
	Procedures to respond to confidentiality, integrity, and availability threats
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the TM
	120 days after TO modification

	6.5.3.2
	Procedures to respond to confidentiality, integrity, and availability threats
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM
	120 days after TO modification

	6.5.5
	Semi-Annual Training
	Microsoft PowerPoint 
	One copy of presentation in Microsoft PowerPoint to the TM, and one hard copy for each attendee 
	First presentation NLT 50 days after the TO modification; second NLT 130 days after TO modification. 

	6.5
	Weekly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO. 
	Every Tuesday 

	6.6.1.2
	Procedures to respond to confidentiality, integrity, and availability threats
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM
	120 days after TO award

	6.6.3.2
	Procedures to respond to confidentiality, integrity, and availability threats
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM
	120 days after TO award

	6.6.5
	Semi-Annual Training
	Microsoft PowerPoint 
	One copy of presentation in Microsoft PowerPoint to the TM and one hard for each attendee
	First presentation NLT 110 days after the TO award; second NLT 290 days after TO award. 

	6.6
	Weekly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO.
	Every Tuesday


10.  Security.  This position is Critical Sensitive ADP-I.  It requires an ADP-I access and a SECRET clearance.

10.1  References.
· DoD 5200.2-R, Personnel Security Program, dated Jan 87.

· DoD 5220.2-M, National Industrial Security Program Operating Manual, dated Jan 95, with supplement 1, dated Feb 95.

· DoD 52220.22-R, Industrial Security Regulation, dated Dec 85.

· DISA WESTHEM Security Handbook, dated May 97.DoD 5200.2-R, DoD 5220.22-R and DoD 5220.22-M requires 

10.2  DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on Automated Information Systems (AIS), to be assigned to one of two position sensitivity designation IAW the above mentioned references.  These designations equate to Critical Sensitive ADP-I or Non-Critical Sensitive ADP-II position.  The contractor will assure that individuals assigned to these positions, as determined by the Government, have completed the appropriate forms.  Also, current DISA policy requires all personnel occupying ADP-I and ADP-II positions to be U.S. citizens.

10.3  This requirement will comply with existing DoD and DISA security policies and procedures.  AIS security program restrictions on access will be followed to ensure all users are properly authorized, and no security procedures are breached or circumvented.  Specifically contract support technical personnel will be strictly controlled to ensure their access complies with current authorization procedures and standards.  Access to unclassified AIS will not be granted without a satisfactory completed DoD background investigation.  A SECRET security clearance is required for access to classified AIS; or, for performance of duties located in the data center.  The contractor is responsible for obtaining clearances from Defense Security Services Operations Center Columbus (DSSOCC).  When the employee’s Electronic Personnel Security Questionnaire (EPSQ) is submitted to DSSOCC, the contractor should request that an INTERIM Secret Clearance be granted.  Until these requirements are met, the contractor employee will be denied access to classified AIS.  Signed copies of the Questionnaire for National Security Positions(SF 86), the DoD Request for Personnel Security Investigation (DD Form 1879) or NAC Form, and the EPSQ Receipt Systems Results must be forwarded to the DECC Mechanicsburg Security Manager for review, in order to obtain an Interim ADP-I or ADP-II level of access, so that the contractor employee may begin work on unclassified AIS(s).  The copy of the EPSQ package will be submitted to the DECC Mechanicsburg Security Manager prior to the start of the contract employment.

10.4  The request for an Interim ADP access will be reviewed to ensure there is adequate justification supporting the request.  The applicable forms will be reviewed for any derogatory information using the 13 adjudicative guidelines set forth in ASDC31 Memorandum, subject: Personnel Security Investigation and Adjudication’s, dated 10 November 1998.  If any derogatory information is discovered, DECC Mechanicsburg can not grant Interim ADP access.  In this event DECC Mech will contact the requesting activity to determine if the request should be cancelled; or, sent to D162 for consideration.

10.5  Each position will be designated Critical Sensitive ADP-I or Non-Critical Sensitive ADP-II, as determined by the Government (supervisor managing the position).  Persons performing services that have been identified as Critical Sensitive ADP-I should have a favorably completed Single Scope Background Investigation (SSBI).  However, as a minimum, the contractor will be required to have a favorably completed, in scope, National Agency Check (NAC), in order to obtain Interim ADP-I level of access.  Persons performing services that have been identified as Non-Critical Sensitive ADP-II should have a favorably completed, in scope, NAC.  However, as a minimum the contractor will be required to provide signed copies of the applicable forms to the DECC Mechanicsburg Security Manager for review in order to obtain Interim ADP-II.  The contractor will request from DSSCCO that a secret clearance be granted. 

10.6  DISA retains the right to request removal of contractor personnel, if a clearance cannot be obtained, or whose actions, while assigned to this contract, clearly conflict with the interests of the Government, regardless of their prior clearance or adjudication status.  The reason(s) for removal will be fully documented by the Contracting Officer. 

10.7  Information about completing the required forms may be obtained from the DECC Mechanicsburg Traditional Security Office, Code WE22, at (717) 605-6093.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The government will provide contractor personnel an office environment similar to government personnel to include computers and telephones (for official business only). GFI (provided by DECC Mech) will include: a roster of designated key personnel and authorized Points Of Contact (POCs); security procedures; manuals; and, operating procedures, as may be required. GFI will be provided at performance start.

12.  Other Pertinent Information or Special Considerations.

a.  Recommended Knowledge and Skills for Open Systems Group HP.  Required is HP server certification. At least ten years general ADP experience.  Preferred is at least five years of specialized experience in UNIX systems administration.


b.  Recommended Knowledge and Skills for Open Systems Group Solaris.  Required is Solaris server certification. Preferred is at least five years of specialized experience in UNIX systems administration.


c.  Recommended Knowledge and Skills for Open Systems Group Tivoli.  Required is Tivoli server certification.  Preferred is at least five years of specialized experience in Tivoli systems administration.


d.  Recommended Knowledge and Skills for Windows System Administrator.  Preferred is at least five years of Windows NT/2000 Server administration and Security experience, including one year of SQL DBA experience, one year of VBSCRIPT experience and one year of Microsoft Exchange experience. Experience is preferred in database product and system upgrades, system migrations, including demonstrated achievement as a project leader and in solving complex data processing problems in the areas of networking, local area network (LAN) and internet web applications.  SMS and assured computing techniques are also preferred.


e.  The following defines the End User Support environment at DECC Mechanicsburg:  Windows 2000/NT Operating System, Active Directory, Microsoft Exchange, SMS, SQL, VBScript.


f.  Identification of Possible Follow-on Work.  N/A


g.  Identification of Potential Conflicts of Interest (COI).  Any vendor who is bidding against DECC Mech for business would have a potential COI. This company should identify itself as such, and if it submits a proposal should ensure that the employee or employees who are part of the proposal are not involved in the competitive bidding.


h.  Identification of Non-Disclosure Requirements.  See Attachment 1.

i.  Packaging, Packing and Shipping Instructions.  N/A.


j  Inspection and Acceptance Criteria.  N/A.


k.  In-Processing Procedures.  See Attachment 2.


l.  Out-Processing Procedures.  The vendor must ensure all departing contract employees contact the DECC Mech Security Office, CDM 21, to complete the required forms, turn in the employee’s Common Access Card (CAC), and properly dispose of all parking decals.
13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

ATTACHMENT 1
Agreement of Nondisclosure
In the performance of work under Contract No. 
, the undersigned,


 individually and as an authorized representative of


, agrees that all information or materials pertaining to the subject order, made available by the Government, or that the contractor has access to by virtue of the provisions of this order, that relate to the business or resource needs of the Government, or other information not intended for public disclosure, shall be deemed to be “sensitive, confidential and/or proprietary” and that he/she shall keep in confidence and protect from unauthorized disclosure any such materials or information.  This includes disclosure to individuals within the contractor’s company who are not specifically assigned to work on this order, and who have not signed this agreement.  The contractor, and the undersigned, agrees that any such confidential materials and/or information shall not be used except in the performance of duties under the subject order or as otherwise directed by the Government.

This agreement shall survive the undersigned’s employment with the contractor, and the obligations imposed by this agreement shall survive the expiration or termination of this agreement.

Signature

Name

Title

Company

Date

ATTACHMENT 2
In-Processing Procedures
All newly hired contractor personnel will first report to the Resource Management Office (CDM 12), Building 109, Naval Support Activity Mechanicsburg, PA, to the Contractor Support for in-processing, indoctrination and task review.  Contractor/vendors shall fax a visit request for each new contract employee to:

Patricia Bernheisel

DECC Mech Security

Code CDM 21

Fax:  (717) 605-4015

Phone:  (717) 605-8579
The form should be faxed five workdays in advance of the report date.  Visit requests shall be sent on company letterhead and contain the following information:

· Company Contract Number

· Name of Individual

· SSN of Individual

· Date of Birth of Individual

· Place of Birth of Individual

· Citizenship of Individual

· Dates of Visit

· POC in DMC (include name, code and extension)

· Purpose of Visit

· Clearance Level of Individual

· Facility Clearance Data

· Level of Clearance

· CAGE CODE

· Contract Number

· Phone/Fax Numbers

· Name and Title of Official Certifying Facility/Individual Clearance Data

· Requesting official’s signature and signature date

