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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$1,455,870.13
	$1,455,870.13 

	
	Defense Message System/DMS Transition Hub (DTH) Support System Software Engineering, in accordance with the attached statement of work (SOW), dated 22 Apr 2003, Tracking Number (00100.00).  Electronic Data Systems Corporation (EDS) proposal En-04092003-3,  dated April 9, 2003, is hereby incorporated by reference.  The period of performance is 322 calendar days (April 23, 2003 through March 10, 2004).

Time-and-Materials (T&M) - Not-to-Exceed (NTE)*

The contractor is authorized to invoice monthly for actual hours performed and ODCs incurred.

Purchase Request Numbers: DAPMZ37040/RADA26MAR038057


	

	
	TOTAL ESTIMATED PRICE
	$1,455,870.13*


FOB:  Destination

Section F - Deliveries or Performance
Delivery Information
	CLIN
	DELIVERY DATE
	QUANTITY
	SHIP TO ADDRESS

	
	
	
	

	0001
	POP 23 Apr 2003 to 10 Mar 2004
	1 Lot
	FOB:  Destination (as stated in statement of work)


Section G - Contract Administration Data
Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$1,455,870.13

*NOTE:  See below for Accounting and Appropriation Data breakdown of funding.


CLAUSES INCORPORATED BY FULL TEXT
Additional Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
RADA26MAR038057
$678,000.00

0001
DAPMZ37040
$186,270.13

0001
RADA26MAR038057 Subject to Availability of Funds (SAF)
$591,600.00

TOTAL OBLIGATED
$864,270.13
DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (aqss32)

Phone No.:

E-Mail:

Contractor Point of Contact
Name:

Company:  Electronic Data Systems Corporation (EDS)

CAGE:  1U305

DUNS:  077817617

Phone No.:

E-Mail:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
Section I - Contract Clauses
CLAUSES INCORPORATED BY FULL TEXT
52.232-18 - AVAILABILITY OF FUNDS (APR 1984)

Funds are not presently available for this contract.  The Government’s obligation under this contract is contingent upon the availability of appropriated funds from which payment for contract purposes can be made.  No legal liability on the part of the Government for any payment may arise until funds are made available to the Contracting Officer for this contract and until the Contractor receives notice of such availability, to be confirmed in writing by the Contracting Officer.

(End of clause)

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 22 April 2003
	Contract Number:
	DCA200-02-D-5007

	Task Order Number:
	0008

	Encore Tracking Number:
	00100.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors.

a.  Primary TM.
	Name:
	

	Organization:
	DISA/API11

	Address:
	1671 Nelson Street, Fort Detrick, MD  21702-5002

	Phone Number:
	

	Fax Number:
	

	E-mail Address:
	



b.  Alternate TM.
	Name:
	

	Organization:
	DISA/APM12

	Address:
	1671 Nelson Street, Fort Detrick, MD  21702-5002

	Phone Number:
	

	Fax Number:
	

	E-mail Address:
	


2.  Task Order Title.  Defense Message System/DMS Transition Hub (DTH) Support System Software Engineering

3.  Background.  The requirement for the Defense Message System (DMS) Transition Hubs (DTHs) is documented in the DMS Contingency Plan as the means of ensuring C2 organizational messaging and Allied interoperability is provided beyond 31 December 1999.  The USMCEB Principals approved the establishment of the DTHs via a Joint Staff Message 081400Z APR 98.  There are currently three operational DTHs - Detrick DTH, Wahiawa DTH, and Pirmasens DTH.  Two of the three DTHS - Pirmasens and Hawaii - are scheduled to close by 30 Sep 03.  The DTHs are composed of the legacy AUTODIN Switching Center, the DMS Message Conversion System (DMS-MCS), the Multi-Function Interpreter (MFI), and DMS messaging components.  As system manager for the Defense Message System (DMS) DTHs, DISA provides software maintenance for the DTH legacy, transition, support systems and system engineering for the DTH.  The Under Secretary of Defense approved the DMS target architecture and implementation strategy in August 1988.  In Jan 93, OSD designated DISA as the lead agency for DMS Program Management.  There is a program management requirement for engineering and technical support to transition the current AUTODIN messaging users to the DMS target architecture, maintaining messaging capability between the DMS users and those remaining on the legacy system.  Following on-line implementation of DMS projects and systems, operational support must be provided to ensure DoD messaging requirements are satisfied.  This task order provides support for the following DTH and DMS requirement areas.

The DMS-MCS is a DTH component designed to provide PLA-to-RI routing service at the network level.  Additionally, the DMS-MCS’s Central Directory Component (CDC) is the authoritative PLA-to-RI database which feeds the X.500 directory.  The DMS-MCS also provides the following services:  automatic paging/sectioning (if appropriate per the directory database), dual routing for selected PLA’s, and dual transmissions of dual precedence messages.  In addition to the DMS-MCS’s located at the DTH’s, the Navy has implemented regional MCS’s at Navy locations.  A DMS-MCS Customer Support Center located at Fort Detrick provides the capability for users to receive DMS-MCS assistance and initiate CDC database corrections.  The Customer Support Center services all DMS-MCS users who telephone with problems.  The daily DMS-MCS traffic load continues to rise as DTH usage increases.  The DMS-MCS was implemented on-line with a limited subset of users in March 1995 and has since been declared a fully operational component of the DCS.  Most AUTODIN subscribers have moved to the DMS-MCS for PLA-to-RI service.

The following DMS/DTH test systems are located at Fort Detrick and provide closed test networks, tailored to support different operational missions: the DMS Integration Testing (DIT) lab, the Technology Insertion Environment (TIE), the Operational System Facility (OSF), and the 3 IMP ACP 120 Lab.  The Fort Detrick DISA LAN also indirectly interfaces and shares routing resources with portions of the TIE.  Technical resources are shared between the different test efforts to prevent duplication of effort and reduce the required number of personnel resources.  The Fort Detrick lab mission is to: support JITC directed DIT testing; provide a closed system environment using the fielded DMS software version(s) to allow re-creation and resolution of DTH and DMS operational problems; test and evaluate implementation concepts and procedures; demonstrate new/upgraded DMS messaging and component capabilities; develop integration and transition strategies; assess and refine operational policies and procedures; integrate DMS with other systems; demonstrate/analyze the effects of different levels of traffic surges on system performance; provide an environment in which to analyze track II DMS products, and provide a closed environment for verifying DTH/DMS software and operational problem resolutions prior to on-line implementation.

DMS Integration Testing (DIT) of DMS products will include Release 3.0 product versions.  Release 3.0 provides ACP 120, an enhanced access control capability which will allow the remaining legacy organizational messaging users to transition to DMS, thus permitting final AUTODIN closure.  In order to stop concurrent messaging costs and begin actual cost savings due to total replacement of legacy messaging, AUTODIN must be closed.  Because complete AUTODIN phase-out is dependent upon implementation of the Release 3.0 software products, testing activities of Release 3.0 products have been placed on a very ambitious schedule.  The emphasis on testing requirements will reflect the importance of ACP 120 DIT testing.

The development of the DISA Message Trace (DMT) and DISA Software Version Tool (DSVT) programs was initiated due to short-comings of these products developed under the LMFS DMS contract.  The DMS MWS Message Trace product was inflexible in meeting operational requirements, required extensive operator expertise to operate, and had numerous deficiencies.  The Software Version Tool product developed by the DMS integrator contractor was not able to obtain the required software version information on NT products which will comprise the majority of components on the backbone.  Under previous DEIS II Task Orders, the contractor developed a Prototype Message Trace product which was then refined for the operational DMT product to better meet operational needs and to allow DIICC integration.  Under the past task order, the contractor developed DSVT, a web based program which allows a user to obtain software version information on both HP, SUN and NT DMS components.  Both the DISA DMS message trace and DSVT programs have been implemented as operational programs at the DMS Backbone infrastructure sites, requiring operational program software support.  Additionally, the DMT program is in the final development stages of being rewritten as a web based application.

The DMS Transition effort continues to be a critical element of the DMS program.  The DMS Transitional Hubs (DTH’s) were implemented to provide an organizational messaging capability during the transition phase when some users were on DMS and others were still using legacy messaging.  There are three enclaves - TOP SECRET COLLATERAL, SECRET and SBU--at the three DTH sites.  In support of DTH requirements, work is also being done to increase the capabilities and performance of the Multi Functional Interpreter (MFI), a key DTH transitional component.  Tool development is also required to support transition analysis.

The DII Asset Distribution System (DADS) is used to electronically provide for the distribution of DMS software, documentation, and other operational information via the web.  The master DMS software is approved for implementation by the DISA Global System Manager, and posted on the master Fort Detrick DMS DADS server.  Download of the DADS software and data from the master server is then made to the Columbus, Europe, and Pacific DADS servers for access by the DMS Regional Network Operations Security Centers (RNOSCs), Network Operations Center (NOC), Local Command Centers (LCCs) and users.

JWID is an annual demonstration sponsored by the Joint Chiefs of Staff (JCS).  Its purpose is to evaluate new and emerging technologies, such as DMS, that support the war fighting community.  It is structured around a Joint Task Force (JTF) scenario to include specific operational threads that allow the various demonstrations to interact and show how their capabilities enhance the JTF and support the war fighter.  DMS will actively participate in the JWID 2003 Interoperability Demonstration.  Areas of DMS focus for the 2003 JWID effort will be:

· X.400 and SMTP message exchange with two or more of the Allied partners (e.g. Australia, NATO, United Kingdom, Spain and Canada).

· Provide directory interoperability between the U.S. X.500 directory and directory products used by the Allies.

· Provide global directory services for all exercise participants

· Send/receive signed and encrypted DMS military messages with Allied partners using a prototype ACP 145 gateway.

· Send/receive signed and encrypted S/MIME messages with Allied partners by using a federated key infrastructure without having to rely on a common PKI.

The Information Assurance Vulnerability Alert (IAVA) process has been established to address actual and potential threats to the Department of Defense (DoD) information systems and networks.  The IAVA process has been designed to reduce risk and vulnerabilities down to the system asset level.  DISA, as the DoD executive agent in charge of the IAVA process, established the IAVA process to fulfill the following requirements:  1) Establish positive control of the Department's vulnerability alert system; 2) Provide CINCs, Services, and Agencies (C/S/As) access to vulnerability notifications that require action; 3) Require acknowledgement of action messages; 4) Require compliance and report status to DoD; 5) Track compliance and report to OSD; and 6) Conduct random compliance checks.  The IAVA process reports the number of systems on which the vulnerability exists, number of systems on which compliance has been achieved, number of systems on which a waiver has been requested, and the number of systems on which a waiver has been granted.  All DMS test, development, and operational systems must comply with the IAVA process.

This task order is closely related to six previous Defense Enterprise Integration Services (DEIS) task orders:  DO 0090, which began 1 Oct 1995, and ended 30 Sep 1996; DO 0138, which began Jun 1996, and extended through 28 Feb 1997; DEIS II Task Order 0021, which began 5 Feb 1997 and extended through 1 May 1998; DEIS II Task Order 0079, which began 16 May 1998 and extended through 30 Nov 1999; DEIS II Task Order 0123, which began 24 Sep 1999 and extended through 5 Jan 2001; and DEIS II Task Order 0164, which began 6 Jan 2001 and extended through 30 Oct 2002 for a portion of the original TO 0164 tasking requirements.  Under DO 0090, the contractor provided support to integrate components into the DMS Proof of Concept (POC--predecessor project to current TIL efforts at Fort Detrick) and the DMS-MCS Customer Service Center was evolved to support an operational Command and Control communications system, being integrated into the existing AUTODIN control system.  Tasking begun under DO 0090 was continued under DO 0138 due to the addition of related new Government requirements and the need to extend deliverable schedules due to delayed Government schedules upon which DO 0090 deliverables were dependent.  Related tasking was issued under DEIS II Task Order 0021 which built upon the work begun under these previous DEIS Task Orders.  Integration and operational support of the TIL continued under TO 0021.  Additionally, developmental efforts for the Management Workstation Prototype and DMS transition taskings were initiated under TO 0021 with work continuing under TO 0079.  Task Order 0123 taskings built upon TO 0079’s Statement of Work, DISA Message Trace, DADS, TIE/DIT/OSF Support.  Continuation of TO 0123 taskings was completed under Task Order 0164.  This task order will continue software maintenance/engineering, testing and JWID support tasks, as completed under DEIS II Task Order DCA100-96-D-0052/0164.

4.  Objectives.  This task order provides integration, migration and/or software maintenance support for the following DMS/DTH requirements at Fort Detrick: the DMS-MCS Customer Support Center, a DTH transition component; DIT testing which evaluates DMS software deliverables, with particular emphasis on DIT testing of DMS Products Release 3.0; DMS Technology Insertion Lab (TIL) efforts to include the administration and configuration of the TIE, DTH OSF, DIT, and ACP 120 (3IMP) Lab; the DADS, to include application of software/modifications in response to IAVA alerts; the DISA DMT program; and the DMS Software Version Tool (DSVT).  This TO provides continuation of tasking begun under previous DEIS task orders which supports the migration of Command and Control Communications from legacy mode to the DMS.  This TO includes efforts to ensure that the DMS implementation is integrated with the DIICC and operational legacy systems.  This Task Order will provide the technical support for integration of the DMS-MCS Customer Support Center during the transition period.  Tasks in this SOW also provide software installation and integration of new DMS system components into the Fort Detrick DIT, TIE network, ACP 120 Lab, and the DTH OSF Environment, to include installation, customization for DMS requirements, application of software/ modifications in response to IAVA alerts, documentation, technical assessment, and evaluation support.  The tasking also provides technical support for the re-creation of on-line system problems in a closed network.  The TIE, which simulates on-line system architecture, configuration, and software, provides DISA and other Services/agencies an opportunity to verify, evaluate, correct and/or improve system capabilities in a controlled environment.  This tasking shall provide support for TIE requirements which will reduce the number of DMS on-line problems and allow re-creation/solution of operational problems with no system impact to the operational system.  This task shall also provide engineering necessary to support the DMS C2 Interoperability Demonstration in JWID 2003, to include:  defining, building and installing DMS components; working with Allied partners to determine and solve directory interoperability issues, with emphasis on the use of software tools which allow the set up of a border directory between the DMS X.500 directory and the Allied directories; performing secure X.400 military messaging and secure SMTP messaging trials with the Allies; providing technical support for all stages of the demonstration; and demonstrating capabilities at the DMS JWID 2003 Demonstration.
5.  Scope.
· Task Area 1 - Enterprise IT Policy and Planning

· Task Area 2 - Integrated Solutions Management

· Task Area 5 - Requirements Analysis

· Task Area 8 - Custom Application Development

· Task Area 9 - Product Integration

· Task Area 10- Test and Evaluation

6.  Specific Tasks.
6.1  Task 1 - Task Order Management.
6.1.1  Subtask 1 - Integration Management Control Planning.  Provide the technical and functional activities at the contract level needed for the integration of all tasks specified within this SOW.  Include productivity and management methods such as quality assurance, progress/status reporting and program reviews.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - TO Management.  Prepare TO Management Plan (A003) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, configuration management, and security management applied to the TO.

Deliverables:
Task Order Management Plan
Monthly Status Report
6.2  Task 2 - DMS-MCS Customer Support Center Technical and Management Support.
6.2.1  DMS-MCS Customer Support Center Integration.  The contractor shall continue to integrate the DMS-MCS Customer Support Center with DTH/DMS components as legacy users and organizational messaging capabilities transition to DMS.  The DMS-MCS Customer Support Center, as part of the operational DMS-MCS transitional component, plays a support role in the Command and Control DTH backbone.  Throughout the transition period, the legacy communications systems and DMS system components must be integrated to provide a seamless communication system for the war fighter.  The directory database portion of the DMS-MCS, the Central Directory Component (CDC), feeds the PLA tree of the X.500 Directory.  This X.500 PLA tree is used by the MFI to direct messages within the DMS.  The DMS-MCS interfaces with the MFI via two paths - the directory interface between the CDC and the X.500 Directory, and messages transiting between X.400 and AUTODIN which go through both the MFI and the DMS-MCS.  Both of these paths may require operational procedures to resolve cross-domain interface issues between the DMS-MCS and multiple system components.  Examples of interface issues which may arise include: determining problem reporting responsibilities when it is not known which system is responsible for the problem, recommendations for assigning/performing system interface problem analysis, and coordination/documentation of problem related information.  As the volume and diversity of traffic has increased through the DTH MFIs, transition problems have increased.  The contractor shall analyze operational interface problems and recommend operational procedures required to delineate responsibilities on interface issues between DMS transition and DMS compliant components.

Deliverables:
Operational Concept Description
6.2.2  DMS-MCS Customer Support Center Operations.  The contractor shall verify that sufficient software and database backups are completed to prevent loss of software and database entry.  Considering technical and security issues, the contractor shall analyze/modify methods and procedures involving a distributed DMS-MCS and DMS trouble ticket database.

The contractor shall analyze operational and quality assurance requirements for statistical reports.  Following Government approval, the contractor shall develop the required reports from the Remedy database information.  All data required for efficient trouble ticket management shall be logically grouped into reports and presented in an easy to read/understand format - statistically and/or graphically.  The reports shall provide statistics required to evaluate customer service via trouble ticket statistics.

The contractor shall be responsible for ensuring that quality customer service is provided by the DMS-MCS Customer Support Center during published hours of operation as long as the center is physically located at Fort Detrick.  Occasionally, this may require actual contractor manning of the service center when Army coverage is not available.  It is expected that Service Center contractor coverage requirements will be minimal but the contractor shall be trained/experienced in performing customer support desk responsibilities to allow required coverage when needed.

The contractor shall also analyze DMS-MCS trouble tickets and identify database problem trends.  The contractor shall then recommend procedural or software modifications that would alleviate/reduce the number of problems.  The contractor shall also identify system interface problem trends evident between the DMS-MCS, MFI and/or X.500 Directory.  The contractor shall analyze the interface problem trends and present recommended solutions.

The contractor shall provide DMS-MCS technical support to the DMS RNOSCs, NOC, DTH controllers, and DMS AUTODIN Global Managers.  This support will be provided by the contractor upon request from the Government, dependent upon operational events.  Normally, the contractor shall be required to only verbally explain the required technical information over the phone or via informal written communications.

Deliverables:
Problem Report/Analysis
6.3  Task 3 - Technical Support of DMS/DTH Technology Development Facilities.
6.3.1  Technical Support.  The contractor shall provide technical and integration support to the Fort Detrick labs and their missions - the TIE, the DIT, the ACP 120 lab, and the OSF.  These efforts will involve work on the DISA LAN as some interfaces and resources are shared between the various Detrick LAN’s.  Technical support shall include software loads, database builds/modifications, CAW administrative support, LAN and connectivity support, network administration, and platform configurations.  Software loading shall also include validation of installation procedures.  The contractor shall attempt to follow delivered software installation procedures, fully documenting any changes required to complete the build(s).  The contractor shall also install/operate system monitoring equipment to allow problem isolation and analysis, monitoring of system performance, and automated data collection.  Also, the contractor shall be responsible for ensuring adequate backups and configuration management practices are completed.  Upon Government approval, the contractor shall develop tools/utilities to automate and reduce the level of effort required for repetitive administrative functions.  These tools/utilities shall be fully tested in the lab prior to being made available to a larger audience (e.g. other TIE sites).  Technical support shall also be provided to the TIE Help Desk as required.  TIE Help Desk Support shall include problem analysis, manning the Help Desk as required, and problem resolution.  Additionally, the contractor shall maintain the TIE Detailed Design, updating it for new TIE site additions.  The contractor shall provide DMS related training/briefings for DMS operators, managers, and users, using the TIE system resources upon request.  The scope of contractor provided DMS training shall include software installation, system administration, system configuration, systems operation, database entry, operational procedures, and software capability demonstrations.  Any requested training will be informal and shall not require formal training plans or materials.

Deliverables:
Computer Software Product
6.3.2  Product Validation.  The contractor shall conduct evaluation and test scenarios, documenting testing progress and results in test reports.  Testing may be completed to evaluate release or product functionality, security features, and/or system performance.   In most cases, the contractor shall be responsible for operating the system components being tested.  The contractor shall generate Test Reports as required to document testing status.  Occasionally, the contractor shall provide technical support to remote test sites to allow completion of a test step.  When a test step fails, the contractor shall analyze the test scenario to determine if the test plan, directory set-up/database entry, test message(s), system component configuration, routing set up, component software, or component hardware is responsible for the step’s failure.  When applicable, the contractor shall generate a problem report and assist in problem analysis.  The contractor shall be responsible for configuration management of lab components and associated documentation required for problem re-creation.  Following correction of the problem, the contractor shall retest the step again to ensure the successful completion of the step without further problems.  Upon Government request, the contractor shall provide technical support for meetings related to testing.  Meetings may be called to discuss open problem reports, testing status, and test schedule.  The contractor shall complete testing requirements as necessary to support the Fort Detrick DIT team in meeting Release 3.0 schedules.

Deliverables:
Problem Report/Analysis
Technical Report
6.3.3  Miscellaneous Security Related Taskings.  The contractor shall assist in applying and verifying the application of fixes for all security alerts as issued through the IAVA/VCTS for all Fort Detrick development and test systems, and the operational routers and DADS servers.  The contractor shall work with other lab personnel in ensuring appropriate component updates have been completed in accordance with the security alerts and making the required VCTS database updates.  System administrators shall evaluate alerts and determine the applicability to each of the Fort Detrick systems.  Upon receipt of the issued vulnerability the contractor shall: analyze the reported vulnerability and required corrective action; acknowledge receipt of the IAVA notification through the Vulnerability Compliance Tracking System (VCTS) within 5 days unless otherwise specified in the IAVA notification; assess the impact of the vulnerability; apply the fix or obtain a waiver if corrective actions cannot be implemented within 30 days or the specified timeframe.  If a waiver is requested, the contractor shall provide the assessment of the risk, identify how the system will be monitored for exploitation.  The contractor shall then ensure that the vulnerability “fix” is properly applied within the required timeframe.  When feasible, the contractor shall test the completed system changes to ensure that the changes completely correct the vulnerability in accordance with the IAVA.

Deliverables:
Revisions to Existing Government Doc
6.3.4  Inventory Responsibilities.  The contractor shall sign as Hand Receipt Holders for Government owned equipment as directed by the Fort Detrick Property Custodian.  Each quarter (or as directed by the Government), the contractor shall inventory the equipment listed on their Hand Receipt Holder Report to verify the current equipment location and status, reporting any discrepancies in the Defense Property Accountability System (DPAS).  The task monitor (TM) or the Accountable Property Officer will furnish disposition instructions on any property which may have been furnished or purchased under this contract.  Upon termination of the contract, the contractor shall furnish to the TM a complete inventory of all Government furnished property in their possession under the contract that has not been turned in for destruction, completely expended in performance, or incorporated and made a part of a deliverable end item.  This remaining equipment will become the property of the Government.
Task 4 - DMS DII Asset Distribution System (DADS) Support.
6.4.1  Product Evaluation and Approach Implementation.  The contractor shall continue to analyze the DMS DADS product, evaluating its strengths and weaknesses.  The evaluation shall consider user concerns/needs, types of products/information to be distributed via the system, and level of required maintenance support.  The evaluation may include comparison of the current DADS product with available new commercial off-the-shelf (COTS) software distribution or other suitable COTS products.  Such a comparison should include amount of unique product development required, life cycle maintenance requirements, user interface, and initial fielding costs of the COTS products.  The DMS DADS product analysis shall include a recommended approach for ensuring that the DADS is a viable product for the future.  Following Government approval of any recommended changes, the contractor shall complete any actions necessary to implement that approach, to include but not be limited to:  product development/modification, product customization, product testing, generation of required documentation and procedures, and product implementation.

Deliverables:
Revisions to Existing Government Doc
Computer Software Product
Studies and Analyses
6.4.2  DMS DADS Software and Data Maintenance.  The contractor shall provide life cycle maintenance for the DMS DADS.  Life cycle maintenance requirements shall include required software maintenance and development, software testing and quality assurance practices, server software changes in response to the IAVA process, configuration management of DMS DADS software, generation of operational policies/procedures related to DADS issues, and documentation updates.  The contractor shall ensure that the DADS is not adversely affected by any date change.  Any reported date related deficiency shall be resolved, or a work-around provided, within 15 days of the deficiency report.  The contractor shall operate and administer the primary DADS servers at Fort Detrick, and shall support the operation and administration of remotely located DADS servers as required.  The contractor shall provide technical support during non-duty hours as required.  Operation and administration shall include loading and configuring data files, implementing control features, and entering user and application data as required.  The contractor shall provide administration of user accounts and permissions.  The contractor shall ensure quality control of the information and software data to be distributed on the servers.  Periodic server backups shall be completed and save stored frequently enough to prevent data/software loss.  The contractor shall implement security measures to protect the integrity of the software/data to be distributed and to limit access based upon user authorization.  The contractor shall institute system monitoring to allow risk assessment.  The contractor shall design, configure, and maintain the security mechanisms necessary to ensure controlled access to controlled assets.

The contractor shall complete actions required to maintain the DMS DII Asset Distribution System, to include the operational servers, in accordance with the IAVA guidelines.  Due to the web site nature of the system, many of the security identified vulnerabilities to date, have applied to the DMS DADS.  Extra preventive measures may be required to ensure the entire system is protected against the reported vulnerability.  The contractor shall examine the applicability of each issued security vulnerability: an IAVA which requires acknowledgement and compliance, an Information Assurance Vulnerability Bulletin (IAVB) which requires acknowledgment only, or a Technical Advisory (TA) which requires notification only.  Upon receipt of the issued vulnerability the contractor shall: analyze the reported vulnerability and required corrective action; acknowledge receipt of the IAVA notification through the Vulnerability Compliance Tracking System (VCTS) within 5 days unless otherwise specified in the IAVA notification; assess the impact of the vulnerability; apply the fix or obtain a waiver if corrective actions cannot be implemented within 30 days or the specified timeframe.  If a waiver is requested, the contractor shall provide the assessment of the risk, identify how the system will be monitored for exploitation, and outline the “get well” plan with a completion date.  The contractor shall then ensure that the vulnerability “fix” is properly applied within the required timeframe.

Deliverables:
Computer Software Product
Test Plan
Operational Concept Description
Revisions to Existing Government Doc
6.4.3  Product Evolution.  The contractor shall stage the newly acquired servers required for the DMS DADS upgrade.  Staging shall include building the boxes with all required COTS and application software, and configuring the boxes for operational DADS implementation.  The contractor shall remotely support site implementations of the upgrade servers, providing step by step implementation procedures and any necessary technical support.  The contractor shall synchronize database updates following completion of the server site installation.  The contractor shall generate any product modifications and/or procedures required to evolve the DADS web site to meet changing operational customer needs.  The contractor shall generate reports/statistics as requested by the DMS operational manager.  The contractor shall add additional data files to the DADS as the scope of DMS DADS information expands and future DADS requirements surface.  Possible examples of data files/functions to be added to the DADS include: engineering reports, site architectures, replacement of the current TIE web site data distribution, and consolidation of other DMS web site information.  Enhancements shall be designed to ensure a user-friendly interface, make data more easily attainable, and to improve error correction logic.
Deliverables:
Computer Software Product
6.5  Task 5 - DISA DMS Management Workstation Support Function Capabilities.
6.5.1  DMS Message Trace (DMT) and DMS Software Version Tool (DSVT) Product Maintenance.  The contractor shall provide life cycle maintenance for the DMS Message Trace and DMS Software Version Tool programs.  Life cycle maintenance shall include problem analysis, software enhancement design and development, product testing and quality assurance practices, configuration management, and documentation updates.  The contractor shall ensure that the DMT and DSVT programs operate independent of the calendar date.  Software modifications shall be issued/released in accordance with Government approved procedures.  It is expected that additional DMS messaging products will be added to the system, requiring the development of additional DMT/DSVT agents.  The contractor shall develop new agents and any resultant modifications to the managers in order to provide comprehensive system DMT and DSVT capability.  In support of problem analysis, the contractor shall provide technical support to sites in researching, determining the cause, and providing resolution of reported operational problems.

Deliverables:
Revisions to Existing Government Doc
Computer Software Product
Test Plan
6.5.2  DMS Message Trace (DMT) and DSVT Product Evolution.  Under this task order, the contractor shall continue to refine and develop the DMT and DSVT programs to meet user, operational, and interoperability requirements.  Contractor initiated enhancements shall be completed only following Government approval.  The contractor shall evolve program capabilities in concert with the DMS program evolution.  The contractor shall ensure that the DMT and DSVT programs can be accomplished in a populated/ operational environment within an acceptable amount of time and without adversely impacting the operations of other DMS messaging/directory components.  Enhancements that the contractor shall analyze and develop following Government approval include, but are not limited to: providing the DMT and DSVT products as web-based products with adequate security measures; providing message trace capabilities for SMTP messaging; fully automating cross domain message trace; developing DMT related statistics; and providing a capability to initiate multiple simultaneous message traces.  Additionally, the contractor shall analyze: expanding message trace delivery problem alert capability; completing automatic remote agent configuration; and enhancement of message trace’s error conditions to assist the operator. The contractor shall analyze all issues - technical and security related - of automatic software distribution.  Analysis shall include recommended solutions and development estimates.  Following Government approval of the recommended approach in the analysis review, the contractor shall develop the enhancement to include software development, product testing, configuration management, software release and documentation updates.

Deliverables:
Revisions to Existing Government Doc
Computer Software Product
Test Plan
Studies and Analyses
6.5.3  DMS Management Workstation Replacement (MWS-R) Development Support Functions.  The contractor shall support the Government’s development of the MWS-R project.  Under earlier task orders, the contractor has developed portions of the MWS-R functions and has provided preliminary interfaces with the MWS-R.  Under direction of the Government, the contractor shall continue development of portions of the MWS-R, building upon management functions/capabilities already provided.  The contractor shall provide interface capabilities between their developed management capabilities and the MWS-R component.  The contractor shall provide documentation required for operational fielding, to include , as a minimum, installation, development, user, and administration documents.

Deliverables:
Computer Software Product
Revisions to Existing Government Doc
6.6  Task 6 - DTH Transition Support.
6.6.1  Operational DTH/NOC and DMS Backbone Technical Support.  The contractor shall provide on-site and/or remote technical support to operational DTH sites.  This support may be in response to a site request for assistance or based upon a network reported problem.  Additionally, the contractor shall provide network technical support as required in support of system/circuit upgrades.  Although technical assistance may be requested for any DMS component, the contractor shall specialize in network issues/ problems related to the Raptor or Sectarian Firewalls, CISCO routers, and switches.  The contractor shall respond to a request for assistance of an operational problem within 4 hours.  If a solution cannot be immediately provided, the contractor shall propose a work-around procedure or avoidance practice until a solution can be determined.

Deliverables:
Studies and Analyses
6.7  Task 7 - Engineering Support to the Joint Warrior Interoperability Demonstration (JWID) 2003, DMS Coalition Interoperability Trial (CIT).
6.7.1  Integration and Pre-testing of DMS JWID Components.  The contractor shall assist in the staging of the DMS components at the U.S. JWID Execution site in the configuration established for JWID 2003 (to be provided at a later date) and with the networking for the Combined Wide Area Network (CWAN) specifications.  Identification of problems and solutions relating to DMS operation will be required.  The hardware and software to support JWID 2003 will be provided by the Government.  The contractor shall plan that up to two Contractor personnel will have local travel between Ft. Detrick and sites in the National Capital Region (NCR).  For estimation purposes, the contractor shall plan three (3) trips per week, for 3 weeks, although actual number of trips may vary.

6.7.2  On-site Installation and Checkout of Components Including UA Components on Government Provided Platforms and Systems Administration Support.  For JWID 2003, the contractor shall relocate and install the DMS Trial components, both hardware and software, at the PACOM site, Camp Smith, HI.  The installation shall include coordination with the GCCS personnel to assist with loading the DMS UA on the GCCS platform.  The contractor shall provide systems administration support during the 2003 exercise.  On-site support for eight hours per day is required for the duration of the exercise.  The contractor shall plan for up to one 4-5 week trip from Ft. Detrick to Camp Smith, HI.  Additional travel for this task above what is estimated must be approved by the TM.

6.7.3  Determine and Solve Allied Interoperability Issues.  The contractor shall coordinate directly with technical counterparts representing the United Kingdom, Australia, NATO, Canada, and any additional countries to identify technical incompatibilities.  The contractor shall analyze Directory and messaging interoperability issues and provide issue resolution using COTS software to build border directories.  The contractor shall customize and configure the COTS software packages to allow required directory database information interchange between the U.S. and the Allied countries.

Deliverables:
Computer Software Product
6.7.4  JWID Directory Requirements.  The contractor shall be familiar with various Global directory services/products and use that directory familiarity to support the Government in completing the following tasks:

· Explore differences in selected Allied participant directory services; establish and administer directory services including importing and exporting DIT data; establish shadow agreements, pushing shadows, and cross references (or other replication agreements).  For JWID 2003, the contractor shall use Government provided COTS directory interface software to support interoperability between the Allied countries' directories and the U.S. DMS X.500 directory.

· Coordinate directly with messaging/e-mail provider points of contact (POCs) for shared directory service requirements; learn and attempt to adapt various standards to work efficiently to support all JWID 2003 participants' X.400 messaging systems and X.500 directories.

· Recommend inexpensive, simplistic way(s) for all participants to browse and download directory data; develop "how to" white paper providing instructions on how to load/configure and use browser/other tools.  This white paper shall be in sufficient time to allow participants time to test and massage procedures prior to the demonstration.

· Create and administer global directory for duration of the JWID exercise.

· Prepare lessons learned document and participate in the after action review (AAR) process.  The lessons learned document is required for delivery not later than two weeks following the end of the JWID exercise.

Deliverables:
Technical Report - Study/Services
Studies and Analyses
6.7.5  Generate a DMS JWID Test Plan and Demonstrate the CIT Interoperability and Global Directory Feature.  The contractor shall generate a JWID Test Plan to validate the 2003 DMS JWID Trial objectives.  The Test Plan shall demonstrate messaging between the Allied JWID participants and directory access of the global directory by the Allied participants.  The format of the Test Plan shall be in accordance with the Government's provided format and shall be delivered to the Government two weeks before the Final Planning Conference.  Additionally, the contractor shall provide basic messaging and global directory accessibility demonstrations during the JWID 2003 exercise, providing technical assistance to the Allied partners as required.

Deliverables:
Test Plan
6.7.6  Support for the Initial, MID and Final Planning Conferences JWID 2003.  The contractor shall support the planning conferences for JWID 2003.  The Initial, Mid, and Final Planning Conferences (IPC, MPC, and FPC) will be held at Virginia Beach, Virginia.  The dates for the JWID 2003 Initial, Mid, and Final Planning conferences were/are as follows:  18-22 Nov 02; 3-7 Feb 03; and 24-28 Mar 03.  For planning purposes, the contractor shall price one contractor's costs for one week at each of the planning conferences in the Virginia Beach area.  The contractor shall be prepared to brief CIT progress and issues at the FPC.  Through the Government, the contractor shall continue coordination and CIT development with counterparts in the Allied countries that attend the FPC.  Travel and per diem are authorized to support the conference participation.  The contractor shall also estimate a one month trip to Hawaii to support the JWID execution.

6.7.7  Equipment Disassembling and Shipment.  The Government will provide the necessary hardware and software for JWID.  The contractor shall assist in the tear down, packing, and shipping of the DMS JWID 2003 equipment components before and following the exercise.  The specific mailing address for the equipment shipment will be provided upon finalization of the specific DMS JWID plans.

6.7.8  Information Exchange Meetings (IEMs).  The contractor shall participate in bi-weekly Information Exchange Meetings (IEMs) as scheduled by the DMS JWID POC.  IEMs will last approximately two hours and will be held telephonically unless face-to-face coordination is required as determined by the Government.  The purpose of the IEM is to exchange information on project status, issues, and schedule impacts.  The contractor shall generate minutes of these meetings only when explicitly requested by the Government TM.

Deliverables:
Report/Minutes, Record of Meeting
6.7.9  Level of Effort.  The contractor shall estimate the level of effort for the JWID tasking to be approximately 12 technical staff months.

7.  Place of Performance.  The work required under this TO shall be performed in Building 1671 at Fort Detrick, Maryland, or as otherwise specified in the subtask description or directed by the TM.  The Government shall provide working space, terminal access to the DISA LAN, Router system usage, DADS development and operational servers, Message Trace development system, and TIL components required to complete taskings, and phone service required for TO completion.  In addition to the identified JWID travel requirements, the contractor shall estimate one TDY trip (two weeks duration for each trip) to the Pacific (DISA PAC, Wahiawa, Hawaii) and to Europe (Patch Barracks, Vaihingen, Germany), and two TDY trips to the NOC in Columbus, Ohio.  These travel destinations are representative of locations for which travel will be required under this TO and provide an approximate amount of travel upon which to base a cost estimation.  Local travel from Fort Detrick to the Northern Virginia and the Washington D. areas will be required to support TO management and provide technical support at required DMS meetings.  Local travel is estimated to average one trip per week throughout the period of performance.

8.  Period of Performance.  The period of performance is 322 calendar days (23 Apr 2003 - 10 Mar 2004).

9.  Delivery Schedule.
	SOW Task#
	Delivery Title
	Format
	Calendar Days After TO Award

	Task 1
	TO Management Plan
	DI-MGMT-80347
	30 Days After TO Award

	Task 1
	Status Report
	DI-MGMT-80368
	Monthly, on the 15th Day After Month End

	Task 2, 4
	Operational Concept Description
	DI-IPSC-81430
	30 Days After Issue Identification

	Task 3, 4, 5
	Revisions to Government Doc
	DI-ADMN-80925
	15 Days Prior to Product Delivery

	Task 4, 5, 7
	Test Plan
	DI-NDTI-80566
	15 Days Prior to Test Start

	Task 3, 4, 5
	Computer Software Product
	DI-H-5545
	90 Days After Requirement Identification

	Task 3, 7
	Technical Report - Study/Services
	DI-MISC-80508
	15 Days After Issue Identified

	Task 3
	Problem Report/Analyis
	DI-MGMT-80616
	5 Days After Problem Detection

	Task 4, 5, 6
	Studies and Analyses
	DI-ENG-049
	30 Days After Issue Assigned

	Task 7
	Report/Minutes, Record of Meeting
	UDI-A23083A
	5 Days After Meeting


Note that all deliverables shall have standard distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM.

10.  Security.  The contract is UNCLASSIFIED but requires the contractor staff to have a SECRET clearance immediately upon TO award.  The Task Monitor may make exceptions to personnel having a SECRET clearance on a case-by-case basis, based upon current building security requirements.  A minimum of two contractor personnel shall possess a TOP SECRET clearance, SCI access, and all collateral accesses required for work within the DMS Transition Hub (DTH) SCIF.  Additional staff working DTH problems or classified DADS issues shall be in the process of obtaining or already have the required clearance and accesses for SCIF access immediately upon TO award.  Also requiring SCIF access are contractor personnel responsible for researching and analyzing DTH operational Firewall and routing problems.  The detailed security requirements, are specified in the DD-254 for this TO.


a.  DoD 5200.2R, DoD Personnel Security Program, requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information system (ISS), to be assigned to positions which are designated at one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive, Non-critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms:  DMS-MCS Customer Support System:  ADP-I w/SSBI; System Administrator: ADP-II w/SECRET.


b.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: DISA Security Division (D16); ATTN: Personnel Security (D162); 5111 Leesburg Pike, Suite 100; Falls Church, VA  22041-3206.


c.  DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will within 30 working days assign qualified personnel to any vacancy(ies) thus created.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).

a.  GFE.  The contractor shall be provided the use of the following systems/equipment/facilities located at Fort Detrick, MD.

· Technology Insertion Environment (TIE)

· DMS Integration Testing (DIT)

· Operational System Facility (OSF)

· ACP-120 Lab

· AUTODIN Acceptance Test Procedures Replacement System (ATPRS)

· DMS Message Trace Development System

· DMS-MCS Customer Support Center Server

· DADS Development and Operational Server

· Computer terminals with PBX connections

· Computer disks and tapes, as required

· Office space and office furnishings as available, utilities, and unclas data and voice communications capability for official Government business, will be provided.

The above test and development systems are Y2K compliant.  System usage of components will be scheduled to avoid a conflict of interest with other groups utilizing the same equipment.  System time on new components requiring integration will also be provided according to tasking requirements.  System usage will be coordinated and scheduled with the Government.  The Government will prioritize system usage based upon tasking criticality.  The contractor shall practice energy conservation measures in respect to use of Government equipment in the TIE, DIT and OSF facilities.  The Government will provide COTS and GFE software, outside or via this contract, required to perform development and integration taskings under this TO.  Software and hardware will be provided for software integration requirements.


b.  GFI.  The contractor shall be provided the use of the following Government-furnished information:

· DMS Transition Hub (DTH) Operational Documentation

· DMS-MCS Requirement Specifications, Software, Configuration Management (CM) and Operations Documentation

· Access to the DMS documentation web site

· Documentation will be provided in hard copy or Y2K compliant systems will provide electronic access to the above specified Government documents

12.  Other Pertinent Information or Special Considerations.

a.  Packaging, Packing and Shipping Instructions.  See Section D of the Encore contract.


b.  Inspection and Acceptance Criteria.  See Section E of the Encore contract.


c.  Accounting and Appropriation Data.  See Item 17 of the DD Form 1155, Order for Supplies or Services.


d.  Personnel proposed for this TO must have prior DMS-MCS Customer Support System, DMS and DTH lab experience, DADS experience, and/or MWS message trace experience to reduce the amount of effort that must be expended to learn the current systems operation and software, and to ensure DMS transition schedules are not impeded.  Tasks included in this TO are specifically based upon work completed under previous DEIS task orders.  Specialized experience in UNIX database administration, LAN integration skills, TCP/IP Protocol, Windows NT administration, Cisco Routers, Raptor Firewalls, database design and administration, Remedy, X.400, X.500, and configuration management are required for this TO.  In addition, the Government requests that the majority of contractor personnel live close to the place of performance.  By utilizing contractor resources which live close to Fort Detrick, local travel costs under the TO are minimized.  This request for local proximity of contractor personnel shall not be interpreted to mean that the Government will be responsible for moving contractors within local commuting distance of Fort Detrick.


e.  Task requirements in this SOW provide support to operational systems--MCS Help Desk and DADS.  Additionally, this Task Order provides administrative support to the DMS test labs and LAN which in turn provide support to the operational DMS.  Occasionally, technical support requirements under this task order require support outside the 8 hours a day, five days a week timeframe.  Problems which cause an adverse operational impact require an immediate (within 4 hours of notification) contractor response.  The contractor shall provide on-site technical support outside normal duty hours, as required, within 4 hours of being contacted under normal conditions.  The Government anticipates the number of times that support is required outside normal duty hours will be minimal, but considers a timely response to be critical to providing mission essential operational support.  Personnel working under this task order shall understand that they will be interfacing with numerous contractor and Government personnel.  The DIT/TIE/OSF/ACP-120 systems, DMS-MCS Customer Support Center, and DMS MWS development/test systems are shared by multiple contractors and Government personnel.  Requests for system/component time will be prioritized by the Government according to mission priorities.  Contractor behavior shall be professional and courteous at all times as the contractor will be representing the United States Government to outside Services, agencies, civil and commercial representatives.  Personnel working in the TIL who have access to information on the DISA LAN shall sign the Nondisclosure Agreement.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

	DEPARTMENT OF DEFENSE
	1.  CLEARANCE AND SAFEGUARDING

	CONTRACT SECURITY CLASSIFICATION SPECIFICATION
	a.  FACILITY CLEARANCE REQUIRED:
	TOP SECRET

	(The requirements of the DoD Industrial Security Manual apply to all security aspects of this effort))
	b.  LEVEL OF SAFEGUARDING REQUIRED:
	NONE

	2.  THIS SPECIFICATION IS FOR: (X and complete as applicable)
	3. THIS SPECIFICATION IS: (X and complete as applicable)

	
	a.  PRIME CONTRACT NUMBER
	
	a.  ORIGINAL (Complete date in all cases)
	Date (YYMMDD)

	X
	DCA200-02-D-5007/0008
	X
	
	030224

	
	b.  SUBCONTRACT NUMBER
	
	b.  REVISED (Supersedes all previous specs)
	Revision No.
	Date (YYMMDD)

	
	
	
	
	
	

	
	c.  SOLICITATION OR OTHER NUMBER
	DUE DATE (YYMMDD)
	
	c.  FINAL (Complete item 5 in all cases)
	Date (YYMMDD)

	X
	00100.00
	030327
	
	
	

	4.  IS THIS A FOLLOW-ON CONTRACT?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If Yes, complete the following
Classified material received or generated under DCA100-96-D-0052/0164 (Preceding Contract Number) is transferred to this follow-on contract

	5.  IS THIS A FINAL DD FORM 254?
 FORMCHECKBOX 
 YES
 FORMCHECKBOX 
 NO, If Yes, complete the following:
In response to the contractors request dated      

 FORMTEXT 
     

 FORMTEXT 
     

 FORMTEXT 
     , retention of the identified classified material is authorized for a period of:      

	6.  CONTRACTOR (Include Commercial and Government Entity (CAGE) Code)
	
	

	a.  NAME, ADDRESS, AND ZIP
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	Electronic Data Systems (EDS) Corporation

13600 EDS Drive

Herndon, VA  20171-3225
	1U305
	Capital Area, DIS

Hoffman Building

2461 Eisenhower Avenue

Alexandria, VA  22331-1000

	7.  SUBCONTRACTOR
	
	

	a.  NAME, ADDRESS, AND ZIP
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	
	
	

	8.  ACTUAL PERFORMANCE
	
	

	a.  LOCATION
	b.  CAGE CODE
	c.  COGNIZANT SECURITY OFFICE (Name, Address, and Zip Code)

	
	
	

	9.  GENERAL IDENTIFICATION OF THIS PROCUREMENT
This acquisition provides software and engineering support for the Detrick system network, DMS Message Trace Program (DMT) and DMS Software Version Tool (DSVT), the DMS-MCS Customer Service Center, and the DMS DII Asset Distribution System (DADS). Additionally, transition and system administration support will also be provided for the DTHs and Fort Detrick test systems.

	10.  THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11.  IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	YES
	NO

	a. COMMUNICATIONS SECURITY (COMSEC) INFORMATION
	x
	
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTORS FACILITY OR GOVERNMENT ACTIVITY
	x
	

	b. RESTRICTED DATA
	x
	
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	x

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	x
	
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	
	x

	d. FORMERLY RESTRICTED DATA
	x
	
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	
	x

	e. INTELLIGENCE INFORMATION
	
	
	e. PERFORM SERVICES ONLY
	x
	

	(1) Sensitive Compartmented Information (SCI)
	x
	
	f. HAVE ACCESS TO US CLASSIFIED INFORMATION OUTSIDE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	
	x

	(2) Non-SCI
	x
	
	g. BE AUTHORIZED TO USE THE SERVICES OF THE DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	
	x

	f. SPECIAL ACCESS INFORMATION
	
	x
	h. REQUIRE A COMSEC ACCOUNT
	
	x

	g. NATO INFORMATION
	x
	
	i. HAVE TEMPEST REQUIREMENTS
	
	x

	h. FOREIGN GOVERNMENT INFORMATION
	
	x
	j. HAVE OPERATIONS SECURITY (OPSEC) REQUIREMENTS
	
	x

	i. LIMITED DISSEMINATION INFORMATION
	
	x
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	x

	j. FOR OFFICIAL USE ONLY INFORMATION
	x
	
	l. OTHER (Specify)
	
	

	k. OTHER (Specify)
	
	
	
	
	

	SIOP-ESI
	x
	
	
	
	


DD Form 254, DEC 1999 (EF)
PREVIOUS EDITION IS OBSOLETE.
(DISA IRXDTS, Inc.)
	12.  PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release
 FORMCHECKBOX 
 DIRECT
 FORMCHECKBOX 
 THROUGH (Specify)

	DISA Public Affairs Office and DISA API11, 1671 Nelson Street, Fort Detrick, MD  21702-5002. Public release of SCI/SAP is not authorized. Unclassified information approved by the Contracting Officer.

	to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs)* for review.
*In the case of non-DoD User Agencies, requests for disclosure shall be submitted to that agency.

	13.  SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

	Preaward access is not authorized. This DD Form 254 reflects the security requirements for this task order following task order award.

This task order requires that the contractor employees engaged under this task order have, as a minimum, a SECRET clearance unless an exception is provided by the Task Monitor (TM). The contractor shall designate a sufficient number of employees who will be available to analyze DMS-MCS Customer Support Center problems, provide support to the operational DADS servers, and perform emergency on-site DTH assistance and problem analysis. Contractor personnel performing on-site support shall possess a TOP SECRET clearance and meet access requirements as outlined below.

All visit requests by contractors shall be forwarded to the TM for approval and need-to-know certification before being sent to the facility to be visited.

The TM must be notified and approve the receipt and/or generation of classified information under this task order.

All classified information received and/or generated under this contract is the property of the U.S. Government regardless of proprietary claims. Upon completion or termination of this task order, the U.S. Government shall be contacted for destruction or disposition instructions.

Project:  DMS Transition Hub Software and Engineering;

The task order period of performance is 14 Apr 2003 - 29 Feb 2004.

The Primary TM is

The Alternate TM is Debra Stouter, (301) 619-3563.

	14.  ADDITIONAL SECURITY. Requirements, in addition to NISPOM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
the contract document itself, or provide an appropriate statement which identifies additional requirements. Provide a copy of the requirements to the

cognizant security office. Use Item 13 if additional space is required.)

	The contractor shall abide by DIAMs 50-4 and 50-5, Volumes I and II, and DCID 1/21; DoD Regulation 5400.7, DoD Freedom of Information Act Program. Directory of Central Intelligence Directive (DCID) 1/7, Security Controls on the Dissemination of Intelligence Information, 12 April 1995.

	15.  INSPECTIONS. Elements of this contract are outside the inspection responsibility of the cognizant security office. (If yes, explain and identify specific areas or
 FORMCHECKBOX 
 Yes
 FORMCHECKBOX 
 No
elements carved out  and the activity responsible for inspections. Use Item 13 if more space is needed.)

	The DISA Security Division (MP62) will be responsible for inspection of SCI under this task order.

	16.  CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a.  TYPED NAME OF CERTIFYING OFFICIAL
	b.  TITLE
	c.  TELEPHONE (Include Area Code)

	Mark S. Schneider
	Contracting Officer
	

	d.  ADDRESS (Include Zip Code)
DISA/DITCO-Scott (AQSS32)

2300 East Drive

Scott AFB, IL  62225-5406
	17. REQUIRED DISTRIBUTION
 FORMCHECKBOX 
 a. CONTRACTOR

 FORMCHECKBOX 
 b. SUBCONTRACTOR

 FORMCHECKBOX 
 c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

 FORMCHECKBOX 
 d.  U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

 FORMCHECKBOX 
 e. ADMINISTRATIVE CONTRACTING OFFICER


	e.  SIGNATURE[image: image2.png]



	 FORMCHECKBOX 
 f. OTHERS AS NECESSARY
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13. Security Guidance (Continued)

Refarence Item l0a. Contractor is authorized to receive
Government furnished cryptographic egquipment. Access to
classified COMSEC information requires a final U.3. Government
clearance at the appropriate level. Further disclosure of
COMSEC information by a contractor, to include subcontracting,
requires prior approval of the contracting activity.

Referance Item 10c¢. This contractor is permitted access to
CNWDI in performance of the contract. The Government program
manager or designated representative ensures the contractor
security supervisor is briefed for access to CNWDI by a
Government representative prior to granting access.

Refarance Item 10ea(l),
1. This contract requires access to SCI.

a. The Director, Defense Intelligence Agency (DIA) and
Director, DISA, as the executive agents for DIA, have exclusgive
security responsibility for 3CI released to the contractor or
developed under this contract.

b. Contractor generated or Government furnished material
may not be provided te the Defense Technical Information Center
(DTIC). Contract generated technical reports will bear the
statement. Not Releasable to the Defense Tachnical Information
Center per DOD Instruction 5230.24,

c. BAll contractor personnel requiring access te SCI
information must: be U.S. citizens, have been granted a final
Top Secret security clearance by the U.S. Government, have been
approved as meeting DCID 1/14 criteria by a Government Cognizant
Security Agency, and have been indoctrinated for the applicable
compartments of SCI access prior to being given any access to
such information released or generated under this contract.
Immigrant aliens, personnel cleared on an interim basis, or
perscnnel holding contractor granted CONFIDENTIAL clearances,
are not eligible for access to classified information released
or generated under this contract without the expressed
permission of the Director, DISA (through the DISA Security
DPivision 880 (MP62)) and the Director, DIA.
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d. Classified material released or generated under this
contract is not releasable to foreign nationals without the
expressed written permission of the Director, DISA (850) and
Director, DIA.

¢. Recipients of SCI under this contract may not be
released to subcontractors without permission of the DISA 550.

£. STU-III terminals installesd at the contractor's
facilities shall be supported by a COMSEC account (of the
contractor of DISA). 8TU-IIIs in SCI Facilities (SCIFs) require
Class VI Cryptographic Ignition Key (CIK).

g.- The contractor and COR will revalidate all SCI billets
under this contract with the DISA Security Operations Division
(MP62) annually or when a revised DD Form 254 is issued,
whichever is sooner.

h. Upon expiration of this contract, the contractor shall
request dispesition instructions for all classified and
unclasasified project material. The contractor may be directed
to properly destroy the material or return it. If classified or
unclassified project material is to be retained by the
contractor, every effort should be taken to transfer it to a
follow-on contract or similar effort, if applicable. This must
be done, however, with KO approval. Unless written
authorization by the KO to retain specific material for a
specific period of time is received, the materizal shall be
returned or destroyed as instructed. BAny exception to security
policy shall be referred to the CSO/DISA Security Division
(MP62) for coordination with the appropriate agencies and the
contracting officer.

Reference Item 10e(2) and 1lla. All contractor SCI work and

access will be at a designated Government approved SCI facility
(8CIF).

Reference Item 10g. Access up to and including NATO SECRET

material will be required for reference only at the Government
faecilivy.

Refarence Item 10j. Safequards and procedures necessary for
protection of this information may be found in DoD 5400.7,
Department of Defense Freedom of Information Act Frogram,
Chapter 4, not the NISPOM.
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Raference Itaem 10k, This contract reguires that specified
contractor employees be granted access to Single Integrated
Operational Plan - Extremely Sensitive Information (SIOP-ESI).
Employees requiring SIOP-ESI access will be processed as
follows:

a. The DISA COR will forward to the DISA Security Division
(MP62), via an Interoffice Memorandum (IM) a request to process
certain employees of the company for SIOP-ESI access. The
request will be marked with the appropriate markings (i.e.,
FOUO, Privacy Act Protected, etc.) and/or classified as may be
required SCG (i.e., justification). This request will contain
the following:

(1) Name and SSAN of the employee(s)

(2) Company name, address, CAGE code, and telephone number

(3) Date and place of birth for the employee(s)

(4) Citizenship of the employee (s)

(3) Citizenship of the employee's spouse

(6) SIOP-ESI Category required

{(7) Employee's clearance level and date, investigation
type and date.

(8) Inclusive dates SIOP access will be required

(9) Contract number

(10) Contract expiration date

(11) Contract review date

(12) Justification for requesting SIOP-ESTI access

b. The DISA Security Division (MP62) will forward a letter
to certify the need-to-know for SIOP-ESI access to the FSO at
the company via DISA Form Letter 16.

¢. When Temporary access to SIOP-ESI has been approved by

the Joint Chiefs of Staff, the DISA Security Division (MP62)
will forward this information to the FS$O and authorize the
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enployee to be briefed for access.

d. The FSO is responsible for notifying DISA Security
Division (MP62) when the employee is transferred from one
facility to another within the company, when the employee’s
employment is terminated, when they resign, or have been
transferred and do not required continued access.

e. The F30 is responsible for ensuring that the emplovees
complete the required security forms for submission to DIS
Clearance Qffice (DISCQO) in a timely manner.

£. Information that an indiwvidual has been granted access
to SIOP-ESI is unclassified.

Reforance Item lla. Contract performance is restricted to
Building 1671, Fort Detrick MD 21702-5002. The using contractor
or Government activity will provide security classification
guidance for the performance of this contract.

Refarence Item 1le, This Task Order is for software and
engineering technical services for systems supporting the
Defense Message System (DMS) Transitional Hubs (DTHs) and
operational DMS communications system which processes classified
Command and Control information. During problem analysis and
while performing database updates, contractor personnel may view
classified data. Classification markings on the material to be
furnished will provide the classification guidance necessary for
performance of this contract. The Government will provide
guidance, as required, for classification of deocumentation
generated under the contract.

Classified visit requests by contractors shall be forwarded
to the COR for approval and need-to-know certification before
being sent to the facility to be visited.

The COR must be notified and approve the reaceipt or
generation of all classified information under this contract.

The classified components of the DMS Transition Hub (DTH)
(currently the Patch and Test Facility software) will be
available at a Government facility only.

Rafersnce Item 15. DIS will forward a copy of all

inspection results to DISA Security Division (MP62), 5111
Leesburg Pike, Suite 100, Falls Church, VA 22041-3206

TOTAL P.@ad
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* Blocks 7 and 13 must both be sigaed.
1. Prime Conirect Number 2. Date.
DCA200-02-]
20030225
CONTRACTING OFFICER REPRESENTATIVE
3, Name 4.Title 5. Talephone (Tnctude Area Code)
Task Monitor
Connie M. Masser | (301) 619-3591
8. Addross DISA/API11
1671 Nelson St.
Fort Detrick, MD 21702-5002
7. Signature & Date
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CONTRACTING OFFICER
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Contracting Officer
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