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Integrated Automated Fingerprint Identification System
CARD SCANNING SERVICE II
STATEMENT OF WORK
1.0  OVERVIEW
1.1  IAFIS Overview
Gathering, maintaining and analyzing criminal identification and history information are key Federal Bureau of Investigation (FBI) responsibilities.  The FBI Criminal Justice Information Services (CJIS) Division provides identification services to a very wide range of users based on fingerprints and maintains a national criminal history repository.  CJIS is located at the FBI Complex in Clarksburg, WV.  Since July 1999, the FBI has maintained a national criminal history repository of fingerprint identification information using the Integrated Automated Fingerprint Identification System (IAFIS).

The IAFIS consists of three principal segments: the Automated Fingerprint Identification System (AFIS), the Interstate Identification Index (III), and the Identification Tasking and Networking (ITN).  The AFIS segment performs automated ten-print and latent fingerprint searches against a master reference file of more than 44 million subject records.  The III segment performs automated name and biographic searches in response to requests.  The III promotes expanded exchanges of criminal history data and produces responses to users.  The ITN manages and supports the electronic processing of fingerprint images by FBI Service Providers, interacting with both AFIS and III.  The ITN links state law enforcement networks to the FBI via the CJIS Wide Area Network (WAN).  Core IAFIS functions are accomplished electronically enabling contributors to submit directly into the IAFIS over the CJIS WAN.  Formatted electronic responses can then be returned from the IAFIS directly to the contributor’s automated system.
1.2  Card Scanning Service Background
With the initiation of the IAFIS services in July 1999 all submitting agencies had the opportunity to submit electronic fingerprint identification requests.  However, not all agencies had the capability or capacity to submit electronic requests by July 1999; therefore, the need to convert paper fingerprint card receipts was supported by contracted effort.

The FBI decided to contract for temporary services to convert paper fingerprint cards into an electronic format for IAFIS processing.  A Government Wide Acquisition Contract (GWAC), Defense Enterprise Integration Services (DEIS II) task order was issued to provide these services until July 2004.  The Card Scanning Service (CSS) contract was awarded to Lockheed Martin, and the processing facility was located in Fairmont, WV.

While increasing numbers of the submitting agencies have actively shifted from paper fingerprint cards to electronic requests, there are still a large number of agencies that do not have the capability to submit electronic fingerprint requests into the IAFIS.  Most submitting agencies with electronic capability submit to the IAFIS; however, a number of submitting agencies with electronic capability continue to provide a large quantity of paper fingerprint cards for IAFIS processing.  While forecasts indicate throughput rates for paper fingerprint cards will decrease, there are a number of factors, such as pending legislative initiatives, which could increase paper fingerprint receipts.
In order to continue fulfilling the FBI's mission in providing comprehensive fingerprint services, a conversion system for paper fingerprint cards remains a necessity.  During Fiscal Year (FY) 2002, paper fingerprint cards sent to the FBI made up 36 percent of the identification requests.   Although many submitting agencies are transitioning to electronic capability, it is projected there will be only a six percent annual decrease in paper fingerprint card receipts per FY through FY 2008.  Until accelerated electronic connectivity can be addressed at the state level, there remains a long-term need for contracted conversion services.  The following table depicts projected estimated throughput of paper fingerprint cards to be received by the FBI through FY 2004-2008.

	Production Year
	Estimated Daily Throughput

	Base Period - FY 2004 - FY 2005

August 2004 - September 2005
	20,000

	Option Period 1 - FY 2006

October 2005 - September 2006
	19,000

	Option Period 2 - FY 2007

October 2006 - September 2007
	18,000

	Option Period 3 - FY 2008

October 2007 - September 2008
	17,000


Figure 1.2 Estimated Daily Throughput FY 2004 through FY 2008
1.3  Card Scanning Service II Overview

This contracted effort shall be known as the CSS II contract.  The CSS II contract shall include the development, integration, testing and production efforts of the CSS II systems, processes, and facilities.  Included in this effort shall be any required security certification and accreditation prior to the introduction of any FBI sensitive information into the systems and facilities.

The operational CSS II conversion processing shall include: inspecting, transporting paper fingerprint cards, performing textual data entry and/or usage of Optical Character Recognition (OCR), scanning fingerprint images, transmitting the resulting formatted electronic messages to the IAFIS, processing and sorting of dispositions, and other appropriate processing control functions.  The contractor shall produce, provide and transmit the electronic records in accordance with specified formats to the IAFIS.  The records shall be transmitted for processing over an FBI provided secured telecommunications link with the IAFIS.  The contractor shall store the paper fingerprint cards until FBI identification processing is complete and disposition instructions are received from the IAFIS over an FBI provided secured telecommunications link.  The contractor shall sort all paper fingerprint cards in accordance with the disposition instructions and return them to the designated FBI location.

1.4  Objective

The objective of this procurement effort is the acquisition of the services of a single prime contractor to convert paper fingerprint cards into electronic records.  The principal CSS II deliverable is the conversion of paper fingerprint cards into electronic formatted messages containing the electronic ten print records and the transmission of these records into the IAFIS for identification processing.

1.5  Contract Scope

The contractor shall be responsible for all necessary labor, equipment, computers, scanners, printers, storage devices, supplies, consumable material, telephone equipment, and facilities to accomplish the tasks required by this Statement of Work (SOW).

The contractor shall develop and test the CSS II system before production begins.  The FBI will perform independent assessments and/or tests sufficient to provide security certification and accreditation.  As part of formal demonstration testing, the contractor shall process a sufficient number of paper fingerprint cards, as defined by the FBI, to establish and verify all required quality requirements will be met in a production environment.  As part of the final test effort, following formal security certification, the contractor shall process actual records concurrent with the current CSS contractor.  This effort will take place over a two-week period and shall show a ramp-up of work performed by the new contractor.  By the end of this effort, any unprocessed records will be eliminated from the current CSS contractor system.  The contractor’s design point for the CSS II system shall be a production throughput capacity of at least 25,000 fingerprint cards per workday over the course of the FY.

The CSS II shall receive and return the paper fingerprint cards to the FBI five days per week, Monday through Friday.  The contractor shall also follow the Government’s holiday schedule when determining workdays.  Without prior approval by the Task Monitor (TM), the contractor shall not consider Saturday and Sunday as part of the regular workweek.  The production proposal evaluation point will be 22,000 paper fingerprint cards per workday.

The contractor shall accurately capture all the textual data and fingerprint images from each paper fingerprint card.  The fingerprint images shall be scanned with high-resolution scanners, which are certified to comply with the IAFIS Image Quality Specification (IQS) found in the Electronic Fingerprint Transmission Specification (EFTS).  Complete electronic records shall be formatted in accordance with the EFTS.  In order to comply with the EFTS requirements, the contractor may incorporate edit checks within the CSS II system.  The principal CSS II deliverable under this initiative shall be EFTS formatted messages, which are transmitted to the FBI for IAFIS processing over an FBI provided secured telecommunications link.

The contractor shall execute an independently managed Quality Assurance (QA)/Quality Control (QC) program to ensure all electronic submission requirements are met.  To perform this function, fingerprint card textual data and image quality control activities shall be performed by the contractor.  The contractor errors made while performing the conversion process shall not be billed to the FBI.

2.0  REFERENCES

CJIS Electronic Fingerprint Transmission Specification (EFTS), CJIS-RS-0010 (V7), 01/29/1999 and updated versions as available

IAFIS Image Quality Specification (IQS), Appendix F of the EFTS, CJIS-RS-0010 (V7), 01/29/1999 and updated versions as available

Test Procedures for Verifying IAFIS Scanner Image Quality Requirements, CJIS-TD-0110, 03/95

CJIS Wide Area Network (WAN) Interface Specification, CJIS-IC-0020

Wavelet Scalar Quantization (WSQ) Gray Scale Fingerprint Image Compression Specification, IAFIS-IC-0110, 12/19/1997

Specifications for CJIS Division Fingerprint Cards, CJIS-RS-0060, 10/12/1995

CJIS Configuration Management Plan, 08/06/2002, Revised 08/26/2002

CJIS Quality Assurance Plan, 10/2002

ANSI/NIST Standard, NIST-ITL 1-2000
Title 5, U.S.C., 552a, "Privacy Act of 1974" (Public Law 930579)

FBI MIOG, part II, Section 35, FBI Computer Security Policy 

FBI MIOG, part I, Section 260, FBI Industrial Security Program (A non-disclosure statement is required to receive this information.  The non-disclosure statement can be obtained from the FBI’s Contracting Officer [CO].)

CJIS Information Technology Security Plan (Draft)

DOJ 2640.2D, Information Technology Security, 07/12/2001

CJIS Division Computer Security Incident Response Capability (CSIRC), 01/2000, Revised 11/21/2001

IEEE/EIA 12207 Software Development and Documentation, 03/98

IEEE P1220, 04/97/EIA 632 (Draft), 04/98, Systems Engineering

EIA 649 National Consensus Standard for Configuration Management, 08/98

IEEE Std 828 Standard for Software Configuration Management Plans, 1998

ISO-10007 Quality Management - Guidelines for CM

Fair Labor Standards Act

American For Disabilities Act

3.0  REQUIREMENTS

3.1  General Requirements

3.1.1  Date and Time Calculations

The contractor’s CSS II system shall be able to accurately process date data (including, but not limited to calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, including leap year calculations.

The contractor shall note that any reference to time in this document is Eastern Time, with Daylight Savings as appropriate.

3.1.2  Production Billing

Consistent with the Contract Line Item structure of the contract, the contractor’s proposal and billing system shall execute the following production billing scheme.

3.1.2.1  The contractor shall bill the FBI at the contracted per card price for only the paper fingerprint cards which complete the entire CSS II process and are successfully transmitted to IAFIS.  The paper fingerprint cards (with or without Transaction Control Numbers [TCNs] assigned) that are rejected or removed from processing prior to transmission to IAFIS shall not be billed. The contractor shall not bill the FBI for incomplete processing of paper fingerprint cards.  

3.1.2.2  The Guaranteed Daily Minimum Contract Line Item shall include the per card price determined by the contractor for production services based on the guaranteed daily minimums for each production year as stated in Figure 3.1.2.2. 

	Production Year
	Guaranteed Daily Minimums

	Base Period - FY 2004- FY 2005

August 2004 - September 2005
	15,000

	Option Period 1 - FY 2006

October 2005 - September 2006
	15,000

	Option Period 2 - FY 2007

October 2006 - September 2007
	12,000

	Option Period 3 - FY 2008

October 2007 - September 2008
	10,000


Figure 3.1.2.2 Guaranteed Daily Minimums

3.1.2.3  The contractor shall bill the FBI for guaranteed daily minimums of the actual production days each month, which excludes Government holidays.

3.1.2.4  The Excess Throughput Contract Line Item shall be the per card price to process paper fingerprint cards in excess of the guaranteed daily minimums.  Each paper fingerprint card completing the entire process and successfully transmitted to the IAFIS, in excess of the guaranteed daily minimum, shall be billed at the per card price shown in the Excess Throughput Contract Line Item.

3.1.2.5  The FBI may direct a number of paper fingerprint cards to be reprocessed after transmission to the IAFIS.  The contractor shall reprocess the specified paper fingerprint cards at no additional cost to the FBI.  These transactions shall be performed using the originally assigned TCN.  Any FBI request to process a TCN for a third time shall be immediately brought to the attention of the FBI and contractor QA/QC personnel for assessment and evaluation.  If the paper fingerprint card is approved by the FBI for a third attempt at processing, the contractor shall assign a new TCN and resubmit for processing.  The contractor QA/QC function shall maintain a log of such transactions, listed in the Data Accession List [Contract Data Requirements List {CDRL} CSS II-04], with the old and new TCN and the reason for the reprocessing action.  The contractor maintained log will assist the FBI with User Fee billing.  This third reprocessing action is billed as a new submission.  The contractor’s billing system shall only allow a single charge for each unique TCN.

3.1.3  Development Costs

3.1.3.1  The System Development Contract Line Item shall include the cost to design, develop, integrate and test the CSS II system.  It shall also include all production ramp-up, personnel training, facilities, software, and hardware costs required to establish a capable CSS II system.  The System Development Contract Line Item shall include the total cost of the production ramp- up test activity where operational paper fingerprint cards will be processed.

3.1.3.2  The FBI will allow the contractor to provide the development cost in the proposal of this System Development Contract Line Item.  The contractor is advised to consider the relative ranking of the evaluation criteria shown in Section M of the solicitation.  The proposal basis of the estimate shall make it clear to the FBI how much development cost will be proposed under the System Development Line Item, how much development cost will be absorbed by contractor investment and infrastructure accounts, and how much (if any) development cost will be spread across the proposed production per card price.

3.1.3.3  All hardware, software, facilities, etc. shall remain contractor property.

3.1.4  Place of Performance

Except as noted, all work under this contract shall be performed in contractor facilities.  For all production activities, the contractor processing facilities shall be within a 25-mile radius of the FBI Complex, Clarksburg, WV.

3.1.5  Period of Performance and Schedule
The period of performance shall be as stated in the solicitation.  Significant CSS II contractor required schedule milestones to accomplish the listed requirements follow:

Planned Task Order Award Date:  Thursday, 12/04/2003

Post Award Development Guidance Conference:  Thursday, 12/11/2003

Completion of Development:  Friday, 03/12/2004

Development Test Readiness Review:  Thursday, 03/25/2004

Completion of Acceptance Test:  Friday, 04/23/2004

Completion of FBI Security Accreditation and Certification Testing:  Friday, 05/07/2004

Completion of Final Integration Testing:  Friday, 06/18/2004

Ramp-Up Test Readiness Review:  Tuesday, 06/22/2004

Ramp-Up Testing:  06/28/2004-07/09/2004

Operational Readiness Review:  Tuesday, 07/13/2004

Commencement of Production Operations:  Monday, 07/19/2004**

**Note:  Reference Figure 3.1.2.2, there shall be no guaranteed minimums for the period 07/19/2004 through 07/31/2004.  Costs for this pilot period shall be included in the System Development Contract Line Item.  Full production operations shall commence on Monday, 08/02/2004.

3.1.6  Implementation Planning
The contractor shall prepare and implement an Implementation Plan [CDRL CSS II-01].  This plan shall detail and illustrate a schedule for all contractor and contractor required FBI actions needed to design, procure, install, test, accredit, staff, implement, and commence operations of the CSS II system.  The draft of this plan shall be delivered with the proposal for evaluation purposes and shall be delivered in final form for FBI approval 30 calendar days after contract award.
3.1.7  Operations Planning

The contractor shall prepare and implement an Operations Plan [CDRL CSS II-02].  The plan shall detail and show contractor production planning.  The draft of this plan shall be delivered with the proposal for evaluation purposes and shall be delivered in final form for FBI approval 60 calendar days prior to the planned operations start date.
3.1.8  Program Management

3.1.8.1  The contractor shall appoint a full time Program Manager (PM) who is responsible and accountable for accomplishment of all tasks to be performed under the contract to include responsibility for all aspects of the contractor's technical, cost, and schedule performance which shall be detailed in the Program Management Plan [CDRL CSS II-20].  The designated contractor PM shall be an employee of the entity awarded the contract for this effort.

3.1.8.2  The contractor PM shall be the principal interface between the program and the contractor's corporate organization, the program and subcontractors, and between the contractor and the FBI for all technical matters.

3.1.8.3  The contractor shall develop or adapt and implement procedures to monitor technical and schedule performance throughout the period of performance.  These procedures shall include the use of appropriate development or production metrics and other indicators of quality and performance to effectively assess and report program and product status.  The contractor shall detail the procedures in the Program Schedule and Status Report [CDRL CSS II-03].

3.1.8.4  The contractor shall prepare and submit management reports that describe the status of all key issues affecting the CSS II program in a Program Schedule and Status Report [CDRL CSS II-03].

3.1.8.6  During the development, integration and test periods, the contractor shall implement and execute the concepts of earned value management to continuously monitor, evaluate, adjust and manage all efforts under the contract.  The contractor’s technical proposal shall specifically address the plans and techniques to be used to accomplish this requirement.

3.2  System Requirements

The contractor shall design, develop, test, and deploy the CSS II system to meet FBI fingerprint conversion operational requirements.  The contractor shall follow sound development polices and practices (e.g., IEEE standards).  The CSS II system is defined to include all aspects of the hardware, software, facilities, processes and procedures, and human elements needed to meet the FBI fingerprint conversion requirements in the Data Accession List [CDRL CSS II-04].

3.2.1  General Development and Production Information 

3.2.1.1  Except as specifically noted, the FBI will provide and maintain the secured communications links required to connect the CSS II system to the IAFIS for transmissions of records.

3.2.1.2  Historically, profiles of paper fingerprint card receipts by type are as follows: criminal fingerprint cards (FD-249, various revisions) are 51 percent and civil applicant fingerprint cards (FD-258) are 49 percent.
3.2.1.3  The number of demands for FBI identification services and the method by which these inquiries are submitted are significantly affected by changes in crime rates and patterns, reformation in the legislative/social environment, and the growth of technology.  It is likely that both short and long term changes in paper fingerprint card receipt rates will be experienced over the life of the contract.  The CSS II system design should reflect this likely volatility in services required.

3.2.1.4  Both upward and downward forces are at play in predicting the paper fingerprint card receipts.  The total number of criminal requests for identification services is increasing by a rate of eight percent annually.  The number of civil requests is increasing by ten percent annually.  Additionally, recently enacted and future legislation has the potential to significantly affect the FBI’s identification workload, which is presently hard to accurately quantify.  Decreases in paper fingerprint card receipts may be caused by accelerated adoption of electronic processes by submitting agencies.  Overall, it is expected that paper fingerprint card receipts will continue to fluctuate.

3.2.1.5  Most of the FBI’s paper fingerprint cards are received through the United States mail  Monday through Friday (excluding Government holidays) in the FBI Mailroom.  Paper fingerprint card receipts are generally heaviest on Monday and tend to decrease throughout the week, reaching a low on Friday.
3.2.1.6  Most paper fingerprint cards received by the FBI have predefined formats as defined in the Specifications for CJIS Division Fingerprint Cards.  The current FBI Criminal Fingerprint Card, the FD-249 (rev 12/01/1994) replaces an earlier edition of the Criminal Card, the FD-249 (rev 12/29/1982).  Submitting agencies’ stocks of the older version may be used until exhausted.  Currently, most submitting agencies are submitting the newer version.  Some number of the older version paper fingerprint cards may be encountered in the CSS II processing, as might a range of other superseded card types.  For the other superseded card types, the fingerprint areas of the paper fingerprint card may be differently configured than the corresponding area of the newer paper fingerprint cards.  Paper fingerprint card formats that appear likely to be candidates for conversion in meaningful quantities will be coordinated with the contractor in advance of their submission.

3.2.1.7  Paper fingerprint cards to be processed within the CSS II system are generally in good physical condition (i.e., not torn or severely bent).  However, a small fraction of the paper fingerprint cards, estimated at approximately three percent of the total number turned over for processing, are in poor physical condition or have been improperly completed by submitting agencies.  The proportion of paper fingerprint cards in this category may vary significantly in the short run, from day to day.  Some of these paper fingerprint cards can successfully complete processing, although some may require additional processing efforts.

3.2.1.8  The fingerprint images on individual paper fingerprint cards may vary significantly in terms of quality, tone, and location within the blocks.  The textual data may have been entered by the submitting agency using machine print (typewriter, laser printer, or dot matrix printer) or handwritten (varying quality and/or color of ink).

In general, the following throughput production process areas will be required but not limited to:

Receive and Presort Paper Fingerprint Cards

Assign Transaction Control Number 

Perform Detailed Inspection

Transport to Contactor Processing Facility

Enter Textual Data

Scan Fingerprint Cards

Form the Electronic Records

Perform Quality Assurance/Quality Control Functions

Queue Electronic Records for Transmission

Communicate Electronic Records to the FBI

Temporary Storage of Paper Fingerprint Cards

Receive Electronic Disposition from IAFIS

Sort Paper Fingerprint Cards by Disposition 

Reprocess Paper Fingerprint Cards
Transport to FBI Location
3.2.1.10  Depending on the contractor’s Implementation Plan [CDRL CSS II-01], the CSS II throughput scanning requirements will require two-sided, automated feed scanning.

3.2.2  General CSS II System Requirements

3.2.2.1  The contractor shall plan, to a fine level of detail, the production operations which shall include the management controls, floor plans, work flow, conversion steps, specific procedures required to carry out the functionality, equipment, methods and personnel.  The production operations shall also include the activities to form and store the electronic records, transmit the final product to the IAFIS, receive dispositions, and sort and return paper fingerprint cards to the FBI.  This planning shall be included in the Operations Plan [CDRL CSS II-02] and the Data Accession List [CDRL CSS II-04].

3.2.2.2  Except as specifically noted, all contractor activities shall be performed and all contractor systems shall be located in the contractor processing facilities.  The contractor processing facilities shall be located within a radius of 25 miles of the FBI Complex, Clarksburg, WV.

3.2.2.3  Except as specifically noted, the FBI will provide and maintain the secured communications links required to connect the CSS II system to the IAFIS for transmissions of records.

3.2.2.4   The CSS II shall receive and inspect paper fingerprint cards, convert to electronic records, transmit to IAFIS for processing over the FBI provided secured telecommunications link, receive disposition instructions over the FBI provided secured telecommunications link, and sort and return paper fingerprint cards to the FBI. 

3.2.2.5  The contractor shall capture, format, and transmit the electronic records from each paper fingerprint card exactly as it was received, unless authorized by the FBI.

3.2.2.6  The contractor shall ensure that systemic transaction rules and internal audit checks are accomplished.  This requirement includes, but is not limited to, enforcement of all textual data transaction rules and text block allowed entries.  The contractor shall ensure that the mechanisms enforcing the transaction rules and text entry checks cannot be readily compromised.  The contractor shall include effective controls (machine and/or human intervention) that shall prevent the transmission of an electronic ten print record to IAFIS that contains out of range or inappropriate (e.g., alphabetical characters entered in a field defined as numeric only) entries. This includes records that have missing entries in a field defined as mandatory for that particular Type of Transaction (TOT).  The EFTS establishes the format and mandatory content of each element.

3.2.2.7  The contractor shall ensure text/image mismatches do not occur.  The contractor shall not transmit a submission to the IAFIS where the textual data of a paper fingerprint card is transmitted with the fingerprint images of another paper fingerprint card.  Nor shall the contractor transmit the fingerprint image side of one subject with non-fingerprint image side of another subject. The contractor shall specify the means and techniques to be used to preclude text/image mismatches in the Operations Plan [CDRL CSS II-02] and the Quality Assurance Plan [CDRL CSS II-16].

3.2.2.8  The CSS II system design shall ensure that internal processes do not directly or indirectly affect the integrity of both textual and fingerprint data captured by the system.

3.2.2.9  The contractor shall design the CSS II system to protect paper fingerprint cards from damage or unintentional marking on the paper fingerprint card.

3.2.2.10  The contractor shall be capable of converting all paper fingerprint card formats accepted by the FBI into the appropriate type of electronic record.

3.2.2.11  The contractor shall design the CSS II system for production throughput capacity of at least 25,000 paper fingerprint cards per workday.  

3.2.2.12  The CSS II system design shall be sufficiently redundant and reliable to meet or exceed Operational Availability of 99.5 percent.  

3.2.2.13  The contractor shall backup the main file at least once a day in order to maintain software applications, databases and conversion records in a fashion that will support full and timely recovery of system capabilities in the event of an unplanned outage.  The contractor shall detail these procedures in the Continuity of Operations Plan [CDRL CSS II-19].  These backups shall be stored at the designated FBI location outside the contractor processing facility, to ensure no single event at the contractor’s processing facilities can affect both the CSS II system and the backups.

3.2.2.14  The contractor shall create and maintain records for the life of the contract of equipment calibration, testing, and maintenance actions for CSS II and FBI use.  The records shall be updated when each maintenance action is performed.  These records shall be made available to the FBI on request and included in the Data Accession List [CDRL CSS II-04].

3.2.2.15  The contractor shall accommodate all required contractor and FBI QA/QC functions.
3.2.3  CSS II System Requirements:  Receive and Presort Paper Fingerprint Cards

3.2.3.1.  The contractor shall design, develop, and implement a production design and operational processes and procedures for Receive and Presort activities within the designated FBI location.   As needed, the contractor shall develop and provide training for contractor personnel performing these activities.

3.2.3.2.  The contractor shall provide all equipment, hardware, software, furniture, supplies, etc. required to perform contractor actions within the FBI designated location.  The contractor shall install and test all Contractor Furnished Equipment in the FBI designated location except that FBI personnel will provide all required electrical wiring and power installation.  The contractor shall detail these requirements in the Implementation Plan [CDRL CSS II-01].  

3.2.3.3.  The contractor shall conduct a site survey of the available FBI designated location space after contract award.  The contractor shall deliver a detailed Site Design and Installation Drawing [CDRL CSS II-05] 45 days after contract award.  This drawing and the resulting installation shall remain under FBI configuration management control.

3.2.3.4.  Paper fingerprint cards and related documents from submitting agencies will be received in the FBI mailroom.  The FBI will perform pre-cursory inspection of the incoming stream of paper fingerprint card receipts and related documents.  Once the FBI pre-cursory inspection has been accomplished, FBI personnel will separate paper fingerprint cards that will be processed by CSS II from those that will be internally processed by the FBI.  The FBI will assign the TOT and Retention Code on the paper fingerprint cards to be processed by CSS II.  The FBI will not perform any other value-added processing.  The remainder of the conversion processing shall be the contractor’s responsibility and shall be accomplished by contractor personnel.  The FBI may exercise discretion in the paper fingerprint card receipt turn-over process.  The FBI will decide to turn over all, some, or none of the paper fingerprint cards received in the mailroom on a particular day.
3.2.4  CSS II System Requirements:  Assign Transaction Control Number 
3.2.4.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Assigning Transaction Control Number activity within the FBI designated location.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  The contractor design and implementation shall facilitate the tracking and auditing requirements for all paper fingerprint cards assigned a TCN (e.g., the design shall allow correlation and positive control to ensure all paper fingerprint cards assigned a TCN at the FBI designated location arrive at the contactor processing facility).  Any contractor requirement for communications services to support an automated implementation of this requirement shall be specifically identified in the proposal and shall be included in the Implementation Plan [CDRL CSS II-01].

3.2.4.2   The contractor shall provide all equipment, hardware, software, furniture, supplies, etc. required to perform contractor actions within the FBI designated location.  The contractor shall install and test all Contractor Furnished Equipment in the FBI designated location except that FBI personnel will provide all required electrical wiring and power installation.  The contractor shall detail all technical specification for proposed equipment to include, but not limited to, power and HVAC in the Implementation Plan [CDRL CSS II-01].

3.2.4.3  The contractor shall conduct a site survey of the space available in the FBI designated location after contract award.  The contractor shall deliver a detailed Site Design and Installation Drawing [CDRL CSS II-05] 45 days after contract award.  This drawing and the resulting installation shall remain under FBI configuration management control.

3.2.4.4  The TCN system design shall ensure the:

uniqueness of the ten digit numerical TCN,

TCN entered on the card is both human and machine readable,

TCN does not obscure other fields on the card, and

TCN provides for the immediate tracking of the location of the card by the TCN.

3.2.4.5  The contractor shall design, develop, and implement TCN tracking capabilities as part of the CSS II system design for each processing activity.  This requirement includes locating paper fingerprint cards within two hours of FBI requests.  The contractor shall maintain an automated auditing and reporting system of paper fingerprint card locations within each production activity.  As specified in the Operations Plan [CDRL CSS II-02], the contractor shall account for the location of all TCNs at regular intervals to ensure that no paper fingerprint cards are lost during conversion operations activities.  The results of TCN accounting of  all paper fingerprint cards, including accounting for lost paper fingerprint cards, will be expeditiously reported to the TM in the Morning Report [CDRL CSS II-13].

3.2.4.6  The TCN assigned to each paper fingerprint card aids in tracking, locating, retrieving, and accounting throughout the conversion process.  The TCN is also included as a mandatory field in the associated electronic record produced by conversion.  It links the paper fingerprint card to the electronic record and is the common identifier between CSS II and the IAFIS.  The TCN assigned to each paper fingerprint card will establish positive control over transactions and link related documents with accompanying paper fingerprint cards.  Accordingly, TCNs shall be assigned at the earliest logical step of the conversion.  

3.2.4.7  The contractor shall assign a unique TCN to each paper fingerprint card to be converted.  The contractor shall print, stamp, or otherwise affix the TCN on each paper fingerprint card.  No two paper fingerprint cards shall ever be assigned the same TCN.  The TCNs shall consist of ten numeric digits and be human and machine readable.  The contractor shall automatically confirm the TCNs are machine readable prior to further processing.  If the TCN is not machine-readable, the card shall be routed for contractor manual correction and resubmission within the contactor processing facility.

3.2.4.8  Without exception, the contractor shall assign TCNs to each paper fingerprint card before the paper fingerprint cards and related documents are removed from the FBI facility.
3.2.4.9  The contractor shall place the TCN in an FBI approved location on each paper fingerprint card.  For example, for Standard Cards, the contractor shall place the TCN within the 0.905" high, 1.75” wide box in the upper right-hand corner of the fingerprint image side of Standard Cards.  This box is designated as "Leave Blank" by the Specifications for CJIS Division Fingerprint Cards.  A TCN may be applied to both sides of the paper fingerprint card, if needed to ensure data integrity, with the understanding each paper fingerprint card shall be assigned only one TCN.  The contractor shall propose the TCN location for each paper fingerprint card type in the Implementation Plan [CDRL CSS II-01].

3.2.4.10  If the contractor chooses to use labels to affix the TCN, the thinnest practical label is desired.  Labels shall be sized and applied in a way that obscures no textual data and fingerprint images.  Labels shall not extend beyond the edge of the paper fingerprint card.  Labels shall have at least a ten-year permanent adhesion capability.  Printing and labeling devices shall be configured and employed to avoid damage to paper fingerprint cards.
3.2.4.11  On occasion, the FBI receives a resubmit paper fingerprint card attached to a previously rejected paper fingerprint card of the same subject.  The contractor shall machine print on the rejected fingerprint card the same TCN that was applied to the corresponding resubmitted paper fingerprint card.  The rejected paper fingerprint card shall be separated from the resubmitted paper fingerprint card and returned to the FBI, while the resubmitted paper fingerprint card continues processing.

3.2.5  CSS II System Requirements:  Perform Detailed Inspection

3.2.5.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Perform Detailed Inspection activity within the FBI designated location.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  

3.2.5.2  The contractor shall provide all equipment, hardware, software, furniture, supplies, etc. required to perform contractor actions within the FBI designated location.  The contractor shall install and test all Contractor Furnished Equipment in the FBI designated location except that FBI personnel will provide all required electrical wiring and power installation.  The contractor shall detail these requirements in the Implementation Plan [CDRL CSS II-01].

3.2.5.3  The contractor shall conduct a site survey of the available space in the FBI designated location after contract award.  The contractor shall deliver a detailed Site Design and Installation Drawing [CDRL CSS II-05] 45 days after contract award.  This drawing and the resulting installation shall remain under FBI configuration management control.  

3.2.5.4  The contractor personnel shall inspect the paper fingerprint cards in accordance with FBI supplied criteria.  The inspection shall include the presence of mandatory and additional textual data and an examination of the fingerprint images.  The inspection will ensure each fingerprint block contains a fingerprint image or has been properly marked by the submitting agency and/or the FBI.

The FBI intends to respond to identification requests as promptly as possible.  Accordingly, every paper fingerprint card with a reasonable chance for successful completion of IAFIS processing shall be converted by CSS II.  On the other hand, paper fingerprint cards identified as not suitable or authorized for conversion should be identified prior to transmission to the IAFIS.  The contractor personnel shall inspect all criminal and civil paper fingerprint cards to be converted.  As part of the detailed inspection process, the contractor shall identify paper fingerprint cards which are not suitable for IAFIS processing.

3.2.5.5  It is anticipated that most of the paper fingerprint cards tendered for conversion will be of standard format, in good physical condition, and well prepared by the submitting agency.  Paper fingerprint cards with these characteristics will likely prove suitable for conversion with a minimum of operator intervention.  Alternatively, some small percentage of paper fingerprint cards will not meet these standards.  It is likely that any given group will include a number that will require special or exceptional handling to ensure acceptable results.  The contractor shall develop procedures in a Special Handling Procedures Plan [CDRL CSS II-14] to ensure that paper fingerprint cards of nonstandard format, or of marginal quality shall be identified and routed for appropriate conversion processing.

3.2.5.6  The TOTs specified in Figure 3.2.5.6 are used to categorize operational transactions.  The assigned TOT will be documented on each paper fingerprint card by the FBI and may be sorted into batches by TOT for turnover to the contractor.

IAFIS will support system environments in which training, testing, and development activities can proceed without effect on IAFIS operational processes and records.  At times, the FBI will identify and provide paper fingerprint cards to be converted by the contractor into electronic ten-print submissions that will only be used for test purposes.  The processing of such batches of paper fingerprint cards will be closely coordinated between the FBI and contractor personnel.  The contractor shall produce and transmit test submissions using the same processes as are used for operational data.  The only difference between test and operational data is the addition of a “T” suffix to the TOTs for test cases.  The content of fields using test TOTs is the same as the equivalent operational TOT.

3.2.5.7  The contractor shall flag paper fingerprint cards with unexpected textual data on the back of the paper fingerprint card or in a non-standard position.

	Types of Transactions

	CSS TOT
	Equivalent EFTS TOT
	Title
	Purpose

	
	
	
	Charge

	CARC
	“CAR”
	Criminal Ten-print CSS  Submission (Answer Required)
	Used when submitting agency desires a response from FBI identification processing.

	CNAC
	“CNA”
	Criminal Ten-print CSS Submission (No Answer Required)
	Used when the submitting agency desires no response from the FBI and leaves the “reply desired” block unmarked.  Generally, used to inform the FBI that a known subject has committed a new offense and to update FBI records.

	DEKC
	“DEK”
	Known Deceased CSS  submission
	Used for a deceased subject whose identity is known to the submitting agency and to update FBI records.

	FNCC
	“FANC”
	Federal Applicant CSS  submission

(No charge)
	Used for submissions in connection with criminal justice and law enforcement employment with the Federal Government (e.g., FBI, US Park Police, Federal Judicial, etc.).

	FUFC
	“FAUF”
	Federal Applicant CSS submission (User Fee)
	Used for submissions from any branch of the U.S. military, in connection with an enlistment or consideration for Officer Candidate School. Also submitted from federal agencies in connection with (non-criminal justice) employment, security updates, or contract personnel.

	
	
	
	Payment for identification processing is obtained through a user-fee bill from IAFIS

	MAPC
	“MAP”
	Miscellaneous Applicant Civil CSS Submission (No charge)
	Used for non-federal law enforcement and criminal justice employment (including state and local law enforcement) as well as gun permit applications from criminal justice agencies.

	NFFC
	“NFUF”
	Non-Federal Applicant CSS Submission (User Fee).
	Used for non-criminal justice and licensing purposes under federal (e.g., National Child Protection Act of 1993), state, or local statutes which fall under the authority of Public Law 92-544, and are approved by the U.S. Attorney General.  Submitted by local and state agencies, federal and state banking institutions, and regulatory agencies (stock exchanges, bankers’ associations, securities dealers, Nuclear Regulatory Commission, Securities and Exchange Commission, racing or gaming control boards, etc.). Intended to ascertain whether individuals who have applied for employment have any past criminal histories.

	
	
	
	The submitting agency is charged a fee; payment is obtained through a user-fee bill from IAFIS.

	NFDP
	“NFUF”
	Non-Federal Applicant CSS submission (User Fee - direct payment)
	Used for non-criminal justice and licensing purposes under federal (e.g., National Child Protection Act of 1993), state, or local statutes which fall under the authority of Public Law 92-544, and are approved by the U.S. Attorney General.  Submitted by local and state agencies, federal and state banking institutions, and regulatory agencies (stock exchanges, bankers’ associations, securities dealers, Nuclear Regulatory Commission, Securities and Exchange Commission, racing or gaming control boards, etc.). Intended to ascertain whether individuals who have applied for employment have any past criminal histories.

	
	
	
	Used when the submitting agency is charged a fee and there is no billing agreement between the FBI and the regulatory, local, or state central/channeling agency. In these cases, the payment document must accompany the paper fingerprint card. 

	SLCC
	CSS use
	Update (Add) CSS Submission for Special Latent Cognizance (SLC) File
	Supports out of the ordinary identification processes. 


Figure 3.2.5.6  Types of Transactions

3.2.6  CSS II System Requirements:  Transport to Contractor Processing Facility

3.2.6.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Transport to Contractor Processing Facility activity from the FBI designated location to the contractor processing facility.  Process flows and written procedures shall include appropriate interface with FBI personnel to address issues and questions on transport requirements.  The contractor’s design and processes shall address all required paper fingerprint card and related document handling, staging area design, packaging, and in-route transportation design needs to effectively, safely, and securely prepare and transport the paper fingerprint cards to and from the contactor processing facility.

3.2.6.2.  The contractor shall provide all equipment, furniture, supplies, etc. required to perform contractor actions.

3.2.6.3  The contractor shall conduct a site survey of the available space in the FBI designated location after contract award.  The contractor shall deliver a detailed Site Design and Installation Drawing [CDRL CSS II-05] 45 days after contract award.  This drawing and the resulting installation shall remain under FBI configuration management control.

3.2.6.4  The contractor shall receive and pre-stage paper fingerprint cards at the contactor processing facility.  This activity shall support required TCN tracking.

3.2.6.5  The contractor shall safely and securely transport the inspected and sorted paper fingerprint cards and related documents to and from the contactor processing facility using varied alternate routes.

3.2.6.6  The contractor shall propose detailed procedures for transport of the paper fingerprint cards in the Operations Plan [CDRL CSS II-02] and In-Plant Security Plan [CDRL CSS II-17].  The paper fingerprint cards shall be transported in strict accordance with these detailed procedures.  These procedures shall be planned and carried out to minimize the risk of loss, damage or compromise; ensure accountability and traceability throughout the process; provide for contingencies (e.g., mechanical breakdowns); and expedite the completion of the conversion process.  The paper fingerprint cards shall be routed expeditiously between the sites via varied alternate routes.

3.2.7  CSS II System Requirements:  Enter Textual Data

3.2.7.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Enter Textual Data activity within the contractor processing facility.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.

3.2.7.2  The contractor shall create accurate and valid EFTS records containing information from the paper fingerprint card.  This activity may be accomplished in an automated manner through OCR or textual data entry.

3.2.7.3  The textual data will be either machine typed or handwritten.  This textual data has a number of vital purposes, for example, the textual data identifies the submitting agency and delineates the rationale for the fingerprint card submittal.  The textual data includes a name, aliases, and a range of physical and/or biographic data, known as descriptors, associated with the subject.  The textual data is utilized by IAFIS in providing identification services and updating criminal and civil records.  All the textual data provided by the submitting agency shall correspond with a valid EFTS Type 2 record created by the contractor and submitted to IAFIS.

3.2.7.4  The textual data can be located in two areas on Standard Card formats.  The first area is located on the top portion (3” x 8”) of the fingerprint image side of the card. All card types have textual data entered in this location.  The second area is the entire non-fingerprint image side of the card (8” x 8”).  Generally, only criminal paper fingerprint cards have textual data entered on the non-fingerprint image side of the card, although textual data is provided on the back of some civil paper fingerprint cards, e.g., Racing Commission.  Although Standard Card formats provide blocks or segments designated to hold specific textual data, submitting agencies may provide textual data in non-designated fields on the paper fingerprint card.  In order to create an accurate EFTS message, the contractor shall ensure all textual data is captured from the paper fingerprint card.

3.2.7.5  The contractor shall convert the text portions of paper fingerprint cards into electronic (American Standard Code for Information Interchange [ASCII]) format in compliance with EFTS  requirements.  This shall include the conversion into valid EFTS data elements (e.g., a color of hair entry of “Black” would be entered as “BLK”).

3.2.7.6  The contractor shall verify that all textual data has been converted accurately into the required electronic format.  The contractor shall specify the verification means and techniques to be used in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].

3.2.7.7  The contractor shall provide support for QA/QC reviews, both contractor and FBI, of all textual data.  The contractor shall specify the means and techniques in the Quality Assurance Plan [CDRL CSS II-16].

3.2.7.8  The contractor shall develop independently managed QA/QC procedures to ensure textual data is accurately entered.  The contractor shall specify the procedures in the Quality Assurance Plan [CDRL CSS II-16].

3.2.7.9  The contractor shall allow searches by TCN or by subject’s last name (including  first name, if needed) in order to locate a paper fingerprint card or determine the production phase location.

3.2.7.10  The contractor shall prepare a Rejection Report [CDRL CSS II-15] for each submission identified as deficient for IAFIS processing. The Rejection Report will document the reason preventing the conversion.  The contractor shall package the Rejection Report and paper fingerprint card for transport back to the FBI.

3.2.8  CSS II System Requirements:  Scan Fingerprint Card Images
3.2.8.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Scan Fingerprint Card Images activity within the contractor processing facility.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  

3.2.8.2  The contractor shall, for each paper fingerprint card processed, create 14 valid EFTS Type 4 records containing the ten rolled-image blocks and the four plain-image blocks.  This activity may be accomplished in an automated or manual manner as defined within this SOW and within the confines of the EFTS .

The fingerprint images captured from the paper fingerprint card are the basis for the IAFIS identification process.  This portion of the conversion process is of paramount importance to guard against mismatch of textual and fingerprint image data.  

The contractor shall employ the latest technology in scanning equipment to ensure accuracy during the scanning process.  The CSS II scanning system components shall be tested and certified to comply with or exceed the FBI's Image Quality Specification, Appendix F of the EFTS.

The contractor shall capture the ten rolled and four plain fingerprint image blocks at 256 levels of grayscale (eight bits/pixel) and at a minimum of 500 pixels/inch plus or minus five pixels per inch, as defined for Type 4 records in the ANSI/NIST Standard, NIST-ITL 1-2000, Data Format for the Interchange of Fingerprint Information.  The high resolution Type 4 image files shall be compressed by the CSS II system using a FBI certified WSQ implementation at a nominal 15 to 1.  The FBI WSQ Gray Scale Fingerprint Image Compression Specification is applicable to continuous-tone gray scale digital fingerprint images.

The Standard Card format includes a 5" x 8" portion where fingerprints are captured.  It should be noted, the CSS II will be responsible for converting paper fingerprint cards that may not conform with the current FBI standard card format, criminal card FD-249 and civil card FD-258.  The 14 fingerprint blocks are arranged in a standard sequence and designated to hold the image of a particular finger or fingers.  When a paper fingerprint card is prepared by the submitting agency, an image must be captured in each of the 14 fingerprint blocks.  An exception to this rule is a subject who is missing one or more fingers.  In this case, the corresponding blocks should be marked "AMP" for amputation by the submitting agency.  If one or more "AMPS" are noted, the contractor shall note the missing digit in the Type 2 record, and the remaining images shall be scanned.

The CSS II system scanning equipment shall capture the fingerprint images from all 14 fingerprint blocks.  This includes blocks that contain a fingerprint image, blocks that do not contain a fingerprint image but are marked accordingly, and blocks that are empty.  The CSS II system shall report the missing fingerprint images appropriately in the corresponding Type 2 record, in accordance with the EFTS.
While properly prepared fingerprint images can generally be successfully segmented, a more complex approach for successful segmentation may be necessary.  The contractor shall provide a means to place the scanned segments within the designated block of the fingerprint area in order to capture as much fingerprint image as possible.  If a particular fingerprint image is partially out of the preprinted block, the segment shall be shifted to capture the entire fingerprint image, even if some overlap with other blocks occur. The contractor shall capture as much of the fingerprint detail as possible, centering on fingerprint cores and deltas.  If the tip of the fingerprint image is not in the block, the captured segment shall be repositioned as necessary to acquire the entire fingerprint image.  If the entire fingerprint image cannot be captured, the tip of the finger including the core and delta shall be captured at the expense of the base.  The contractor shall apply this process to all 14 fingerprint blocks.  This technique is called finger or plain chasing.

3.2.8.3  The contractor shall, for each criminal fingerprint card processed, create two valid EFTS Type 7 records containing the scanned images of the fingerprint image side and the non-fingerprint image side of the paper fingerprint card.  This activity shall be accomplished in either an automated or manual manner.

For capturing the required images of all textual data on each criminal fingerprint card, CSS II scanning equipment shall produce gray scale images (8 bits/pixel) at a minimum resolution of 250 plus or minus one percent pixels/inch.  Because of file size constraints, the maximum acceptable resolution for the Type 7 images transmitted to the IAFIS is 300 dots per inch.  If higher resolution scanners are employed for Type 7 records, the resulting images shall be downsized to produce files of the required resolution.  If downsizing is employed, it shall be accomplished using a process that maximizes the legibility and readability of the textual data in the resulting image.
The contractor shall compress the low resolution images using an FBI certified WSQ algorithm at a nominal 15 to 1.  These low resolution images, Type 7 records, shall be made part of each electronic record resulting from a criminal fingerprint card submitted for IAFIS processing.

The Type 7 records shall allow the textual data of each criminal fingerprint card processed to be  captured as originally submitted.  The image files are not necessarily used in identification processes, but are stored in the IAFIS Ten-Print Certification File.

3.2.8.4  While properly prepared paper fingerprint cards can generally be successfully scanned, some paper fingerprint cards will require a more complex processing to accurately capture the fingerprint images.
For handling images with substandard or unusual fingerprint image qualities or characteristics that make it improbable to obtain the image quality requirements of the contract, the contractor shall provide special handling processes and procedures whereby the images produced shall be the “best possible” under the given conditions.  The contractor shall specify the procedures in the Special Handling Procedures Plan [CDRL CSS II-14].  Paper fingerprint cards identified for  special handling by the contractor may require adjustment of the scanning processes or parameters.  This may include adjustment in exposure time and/or sensor parameters, slower scan rates, or other adjustments that provide the best final image from an initial poor quality fingerprint image.  As a general rule, these pre-scan adjustments are allowable.  The CSS II system image capture processes shall only allow pre-scan adjustments.  No image shall be modified by post-scan data manipulation.  Methods employed to maximize the gray scale range of a fingerprint image shall avoid gray shade saturation that obscures fingerprint detail.

3.2.8.5  The contractor shall provide support for QA/QC reviews, both contractor and FBI, of all scanned images.  The contractor shall specify the QA/QC processes and techniques in the Quality Assurance Plan [CDRL CSS II-16].

3.2.8.6  The contractor shall develop independently managed QA/QC procedures to ensure textual data and fingerprint images are accurately captured.  The contractor shall specify the procedures in the Quality Assurance Plan [CDRL CSS II-16].

3.2.8.7  The contractor shall scan all required information to create appropriate fields into the EFTS records.  The contractor shall perform this function for all Standard and Non-Standard Card formats, which have passed the inspection process.

3.2.8.8  The contractor shall create valid EFTS records for fingerprint images, criminal fingerprint card image records (both sides).

3.2.9  CSS II System Requirements:  Form the Electronic Records
3.2.9.1  The contractor shall design, develop, and implement a production system and  operational processes and procedures for the Form the Electronic Record activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].

3.2.9.2  The contractor shall form a valid EFTS Ten-Print identification request record from the created Type records from each paper fingerprint card.  The contractor shall place all required information in the electronic request message, including the CSS II originator identifier, TOT, and other fields specified in the EFTS.

3.2.9.3  The contractor shall package each record for transmission using the CJIS WAN Specification.  These records shall be constructed in accordance with the EFTS for each type of transaction, except that the ORI used in the Type 1 record shall be the CSS II ORI, and the CRI, used in the Type 2 record, shall be the contributor ORI on the paper fingerprint card. 

3.2.9.4  The contractor shall create a standard EFTS record consisting of both textual data and fingerprint images, using either automated or manual procedures.  This process shall include all compression and message formulation requirements of the EFTS and the CJIS WAN.

3.2.9.5  The contractor shall ensure all EFTS Type records of each paper fingerprint card correspond with the assigned unique TCN.

3.2.10  CSS II System Requirements:  Perform Quality Assurance/Quality Control

3.2.10.1  The contractor shall establish and maintain a complete QC program in accordance with the Federal Acquisition Regulation (FAR), the CJIS QA Plan, and the provisions of this SOW.  The contractor shall document the QC program in the Quality Assurance Plan [CDRL CSS II-16].

3.2.10.2  The Government Contract Administration Office (CAO) QA Program will monitor and report on the contractor QC program through the application of the methodology described in the CJIS QA Plan.

3.2.10.3  Contractor performed inspections shall be independent of those performed by the Government.  The contractor shall perform and document inspections prior to requesting acceptance of the work by the Government.

3.2.10.4  The contractor PM shall attend meetings with the CO and/or other Government  personnel as deemed necessary to resolve quality considerations and problems that may arise in the course of the work.

3.2.10.5  The contractor shall notify the Government at least seven (7) days in advance of scheduled inspections or QC meetings.  The Government reserves the right to attend these meetings and inspections.

3.2.10.6  The CSS II system design shall accommodate all required contractor and FBI QA/QC functions.

3.2.10.7  The contractor shall create and maintain, for the life of the contract, detailed automated records to provide a full and complete audit trail.  The contractor shall provide a complete electronic copy of the file, and the hardware and software necessary to access the file.  The contractor shall provide the file to the FBI within 30 days of the end of the last CSS II performance period.  This shall include image-quality and tracking information on each paper fingerprint card assigned a TCN.  These and any other similar records shall be readily accessible to authorized FBI personnel for review and audit.  At a minimum, the audit record maintained for each assigned TCN shall contain the following information:

Transaction Control Number (TCN)

Type of Transaction Code (TOT)

Date and time the TCN was assigned

Textual Data captured 

Identification of each piece of equipment, operator, and production phase

Date and time transmitted to IAFIS 

Disposition instructions 

Reject reason (if applicable)

Previous TCN (if applicable)

Date paper fingerprint card returned to the FBI

Rework comments (if applicable)

Rework scanner identifier (if applicable)

3.2.10.8  The contractor shall provide the FBI representative on-line access to the audit information for 60 days following receipt of card disposition instructions for each transaction.  The audit information shall be readily accessible to the FBI.  Upon completion of the contract, all audit trail information shall be turned over to the FBI.

3.2.10.9  The contractor shall maintain a cumulative accounting of all TCNs.  The accounting must identify situations where a second electronic record was prepared for a particular paper fingerprint card.

3.2.10.10  The contractor shall provide for the real-time accounting of the physical location and processing status of each paper fingerprint card assigned a TCN.

3.2.10.11  The contractor shall implement a QA/QC program to ensure the accuracy of the records submitted to the FBI for identification processing.  All contractor and FBI QA/QC actions specific to a paper fingerprint card shall use the TCN assigned for tracking and accounting purposes.  The contractor shall implement the required audits, reviews, tests, inspections, appropriate procedures, and related QA/QC measures to ensure each electronic request produced meets or exceeds the requirements of the contract.  The contractor's approach shall be detailed in the Quality Assurance Plan [CDRL CSS II-16].

3.2.10.12  The QA/QC program shall provide the FBI with complete access to all CSS II facilities, documentation, electronic records, training records and material, etc.  The FBI may implement a QA effort to monitor the conversion process.

3.2.10.13  The contractor shall provide office space for up to six FBI employees (desks, chairs, utilities, etc.) at the contractor processing facilities.  This shall include fax and copy machine access, local and toll-free telephone access to the FBI Complex in Clarksburg, WV, nearby parking, and any required special safety equipment.

3.2.10.14  The contractor shall audit and account for the physical location of all paper fingerprint cards turned over to CSS II.  The contractor shall be able to locate and retrieve any paper fingerprint card within two hours of a verbal, written, or electronic request from the FBI.  The contractor shall provide summary statistics of the previous workday’s results in the Morning Report [CDRL CSS II-13] by 7:00 a.m. each normal working day.

3.2.10.15  The contractor shall reprocess, without cost to the FBI, any fingerprint image, which contains a visible scanner-induced artifact. 

3.2.10.16  The contractor shall develop and execute a textual entry inspection process to validate textual data and its compliance with EFTS or other specified requirements.  The contractor shall specify these procedures in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].  The contractor shall adjust the textual data inspection process to ensure compliance with FBI requirements.  All inspection findings shall result in procedure updates to meet FBI requirements.  The contractor shall provide a summary of the previous workday’s inspection results in the Morning Report [CDRL CSS II-13] by 7:00 a.m. each normal working day.
3.2.10.17  The contractor shall develop and execute a fingerprint image inspection process to validate fingerprint record information and its compliance with EFTS or other specified requirements.  The contractor shall specify these procedures in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].  The contractor shall adjust the individual fingerprint image inspection process to ensure compliance with FBI requirements.  All adverse inspection findings shall result in procedure updates to meet FBI requirements.  The contractor shall provide a summary of the previous workday’s inspection results in the Morning Report [CDRL CSS II-13] by 7:00 a.m. each normal working day.

3.2.10.18  The contractor shall develop and execute an image inspection process to validate the accuracy of electronic image scanning and its compliance with EFTS or other specified requirements.  The contractor shall specify these procedures in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].  The contractor shall adjust the scanned image inspection process to ensure compliance with FBI requirements.  All adverse inspection findings shall result in procedure updates to meet FBI requirements.  The contractor shall provide a summary of the previous workday’s inspection results in the Morning Report [CDRL CSS II-13] by 7:00 a.m. each normal working day.

3.2.10.19  The contractor shall execute a daily scanning process effectiveness test to validate the accuracy of image scanning hardware and software.  The contractor shall specify these procedures in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].  The contractor shall adjust the extensiveness and frequency of this testing process to ensure compliance with FBI requirements.  All adverse test findings shall result in adjustments as needed to meet the IQS Specifications in EFTS Appendix F.  Depending on the age and stability of the equipment used, mechanical reliability of feeding hardware, and the throughput processing requirements, the contractor shall execute additional scanning process effectiveness tests during daily production.  The contractor shall provide a summary of the previous workday’s results of these tests in the Morning Report [CDRL CSS II-13] by 7:00 a.m. on each normal working day.

The contractor shall create and maintain records, for the life of the contract, of any test target images used to check scanner equipment calibration or performance against the image quality requirements.  The records shall be listed in the Data Accession List [CDRL CSS II-04].  The contractor shall create and maintain records, for the life of the contract, linking any test target images employed to their respective equipment and other relevant information required to maintain an audit trail on the performance of the equipment.  The records shall contain, but not be limited to, the following data:

Scanner serial number

Validation date/times

Validation operator

3.2.10.20  The contractor shall execute an audit process to validate the contractor efforts within the FBI designated location.  The contractor shall adjust the extensiveness and frequency of this audit process to ensure compliance with FBI requirements.  All adverse audit findings shall result in immediate process adjustments.
3.2.10.21  The contractor shall immediately inform the FBI of persistent or significant FBI caused problems or issues that impact contractor activities.

3.2.10.22  The contractor shall execute an audit process of contractor created records that were rejected by IAFIS.  Adverse audit findings shall result in immediate process adjustments as needed to meet FBI requirements.

3.2.10.23  The contractor shall develop and execute an audit process to continuously validate the accuracy of the paper fingerprint card storage and sorting and disposition process and identify all anomalies (e.g. missing paper fingerprint cards).  The contactor shall specify these procedures in the Operations Plan [CDRL CSS II-02] and Quality Assurance Plan [CDRL CSS II-16].  The contractor shall adjust the disposition audit process to ensure compliance with FBI disposition instructions.  All audit findings shall result in process adjustments as well as immediate corrective actions required to meet FBI requirements.  The contractor shall provide a summary of the previous workday’s results of these audits in the Morning Report [CDRL CSS II-13] by 7:00 a.m. each normal working day.

3.2.10.24  The FBI reserves the right to perform audits and inspections of conformance to any or all contractual requirements at any time during the performance of the contract.  Audits and inspections may be performed by FBI personnel or by contractors authorized by the FBI.  The FBI will provide appropriate notice to the contractor before beginning audits or inspections.

3.2.10.25  The contractor shall support all scheduled and unscheduled FBI QA/QC audits and inspections.  The contractor shall take immediate action to correct any deficiency identified.

3.2.10.26  The contractor shall make every reasonable effort to correct and continue processing a transaction which is rejected at any point prior to transmission to IAFIS.  If the transaction cannot be processed, the contractor shall prepare a Rejection Report [CDRL CSS II-15] for the submitting agency to document the deficiency preventing conversion and package the rejection report and paper fingerprint card for transport back to the FBI.

3.2.11  CSS II System Requirements:  Queue Electronic Records for Transmission
3.2.11.1  The contractor shall design, develop, and implement a production system and operational processes and procedures for the Queue Electronic Record for Transmission activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].

3.2.11.2  The contractor shall provide for the real-time queuing of at least 80,000 formatted EFTS transactions on Redundant Array of Independent Disks (RAID) or equivalent.  The contractor shall provide additional real-time and near real-time queuing of at least 200,000 formatted EFTS transactions on magnetic tape or equivalent.

3.2.11.3  The contractor shall provide for queue management of transmissions.  For example, the queue management system shall provide for submission of transactions according to FBI specified TOT priorities and specified TOT mixes.  The queue management system shall allow the setting of FBI specified transmission rates.  For example, the contractor shall accommodate transmitting queued transactions at a specified rate during CSS II non-working hours.

3.2.11.4  The contractor shall queue the EFTS formatted electronic messages awaiting FBI direction following the completion of all required QA/QC activities.

3.2.11.5  The contractor shall manage the queue in coordination with the FBI.  The FBI anticipates the queue will be maintained mostly on RAID, or equivalent, but may include portions of the work queued to magnetic tape, or equivalent.  The FBI anticipates, on occasion, a portion of the CSS II work may include non-current paper fingerprint cards (e.g., the FBI criminal and/or civil file).  Upon close coordination with the FBI, these records could be queued to magnetic tape, or equivalent, within the contactor processing facility and transmitted to the IAFIS as FBI processing capacity allows.  Additionally, should any significant FBI processing disruption exceed the FBI’s storage capacity and the contractor’s queue, the contractor shall queue significant amounts of processed transactions to magnetic tape, or equivalent, until the FBI’s systems are restored.

3.2.12  CSS II System Requirements:  Communicate Electronic Record to the FBI

3.2.12.1  The contractor shall design, develop, and implement a production system and operational processes and procedures for the Communicate Electronic Record to the FBI activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].

3.2.12.2  The contractor shall transmit records over the FBI provided secured telecommunications link between the contractor processing facility and the FBI Complex.

3.2.12.3  The contractor shall transmit EFTS formatted fingerprint identification requests to IAFIS within 72 consecutive hours (three business days) of receipt.

3.2.12.4  The FBI will provide and maintain system encryption equipment between the CSS II queuing management system and the FBI provided secured telecommunications links.

3.2.12.5  The contractor shall define and document the design, internal communications approach, and an internal interface specification.  The interface specification shall detail the configuration of telecommunication links between the CSS II components, types of equipment, and communication standards used in the design.  The contractor shall document this within the Data Accession List [CDRL CSS II-04] and Operations Plan [CDRL CSS II-02].  

3.2.12.6  The contractor shall execute the transmission of transactions based on an FBI directed mix of TOTs and at a rate specified by the FBI.  If the FBI gives no direction, the contractor shall transmit transaction records on a first in - first out basis at a transmission rate of 2,000 per hour.

3.2.12.7  The contractor shall support the transmission of transactions to the FBI on a 24 hours a day, seven days a week basis.  The contractor shall execute this requirement during business and non-business hours.  Under normal operations, the FBI and the contractor will coordinate the transmitting of the contractor’s RAID, magnetic tape, or equivalent queues with sufficient work to handle FBI requirements for CSS II non-business hours.

3.2.13  CSS II System Requirements:  Temporary Storage of Paper Fingerprint Cards
3.2.13.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Temporary Storage of Paper Fingerprint Cards activity at the contractor processing facility.  The contractor’s design and processes shall address safe and secure temporary storage for up to 500,000 paper fingerprint cards awaiting disposition instructions from the IAFIS.  The paper fingerprint cards in temporary storage must be protected from physical damage (moisture, fire, etc.) and from any unauthorized access, disclosure, or alteration.  The contractor shall place the paper fingerprint cards in temporary storage when the corresponding electronic submission messages are transmitted to IAFIS.  The paper fingerprint cards shall remain in temporary storage until disposition instructions are received from IAFIS.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].

3.2.13.2.  The contractor shall provide all equipment, furniture, supplies, etc. required to perform contractor actions.  The contractor shall detail the procedures for the temporary storage of the paper fingerprint cards in the Implementation Plan [CDRL CSS II-01].

3.2.13.3  The processed paper fingerprint cards are to be held in temporary storage until IAFIS identification processing has been completed.  The FBI may require the immediate return of a particular paper fingerprint card at any stage before the conversion processing is complete.  In these cases, the FBI representative will notify the contractor of a particular paper fingerprint card to be returned by subject’s name or TCN.  The contractor shall provide the requested paper fingerprint card(s) to the FBI within two working hours.  Upon the return to the FBI, the TCN tracking system shall show the TCN completed in the CSS II system.  If the paper fingerprint card is resubmitted, a new TCN will be assigned and processed as a new submission.

3.2.13.4  The contractor shall track all paper fingerprint cards in temporary storage by TCN and physical location.

3.2.13.5  The contractor shall provide the FBI a daily 96 Hour Lag Report [CDRL CSS II-06] which is the listing of submissions that have been transmitted to IAFIS and awaiting a disposition instruction for more than 96 hours.  The contractor shall submit the 96 Hour Lag Report to the FBI by 8:00 a.m. each normal working day.

3.2.14  CSS II System Requirements:  Receive Electronic Disposition from IAFIS
3.2.14.1  The contractor shall design, develop, and implement a production system and operational processes and procedures for the Receive Electronic Disposition Instructions from the IAFIS activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity. Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].

3.2.14.2  The contractor shall provide for the receiving and processing of the EFTS formatted messages specifying the disposition of each TCN.  This message will be transmitted by IAFIS to the CSS II system via the FBI provided secured telecommunication links.  This message will contain a disposition code to assist in an automated sorting function.

3.2.14.3  The contractor will receive disposition instructions for all TCNs transmitted.

3.2.14.4  The contractor shall return all paper fingerprint cards to the designated FBI facility within 72 consecutive hours (three business days) of receipt of the disposition instructions.

3.2.15  CSS II System Requirements:  Sort Paper Fingerprint Cards for Disposition
3.2.15.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Sort Paper Fingerprint Cards for Disposition activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.

3.2.15.2  Although considerable short-term variance is possible, Figure 3.2.15.2 depicts the historical disposition distribution for paper fingerprint cards submitted to IAFIS.

	Disposition 
	Code
	Percentage

	Destroy
	D
	73%

	Normal
	N
	<1.0%

	Return with Response
	R
	5%

	Retain
	T
	15%

	Reject
	-
	<2%

	Rework - IAFIS Reject
	-
	<8%


Figure 3.2.15.2 Disposition Distribution
3.2.15.3  The contractor shall sort the paper fingerprint cards by disposition in TCN sequence.

3.2.15.4  For transactions requiring rework, the disposition instructions will provide direction for properly handling the transaction, such as rescanning the fingerprint images only or rescanning both fingerprint images and textual data.  The contractor shall convey this data to appropriate personnel so the necessary adjustment can be readily accomplished.  

3.2.15.5  The contractor shall prepare a Rejection Report [CDRL CSS II-15] for each submission identified as deficient for IAFIS processing.  The Rejection Report shall document the reason preventing the conversion.  The contractor shall return the Rejection Report and rejected paper fingerprint card to the FBI.

3.2.15.6  The contractor shall sort and return all paper fingerprint cards to the designated FBI facility within 72 consecutive hours (three business days) of receipt of the disposition instructions.

3.2.15.7  The contractor shall remove paper fingerprint cards with disposition instructions from temporary storage and sort them according to the disposition instruction provided.  The disposition instructions may include:

Destroy

Return with Response

Retain

Normal

Rework

Reject

3.2.15.8  The contractor shall not destroy any paper fingerprint card.  The sorting of paper fingerprint cards may be accomplished manually or with the aid of automated card handling equipment to produce accurate results.

3.2.16  CSS II System Requirements:  Reprocess Paper Fingerprint Cards
3.2.16.1  The contractor shall design, develop, and implement a production system and operational processes and procedures for the Reprocess Paper Fingerprint Cards activity.  As needed, the contractor shall develop and provide training for contractor personnel performing this activity.  Any activity to support this requirement shall be detailed in the Implementation Plan [CDRL CSS II-01].  

3.2.16.2  The contractor shall design the CSS II system to allow for the reprocessing of transactions, as directed.  

3.2.16.3  The contractor shall provide for notification, analysis, or other appropriate QA/QC actions needed to minimize IAFIS rejects caused by the contractor.

3.2.16.4  The contractor shall reprocess paper fingerprint cards as directed,  and implement techniques to improve the probability of acceptance by the IAFIS.

3.2.16.5  The contractor shall also reprocess paper fingerprint cards in response to verbal direction from the TM or designated FBI personnel.  

3.2.16.6  In no case shall the contractor reprocess a paper fingerprint card more than once.  Upon receiving an FBI request to reprocess a paper fingerprint card for a second time, the contractor shall verbally request disposition instructions from the FBI.

3.2.17  CSS II System Requirements:  Transport to FBI Location

3.2.17.1  The contractor shall design, develop, and implement a production design and operational processes and procedures for the Transport Paper Fingerprint Card to FBI Location activity.  As needed, the contractor shall develop and provide training for contractor personnel performing these activities.  Process flows and written procedures shall include appropriate interface with FBI personnel to address issues and questions regarding transport requirements.  The contractor’s design and processes shall address all required paper fingerprint card and related document handling, staging area design, packaging, and in-route transportation design needs to effectively, safely, and securely prepare and transport the paper fingerprint cards and related documents to the FBI Facility.

3.2.17.2  The contractor shall safely and securely transport the sorted paper fingerprint cards and related documents from the contractor processing facility to the FBI designated location.

3.2.17.3  The contractor shall propose detailed procedures for transport of the paper fingerprint cards in the Operations Plan [CDRL CSS II-02] and In-Plant Security Plan [CDRL CSS II-17].  The paper fingerprint cards shall be transported in strict compliance with these detailed procedures.  These procedures shall be planned and carried out to minimize the risk of loss, damage or compromise; ensure accountability and traceability throughout the process; provide for contingencies (e.g., mechanical breakdowns); and expedite the completion of the conversion process.  The paper fingerprint cards shall be routed expeditiously between the sites via varied alternate routes.

3.2.18  CSS II System Requirements:  Operational Availability of Services
3.2.18.1  The contractor shall staff, operate, maintain, refresh, etc. operational systems in order to maintain the operational availability of 99.5 percent.  Operational availability is defined as a 24-hour operational day, measured monthly, and excludes scheduled preventative maintenance.  Scheduled maintenance shall be fully coordinated with the FBI and shall not exceed four hours per calendar month.  The contractor scheduled maintenance must be performed during a period to cause the least impact to the operations of the FBI.

3.2.18.2  For planning purposes, the contractor should consider staffing and maintenance agreements in order for the mean maintenance down time be less than two hours during normal working hours and less than eight hours during non-normal working hours.

3.2.18.3  The FBI will notify the contractor of planned IAFIS outages in excess of four hours.  The contractor shall schedule any required maintenance or system upgrades during IAFIS scheduled down times.  The CSS II outages, during IAFIS scheduled down times, are not included in the  operational availability or scheduled maintenance requirements listed above.  Please note that typical IAFIS scheduled down times occur on Sundays from 12:00 a.m. to 8:00 a.m., approximately two to three times a year.

3.2.19  CSS II System Requirements:  Fingerprint Card Throughput and Processing 

3.2.19.1  The contractor shall complete all required actions from receipt of the paper fingerprint card from the FBI through electronic record transmission to IAFIS for each paper fingerprint card processed within 72 consecutive hours (three business days), which will be measured on a monthly basis.

3.2.19.2  The contractor shall ensure the 72 hour requirement is met for all paper fingerprint cards processed up to 25,000 cards per working day.  The contractor shall notify the TM when daily paper fingerprint card receipts exceed the throughput level and request instructions.  During overload conditions, the TM will provide the FBI priority instructions for TOTs that must meet the 72 hour requirement.

3.2.20  CSS II System Requirements:  Configuration Management
3.2.20.1  The contractor shall establish and maintain a complete Configuration Management Program in accordance with a national or international standard (e.g., EIA 649), the provisions of this paragraph and the CJIS Configuration Management Plan.  The contractor shall describe its Configuration Management processes in the contractor Configuration Management Plan [CSS II-12].  The contractor Configuration Management personnel shall cooperate with Government Configuration Management personnel in the execution of directed efforts and reviews.  The contractor shall notify the TM seven days in advance of Configuration Management meetings.  The Government reserves the right to attend these meetings.

3.2.20.2.  All proposed changes to the hardware, software, and documentation shall be documented and approved by the Government prior to implementation.  The CO must approve, in writing, any schedule or cost change.

3.2.20.3. The contractor’s Configuration Manager shall be designated as a Key Personnel and shall be identified in the proposal.  The Configuration Manager shall possess knowledge, skills, and experience in introduction, configuration management planning and management, configuration identification, configuration change management, configuration status accounting, configuration verification and audit, data management, tools, and contractor/subcontractor control complaint with EIA 649 National Consensus Standard for Configuration Management, and associated Section 1.7 Reference Material within the CJIS Configuration Management Plan.

3.2.20.4.  The contractor shall provide all new system documentation and/or updates to existing system documentation prior to the scheduled start of Government security certification and accreditation testing activities.

3.2.20.5.  The contractor shall tailor implementation of the documented contractor Configuration Management process for each sub-task.  The tailored requirements shall be documented in the Task Orders for the specific sub-task.

3.2.20.6.  The contractor shall specifically state in the contractor Configuration Management Plan [CSS II-12] how the contractor Configuration Management processes link to the FBI Configuration Management processes and requirements.

3.2.21  Management and Contract Controls
3.2.21.1  The contractor shall host and present a monthly Development Program Management Review (PMR) for FBI management during the period of development activities.  The review shall cover development status, technical and schedule issues, accomplishments, earned value analysis, personnel and training, cost and/or contract issues, and other issues impacting development.  The contractor shall provide the Agenda [CDRL CSS II-07], Minutes [CDRL CSS II-08], and Presentation Materials [CDRL CSS II-09].

3.2.21.2  The contractor shall develop, document, and implement sufficient operational and management controls and policies to ensure all requirements of the CSS II contract are accomplished.  This requirement includes, but is not necessarily limited to procedures concerning, information and contactor processing facility security, configuration management, FBI information and document control, normal operations policy and procedures, adverse weather operations, etc.  These controls shall be summarized in the Operations Plan [CDRL CSS II-02] and detailed in contractor procedures documents that shall be available for FBI review during the Operational Readiness Review.

3.2.21.3  The contractor shall host and present a quarterly Production PMR for FBI management.  The review shall cover operational summary statistics, accomplishments, maintenance issues, QA/QC procedures, personnel and training, contract issues, and other issues impacting production operations.  The contractor shall provide the Agenda [CDRL CSS II-07], Minutes [CDRL CSS II-08], and Presentation Materials [CDRL CSS II-09].

3.2.21.4  The contractor shall hold Technical Interchange Meetings (TIMs) with the FBI as directed by the TM to discuss development issues.  The location of the TIMs will be directed by the TM, as appropriate to the issue to be discussed.

3.2.21.5  With the prior approval of the TM, contractor personnel shall travel in support of development activities.  The contractor shall provide in writing to the TM documentation of all expenses and personnel required to travel in support of development activities.

3.2.21.6  The contractor shall hold production TIMs with the FBI as directed by the TM to discuss technical or operational issues.  The location of the TIMs will be directed by the TM, as appropriate to the issue to be discussed.

3.2.21.8  The FBI’s requirement for the contractor services is a mix of throughput generated by submitting agencies and special actions requiring scanning of paper fingerprint cards.  This second category may vary from relatively low priority file conversions to high priority national security functions.  The FBI intends to work closely with the contractor to balance and prioritize the additional workload in order to accommodate the normal CSS II process flow.  However, the FBI reserves the right to request exceptional contractor actions on items of significance.  This may include a request for the contractor to extend the normal working day, add shifts, or work weekends.

3.3  Pre-Production Integration and Test Requirements
3.3.1  Pre-Production Integration and Test Requirements Summary
3.3.1.1  The contractor shall demonstrate, through an FBI observed test, capability to meet all FBI specified requirements.

3.3.1.2  The contractor shall integrate and test the CSS II system with the FBI.

3.3.1.3.  The contractor shall demonstrate system capabilities and provide sufficient related information to the FBI to allow security certification and accreditation.

3.3.1.4.  The contractor shall demonstrate, through a ramp up pilot test effort, the capability to meet the expected initial production requirements of the FBI.

3.3.1.5  The contractor shall train contractor personnel, as required, to support integration and test activities.

3.3.2  Acceptance Test
3.3.2.1  The contractor shall plan, execute, and report in a System Test Plan [CDRL CSS II-10] and System Test Report [CDRL CSS II-11] CSS II system compliance with all specified requirements.  The FBI reserves the right to observe all Acceptance Testing.

3.3.2.2  If the Acceptance Test is conducted in a location other than the main contractor processing facility advance notice shall be provided to the FBI.  The contractor shall re-accomplish the test upon installation in the contractor processing facility.

3.3.3  Accreditation and Certification Test

3.3.3.1  The FBI will require validated test information to support security accreditation activities, which must be completed prior to the processing of “live” FBI information.  While most information may be derived from contractor test reports and FBI observation of contractor conducted test activities, some additional testing is normally required.  This testing will be conducted as a joint effort of the FBI and contractor utilizing an FBI test plan.  This testing will be under the direction of a FBI security expert.

3.3.3.2  The contractor shall provide access to the CSS II system by the FBI and shall support FBI security testing.

3.3.3.3  The Contract Administration Office (CAO) Information Technology Security Program (ITSP) personnel will prepare a Security Test Plan and Test Report.  In order for ITSP to accomplish this task, the contractor shall forward all documents describing the planned hardware, software, and networking to the CAO ITSP so the appropriate test cases can be prepared in advance of the date they are needed.

3.3.4  Integration Test

3.3.4.1  The contractor shall integrate the CSS II system with FBI systems.  Integration activities shall not interfere with FBI operational activities.  Initially, integration with FBI systems shall be limited to the FBI test environments.

3.3.4.2  The contractor shall plan, execute, and test the integrated CSS II system to evaluate system compliance with all specified requirements in the System Test Plan [CDRL CSS II-10] and System Test Report [CDRL CSS II-11].  As part of this test, the contractor shall assess the effectiveness of all operational processes and procedures, to include the effectiveness of personnel training.  The FBI reserves the right to observe all Integration Testing.

3.3.5  Ramp-up Test
3.3.5.1  The contractor, with FBI coordination, shall execute the Ramp-up Test over a three-week period using an increasing throughput.  The last week of the Ramp-up Test shall be at a throughput equivalent to production requirements. The contractor shall complete the Ramp-up Test no later than 07/09/2004.

3.3.5.2  The contractor shall use “live” FBI information for the Ramp-up Test. The contractor shall ensure all aspects of the CSS II system are exercised in the Ramp-up Testing.

3.3.5.3  Costs for testing shall be included in the System Development Contract Line Item.

3.3.5.4  The contractor, with FBI participation, shall conduct and document a Functional Configuration Audit and a Physical Configuration Audit (FCA/PCA) in accordance with the contractor’s Configuration Management Plan [CDRL CSS II-12].

3.3.6  Implementation

3.3.6.1  The contractor, with direction and coordination with FBI personnel, shall plan and conduct an Operational Readiness Review prior to initiation of production operations.  The contractor shall provide the Agenda [CDRL CSS II-07], Minutes [CDRL CSS II-08], and Presentation Materials [CDRL CSS II-09].  The review shall include:

FBI security accreditation and certification of the integrated CSS II system

Successful completion of the FCA/PCA

Successful demonstration of CSS II capability and capacity

FBI approval of the FBI Site Design and Installation Drawing

FBI approval of the contractor’s revised Operations Plan

Security Clearance of contractor personnel to sustain production

3.3.6.2  The CSS II system shall be available for full production operations no later than 7:00 a.m. on  07/19/2004.

3.3.6.3  The contractor shall not commence production operations until directed by the CO.

3.3.7  Pre-Production Management Controls
3.3.7.1  The contractor shall host and present a monthly Pre-Production Integration and Test PMR for FBI management during the period of Integration and Test activities.  The review shall include the test and integration status, technical and schedule issues, status of corrective actions, accomplishments, maintenance issues, personnel and training, cost and/or contract issues, and other issues impacting integration and test.  The contactor shall provide Agenda [CDRL CSS II-07], Minutes [CDRL CSS II-08], and Presentation Materials [CDRL CSS II-09].

3.3.7.2  The contractor shall hold TIMs with the FBI as directed by the TM to discuss integration and test issues.  The location of the TIMs will be directed by the TM, as appropriate to the issue to be discussed.
3.3.7.3  With the prior approval of the TM, contractor personnel shall travel in support of integration and test activities.  The contractor shall provide in writing to the TM, documentation of all expenses and personnel required to travel in support of integration and test activities.

4.0  GOVERNMENT FURNISHED EQUIPMENT/INFORMATION/ACCESS
4.1  Office Space
The FBI will provide the contractor up to 1,500 square feet of temperature controlled office space in the FBI designated location for initial card processing, inspection, and sorting.  The FBI will provide local telephone access for contractor personnel.  For the duration of this contract, the FBI reserves the right to relocate the FBI designated location.

4.2  Loading Dock Access
The FBI will provide loading dock access, as needed, for the transportation of paper fingerprint cards to and from the FBI facility.

4.3  Encryption Equipment
The FBI will provide encryption equipment between the CSS II system and the FBI supplied secured telecommunications links, and between the FBI supplied secured telecommunications links and the IAFIS.

4.4  FBI Supplied Information

After award of the contract, the FBI will provide inspection and other quality assurance information for paper fingerprint card processing.  During the CSS II development phase, the most up-to-date IAFIS processing information will be provided.

4.5  Test Information

At the request of the contractor, the FBI will provide a reasonable number of sample paper fingerprint cards to support contractor design and test activities.  The FBI will not guarantee the supplied sample paper fingerprint cards will be inclusive of the types and/or quality, which will be incorporated during production phases.

5.0  CONTRACTOR FURNISHED EQUIPMENT/INFORMATION/ACCESS

5.1  FBI Designated Location

5.1.1  The contractor shall provide all equipment, hardware, software, furniture, supplies, etc. required to perform contractor actions within the FBI designated location.  The contractor shall install and test all Contractor Furnished Equipment in the FBI designated location.  The FBI will provide all required electrical wiring and power installation.  The contractor shall detail these requirements in the Implementation Plan [CDRL CSS II-01].

5.1.2  The contractor shall conduct a site survey of the available space in the FBI designated location after contract award.  The contractor shall deliver a detailed Site Design and Installation Drawing [CDRL CSS II-05] 45 days after contract award.  This drawing and the resulting installation shall remain under FBI configuration management control.

5.1.3  At the end of the CSS II contract, all hardware that was utilized to store FBI data shall be erased following FBI policy and under FBI supervision, prior to removal from either the FBI designated location or the contractor processing facility.  All contractor owned items shall be removed from FBI spaces within 30 days of the last day of operation.

5.2  Contractor Processing Facility

5.2.1  The contractor shall provide all facilities, offices, hardware, software, etc. to meet the requirements of this contract.  The contractor shall be responsible for all utility costs at the contractor processing facility.

5.2.2  The contractor shall provide immediate unimpeded FBI access to the FBI supplied encryption equipment during normal CSS II business hours and unimpeded FBI access to FBI supplied encryption equipment with two hours notice during non-business hours. 

6.0  PERSONNEL REQUIREMENTS

6.1  General Personnel Requirements

6.1.1  The following requirements shall be met by personnel working under this contract:

All contractor and sub-contractor personnel shall be citizens of the United States.  All contractor Key Personnel shall possess at least a secret clearance recognized by the FBI and shall possess site access approval to the FBI Complex, Clarksburg, WV.  All contractor personnel shall complete a Non-Disclosure Agreement (FD-868, Non-Disclosure Agreement) for all FBI information, including information not directly related to the contracted efforts.

6.1.2  The contractor personnel shall be indoctrinated, prior to being granted access to the CSS II system, by receiving a Computer Security Awareness and Policy Briefing.  The contractor personnel shall execute:

FD-868 “Non-Disclosure Agreement” and/or a SF-312 “Classified Information Non-Disclosure Agreement”

FD-889 “Notice of Responsibility and Computer Security Awareness Certification”

6.1.3.  The contractor personnel shall be indoctrinated on security issues, receive Computer Security Awareness and Policy Briefing, receive security application training, execute an FBI non-disclosure agreement (FD-868), and execute a notice of responsibility and computer security awareness certification (FD-889).

6.1.4  The contractor shall present all software and hardware to appropriate FBI personnel for virus scanning prior to entering FBI space and/or use on FBI Automated Data Processing and Telecommunication (ADPT) systems. Under no circumstances shall the contractor introduce software/shareware into a FBI ADPT system.

6.2  Personnel Security and Access Requirements

6.2.1  Within 24 hours of contract award, the contractor shall deliver to the FBI CO completed forms, specified below, for the following:  Key Personnel, personnel requiring access to the FBI encryption equipment, and personnel requiring access to the FBI Complex.  Without receiving notification of the favorable completion of the FBI investigation and clearance approval, the contractor shall not allow personnel access to the CSS II system, travel to any FBI designated location, or access to FBI sensitive information.  The contractor personnel specified above shall complete the following:

Two (2) Completed FD-258 "Applicant Fingerprint Cards"

SF-86 "Questionnaire for Sensitive Positions"

FD-484 "Privacy Act of 1974 Acknowledgment Form"

All contractor personnel granted FBI Complex access shall comply with all FBI and Department of Justice (DOJ) security policies and procedures, as well as the CJIS Division policies such as Software, Personal Digital Assistant, Laptop Computer, Data Center, Demo and Freeware Software, Original Software, and Compact Disk Writer policies.  The contractor is advised that all personal digital assistants and laptop computers brought into the FBI Complex will be scanned as part of compliance with policies governing these devices.  The contractor shall provide to the FBI an acceptable plan for the use of the above devices.

6.2.2  Following contract award, the contractor shall, for all personnel who will work on this contract or have access to FBI information and are not addressed in Paragraph 6.2.1, provide the following properly executed forms for each individual to the TM no later than 30 days prior to the personnel beginning the contract tasks.  Incomplete or improperly executed forms will not be considered responsive to this requirement and will be returned to the contractor.  The contractor shall not allow personnel access to the CSS II system prior to receiving notification of the favorable completion of the FBI background check.

FD-816 "Access of Non-FBI Personnel to FBI Facilities, Background Data Form"

FD-484 "Privacy Act of 1974 Acknowledgment Form"

FD-868 “Non-Disclosure Agreement” and/or a SF-312 “Classified Information Non-Disclosure Agreement”

FD-889 “Notice of Responsibility and Computer Security Awareness Certification”

Two (2) Completed FD-258 "Applicant Fingerprint Cards"

SF-86 "Questionnaire for Sensitive Positions"

6.2.3.  The FBI will maintain a listing of authorized contractor personnel to work on this contract.  The contractor shall provide the personnel from this list to perform required services.  The contractor shall immediately notify the FBI of any information regarding authorized personnel that may reflect on an individual’s suitability to continue working on this effort (e.g., bankruptcy, moving traffic violations over $150, criminal arrests, civil proceedings, unfavorable tax matters, failure to honor legitimate debts, etc.).

6.2.4.  The contractor is advised, upon award of the contract, individuals discussed in Paragraphs 6.2.1 and 6.2.2 will be processed in accordance with the FBI’s Industrial Security Program (MIOG Part 1, Section 260).  FBI decisions concerning granting of clearances and accesses are made on a case-by-case basis and will be granted only where such access is clearly consistent with the mission and responsibilities of the FBI.  The FBI reserves the right to reinvestigate contractor personnel on a periodic basis or when information warrants such action.  The FBI reserves the right to revoke the access of any contractor employee.  The contractor shall immediately remove such individual from the contract, immediately terminate any system permissions/accesses on the CSS II system and immediately recover any FBI information/materials/access badges in the individual’s possession.  If, for any reason, the FBI denies an individual access/clearance, the FBI will not disclose the reason for denial and will only make such disclosure to the affected party pursuant to the provisions of the Freedom Of Information Act or Privacy Act.  The FBI will not be liable for any expense in the replacement of a denied individual or any costs incurred by the contractor as a result of such denial.

6.3  Security Incidents and Violations
6.3.1  Non-FBI employees who violate the FBI Security Policies (e.g., MIOG Section 35) and DOJ Security Policies (e.g., 2640.2D) are subject to having their clearance revoked and access to FBI ADPT systems and facilities terminated.

6.3.2  Any person who knowingly, willfully, or negligently discloses any FBI information (to include but not be limited to data, systems configurations, facilities, personnel, and procedures) to unauthorized persons shall be subject to the appropriate penalties and sanctions under the law (i.e., Privacy Act, Computer Fraud and Abuse Act, National Security Act, or appropriate espionage statutes).

6.3.3  The CAO ITSP has designed, developed, and implemented the Computer Security Incident Response Capability (CSIRC).  The CSIRC is designed to set forth policies and procedures to identify and respond to computer security-related incidents and/or violations involving CJIS Division computer systems and Information Technology resources.
6.3.4  In addition, the CJIS ITSP is responsible for reporting all computer security-related incidents and/or violations to the FBI’s Security and the Department of Justice Computer Emergency Response Team (DOJCERT).

6.3.5  Reports of computer security-related incidents and/or violations are to be immediately reported to the TM and the ITSP CSIRC Representative.

6.4  Information Security

6.4.1  All FBI information made available to or generated by this contract shall be considered FBI sensitive but unclassified.  This includes, but is not limited to all notes, documents, test data, databases, reports, magnetic media, CDRLs, electronic mail, etc.  All FBI sensitive but unclassified information shall be protected from unauthorized access and shall be disposed of in accordance with FBI security policies.

6.4.2  All contractor equipment, networks, personal computers, laptops, digital assistants, or other devices used to store FBI information shall be sanitized by the contractor, under FBI supervision.  The FBI approved sanitizing process shall be executed upon completion of this contracted effort on the equipment, which is listed under this contracted effort, prior to removal from the contactor processing facility for maintenance.  The FBI reserves the right to procure, retain, or destroy any used device not successfully sanitized of FBI information.

6.4.3  The contractor shall provide, with the proposal, an In-Plant Security Plan [CDRL CSS II-17] detailing measures to protect FBI information and equipment within the contactor processing facility and the FBI designated location.

6.4.4  At the direction of the CO, contractor personnel not upholding the FBI standards of conduct, or creating conflicts with the FBI's interests, shall be removed from all activities on this contracted effort.  

6.4.5  FBI information shall only be processed on equipment that has been purchased under this contract or provided by the FBI.  FBI information is not permitted on personally owned equipment.

6.5  Key Personnel

6.5.1  Key Personnel are identified as the contractor Program Manger, Security Manager, Configuration Manager and QA Manager.  Key Personnel shall be identified by name and experience level in the proposal.  The proposal shall contain resumes for all proposed Key Personnel.  As a minimum, the following conditions shall be met for all proposed Key Personnel:

Key Personnel shall provide acceptable applications and all related information for security clearance and FBI Complex access within 24 hours of contract award.

Key Personnel shall not be removed, reassigned, or replaced without prior written approval of the FBI CO.  Prior to diverting any Key Personnel to other programs, the contractor shall notify the FBI CO and TM 30 days in advance and shall submit justification (including proposed substitution with resume) in detail to permit evaluation of the impact on the program.  The contractor shall make no diversion without the prior written consent from the FBI CO.  The FBI may amend the identification of Key Personnel positions during the life of the contract to either add or delete Key Personnel positions.

Planned absences of Key Personnel for more than seven calendar days shall be approved by the TM at least fourteen calendar days in advance of the start of the planned absence.

Key Personnel requirements shall be delineated to all sub-contractors where sub-contractor personnel are proposed as Key Personnel.

6.5.2  The contractor PM shall have significant applicable technical and management experience.  The PM shall act as the primary Point of Contact (POC) for contractor communications with the FBI.  The FBI’s primary POC will be the TM.

6.5.3  The contractor QA Manager shall have substantial QA/QC experience in the field of document scanning and imaging area.  The contractor QA Manager shall be independently managed.

6.5.4  The contractor Security Manager shall have substantial Security experience.

6.5.5  The contractor Configuration Manager shall have significant experience in developing and applying Configuration Management activities to information systems.  A portion of this experience should be specifically using configuration management techniques to be applied to Task Order projects and design efforts.

7.0  SECURITY REQUIREMENTS
FBI information, paper fingerprint cards, and the electronic data associated with these paper fingerprint cards are sensitive but unclassified and must be meticulously safeguarded.  The contractor shall implement controls to safeguard against unauthorized disclosure, modification, access, use, destruction, or delay in service, all information and services provided pursuant to this contract.  Only FBI information may be processed by the contractor in facilities used for card scanning service conversions.

7.1  Security Oversight
7.1.1  The contractor Security Manager shall be held responsible and accountable for the security of the CSS II program.  The contractor Security Manager shall coordinate all relevant activities with the FBI, to include establishment of access control criteria, audit review policy, security incident investigations, security violation responses, and status reporting.  The contractor Security Manager shall develop and document implementation of security policies and procedures.  Upon coordination with the FBI, the contractor Security Manager shall be responsible for enforcing these procedures.  The contractor Security Manager responsibilities shall be included in the In-Plant Security Plan [CDRL CSS II-17].

7.1.2  The FBI shall be permitted to conduct periodic, unannounced security inspections of the contactor processing facility and the FBI designated location work areas to determine compliance with the security policies and procedures.

7.1.3  Advance notice must be provided to the FBI Security Access Office for contractor personnel to work in the FBI designated location on weekends or holidays.
7.2  Technical Security 

7.2.1  Access to the FBI information must be controlled.  Only individuals who have a need-to-know shall have access to this system.  This need-to-know basis shall be enforced through technical controls on the CSS II systems.

7.2.2  The contractor software, to be utilized, shall be in compliance with software licenses.

7.2.3  All individuals who will use, operate, or maintain the CSS II systems shall be uniquely identified to the CSS II system.  All access shall be authenticated.  All stored passwords shall be encrypted using an approved encryption method.  In addition, passwords shall not be displayed on the monitor.  All passwords shall be at least eight characters in length.  Systems will have an 

automated mechanism to ensure that users change their passwords at an interval not greater than 90 days.  User IDs are to be suspended after three invalid password attempts.  The user shall be required to change the password after logging in for the first time.  Any operating system or applications system feature, which would allow a System Administrator to view passwords, must be disabled.  All system default passwords must be changed as soon as possible after system installation and before becoming operational.  A restricted password list or algorithmic means (e.g., password masking, required use of special characters, etc.) shall be used to limit the selection of trivial passwords.  The system shall prevent the reuse of the user's last six passwords.  All contractor personnel shall be prohibited from sharing user accounts.  Multiple, simultaneous logins with the same user account shall be prevented.

7.2.4  The contractor shall maintain a security audit log for the life of the contract that captures, at a minimum, valid and invalid login attempts, logoffs, security related events and events that might circumvent the security features of the system.  Security related events include all auditable events, for example creating accounts, starting an audit, configuration changes, system  shutdowns and process executions for security features (tripwire, intrusion, detection, etc.).     Audit review, security procedures and controls, and log retention periods shall be documented in the In-Plant Security Plan [CDRL CSS II-17].

7.2.5  Where appropriate, depending on the proposed implementation, the CSS II system shall be protected with McAfee 6.0 or later integrity controls (e.g., virus scanning) with bi-weekly updates to detect and prevent the introduction of malicious code.  The contractor shall notify the TM of updates.

7.2.6  When required, the contractor shall accommodate FBI installation and maintenance of FBI provided hardware and software such as the data encryption devices to protect the data network communications between the CSS II system and the FBI.

7.2.7  Remote access to the CSS II system is not authorized unless specifically directed by the TM in writing.  This prohibition includes remote diagnostics by vendors for equipment that store, process, or transmit FBI information.

7.2.8  The contractor, under FBI supervision, shall sanitize any fixed media storage (e.g., hard drives) that have stored FBI information, before using the equipment on other programs; returning equipment to a vendor for maintenance or trade-in for credit; or removing or retiring the equipment from service.  The FBI shall approve and verify the release of the media/device and the sanitization method.  The FBI reserves the right to purchase, retain, and verify any fixed media.  The contractor shall retain a record of these activities.

7.2.9  Test and vendor diagnostic software used on any ADPT system shall not be removed from FBI control.  Software shall be scanned, write protected, and retained by the FBI.  Only this copy of the software shall be used on the ADPT systems within the FBI Complex.  The FBI will provide a letter for each piece of software provided to the contractor describing its approved use.

7.2.10  Under no circumstances shall personally owned equipment or media be used to process classified or sensitive but unclassified information.  

7.3  Physical Security of Contractor Processing Facility
7.3.1  The contractor supplied facilities and personnel support shall provide protection and control of all FBI information, equipment, documentation, and network access.  The contractor shall provide evidence of this capability with the proposal in the form of an In-Plant Security Plan [CDRL CSS II-17].

7.3.2  The contractor shall provide a secure working area for contractor personnel.  The servers and telecommunications equipment shall be separated from non-administrative personnel and shall require a separate electronic control device, which will provide access control to this room.

7.3.3  The contractor shall maintain electronic access controls for physical access to the contractor processing facility.  The electronic access controls shall provide the capability to produce and  retain an audit log of individual accesses to the area.  The electronic access shall be monitored.  The CSS II area shall have alarms to indicate unauthorized access or opening of emergency exits.  Response time to the alarm enunciation by in-plant security or by local authorities shall be less than ten minutes.

7.3.4  Access hardware shall be configured as fail-secured to prevent unauthorized access into a controlled area in the event of a power failure.   An Uninterruptible Power Supply (UPS) may be utilized.

7.3.5  Physical security hardware and electronics shall be tested on a weekly basis.  The contractor shall notify the TM and the FBI Security of any discrepancies.

7.3.6  Areas of the contractor processing facility defined as sensitive but unclassified (e.g., loading docks, entrances, etc.,) shall be monitored by a continuous Closed Circuit Television System (CCTV).  The CCTV system shall record and store all activities for a 30-day period.  A camera shall also be located in the entrance areas to monitor all individuals entering the contractor processing facility.  

7.3.7  The contractor shall provide a method to override the physical access system in the event of an emergency as stated in the In-Plant Security Plan [CDRL CSS II-17]. 

7.4  Risk Management
The contractor shall establish a risk management effort that encompasses risk management planning, identification, assessment, analysis, and mitigation.  The contractor shall prepare a Risk Management Plan [CDRL CSS II-18], which outlines this effort.  Risk management status and results shall be briefed in each PMR and reported in the Program Schedule and Status Report [CDRL CSS II-03].

7.5  Continuity of Operations

The contractor shall provide a plan for recovery of the CSS II system in the event the CSS operational capabilities are unexpectedly lost or severely degraded.  The contractor shall provide details of these procedures in the Continuity of Operations Plan [CDRL CSS II-19].

8.0 DELIVERY SCHEDULE
	SOW Task #
	Deliverable Title
	Calendar Days After TO Start

	CSS II-01
	Implementation Plan
	Draft-Proposal

Final-30 Days after Contract Award

	CSS II-02
	Operations Plan
	Draft-Proposal

Final-60 Days Prior to Planned

Operation Start Date

	CSS II-03
	Program Schedule and Status Report
	Monthly

	CSS II-04
	Data Accession List
	Draft-3 Months After Beginning Operations

Quarterly 

	CSS II-05
	FBI Site Design and 

Installation Drawing
	Draft-45 Calendar Days After Contract Award

Final-60 Calendar Days After Contract Award

	CSS II-06
	96 Hour Lag Report
	4th Production Day

Each Production Day Thereafter

	CSS II-07
	Agenda
	Draft-15 Days Prior to Meeting

Final-5 Days Prior to Meeting

	CSS II-08
	Minutes
	Draft-5 Days After Meeting

Final-15 Days After Meeting

	CSS II-09
	Presentation Materials
	Draft-5 Days Prior to Meeting

Final-Date of Meeting

	CSS II-10
	System Test Plan
	Draft-30 Days Prior to Test

Final-15 Days Prior to Test

	CSS II-11
	System Test Report
	Draft-5 Days After Test

Final-15 Days After Test

	CSS II-12
	Configuration Management Plan
	30 Days After Contract Award

	CSS II-13
	Morning Report
	2nd Production Day

Each Production Work Day

	CSS II-14
	Special Handling Procedures Plan
	Draft-30 Days Prior to Commencing

Production Operations

Final-If Needed

	CSS II-15
	Rejection Report
	Final-As Needed Per the SOW

	CSS II-16
	Quality Assurance Plan
	Draft-Proposal

Final-120 Days Prior to Planned 

Production Date

	CSS II-17
	In-Plant Security Plan
	Draft-Proposal

Final-30 Days After Contract Award

	CSS II-18
	Risk Management Plan
	Draft-Proposal

Final-120 Days Prior to

 Operations

	CSS II-19
	Continuity of Operations Plan 
	Draft-60 Days

Final-60 Days Prior to Planned

 Operation Start Date

	CSS II-20
	Program Management Plan
	Draft-45 Days After Contract Award

Final-75 Days After Contract Award


Figure 8.0 Delivery Schedule
9.0  CHANGES

After contract award, the FBI may solicit, and the contractor is encouraged to propose independently, engineering changes to the equipment, software, specifications, or other requirements of this contract.  These changes may be proposed to save money, to improve performance, to save energy, to maintain currency with the CJIS System-of-Systems configuration, or to satisfy increased data processing requirements.  If the proposed changes are acceptable to both parties, the contractor shall submit a priced change proposal to the FBI for evaluation.

Change proposals submitted to the CO will be processed expeditiously.  The FBI will not be liable for proposal preparation costs or any delay in acting upon any proposal submitted pursuant to this clause.  The contractor has the right to withdraw, in whole or in part, any engineering change proposal not accepted by the FBI within the period specified in the engineering change proposal.  The decision of the CO as to the acceptance of any such proposal under this contract will be final.

The CO may accept any change proposal submitted pursuant to this clause by giving the contractor written notice thereof.  This written notice may be given by issuance of a modification to the contract.  Unless and until a modification is executed to incorporate an engineering change proposal under this contract, the contractor shall remain obligated to perform in accordance with the terms of the existing contract.

If a change proposal submitted pursuant to this clause is accepted and applied to this contract, an equitable adjustment in the contract cost/price will be made.

The contractor is requested to identify specifically any information contained in the change proposal which the contractor considers confidential and/or proprietary and the contractor prefers not be disclosed to the public.  The identification of information as confidential and/or proprietary is for information purposes only and will not be binding on the Government to prevent disclosure of such information.  The contractor is advised that such information may be subject to release upon request pursuant to the Freedom of Information Act (5U.S.C. 552).
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7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in developer format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.



	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a 

          collection of data regardless of its medium.

        b.   Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text

                 when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)


c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.


d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.


e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.


f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.


g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.


h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.


i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

Content requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers   

         to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the  

         paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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1.0   Scope.  This section shall be divided into the following paragraphs.

1.1 
Identification.  This paragraph shall contain a full identification of the system and services to which this document applies, including, as applicable, identification number(s), title(s), abbreviation(s), version number(s), and release number(s).

1.2
System Overview.  This paragraph shall briefly state the purpose of the system and services to which this document applies.  It shall describe the general nature of the system; and summarize operation and maintenance activities; and list other relevant documents.

1.3
Document Overview.  This paragraph shall summarize the purpose and contents of this document and shall describe any security or privacy considerations associated with its use.

2.0   Referenced Documents.  This section shall list the number, title, revision, and date of all documents referenced in this plan.  This section shall also identify the source for all documents not available through normal Government stocking activities.

3.0   Implementation Plan.  This section shall be divided into the following paragraphs to provide an overview of the Implementation Plan.  To include all activities, facilities, documentation, Government assistance, and incumbent contractor assistance needed to successfully implement all activities resulting from this solicitation.  This section shall cover all contractor and Government required actions and activities from the award of the initial contract through the first full day of full production operations of the CSS II.

3.1  
Overall Processes and Plans To Accomplish Implementation Plan Objectives.  This paragraph(s) shall, at a minimum, address the following:


a.
Introduction:  Introduces this Implementation Plan and discusses the scope, objective, and summary of the transition process.


b.
Documentation:  Lists the Implementation Plan guidance documents and information documents.  Presents a documentation tree for the documents needed for the implementation process. 


c.
Implementation Overview:  Presents an executive overview of the implementation process and provides an Implementation/Transition Overview Diagram for easy reference.

d.
Implementation Management:  Describes the method for managing the implementation process.  Describes the method and measures for measuring the implementation process success.

Implementation Resources:  Describes the resources needed to implement the implementation process.  Describes roles and responsibilities in completing the process.


f.
Implementation Tasks:  Describes the tasks to be accomplished to complete the implementation process.  This includes all CSS II contractor actions to design, develop, integrate, test, and cut-in to production the CSS II system.


g.
Task Dependencies:  Describes the task dependencies and establishes a master schedule.

h.
Assumptions and Constraints: Describes assumptions and constraints used within the implementation process.

Work Breakdown Structure:  Describes the work breakdown structure for the implementation tasks.  

Implementation Schedule:  Describes the schedule to accomplish all significant implementation tasks to include intermediate milestones and design reviews.

Implementation Plans and Processes:  Describes the CSS II contractor’s plans to execute the implementation tasks, to include the application of systems engineering processes.  

4.0
Notes.  This section shall contain any general information that aids in understanding this document (e.g., background information, glossary, rationale).  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document and a list of any terms and definitions needed to understand this document.
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A.
Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, data).  As applicable, each appendix shall be referenced in the main body of the document where the data would normally have been provided.  Appendices may be bound as separate documents for ease in handling.  Appendices shall be lettered alphabeti​cally (A, B, etc.).
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	    Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, search-

   ing existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding 

   this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services,

   Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget,

   Paperwork Reduction Project (0704-0188), Washington , DC 20503.

	1. TITLE
Operations Plan
	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-02

	3.  DESCRIPTION/PURPOSE

3.1 The Operations Plan is to provide CSS II production services.

	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in developer format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.

	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of  data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)


c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.


d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.


e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.


f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.


g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.


h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.


i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

Content requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers 

         to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the 

         paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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1.0   Scope.  This section shall be divided into the following paragraphs.

1.1 
Identification.  This paragraph shall contain a full identification of the system and services to which this document applies, including, as applicable, identification number(s), title(s), abbreviation(s), version number(s), and release number(s).

1.2
System Overview.  This paragraph shall briefly state the purpose of the system and services to which this document applies.  It shall describe the general nature of the system; and summarize operation and maintenance activities; and list other relevant documents.

1.3
Document Overview.  This paragraph shall summarize the purpose and contents of this document and shall describe any security or privacy considerations associated with its use.

2.0   Referenced Documents.  This section shall list the number, title, revision, and date of all documents referenced in this plan.  This section shall also identify the source for all documents not available through normal Government stocking activities.

3.0   Operations Plan.  This section shall be divided into the following paragraphs to provide an overview of the Operations Plan, to include all activities, facilities, documentation, and Government assistance/interfaces needed to successfully sustain all activities resulting from this solicitation.  This section shall cover all contractor and Government required actions and activities from the first full day of full production operations of the CSS II forward.

3.1  
Overall Process To Accomplish Operations Plan Objectives.  This paragraph(s) shall, at a minimum, address the following:


a.
Introduction:  Introduces the Operations Plan and discusses the scope, objective, and summary of the transition process.


b.
Documentation:  Lists the Operations Plan guidance and information documents.  Presents a documentation tree for the documents needed for continuing operations.  Significant volumes of internal contractor policies and practices are not required to be included in this document.  Only include those documents essential to allow the Government to understand and evaluate the contractor’s ability to sustain continued operations.  For other documents, show only a brief summary of the document’s contents and use.

c.
Operations Management:  Describes the method for managing continuing operations.  Describes the method and measures for measuring operational success.

d.
Operations Resources:  Describes the resources needed to sustain operations.  Describes roles and responsibilities of contractor personnel.


e.
Operations Tasks:  Describes the recurring tasks to be accomplished.  


f.
Task Dependencies:  Describes the operations task dependencies and establishes a master schedule.

g.
Assumptions and Constraints: Describes assumptions and constraints used for operations planning.

h.
Equipment Management:  Describe the method of hardware and software maintenance, repair, and replacement.

4.0
Notes.  This section shall contain any general information that aids in understanding this document (e.g., background information, glossary, rationale).  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document and a list of any terms and definitions needed to understand this document.

A.  Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, data).  As applicable, each appendix shall be refer​enced in the main body of the document where the data would normally have been provided.  Appendices may be bound as separate documents for ease in handling.  Appendices shall be lettered alphabetically (A, B, etc.).
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	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Program Schedule & Status Report 
	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-03

	3.  DESCRIPTION/PURPOSE

3.1 Provide a Monthly Program Schedule and Status Report



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This DID contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.



	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

            (Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.  PREPARATION INSTRUCTIONS – Continued

This document provides a monthly written report in contractor format of contractor progress to date and from the last monthly report.  The document shall be focused at the management level with emphasis on exception reporting (problem oriented).

10.2 Format

Schedule Report Section.  The contractor shall prepare Milestone Reports, showing schedules expressed in terms of (1) phases, which cover spans of time and (2) milestones, which are actions or accomplishments that can be scheduled for a specific point-in-time and evaluated on a basis of actual accomplishment.  In addition to the Milestone Reports, the contractor shall develop and maintain an integrated master schedule of major milestones and events planned to occur throughout the duration of the contract.  The principal source for activities discussed shall be the proposal, Operations Plan, and Implementation Plan.

a.
An optimum number of control points (milestones) indicating essential or controlling actions and accomplishments shall be identified and shall be shown below the time spans to which they pertain.  Examples of significant milestones may include but is not limited to the following:

(1)
Accomplishment of technically significant events. 

(2)
Review date, dates on which facilities, resources, tests, decisions by either the Government or the contractor, or other accomplishments, which are scheduled.

(3)
Testing on a specific system/segment to be performed, reflecting both target dates for beginning and ending of each test program.

(4)
Delivery dates, showing dates to be delivered or test and operational purposes, and actual date of delivery.

(5)
Operational milestones, training, site activation, and operational ready dates.

(6)
Facility schedule data for facility requirements depicting design and construction and/or modification of existing facilities.

b.
Slippage or other discrepancies between planned and actual accomplishments and reasons for changes in forecasts will be supported by a brief narrative discussion of the cause.

Status Report Section.  The Status Report shall contain the following items, where applicable:

a.
Milestone/task status.  The status of each milestone/task as defined by the statement of work or contract, as applicable:

(1)
A statement as to whether or not the program/project/task is on schedule; if not, the effort planned to meet the schedule shall be indicated.  Include an overall status of each milestone, task, or unit of work.  Include updated schedule sheets, milestone charts, or task synopsis sheets identifying phase of task and percentage of completion of each task, technical instruction, or order.

(2)
A comparison of achieved end-product performance capabilities and statistics projected against contract baseline values, requirements, or allocations.

(3)
Effort expended on each task to date, and a brief description of technical and business/staffing developments and accomplishments.

(4)
Key dates in any testing program and a description of tests performed and significant test results.  If applicable, a description of the amount and type of down time on the equipment or system/segment under test should be provided.

(5)
A list of all designs completed and a brief description of each item.  For designs in progress, provide estimated dates for design and drawing completion.

Page 2 of 3

(6)
A narrative of outstanding problems existing as of the previous status report, and resolution status.

(7)
New problem areas encountered or anticipated, the effect on the overall work effort/project, steps being taken to remedy problem situations and cause of the problem.

(8)
Provide significant results of conferences, trips, or directives to the Task Monitor.

(9)
Any other information that may cause significant changes in the program schedule.

b.
Future Plans.  Summary of future plans, recommendations, and proposals for the next reporting period and for any long term plans.

Contract deliveries status.  The status of each deliverable end item, including data deliveries, is required.  Provide item and contract identification, shipping/transmittal data, acceptance status, and scheduled due data information.

Reporting Metrics Section. 

This section shall contain all applicable management reporting metrics and statistics for the reporting month.  Emphasis shall be placed on management metrics and statistics impacting service delivery and cost control.  

                                                                                                                                                                                                                        Page 3 of 3
	CONTRACT DATA REQUIREMENTS LIST

(1 Data Item)
	Form Approved

OMB No. 0704-0188

	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY
TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM
CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17.  PRICE GROUP

	1.  DATA ITEM NO.
CSS II-04


	2.  TITLE OF DATA ITEM

Data Accession List
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)
DI-CJIS-CSS II-04
	5.  CONTRACT REFERENCE

	6.  REQUIRING OFFICE

	18.  ESTIMATED TOTAL PRICE

	7. DD 250 REQ
 
	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

Quarterly
	12.  DATE OF FIRST SUBMISSION

3 months After Beginning

Period of Performance
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE

Date of Issue
	13.  DATE OF SUBSEQUENT SUBMISSION


	
	DRAFT
	FINAL

	16.  REMARKS
	CO
	
	   1

	
	TM
	 
	 1

	BLK 4.   THE REFERENCED DID IS FOR FUNCTIONAL GUIDANCE AS TO THE TECHNICAL
	CM
	 
	 1

	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE IS LEFT TO THE CONTRACTOR'S
	CSS II Operations Center
	 
	 1

	DISCRETION; HOWEVER, THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
	
	
	

	
	
	
	

	BLK 9:  DISTRIBUTION AUTHORIZED TO US GOVERNMENT AGENCIES ONLY.  OTHER REQUESTS 
	
	
	

	FOR THIS DOCUMENT SHALL BE REFERRED TO FBI-CJIS/IISS, ATTN:  TM.  ANY CONTRACTOR
	
	
	

	IMPOSED RESTRICTIONS SHALL BE NOTED ON THE COVER PAGE AND ALL APPLICABLE PAGES AND 
	
	
	

	PARAGRAPHS.
	
	
	

	
	
	
	

	BLK 14:  THE DRAFT AND FINAL TO BE PROVIDED BY THE CONTRACTOR SHALL BE DELIVERED IN HARD COPY
	
	
	

	AND ELECTRONIC FORMAT.  ELECTRONIC DATA INTERCHANGE SHALL BE IN 
	
	
	

	ACCORDANCE WITH THE FOLLOWING FORMATS: MICROSOFT WORD XP,
	
	
	

	MICROSOFT POWER POINT XP, MICROSOFT EXCEL XP.
	
	
	

	DATA SHALL BE DELIVERED ON 3 ½ INCH FLOPPY DISKS OR CDROM, VIRUS PROTECTED, LABLED WITH 
	
	
	

	SECURITY CLASSIFICATION AND FORMAT/CONTENT INSTRUCTIONS.
	
	
	

	
	
	
	

	BLK 14: ALL DELIVERABLES SHALL BE MARKED “For Official Use Only”
	
	
	

	
	
	
	

	BLK 14: CO – CONTRACTING OFFICER
	
	
	

	TM – TASK MONITOR
	
	
	

	CM – CONFIGURATION MANAGEMENT OFFICE
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OMB NO.0704-0188

	  Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching

  existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this 

  burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, 

  Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget,

  Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Data Accession List


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-04

	3.  DESCRIPTION/PURPOSE

3.1 Index of data developed for the CSS II Program.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 This DID is used to list internally developed materials (notes, drafts, documents, test programs, software, etc.) developed as part of tasked efforts.  The FBI shall be provided copies of listed material upon request by the TM or Contracting Officer.

7.3 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1  General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)
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DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.


ADVANCE \d 1 DD Form 1664, APR 89

Previous editions are obsolete
                                                       Page  1 of 2 

10.  PREPARATION INSTRUCTIONS – Continued


c.  Purpose.  The Data Accession List shall be created to specify internally generated data and computer software used by the                                                                        contractor to develop, test, and manage the program.  


d.  Content.  The Data Accession List shall include:


a. Data Identification Number


b. Title


c. Author


d. In-house release date


e. Brief description of content

The contractor shall provide a description of the file plan and how to locate data within the file as well as the name of the contact person(s) responsible for list maintenance.


e.  Access.  The Data Accession List shall identify the Government rights to the data using the following codes:

UR = Unlimited Rights

LR = Limited Rights

RR = Restricted Rights (computer software only)

f.  Format.  The Data Accession List shall be in the contractor's format.
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	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY
TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM
CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17.  PRICE GROUP

	1.  DATA ITEM NO.
CSS II-05


	2.  TITLE OF DATA ITEM

FBI Site Design and Installation Drawing
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)
DI-CJIS-CSS II-05
	5.  CONTRACT REFERENCE

	6.  REQUIRING OFFICE

	18.  ESTIMATED TOTAL PRICE

	7. DD 250 REQ
 
	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

One Time
	12.  DATE OF FIRST SUBMISSION

45 Calendar Days After Contract Award
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE

Date of Issue
	13.  DATE OF SUBSEQUENT SUBMISSION

60 Calendar Days After Contract Award
	
	DRAFT
	FINAL

	16.  REMARKS
	CO
	
	   1

	
	TM
	      1
	 1

	BLK 4.   THE REFERENCED DID IS FOR FUNCTIONAL GUIDANCE AS TO THE TECHNICAL
	CM
	      1
	 1

	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE IS LEFT TO THE CONTRACTOR'S
	CSS II Operations Center
	      1
	 1

	DISCRETION; HOWEVER, THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
	FMU
	1
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	BLK 9:  DISTRIBUTION AUTHORIZED TO US GOVERNMENT AGENCIES ONLY.  OTHER REQUESTS 
	
	
	

	FOR THIS DOCUMENT SHALL BE REFERRED TO FBI-CJIS/IISS, ATTN:  TM.  ANY CONTRACTOR
	
	
	

	IMPOSED RESTRICTIONS SHALL BE NOTED ON THE COVER PAGE AND ALL APPLICABLE PAGES AND
	
	
	

	PARAGRAPHS.
	
	
	

	
	
	
	

	BLK 14:  THE DRAFT AND FINAL TO BE PROVIDED BY THE CONTRACTOR SHALL BE DELIVERED IN HARD COPY
	
	
	

	AND ELECTRONIC FORMAT.  ELECTRONIC DATA INTERCHANGE SHALL BE IN 
	
	
	

	ACCORDANCE WITH THE FOLLOWING FORMATS:  TO BE COORDINATED WITH THE FBI TM 
	
	
	

	DATA SHALL BE DELIVERED ON 3 ½ INCH FLOPPY DISKS OR CDROM, VIRUS PROTECTED, LABLED WITH
	
	
	

	SECURITY CLASSIFICATION AND FORMAT/CONTENT INSTRUCTIONS.
	
	
	

	
	
	
	

	
	
	
	

	BLK 14: ALL DELIVERABLES SHALL BE MARKED “For Official Use Only”
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OMB NO.0704-0188

	   Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching 

   existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this

   burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, 

   Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204,  Arlington, VA 22202-4302, and to the Office of Management and Budget, 

   Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
FBI Site Design and Installation Drawing

	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-05

	3.  DESCRIPTION/PURPOSE

3.1 Design and Installation Drawings for contractor furniture and equipment in designated FBI facility.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
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10.  PREPARATION INSTRUCTIONS – Continued

c.  Purpose.  The FBI Site Design and Installation Drawing will be used to prepare and execute the installation of contractor furnished equipment in FBI designated location and to manage and control the configuration of the contractor area following initial installation.  A secondary use is for general facility control and safety activities.  

d.  Content.  FBI Site Design and Installation Drawing shall include:

Layout of all contractor equipment and furniture

Electrical wiring requirements

Electrical power installation requirements and locations

Required FBI actions to prepare the designated location

Material handling and installation instructions

Installation schedule

HVAC Requirements

e.  Format.  The FBI Site Design and Installation Drawing shall be in the contractor's format.

f.  The FBI Site Design and Installation Drawing shall be delivered in hard copy and electronic forms.  The electronic form shall be

    delivered in a software package suitable for FBI use as coordinated with the TM.  The FBI currently uses several software

    packages including “Intergraph, Microstation 95, Version 5” and “Visio.”
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	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY
TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM
CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17.  PRICE GROUP

	1.  DATA ITEM NO.
CSS II-06


	2.  TITLE OF DATA ITEM

96 Hour Lag Report
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)
DI-CJIS-CSS II-06
	5.  CONTRACT REFERENCE

	6.  REQUIRING OFFICE

	18.  ESTIMATED TOTAL PRICE

	7. DD 250 REQ
 
	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

Each Production Day
	12.  DATE OF FIRST SUBMISSION

4th Production Work Day
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE

Date of Issue


	13.  DATE OF SUBSEQUENT SUBMISSION
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	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE SHALL BE IN FBI FORMAT.
	CSS II Operations Center
	 
	 

	 THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
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	FOR THIS DOCUMENT SHALL BE REFERRED TO FBI-CJIS/IISS, ATTN:  TM.  ANY CONTRACTOR
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	ELECTRONIC FORMAT.  ELECTRONIC DATA INTERCHANGE SHALL BE IN 
	
	
	

	ACCORDANCE WITH THE FOLLOWING FORMATS: MICROSOFT WORD XP,
	
	
	

	MICROSOFT POWER POINT XP, MICROSOFT EXCEL XP.
	
	
	

	DATA SHALL BE DELIVERED ON 3 ½ INCH FLOPPY DISKS OR CD, VIRUS PROTECTED, LABLED WITH
	
	
	

	SECURITY CLASSIFICATION AND FORMAT/CONTENT INSTRUCTIONS.
	
	
	

	
	
	
	

	BLK 14: ALL DELIVERABLES SHALL BE MARKED “For Official Use Only”
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OMB NO.0704-0188

	    Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching 

   existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this 

   burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, 

   Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget,

   Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
96 Hour Lag Report

	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-06

	3.  DESCRIPTION/PURPOSE

3.1 Provides a listing of fingerprint card transactions, which IAFIS has not provided a disposition within 96 hours of CSS II submission.


	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
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10.  PREPARATION INSTRUCTIONS – Continued

c.  Purpose.  The 96 Lag Hour Report allows the FBI to track delayed transactions.

d.  Content.  

The 96 Lag Hour Report shall be in a comma delimited format file.

The 96 Lag Hour Report shall include a daily listing of submissions that have been transmitted to IAFIS and awaiting a disposition instruction for more than 96 hours.

The 96 Lag Hour Report shall present the following information:

Date and time CSS II transmitted the transaction to the IAFIS

Transaction Control Number

Originating Agency Number on the paper fingerprint card

Type of Transaction

Subject’s Name (Last, first)

e.  Delivery.  The 96 Lag Hour Report shall be delivered to the TM or the TM’s designated representative on 3 ½ inch floppy disk, CD, or other electronic means approved by the FBI, by 8:00 a.m. each working day.  The information presented shall be current within one hour of delivery of the report.
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	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY

TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM

CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17. PRICE GROUP

	1.  DATA ITEM NO.

CSS II-07
	2.  TITLE OF DATA ITEM

Agenda
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)

DI-CJIS-CSS II-07
	5.  CONTRACT REFERENCE


	6.  REQUIRING OFFICE


	18.ESTIMATED    TOTAL PRICE

	7. DD 250 REQ
	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

As Specified in SOW
	12.  DATE OF FIRST SUBMISSION

15 Days Prior to Meeting
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE

15 Days Prior to Meeting
	13.  DATE OF SUBSEQUENT SUBMISSION

5 Days Prior to Meeting
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	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE IS LEFT TO THE CONTRACTOR'S
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	1

	DISCRETION; HOWEVER, THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
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	PARAGRAPHS.
	
	
	

	
	
	
	

	BLK 14:  ALL DATA TO BE PROVIDED BY THE CONTRACTOR SHALL BE DELIVERED IN HARD COPY AND
	
	
	

	ELECTRONIC FORMAT.  ELECTRONIC DATA INTERCHANGE SHALL BE IN
	
	
	

	ACCORDANCE WITH THE FOLLOWING FORMATS: MICROSOFT WORD XP,
	
	
	

	MICROSOFT POWER POINT XP, MICROSOFT EXCEL XP.  
	
	
	

	DATA SHALL BE DELIVERED ON 3 ½ INCH FLOPPY DISKS OR CDROM, VIRUS PROTECTED, LABLED WITH
	
	
	

	SECURITY CLASSIFICATION AND FORMAT/CONTENT INSTRUCTIONS.
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	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Agenda
	2.  IDENTIFICATION NUMBER

DI-CJIS-CSS II-07

	3.  DESCRIPTION/PURPOSE

3.1 Agenda for Program Meetings.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This DID contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10. General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)
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10.  PREPARATION INSTRUCTIONS - Continued

A separate agenda, in contractor format, is required for each proposed conference and shall be transmitted by letter or message.

Content. The agenda shall include, but not necessarily be limited to, the following, where applicable:

The purpose and objective of the conference.

The recommended conference location, date, and duration.

A daily chronological listing of each major topic or subtopic to be discussed, responsible organization to present the topic, and the time scheduled to be devoted to each topic.

A recommended list of side activities/meetings to be conducted. 

A recommended list of subcommittees to be established during the conference and the proposed activity representation for each sub-committee.

Location, schedule, and purpose or subject area to be covered by each sub-committee.

Reference to and brief description of the results of previous meetings.

Name of Government co-chairman and contractor co-chairman of conference and each sub-committee.

Administrative notes as required to indicate food, lodging, transportation, and administrative services available to conference attendees.

Complete list of all documentation to be available for review and a schedule for the availability of the documentation prior to the scheduled event.

Brief description of progress on actions or problems identified at previous meetings.

Other pertinent information such as security access notice requirements. 
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	1. TITLE
Minutes
	2.  IDENTIFICATION NUMBER

DI-CJIS-CSS II-08

	3.  DESCRIPTION/PURPOSE

3.1 Minutes of Meetings.



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This DID contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.



	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10. General instructions.

a. Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b. Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.
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10.  PREPARATION INSTRUCTIONS – Continued

Minutes record the topics, summarize discussions, document informal agreements and list actions resulting from meetings.  Minutes shall not contain direction outside the scope of the contract that requires direction from the Government Contracting Officer.  Minutes may be used to document technical direction/guidance from the TM.

Minutes of each conference shall be prepared in contractor format and shall include, at a minimum, the following:

A title page containing the following:

Title – type of meeting and date.

Identification of system/segment/equipment, training courses, contract number, etc.

Space for signatures of the designated representatives of the contractor and procuring activity.

The name of the CSS II contractor and address to which the procuring activity should send acknowledgments of receipts/comments.


Information on the following:

The purpose and objective of the conference.

The conference location.

A summary of the discussions, decisions, agreements reached, and directions of the conference or individual subcommittees.

A list of attendees by name, position, activity represented, activity code, and phone numbers, as appropriate.

Copies of action item sheets for each action to be implemented as a result of the conference.  Format of the action item sheets shall be as specified by the conference chairmen.

An updated copy of the conference agenda reflecting the actual agenda for the conference as conducted.

The required elements of information specified by the conference chairman that are applicable to the type of conference conducted, and other data and information as mutually agreed between the contractor and the procuring activity.

Copies of all presentation charts, slides, or other presentation material should be included.  When video information is presented, the minutes shall include a brief summary of the information presented and the point of contact that maintains the record copy of the material.
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	1. TITLE
Presentation Materials


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-09

	3.  DESCRIPTION/PURPOSE

3.1 Present technical and business status information resulting from reviews and meetings.


	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This DID contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.

	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10. General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)
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10.  PREPARATION INSTRUCTIONS – Continued

Format.  Contractor format shall be used for all presentation material except as directed by the TM in response to comments on the draft conference/meeting Agenda. 

Content.  Content shall be at the contractor’s discretion and judgment to meet the called purpose of the supported conference/meeting.
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	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington , DC 20503.

	1. TITLE
System Test Plan (STP)
	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-10

	3.  DESCRIPTION/PURPOSE

3.1 The System Test Plan (STP) describes plans for qualification testing of Computer Software Configuration Items (CSCIs), software systems, hardware configuration items, and integrated systems and subsystems.  It describes the test environment to be used for the testing, identifies the tests to be performed, and provides schedules for test activities.  

3.2 There is usually a single STP for a project upgrade or change.  The STP enables the acquirer to assess the adequacy of planning for system qualification testing.


	4.  APPROVAL DATE

  (YYMMDD)   
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract. 

7.2 This DID is used when the developer is tasked to develop and record plans for conducting qualification testing and/or system qualification testing of a hardware/software system.

7.3 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in developer format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.   Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.
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10.  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)


c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.


d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or equivalents.


e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.


f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.


g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.


h.
Standard data descriptions.  If a data description required by this DID have been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.


i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

10.2 Content requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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1.0 Scope.  This section shall be divided into the following paragraphs.


1.1
Identification.  This paragraph shall contain a full identification of the system and the hardware/software to which this document applies, including, as applicable, identification number(s), title(s), abbreviation(s), version number(s), and release number(s).


1.2
System overview.  This paragraph shall briefly state the purpose of the system and the hardware/software to which this document applies.  It shall describe the general nature of the system and hardware/software; summarize the history of system development, operation, and maintenance; identify the project sponsor, acquirer, user, developer, and support agencies; identify current and planned operating sites; and list other relevant documents.


1.3
Document overview.  This paragraph shall summarize the purpose and contents of this document and shall describe any security or privacy considerations associated with its use.


1.4
Relationship to other plans.  This paragraph shall describe the relationship, if any, of the STP to related project management plans.

2.0
Referenced documents.  This section shall list the number, title, revision, and date of all documents referenced in this plan.  This section shall also identify the source for all documents not available through normal Government stocking activities.  

3.0
System/Hardware/Software test environment.  This section shall be divided into the following paragraphs to describe the hardware/software test environment at each intended test activity. 

3.1  (Name of test site(s)).  This paragraph shall identify one or more test sites to be used for the testing, and shall be divided into the following subparagraphs to describe the hardware/software test environment at the site(s).  If all tests will be conducted at a single site, this paragraph and its subparagraphs shall be presented only once.  If multiple test sites use the same or similar hardware/software test environments, they may be discussed together.  Duplicative information among test site descriptions may be reduced by referencing earlier descriptions.  



3.1.1
System/Hardware/Software items.  This paragraph shall identify by name, number, and version, as applicable, the hardware/software items (e.g., servers, network devices, storage media, operating systems, compilers, communications software, related applications software, databases, input files, code auditors, dynamic path analyzers, test drivers, preprocessors, test data generators, test control software, other special test software, post‑processors) necessary to perform the planned testing activities at the test site(s).  This paragraph shall describe the purpose of each item, describe its media (tape, disk, etc.), identify items that are expected to be supplied by the site, and identify any classified processing or other security or privacy issues associated with the software items.




3.1.2
Hardware and firmware items.  This paragraph shall identify by name, number, and version, as applicable, the computer hardware, interfacing equipment, com​munications equipment, test data reduction equipment, apparatus such as extra peripherals (tape drives, printers, plotters), test message generators, test timing devices, test event records, etc., and firmware items that will be used in the hardware/software test environment at the test site(s).  This paragraph shall describe the purpose of each item, state the period of usage and the number of each item needed, identify those that are expected to be supplied by the site, and identify any classified processing or other security or privacy issues associated with the items.




3.1.3
Other materials.  This paragraph shall identify and describe any other materials needed for the testing at the test site(s).  These materials may include manuals, software listings, media containing the software to be tested, media containing data to be used in the tests, sample listings of outputs, and other forms or instructions.  This paragraph shall identify those items that are to be delivered to the site and those that are expected to be supplied by the site.  The description shall include the type, layout, and quantity of the materials, as applicable.  This paragraph shall identify any classified processing or other security or privacy issues associated with the items.




3.1.4
Proprietary nature, acquirer's rights, and licensing.  This paragraph shall identify the proprietary nature, acquirer's rights, and licensing issues associated with each element of the software test environment.
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3.1.5
Installation, testing, and control.  This paragraph shall identify the developer's plans for performing each of the following, possibly in conjunction with personnel at the test site(s):




a.
Acquiring or developing each element of the software test environment





b.
Installing and testing each item of the software test environment prior to its use

  Controlling and maintaining each item of the software test environment




3.1.6
Participating organizations.  This paragraph shall identify the organizations that will participate in the testing at the test sites(s) and the roles and responsibilities of each. 




3.1.7
Personnel.  This paragraph shall identify the number, type, and skill level of personnel needed during the test period at the test site(s), the dates and times they will be needed, and any special needs, such as multi-shift operation and retention of key skills to ensure continuity and consistency in extensive test programs.




3.1.8
Orientation plan.  This paragraph shall describe any orientation and training to be given before and during the testing.  This information shall be related to the personnel needs given in 3.1.7.  This training may include user instruction, operator instruction, maintenance and control group instruction, and orientation briefings to staff personnel.  If extensive training is anticipated, a separate plan may be developed and referenced here.




3.1.9
Tests to be performed.  This paragraph shall identify, by referencing section 4.0, the tests to be performed at the test site(s).

4.0
Test identification.  This section shall be divided into the following paragraphs to identify and describe each test to which this STP applies.


4.1
General information.  This paragraph shall be divided into subparagraphs to present general information applicable to the overall testing to be performed.

Test levels.  This paragraph shall describe the levels at which testing will be performed, for example, CSCI level or

system level.

Test classes.  This paragraph shall describe the types or classes of tests that will be performed (for example, timing



    tests, erroneous input tests, maximum capacity tests).




4.1.3
General test conditions.  This paragraph shall describe conditions that apply to all of the tests or to a group of tests.  For example:  "Each test shall include nominal, maximum, and minimum values;" "each test of type shall use live data;" "execution size and time shall be measured for each CSCI."  Included shall be a statement of the extent of testing to be performed and rationale for the extent selected.  The extent of testing shall be expressed as a percentage of some well defined total quantity, such as the number of samples of discrete operating conditions or values, or other sampling approach.  Also included shall be the approach to be followed for retesting/regression testing.

4.1.4 Test progression.  In cases of progressive or cumulative tests, this paragraph shall explain the planned sequence or progression of tests.




4.1.5
Data recording, reduction, and analysis.  This paragraph shall identify and describe the data recording, reduction, and analysis procedures to be used during and after the tests identified in this STP.  These procedures shall include, as applicable, manual, automatic, and semi-automatic techniques for recording test results, manipulating the raw results into a form suitable for evaluation, and retaining the results of data reduction and analysis.  


4.2
Planned tests.  This paragraph shall be divided into the following subparagraphs to describe the total scope of the planned     testing.

4.2.1  (Item(s) to be tested).  This paragraph shall identify a HWCI, CSCI, subsystem, system, or other entity by name and project‑unique identifier, and shall be divided into the following subparagraphs to describe the testing planned for the item(s).  (Note:  the "tests" in this plan are collections of test cases.  There is no intent to describe each test case in this document.)
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4.2.2.1 (Project-unique identifier of a test).  This paragraph shall identify a test by project‑unique identifier and shall provide the information specified below for the test.  Reference may be made as needed to the general information in 4.1.


a.
Test objective


b.
Test level

  Test type or class

Qualification method(s) as specified in the requirements specification

Identifier of the CSCI requirements and, if applicable, software system requirements addressed by this test. (Alternatively, this information may be provided in Section 6.0)


f.
Special requirements (for example, 48 hours of continuous facility time, extent of test, use of a special input or database) 


g.
Type of data to be recorded


h.
Type of data recording/reduction/analysis to be employed


i.

Assumptions and constraints, such as anticipated limitations on the test due to system or test conditions--timing, interfaces, equipment, personnel, database, etc.


j.

Safety, security, and privacy considerations associated with the test

5.0
Test schedules.  This section shall contain or reference the schedules for conducting the tests identified in this plan.                                           It shall include:


a.
A listing or chart depicting the sites at which the testing will be scheduled and the time frames during which the testing will be conducted


b.
A schedule for each test site depicting the activities and events listed below, as applicable, in chronological order with supporting narrative as necessary:




1)
On‑site test period and periods assigned to major portions of the testing




2)
Pretest on‑site period needed for setting up the hardware/software test environment and other equipment, system debugging, orientation, and familiarization




3)
Collection of database/data file values, input values, and other operational data needed for the testing

4)
Conducting the tests, including planned retesting

5)
Preparation, review, and approval of the System Test Report (STR)

6.0
Requirements traceability.  This paragraph shall contain:


a.
Traceability from each test identified in the plan requirements and, if applicable, hardware/software/system requirements it addresses.  (Alternatively, this traceability may be provided in 4.2.2.1 and referenced from this paragraph.) 


b.
Traceability from each SOW requirements and, if applicable, each hardware/software/system requirement covered by this test plan to the test(s) that address it.  The traceability shall cover the requirements in the SOW, EFTS, IQS, WSQ, CJIS WAN Interface Specification, and Specification for CJIS Division Fingerprint Cards.
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7.0
Notes.  This section shall contain any general information that aids in understanding this document (e.g., background information, glossary, rationale).  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document and a list of any terms and definitions needed to understand this document.

A.
Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, classified data).  As applicable, each appendix shall be referenced in the main body of the document where the data would normally have been provided.  Appendices may be bound as separate documents for ease in handling.  Appendices shall be lettered alphabeti​cally (A, B, etc.).
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	1. TITLE
System Test Report (STR)
	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-11

	3.  DESCRIPTION/PURPOSE

3.1 The System Test Report (STR) is a record of the qualification testing performed on a Computer Software Configuration Item (CSCI), a software system or subsystem, other software-related item, hardware configuration item (HWCI), or an integrated system or subsystem.

  3.2 The STR enables the acquirer to assess the testing and its results.


	4.  APPROVAL DATE

  (YYMMDD)   
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP

7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract. 

7.2 This DID is used when the developer is tasked to analyze and record the results of CSCI qualification testing, system qualification testing of a software system, or other testing identified in the contract.

7.3 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in developer format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1  General instructions.

     a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a      collection of data regardless of its medium.

     b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.
(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.1  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)


c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.


d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.


e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.


f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.


g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.


h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.


i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

10.2  Content requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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1.0
Scope.  This section shall be divided into the following paragraphs.

1.1
Identification.  This paragraph shall contain a full identification of the system and the hardware/software to which this document applies, including, as applicable, identification number(s), title(s), abbreviation(s), version number(s), and release number(s).

1.2
System overview.  This paragraph shall briefly state the purpose of the system and the hardware/software to which this document applies.  It shall describe the general nature of the system and hardware/software; summarize the history of system development, operation, and maintenance; identify the project sponsor, acquirer, user, developer, and support agencies; identify current and planned operating sites; and list other relevant documents.

1.3
Document overview.  This paragraph shall summarize the purpose and contents of this document and shall describe any security or privacy considerations associated with its use.

2.0
Referenced documents.  This section shall list the number, title, revision, and date of all documents referenced in this report.  This section shall also identify the source for all documents not available through normal Government stocking activities.

3.0
Overview of test results.  This section shall be divided into the following paragraphs to provide an overview of test results.

3.1
Overall assessment of the hardware/software tested.  This paragraph shall:


a.
Provide an overall assessment of the hardware/software as demonstrated by the test results in this report.


b.
Identify any remaining deficiencies, limitations, or constraints that were detected by the testing performed.  Problem/change reports may be used to provide deficiency information.  


c.
For each remaining deficiency, limitation, or constraint, describe:




1)
The impact on hardware/software and system performance, including identification of requirements not met.




2)
The impact on hardware/software and system design.

A recommended solution/approach for correction.

Time to complete deficiency to resolve problem, in order to prevent slippage.

3.2
Impact of test environment.  This paragraph shall provide an assessment of the manner in which the test environment may be different from the operational environment and the effect of this difference on the test results.

3.3
Recommended improvements.  This paragraph shall provide any recommended improvements in the design, operation, or testing of the hardware/software tested.  A discussion of each recommendation and its impact on the hardware/software may be provided.  If no recommended improvements are provided, this paragraph shall state "None."

4.0
Detailed test results.  This section shall be divided into the following paragraphs to describe the detailed results for each test.  Note:  The word "test" means a related collection of test cases.


4.1
(Project-unique identifier of a test).  This paragraph shall identify a test by project-unique identifier and shall be divided into the following subparagraphs to describe the test results.

.                                                                     Page  3 of 5  

4.1.1
Summary of test results.  This paragraph shall summarize the results of the test.  The summary shall include, possibly in a table, the completion status of each test case associated with the test (for example, "all results as expected," "problems encountered," "deviations required").  When the completion status is not "as expected," this paragraph shall reference the following paragraphs for details 

4.1.2
Problems encountered.  This paragraph shall be divided into subparagraphs that identify each test case in which one or more problems occurred.

4.2.2.1 (Project-unique identifier of a test case).  This paragraph shall identify by project-unique identifier a test case in which one or more problems occurred, and shall provide:



a.
A brief description of the problem(s) that occurred



b.
Identification of the test procedure step(s) in which they occurred



c.
Reference(s) to the associated problem/change report(s) and backup data, as applicable



d.
The number of times the procedure or step was repeated in attempting to correct the problem(s) and the outcome of each attempt 



e.
Back‑up points or test steps where tests were resumed for retesting


4.2.3
Deviations from test cases/procedures.  This paragraph shall be divided into subparagraphs that identify each test case in which deviations from test case/test procedures occurred.

4.2.3.1 (Project-unique identifier of a test case).  This paragraph shall identify by project-unique identifier a test case in which one or more deviations occurred, and shall pro​vide:



a.
A description of the deviation(s) (for example, test case run in which the deviation occurred and nature of the deviation, such as substitution of required equipment, procedural steps not followed, schedule deviations).  Redlined test procedures may be used to show the deviations.



b.
The rationale for the deviation(s)



c.
An assessment of the deviations' impact on the validity of the test case

5.0
Test log.  This section shall present, possibly in a figure or appendix, a chronological record of the test events covered by this report.  This test log shall include:  


a.
The date(s), time(s), and location(s) of the tests performed


b.
The hardware and software configurations used for each test including, as applicable, part/model/serial number, manufac​turer, revision level, and calibration date of all hardware, and version number and name for the software components used.


c.
The date and time of each test‑related activity, the identity of the individual(s) who performed the activi​ty, and the identities of witnesses, as applicable

6.0
Notes.  This section shall contain any general information that aids in understanding this document (e.g., background information, glossary, rationale).  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in this document and a list of any terms and definitions needed to understand this document.
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A.
Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, classified data).  As applicable, each appendix shall be refer​enced in the main body of the document where the data would normally have been provided.  Appendices may be bound as separate documents for ease in handling.  Appendices shall be lettered alphabeti​cally (A, B, etc.).
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	   Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, 

  searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send com-

  ments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washing-

  ton Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to 

  the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Configuration Management Plan (CMP)


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-12

	3.  DESCRIPTION/PURPOSE

3.1  Describes the internal contractor configuration management structure, products, processes, and tools.



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/CAO
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.1  PREPARATION INSTRUCTIONS (Continued)


c.  Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.


d.  Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.


e.  Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.


f.  Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.


g.  Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.


h.  Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.


i.  Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

     j.  Format.  The CMP format shall be contractor selected.  Unless effective presentation would be degraded, the initially used format arrangement shall be used for all subsequent submissions.

10.2  Content Requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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10.2.1 Content Requirements Outline  

Configuration Management Plan Outline

Cover Page

Approval/Signatures

Change History Page

Table of Contents

Document Overview
This document is divided into sections that address the different disciplines within Configuration Management (CM).  Each section defines the procedures required to meet the expectations of that discipline.  The basic information in the following sections include:

Introduction - This section provides the basic information and strategy for a CMP.  It is divided into eight subsections: Document Overview, Purpose, Scope, Guidance, Benefit, CM's Organization, Alignment and Mission, Reference Material, and Statement of Authority.

CM Planning and Management - This section describes methods to appropriately plan, manage, and control CM functional activities.  It contains eight subsections: Identifying Context and Environment, Planning Document Relationships, Configuration Management Plan, Supporting Procedures and Linkages, Implementation Procedures, Training, Performance Measurement, and Planned Obsolescence, Maintenance, Archiving, and Disposal.

Configuration Identification - This section describes how to establish a definitive basis for the control, status accounting, verification, and audits of system requirements on derived Configuration Items throughout their life cycle.  It is divided into seven subsections: Product Information, Product Structure, Product Identifiers, Document Identification, Baselines, Product Identification Recovery, and Interface Control.

4.0 Configuration Change Management - This section discusses overall Configuration Change Management (CCM) and the procedures the contractor follows to implement CCM.  It contains five subsections: Overview, Change Identification, Change Evaluation and Coordination, Change Implementation and Verification, and Change Management Process applied to Deviations and Waivers.

Configuration Status Accounting - This section discusses the purpose of Configuration Status Accounting (CSA), identifies the needed information in each of the system life cycle phases, and the minimum acceptable reports needed to support the contractor CM requirements.  It has two subsections: CSA Information and CSA System.

6.0 Configuration Verification and Audit - This section establishes the procedures for an effective Configuration Verification and Audit function to ensure that the design has been accurately captured in the configuration documentation.  Configuration Audits are independent evaluations of a product to ascertain compliance to specifications, standards, contractual agreements, and other criteria.  This section contains three subsections: Design and Document Verification, Configuration Audits, and Continuing Performance Audits and Surveillance.

Data Management - This section describes Data Management as a continuous cycle of reviews and audits designed to ensure that the best and most recently released products are consistently available for contractor development, operations, and maintenance.  It contains eleven subsections: Libraries, Repositories, Digital Data, Data Status Level Management, Maintenance of Data and Product Configuration Relationships, Data Version Control and Management of Review, Comment, Annotation, and Disposition, Digital Data Transmittal, Data Access Control, Delivery of Documentation and Media for the Configuration Management Program, contactor Configuration Management Library Request Worksheet, and Procedures for Delivery of Shipments to the Configuration Management Program.

Page 3 of 4
8.0 Tools - This section discusses the procedures, policies, and automated tools used by the contractor to enhance and expedite the contractor CM Program.  This section is divided into four subsections: Change/Problem Reporting and Tracking, Software Version Control, Documentation Control, and Item Tracking Tools.

9.0 Contractor/Subcontractor Control - This section provides guidance to be used when contractors are involved in the development or maintenance processes.  It discusses the CM requirements, which will be imposed by the CJIS Division.  This section contains six subsections:  Capability Maturity Model Usage, Contractor Responsibilities, Subcontractor Responsibilities, Deliverable Structure, Deliverable Acceptance, and Government Furnished Equipment/Information.
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	1. TITLE
Morning Report

	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-13

	3.  DESCRIPTION/PURPOSE

3.1 Provides a daily status report of production operations.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1  General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.


ADVANCE \d 1 DD Form 1664, APR 89

Previous editions are obsolete
                                                                    Page  1 of 3
10.  PREPARATION INSTRUCTIONS – Continued

c.  Purpose.  The Morning Report allows the FBI to assess the status of production operations and adjust FBI priorities as appropriate.  

d.  Content.  

The Morning Report shall be in contractor format.

2.  The Morning Report shall present the following information in an easy to read format:

Number of paper fingerprint card receipts received from the FBI

Criminal 

Civil 

Special Processing, if applicable

Number of paper fingerprint cards daily processed: 

Detailed Inspection

Data Entry

Scanning

Returned to the FBI

Cumulative Production of paper fingerprint cards

From first day of operation

Current month

Average daily production, based on current month

Total daily production for each day of the current month (e.g., chart)

Number and summary results

Data Entry QA Inspections

Image Scanning Inspections

Scanning Effectiveness and Calibration Tests

Work In Progress (WIP) card count total and at each control point 

Number of paper fingerprint cards billed, from the close of the previous count to the end of the working day (e.g., Monday Morning Report would include Friday through Sunday billing counts)

Criminal 

Civil 

Special Processing, if applicable

96 Hour Lag Report Summary 

Total Number of Criminal Submissions

TCN and date of the oldest submission 

Total Number of Civil Submissions 

TCN and date of the oldest submission

Total Number of Special Processing, if applicable

TCN and date of the oldest submission

Number of paper fingerprint cards in contractor’s possession

Number of Queued Transactions 

RAID, or equivalent 

Magnetic Tape, or equivalent

Transmission Data

Number of transmissions 

Criminal

Civil

Special Processing, if applicable

Transmission during the past hour, at time report is provided

Transmission Rate

Priority or Directed Mix of TOTs

Number of Disposition Instructions Received by Disposition Code and Total

Page 2 of 3
The Morning Report shall present the following information in an easy to read format - Continued:

Turnaround Time Requirements  

Transmission to IAFIS

Sorting of Dispositions

Maintenance Action Summary, include system outage periods

Production Plans Summary 

Summary of Issues, Problems, or Significant Future Events Impacting Production, if applicable

Date and Time of Morning Report Preparation

Initials of contractor Program Manager or designated representative

e.  Delivery.  The Morning Report shall be delivered to the TM and FIN in hard copy and electronic format by 7:00 a.m. on each working day.  The production information presented shall be current as of the end of the previous working day.  Queue information shall be current as of 6:00 a.m. of the current working day.
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	1. TITLE
Special Handling Procedures Plan

	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-14

	3.  DESCRIPTION/PURPOSE

3.1 Provides contractor’s processes and procedures for handling non-standard paper fingerprint cards.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1  This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2  The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.  General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)
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10.  PREPARATION INSTRUCTIONS - Continued

c.  Purpose.  The Special Handling Procedures specifies the contractor processes and procedures to be followed for the processing of non-standard paper fingerprint cards

d.  Content.  The CSS II contractor shall determine the content and format of the Special Handling Procedures.  The Special Handling Procedures shall include, at a minimum, required actions for non-standard paper fingerprint card formats, marginal quality fingerprint images, and marginal handwritten text entries.
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	1. TITLE
Rejection Report


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-15

	3.  DESCRIPTION/PURPOSE

3.1 Provides rejection code to submitting agencies for each rejected paper fingerprint card.



	4.  APPROVAL DATE

  (YYMMDD)
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.


	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.  General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.  PREPARATION INSTRUCTIONS – Continued

c.  Purpose.  Provides rejection code to submitting agencies for each rejected paper fingerprint card.

d.  Content.  

The Rejection Report shall consist of two documents:  a single printed page rejection report and the paper fingerprint card.

The Rejection Report shall be formatted with FBI header information and the submitting agency information (ORI).   The Rejection Report shall display the TCN; date and time of the IAFIS disposition information receipt or the date and time of the contractor’s reject action, if rejected prior to IAFIS submission; the reject code(EFTS); the reject code text (EFTS); a check block or other indication  the TCN corresponds to a billable User Fee TOT;  and if applicable, additional FBI information.

The contractor shall deliver the Rejection Report and the corresponding paper fingerprint card to the FBI.
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	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Quality Assurance Plan (QAP)


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-16

	3.  DESCRIPTION/PURPOSE

3.1  Provide a plan for contractor Quality Assurance and monitoring.



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/CAO
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1 This DID contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2 The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.



	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1  General instructions.

Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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Previous editions are obsolete
                                                               Page  1 of 4
10.  Preparation Instructions (Continued)

c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.

d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.

e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.

f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.

g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.

h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.

i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

10.2 Content requirements.  


Title Page.  Prepare in accordance with CDRL instructions.


Table of Contents:  Prepare in accordance with CDRL instructions.

1.0  Scope.  This section shall be numbered 1.0 and shall be divided into the following paragraphs.


1.1
Identification.  This paragraph shall be numbered 1.1 and shall contain the approved identification number, title, and abbreviation, if applicable, of the system/segment to which QAP applies.

Services Overview.  This paragraph shall be numbered 1.2 and shall state the purpose of CSS II and identify the CSS II function(s) to which plan applies.

Document Overview.  This paragraph shall be numbered 1.3 and shall summarize the purpose and contents of this document.

Relationship to other plans.  This paragraph shall be numbered 1.4 and shall describe the relationship, if any of the QAP to other management plans.

2.0  Referenced Documents.  This section shall be numbered 2.0 and shall list all documents referenced in the QA Plan by document number, title, revision number and date.  This section shall also identify the source for all documents not available through Government stocking activities.
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Organization and Resources.  This section shall be numbered 3.0 and shall be divided into the following paragraphs.

3.1 Organization.  This paragraph shall be numbered 3.1 and shall describe the organizations(s) responsible for fulfillment of, and for ensuring compliance with, the Quality Assurance Program requirements.  This paragraph shall include the authority and responsibilities of each organization and its relationship to other organizational entities (e.g., the organizations(s) responsible for performing configuration management).  A chart shall be used to illustrate the structure of the organizations(s) performing Quality Assurance Program activities and their position within the project management system.  If more than one organization is involved, the precise structure and personnel of each organization and their interrelationships shall be specified.

3.2 Resources.  This paragraph shall be numbered 3.2 and shall describe, in the subparagraphs below, all resources the contractor will use for the Quality Assurance Program.

Contractor facilities and equipment.  The subparagraph shall be number 3.2.1 and shall describe the contractor's facilities and equipment to be used for the Quality Assurance Program.

Government furnished facilities, equipment, software, and services.  This subparagraph shall be numbered 3.2.2 and shall identify all Government furnished facilities, equipment, software, and services required for use in the Quality Assurance Program.

Personnel.  This subparagraph shall be numbered 3.2.3 and shall describe the number and skill levels of personnel who will perform Quality Assurance Program activities.  The personnel shall be described by title and minimum qualifications for the position.

Other resources.  This subparagraph shall be numbered 3.2.4 and shall describe any other resources that will be used for performing Quality Assurance Program activities.

Schedule.  This paragraph shall be numbered 3.3 and shall provide a schedule for the Quality Assurance Program activities required by the contract.  For each activity, the schedule shall indicate activity initiation, dependencies on other events (such as availability of draft documents), and activity completion time.  The schedule shall also show key development milestones, such as formal reviews, audits and key meetings.

4.0  Quality Assurance Program Procedures, Tools and Records.  This section shall be numbered 4.0 and shall be divided into the following paragraphs.

4.1 Procedures.  This paragraph shall be numbered 4.1 and shall identify the procedures to be used in the Quality Assurance Program and shall indicate each of the requirements to which they apply.  Each procedure shall be identified by document number, title, revision number, and date.

Tools.  This paragraph shall be numbered 4.2 and shall identify the tools to be used in the Quality Assurance Program.  Tool descriptions shall include the name, identification number, version, and development status of each tool and its role in the Quality Assurance Program.  Specifically, this paragraph shall identify the tools to be used in collecting and validating quality metrics and statistics.

Quality Records.  This paragraph shall be numbered 4.3 and shall describe the contractor's plans for preparing, maintaining, and making available for contracting agency review, records of each Quality Assurance Program activity performed.  It shall identify the formats to be used and the information to be recorded for each type of record.  
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5.0  Notes.  This section shall be numbered 5.0 and shall contain any general information that aids in understanding the QAP (e.g., background information, glossary).  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in the QAP.

6.0  Appendices.  Appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, classified data).  As applicable, each appendix shall be referenced in the main body of the document where the data would normally have been provided.  
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	CONTRACT DATA REQUIREMENTS LIST

(1 Data Item)
	Form Approved

OMB No. 0704-0188

	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY

TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM

CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17. PRICE GROUP

	1.  DATA ITEM NO.

CSS II-17
	2.  TITLE OF DATA ITEM

In-Plant Security Plan
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)

DI-CJIS-CSS II-17
	5.  CONTRACT REFERENCE


	6.  REQUIRING OFFICE


	18.ESTIMATED    TOTAL PRICE

	7. DD 250 REQ

Yes
	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

 One Time
	12.  DATE OF FIRST SUBMISSION

With Proposal
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE


	13.  DATE OF SUBSEQUENT SUBMISSION

30 days After Contract Award
	
	DRAFT
	FINAL

	
	
	
	
	
	
	

	16.  REMARKS
	  CO
	See Note
	    1

	
	  TM
	
	    1

	BLK 4.   THE REFERENCED DID IS FOR FUNCTIONAL GUIDANCE AS TO THE TECHNICAL
	  CM
	
	    1

	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE IS LEFT TO THE CONTRACTOR'S
	  CSS II Operations
	
	    1

	DISCRETION; HOWEVER, THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
	
	
	

	
	
	
	

	BLK 9:  DISTRIBUTION AUTHORIZED TO US GOVERNMENT AGENCIES ONLY.  OTHER REQUESTS 
	
	
	

	FOR THIS DOCUMENT SHALL BE REFERRED TO FBI-CJIS/IISS, ATTN: TM.  ANY CONTRACTOR 
	
	
	

	IMPOSED RESTRICTIONS SHALL BE NOTED ON THE COVER PAGE AND ALL APPLICABLE PAGES AND
	
	
	

	PARAGRAPHS.
	
	
	

	
	
	
	

	BLK 10: REVISIONS ARE REQUIRED ANY TIME SUBSTANTIAL CHANGE TO IN-PLANT ENVIRONMENT CHANGES 
	
	
	

	SUCH THAT SECURITY MAY BE IMPACTED. THIS INCLUDES, BUT IS NOT LIMITED TO, CHANGES TO INTERNAL 
	
	
	

	NETWORKS WITH ACCESS TO FBI INFORMATION, CHANGES TO PHYSICAL SECURITY CONFIGURATION OR 
	
	
	

	COLOCATION OR INTEGRATION OF INDIVIDUALS WITH CONTRACT PERSONNEL WITHOUT FBE SECURITY 
	
	
	

	CLEARANCE.
	
	
	

	BLK 14:  ALL DATA TO BE PROVIDED BY THE CONTRACTOR SHALL BE DELIVERED IN
	
	
	

	HARD  COPY AND ELECTRONIC FORMAT.   THE ELECTRONIC DATA INTERCHANGE SHALL BE VIRUS PROTECTED,


	
	
	

	AND LABELED W/SECURITY CLASSIFICATION & FORMAT/CONTENT INSTRUCTIONS.
	
	
	

	BLK 14: DELIVERY OF THE DRAFT PLAN SHALL BE WITH THE PROPOSAL.  DELIVERY REQUIREMENTS AND 
	
	
	

	NUMBER OF COPIES SHALL BE AS STATED IN THE RFP FOR PROPOSAL DOCUMENTS.
	
	
	

	BLK 14: ALL DELIVERABLES SHALL BE MARKED “For Official Use Only”
	
	
	

	BLK14:  CO – CONTRACTING OFFICER
	
	
	

	TM – TASK MONITOR
	
	
	

	CM – CONFIGURATION MANAGEMENT OFFICE
	15.  TOTAL (

	
	4

	G.  PREPARED BY


	H.  DATE


	I.  APPROVED BY


	J.  DATE
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	ADVANCE \d 7DATA ITEM DESCRIPTION
	ADVANCE \d 7Form Approved

OMB NO.0704-0188

	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
In-Plant Security Plan


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-17

	3.  DESCRIPTION/PURPOSE

3.1  To document contractor's security program.



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/CAO
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1.  This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2.   The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.

	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.

(Continued on Page 2)

	11. DISTRIBUTION STATEMENT
DISTRIBUTION STATEMENT A.  Approved for public release; distribution is unlimited.
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10.  PREPARATION INSTRUCTIONS – Continued

c.
Title page or identifier.  The document shall include a title page containing, as applicable: document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.

d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.

e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.

f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.

g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.

h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.

i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

10.2  Content requirements.  Content requirements begin on the following page.  The numbers shown designate the paragraph numbers to be used in the document.  Each such number is understood to have the prefix "10.2" within this DID.  For example, the paragraph numbered 1.1 is understood to be paragraph 10.2.1.1 within this DID.
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In-Plant Security outline and description: 

i. Title Page.  Prepare in accordance with CDRL instructions.

ii. Table of Contents. This document shall contain a table of contents listing the paragraph number, title, and page number of each titled section, paragraph and subparagraph.  The table of contents shall then list the title and page number of each figure, table, and appendix, in that order.

1.0  Introductory Information. This section shall be numbered 1.0 and shall describe the purpose, scope and objective of the In-Plant Security Plan.

2.0 Referenced Documents. This section shall be numbered 2.0 and shall list all documents referenced in the In-Plant Security Plan for document number, title, revision number, and date.  This section shall also identify a source for all listed documents that are not available through Government stocking activities.

3.0 Development Contractor Processing Facility Description. This section shall be numbered 3.0 and shall be divided into the following paragraphs.

3.1   
Contractor Processing Facility Identification and Location.  This section shall be numbered 3.1 and shall contain the contractor development facility identification numbers (if known) and the location of the facility.

3.2
Architectural Drawings or Building Plans.  This section shall be numbered 3.2 and shall contain plans of the buildings housing the facilities, drawn to scale and sufficiently detailed to show the locations of exits, security posts, fire alarms and hoses, master utility panels, and adjacent facilities.

3.3
Contractor Processing Facility Floor Plan.  This section shall be numbered 3.3 and shall contain floor plans, drawn to scale and sufficiently detailed to show the placement of all fire extinguishers, sprinklers, smoke and motion detection devices, emergency lighting, closed circuit television, cipher locks, crash bar alarms, night-watch guard stations, and so forth in relation to the architectural drawings or building plans.  The floor plans shall also show the wall types (type of construction materials).    

3.4
System/Segment Physical Interface Diagrams.  This section shall be numbered 3.4 and shall contain to-scale diagram(s) showing the position of all major equipment (processing units; terminals; peripherals; communications nodes; controllers or concentrators; transmission lines; line filters, and so forth) and their interfaces in relation to the contractor processing facility floor plans.  The equipment shown in these diagrams shall be keyed to the equivalent entries in paragraph 3.3.

 
3.5
Transportation Security Plans.  This section shall be numbered 3.5 and shall contain plans for the transporting of paper fingerprint cards to and from the contractor processing facility and the FBI.  


3.6
Physical Security of the Contractor Processing Facility.  This section shall be number 3.6 and shall contain plans for the physical and information security of the contractor processing facility.  This section shall identify the CSS II personnel and responsibilities (e.g., personnel security clearances, entrance devices, etc.).  Included in this section shall be the security plans during contingency or abnormal operations (e.g., power failures, fire alarms).


3.7
Other Diagrams.  This section shall be numbered 3.7 and shall contain to-scale diagrams showing communications, electrical wiring, and special communications switching, or patching panels, if applicable.  

4.0  Inventories. This section shall be numbered 4.0 and shall contain the following paragraphs.

4.1
Equipment Inventories.  This section shall be numbered 4.1 and shall list all equipment used for the development and production system and all equipment that is connected to that equipment in the contractor processing facility, by manufacturer, type and model number.  Specialized support equipment such as degausser and tape and disk cleaners shall be included in the list.  The inventory list shall show the location in the facility of each item listed.
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4.2
Storage Media.  This section shall be numbered 4.2 and shall list the media (magnetic tapes, disk packs) used for the development of the system, by type, and the approximate number of each type by sensitivity category.

5.0 Software. This section shall document all software on the equipment used for the system/segment development.  This section shall be numbered 5.0 and shall contain the following paragraphs.

5.1
Executive Software.  This section shall be numbered 5.1 and shall include the following information for the operating system and all other major executive software, including non-hardware input or output controllers, query language processors, teleprocessing packages, and output spooling routines:

a.
Vendor

b.
Software package name

c.
Release or level number

d.
If standard off-the-shelf or the nature of any local modifications

5.2
Other Major Software.  This section shall be numbered 5.2 and shall include the following paragraphs.

5.2.1  Data Management Systems or Data Base Management Systems.  This section shall be numbered 5.2.1 and shall list the vendor, system name, and release number.

5.2.2.  Other Major Utility Software.  This section shall be numbered 5.2.2 and shall list all general software, such as sort and merge routines, interpreters, compilers, converters, and report generators.

5.2.3.  Applications Software.  This section shall be numbered 5.2.3 and shall list all major applications programs or systems, and the nature of any restrictive category (such as privacy information) of the data to be processed by each program or system.

6.0  Policies and Procedures.  This section shall include by direct statement or by attached approved contractor documentation, all security policies and procedures that will be used to fulfill the requirements of the Statement of Work, Paragraph 7.0 and its subparagraphs.  These polices and procedures shall include, but not necessarily be limited to:  procedures to control and monitor facility, equipment, and system access; security system testing and reporting; monitoring records, surveillance tapes, and security logs retention policies and procedures; security procedures during abnormal operations (power failures, fire alarms, etc.); FBI information and documentation security policy and procedures; access control criteria and processes; incident reporting procedures; password makeup and control policies; virus checking software update policies; remote access policies for equipment storing FBI information; security policies and procedures for equipment containing FBI information, to include Government Furnished Equipment; policies on personal equipment use within spaces designated for FBI contracted activities; and contractor security manager responsibilities and accountability.

7.0  Notes. This section shall contain any general information  (e.g., background information, glossary) that aids in understanding this document.  This section shall include an alphabetical listing of all acronyms, abbreviations, and their meanings as used in the document.

A. Appendices. Additional appendices may be used to provide information published separately for convenience in document maintenance (e.g., charts, classified data).  As applicable, each appendix shall be referenced in the main body of the document where the data would normally have been provided.  Appendices may be bound as separate documents for ease in handling.  Appendices shall be lettered alphabetically (A, B, etc).  Pages within each appendix shall be numbered alpha-numerically.  For example, Appendix A pages shall be numbered A-1, A-2, A-3, etc.  
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	CONTRACT DATA REQUIREMENTS LIST

(1 Data Item)
	Form Approved

OMB No. 0704-0188

	Public reporting burden for this collection of information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden, to:  Department of Defense, Washington Headquarters Services, Directorate for Information Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reducing Project, (0704-0188), Washington, D.C., 20503.  Please DO NOT RETURN your form to either of these addresses, send completed form to the Government-Issuing Contracting Officer for the Contract/PR No. listed in Block E.

	A.  CONTRACT LINE ITEM NO.


	B.  EXHIBIT

         
	C.  CATEGORY

TDP  ________              TM  ________               OTHER  ________

	D.  SYSTEM / ITEM

CJIS CSS II


	E.  CONTRACT / PR NO.

 
	F.  CONTRACTOR


	17. PRICE GROUP

	1.  DATA ITEM NO.

CSS II-18
	2.  TITLE OF DATA ITEM

Risk Management Plan
	3.  SUBTITLE


	

	4.  AUTHORITY (Data Item Description No.)

DI-CJIS-CSS II-18
	5.  CONTRACT REFERENCE


	6.  REQUIRING OFFICE


	18.ESTIMATED    TOTAL PRICE

	7. DD 250 REQ


	9.  DIST STATEMENT REQUIRED

See BLK 16
	10. FREQUENCY

One Time
	12.  DATE OF FIRST SUBMISSION

  With Proposal
	14.  DISTRIBUTION
	

	
	
	
	
	a.  ADDRESSEE
	b.  COPIES
	

	8.  APP CODE
	
	11.  AS OF DATE

Date of Proposal
	13.  DATE OF SUBSEQUENT SUBMISSION

120 Days Prior to Operations Start Date
	
	DRAFT
	FINAL

	
	
	
	
	
	
	

	16.  REMARKS
	  CO
	See Note
	    1

	BLK 4.   THE REFERENCED DID IS FOR FUNCTIONAL GUIDANCE AS TO THE TECHNICAL
	  TM
	
	    1

	CONTENT.  THE EXACT FORMAT OF THE DATA DELIVERABLE IS LEFT TO THE CONTRACTOR'S
	  CM
	
	    1

	DISCRETION; HOWEVER, THE FUNCTIONAL REQUIREMENTS OF THE DID MUST BE COVERED.
	  CSS II Operations
	
	    1

	BLK 9:  DISTRIBUTION AUTHORIZED TO US GOVERNMENT AGENCIES ONLY.  OTHER REQUESTS 
	
	
	

	FOR THIS DOCUMENT SHALL BE REFERRED TO FBI-CJIS/IISS, ATTN:  TM.  ANY CONTRACTOR
	
	
	

	IMPOSED RESTRICTIONS SHALL BE NOTED ON THE COVER PAGE AND ALL APPLICABLE PAGES AND 
	
	
	

	PARAGRAPHS.
	
	
	

	BLK 14:  ALL DATA TO BE PROVIDED BY THE CONTRACTOR SHALL BE DELIVERED IN HARD COPY AND
	
	
	

	ELECTRONIC FORMAT.  ELECTRONIC DATA INTERCHANGE SHALL BE IN 
	
	
	

	ACCORDANCE WITH THE FOLLOWING FORMATS: MICROSOFT WORD XP,
	
	
	

	MICROSOFT POWER POINT XP, MICROSOFT EXCEL XP.  
	
	
	

	DATA SHALL BE DELIVERED ON 3 ½ INCH FLOPPY DISKS OR CDROM, VIRUS PROTECTED, LABLED WITH
	
	
	

	SECURITY CLASSIFICATION AND FORMAT/CONTENT INSTRUCTIONS.
	
	
	

	
	
	
	

	BLK 14: ALL DELIVERABLES SHALL BE MARKED “For Official Use Only”
	
	
	

	
	
	
	

	NOTE - BLK14:  DELIVERY OF THE DRAFT PLAN SHALL BE WITH THE PROPOSAL.  DELIVERY
	
	
	

	REQUIREMENTS AND NUMBER OF COPIES SHALL BE AS STATED IN THE RFP FOR PROPOSAL DOCUMENTS.
	
	
	

	THE FINAL PLAN SHALL REFLECT GOVERNMENT COMMENTS AND THE RESULTS OF DISCUSSIONS
	
	
	

	PRIOR TO AWARD.
	
	
	

	
	
	
	

	BLK 14: CO – CONTRACTING OFFICER
	
	
	

	TM – TASK MONITOR
	
	
	

	CM – CONFIGURATION MANAGEMENT OFFICE
	15.  TOTAL (
	
	4

	G.  PREPARED BY


	H.  DATE


	I.  APPROVED BY


	J.  DATE
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	ADVANCE \d 7DATA ITEM DESCRIPTION
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OMB NO.0704-0188

	Public reporting burden for collection of this information is estimated to average 110 hours per response, including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed and completing and reviewing the collection of information.  Send comments regarding this burden estimate or any other aspect of this collection of information, including suggestions for reducing this burden to Washington Headquarters Services, Directorate of Operations and Reports, 1215 Jefferson Davis Highway, Suite 1204, Arlington, VA 22202-4302, and to the Office of Management and Budget, Paperwork Reduction Project (0704-0188), Washington, DC 20503.

	1. TITLE
Risk Management Plan


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-18

	3.  DESCRIPTION/PURPOSE

Describe Contractor’s Risk Management Activity.



	4.  APPROVAL DATE

  (YYMMDD) 
	5.  OFFICE OF PRIMARY RESPONSIBILITY

FBI-CJIS/IISS
	6a.  DTIC APPLICABLE


	6b.  GIDEP APPLICABLE


	7.  APPLICATION/INTERRELATIONSHIP
7.1.  This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2.   The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.

	8.  APPROVAL LIMITATION

	9a.  APPLICABLE FORMS
	9b.  AMSC NUMBER


	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.
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10.  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)

c.

Format.  The Risk Management Plan format shall be contractor selected.  Unless effective presentation would be degraded, the     initially used format arrangement shall be used for all subsequent submissions.  If an existing organization or process-wide Risk Management Plan is to be used to satisfy this requirement, the submission shall note any additions or tailoring applied to the plan for this effort.

d.        Content.  At a minimum, the Risk Management Plan shall address the following areas: 

Risk Planning. This section shall describe the implementations designed to force organized purposeful thought to the subject of eliminating, minimizing, or containing the identified risks.

Risk Assessment.  This section shall contain the areas of potential risk that may be associated with the program design, development, test and evaluation requirements.  It shall identify critical areas and shall further investigate the need for additional prototyping, testing, or back-up development to minimize the risk.
Risk Analysis.  This section shall provide an analysis of the program, as well as any environmental changes, to determine the probability of events and the consequences associated with the potential action that could affect the program.  Alternative options shall be examined.  This analysis shall include test requirements, technical performance measurement parameters, and critical milestones.
Risk Mitigation.  This section shall include a description of the development and implementation of techniques and methods to reduce or control the risks.
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	1. TITLE
Continuity of Operations Plan (COOP)


	2.  IDENTIFICATION NUMBER
DI-CJIS-CSS II-19

	3.  DESCRIPTION/PURPOSE

3.1 Provide a plan for contractor recovery from natural or other disaster.



	4.  APPROVAL DATE

  (YYMMDD) 
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	7.  APPLICATION/INTERRELATIONSHIP
7.1.  This Data Item Description (DID) contains the format and content preparation instructions for the data product generated by specific and discrete task requirements as delineated in the contract or task order. 

7.2.   The Contract Data Requirements List (CDRL) (DD 1423) should specify whether deliverable data are to be delivered on paper or electronic media; are to be in a given electronic form (such as ASCII, CALS, or compatible with a specified word processor or other support software); may be delivered in Contractor format rather than in the format specified herein; and may reside in a computer-aided software engineering (CASE) or other automated tool rather than in the form of a traditional document.

	8.  APPROVAL LIMITATION
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	10.  PREPARATION INSTRUCTIONS
10.1 General instructions.

a.  Automated techniques.  Use of automated techniques is encouraged.  The term "document" in this DID means a collection of data regardless of its medium.

b.  Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text when data required by this DID can be made more readable using these styles.
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10.  PREPARATION INSTRUCTIONS - Continued

10.2  Scope.  The COOP shall include plans for emergency response, backup operations, interim operations, and post service interruption recovery.  Following are some of the risks that can affect the full operational capability of the CSS II.  These risks should be discussed in the COOP.

Physical Hazards:  Fire, water, power loss, explosions, vandalism, terrorist activities and civil disorders.

Equipment Malfunction:  The possibility of failures of computers and supporting equipment/facilities, such as printers, disk drives, and air conditioners.

Software Malfunction:  Loss and failures caused by computer programs, including operating system software and application programs.

Human Error:  The threat of disruption or loss due to accidental or intentional action or inaction by employees. 

Misuse of Data:  The capacity for intentional misuse of information or facilities to perpetrate a crime, such as fraud, espionage, or theft of data.

Loss of Data:  The intentional or unintentional loss of information through destruction of the physical media, upon which the data reside, or the corruption or erasure of the data.

Weather Hazards:  The interference with or prevention of access to the contractor processing facility by personnel.  
FORMAT- The information described in the following paragraphs shall be included in each plan as applicable.



i.   Cover Page. The cover shall provide the Contractor’s name, address, contract number, and CDRL Sequence No., contracting  agency and date of issue.  This page shall also contain the Contractor’s authorizing signature and, when required, an approval/signature block for the procuring agency.



ii.  Approval/Signatures



iii.  Change History Page

  

iv. Table of Contents

1.0  INTRODUCTION.  This section shall include a description of the components covered by this plan, the overall strategy, and significant modifications/upgrades for the future.  Outstanding issues or problem areas should be identified and discussed.


1.1  Purpose.  This section shall describe the reasons and objective.  The statement of purpose should state that the plan is dynamic; subject to change based on new situations and addresses problems after they have occurred and anticipated problems.


1.2  Scope.  This section shall describe in concise terms the extent of plan coverage.  The existence and location of other continuity of operations plans, if applicable, may be referenced in this section.


1.3 Assumptions.  Included in this set of assumptions should be the following:

    Categories of support interruptions

    General nature and range of events against which the plan is directed

    Events that are not addressed by the plan

    Processes to set priorities.  Management has a critical need to understand the manner in which priorities are determined. 

    Assumptions concerning support.  The list of assumptions relative to resources might include the following:

Availability of replacement hardware and licensed software

Availability of personnel of all categories

Availability of supplies
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1.4  Terms and References.  The plan shall include the terms and definitions used within the COOP and the implementation.  The plan shall also include the applicable Federal, Department of Justice, and FBI regulations that are applicable.


1.5  Points of Contact.  The plan shall identify the authorized individuals who can implement the procedures specified in the plan.

2.0 STRATEGIC PLANNING.  This part of the plan shall describe the overall strategy relative to the plan.


2.1 Responsibilities.  This section shall document specific responsibilities to all activities and personnel associated with the plan (e.g., shift supervisor and operations supervisor).  It is critical this section clearly delineates how the chain of command will function when a situation occurs requiring implementation of the plan.  The plan shall explicitly identify the emergency responsibilities to be assigned.                                                                                 


2.2 Strategy.  The selection of appropriate strategies should follow the CSS II Risk Management Plan.  Information to be used in developing the strategy is categorized by area as follows:

Emergency Response.  The strategies selected shall provide a sufficient base upon which procedures can be devised                    to afford all personnel the immediate capability to effectively respond to emergency situations.

     Backup/Interim Operations.  The plan shall include the backup strategy for all resources (e.g., data, hardware, software, communications) required to maintain availability of critical functions/capabilities.  There are other categories of resources or capabilities in addition to the above that must be included in the overall plan (e.g., personnel, supplies, space).  Strategies for backup of each of these other resources must be workable in maintaining availability and in concert with other resources.  The plan must not be limited to plans that provide for some processing time by another facility and the acquisition of secure and remote site storage of backup files.  Much of the planning for minimizing the damage caused by loss of, or damage to, one or more critically needed resources can be done without considering all of the other resources when the scope of the damage is relatively minor.

Recovery Actions.  The strategy for recovery must be linked closely with backup operations as initiation of recovery actions may overlap, or be the next step after backup operations.  Consideration must be given to how equipment will be replaced and systems transitioned in time of need.


2.3 Distribution of Plan.  The plan shall identify who is responsible for maintaining the master version, modifying the plan in accordance with the CMP, and distributing plan changes to ensure only authorized individuals receive updates.  Once completed, the plan provides significant information about the organization and the processing capabilities


2.4  Record of Changes.  An essential element of any volatile document is the preparing, evaluating, posting, and recording changes.  Recommended changes to this plan shall be evaluated, approved (or disapproved), and implemented according to the CMP.

3.0 Preparatory Activities.  This part of the plan shall describe detailed procedures.  


3.1  Emergency Response Personnel.  This section shall provide the names, addresses, and phone numbers of all individuals who may be required in any backup/recovery scenario.  These individuals must be informed of their responsibilities and roles, and the roles should be rehearsed to the extent necessary.  Sufficient additional training shall be provided, as necessary.  Individuals may be assigned to teams (e.g., disaster recovery team, systems software team, administration team) with responsibilities assigned to each team.


3.2  Data.   It is essential that all data, on which backup and recovery are dependent, be adequately recorded and maintained in a current state. The backup copies shall be adequately secured.  Mission-critical data should be identified.  


3.3  Software.  The plan shall identify the procedures for maintaining and restoring current versions of applications software and operating system software and supporting documentation.  Critical and non-critical software shall be identified in the plan.  It may be necessary to have formal agreements with vendors of licensed programs to maintain replacement copies within a specified period of time.  Mission-critical software shall be identified. 


3.4  Hardware.  The plan shall identify critical and non-critical operations, which can be deferred until the facility/device/component is restored.  This list shall be compiled based on a realistic assessment of the difficulties of acquiring the hardware that is essential for each operation.  If coordination with hardware vendors is required, this shall be specified in the plan.
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3.5  Communications.  The size and complexity of the segment communications network is a major factor.  This section identifies the communications equipment for the hardware configuration.  The relationship of the communications network to the critical software and hardware elements identified in the previous paragraphs shall be specified in the plan.


3.6  Supplies.  The plan should identify these critical supplies and specify the backup quantities.


3.7  Power and Equipment.  The plan shall identify the procedures for maintaining and restoring critical equipment in the event of partial or complete failure of environmental controls (e.g., air conditioning).  A list of equipment that might be temporarily taken out of service should be prepared and maintained.


3.8   Documentation.  This section of the plan shall describe all backup documentation required to restore full operational status.  A complete set of all relevant documentation (e.g., Computer Operator’s Manual, Program Maintenance Manuals, Users manuals) should be maintained as required by the CMP.  Also, copies of the COOP, including equipment inventories and vendor agreements, should be maintained in a secure location.

4.0 Action Plan.  This section of the plan shall contain the actions identified in the previous sections.  This section shall consist of instructions to be taken as a response to each problem scenario identified.


4.1  Emergency Response.  Included in this section shall be the immediate actions to minimize the impact of the emergency.  It is recommended that a separate list of actions be developed for each type of emergency problem identified.  The detailed instructions shall be specified in Section 3.0 under the applicable category (e.g., Data, Software, Hardware, etc.)


4.2  Backup/Interim Operations.  This is a method of operation to complete essential tasks subsequent to disruption of the CSS II facility and continuing until the facility is sufficiently restored. A list of the actions to be performed, to provide reduced processing capabilities in the event of a major interruption in service, shall be provided.


4.3  Recovery Actions.  The plan shall include instructions on how to recover from the situations documented.


4.4  Special Procedures.  The plan shall define special procedures, which need to be followed (i.e., notifications to specific agencies).

5.0  Testing.   This section shall discuss the planning and testing.


5.1  Demonstration of COOP.  This section shall present demonstrate the viability of the COOP.  This demonstration shall be executed within 90 days of initial CSS II operations. 


5.2  Periodic Testing/Training for COOP.  This section shall present recurring demonstration of the viability of the COOP.  This activity may include, but not limited to, personnel training and fail-over demonstrations.


 5.3  Schedule for COOP Testing/Training.  This section shall present the schedule for activities shown in Paragraph 5.1 and 5.2 and initial and recurring indoctrination/training.
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	1. TITLE
Program Management Plan
	2.  IDENTIFICATION NUMBER
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          collection of data regardless of its medium.

        b.   Alternate presentation styles.  Diagrams, tables, matrices, and other presentation styles are acceptable substitutes for text

                 when data required by this DID can be made more readable using these styles.
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10.  PREPARATION INSTRUCTIONS - Continued

10.  PREPARATION INSTRUCTIONS -- 10.1 General Instructions (continued)

c.
Title page or identifier.  The document shall include a title page containing, as applicable:  document number; volume number; version/revision indicator; security markings or other restrictions on the handling of the document; date; document title; name, abbreviation, and any other identifier for the system, subsystem, or item to which the document applies; contract number; CDRL item number; organization for which the document has been prepared; name and address of the preparing organization; and distribution statement.  For data in a database or other alternative form, this information shall be included on external and internal labels or by equivalent identification methods.

d.
Table of contents.  The document shall contain a table of contents providing the number, title, and page number of each titled paragraph, figure, table, and appendix.  For data in a database or other alternative form, this information shall consist of an internal or external table of contents containing pointers to, or instructions for accessing, each paragraph, figure, table, and appendix or their equivalents.

e.
Page numbering/labeling.  Each page shall contain a unique page number and display the document number, including version, volume, and date, as applicable.  For data in a database or other alternative form, files, screens, or other entities shall be assigned names or numbers in such a way that desired data can be indexed and accessed.

f.
Response to tailoring instructions.  If a paragraph is tailored out of this DID, the resulting document shall contain the corresponding paragraph number and title, followed by "This paragraph has been tailored out."  For data in a database or other alternative form, this representation need occur only in the table of contents or equivalent.

g.
Multiple paragraphs and subparagraphs.  Any section, paragraph, or subparagraph in this DID may be written as multiple paragraphs or subparagraphs to enhance readability.

h.
Standard data descriptions.  If a data description required by this DID has been published in a standard data element dictionary specified in the contract, reference to an entry in that dictionary is preferred over including the description itself.

i.
Substitution of existing documents.  Commercial or other existing documents may be substituted for all or part of the document if they contain the required data.

k.
General.  The Program Management Plan (PMP) shall present in contractor format the contractor’s proposed program management organizational structure with the assignment of functions, duties, and responsibilities.  It shall list the procedures and policies and the reporting requirements that are established for the initiation, monitoring, control, completion, test and verification, and reporting of contractual tasks.  At a minimum, the PMP shall address the following areas.

Organizational Structure.  The PMP shall present an organization chart and supporting narrative portraying the contractor's business (corporate) structure.  It shall describe the functional relationships and responsibilities among the organizational elements that will participate in the accomplishment of contractual commitments.

Management Environment.  The PMP shall contain a brief abstract of the applicable projects and tasks.

Program Management.  The PMP shall present an organizational chart and supporting narrative describing the management office the contractor establishes to manage the contractual commitments.  The plan shall define the direct lines of control, responsibilities, functional relationships, and authority between the management office and the contractor's other organizational elements.  The plan shall also describe all interfaces between the contractor and the Government and between the contractor and other contractors that are necessary and pertinent to the accomplishment of contractual tasks, projects, and programs.
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Overall process to accomplish Statement of Work objectives.  This paragraph(s) shall at a minimum address the following:

a.  Overall technical approach to accomplish assigned task(s) to include the work breakdown structure to an appropriate level for planning purposes (Level 3 or 4).  The contractor shall place all updates and further expansions of the work breakdown structure on the Data Accession List.  The contractor shall place the work breakdown structure dictionary and all updates and further expansions of the work breakdown structure dictionary on the Data Accession List. 



b.  Overall organizational resources to accomplish assigned task(s). 

c.  Management controls to accomplish task(s). 

d.  Subcontractor management to accomplish task(s), to include subcontractor management and administrative controls implemented to ensure requirements apply to subcontractors. (Example: Subcontractor functioning as Key Personnel)  

e.  Pre-existing processes and standards that will be applied to the tasked effort.

Controls.  The PMP shall describe those controls to be established for the program's design, development, integration, installation, test, and operations processes, including any subcontracted efforts.  Additional subjects to be addressed are:

a.
Planning and Control

Management Reviews

Project and Design Reviews

d
Data Management

e.
Control of Government Property

f.
Cost Information Systems

g.
Life Cycle Cost Tools and Models to be Applied

h.
Industrial and Physical Security

i.
Subcontractor Management

j.
Management Tools (e.g., Metrics)

k.
Corrective Action Procedures

l.
Quality Assurance/Control

m.
Configuration Management

Methodology. 

a.
Master Planning.  The PMP shall include both long and short term planning for all aspects of the effort.  The plan shall include a narrative description of the technical approach or methods the contractor shall employ to accomplish contractual tasks, projects, and programs, including, as applicable, development, test, manufacture, constructions, formulation, installation, logistics support, training, maintenance documentation, and configuration controls.

b.
Key Contributor Quality Assurance.  The PMP shall describe a program designed to attract and maintain the highest quality staff throughout the contract period.  The PMP shall describe the staffing required for proper accomplishment of each contractual task by skill type, skill level and number of personnel.  It shall contain a list of all key contributors and their assignments on the program.  The plan shall also state how many such new hires are required to staff fully to accomplish each task as scheduled.

Base-Year Master Planning.  The PMP shall include specific program management actions to be taken to implement all actions required by the Base-Year Statement of Work.  The PMP shall include a master integrated schedule for all tasks.  The master integrated schedule shall specifically address the relationships and dependencies between completion of the tasked design efforts, Government review of the design results, operational implementation of the design, operational process development and implementation, Government solicitation of the option year proposal, and option year proposal submission.

Systems Engineering Management Planning.  The PMP shall include a description of the contractor’s Systems Engineering Management processes and their application to the tasked efforts.
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Schedule.  This paragraph shall at a minimum address the schedule to accomplish the assigned task(s).  Schedule events shall include all major milestones and reviews, test events, and integration activities.  Additionally, as applicable, the schedule shall show related activities and dependencies with other tasked efforts required.

Resources.  This paragraph at a minimum shall show all resources needed to accomplish the assigned task(s) together with the source for the resources and the schedule for obtaining those needed resources.  Resources to be addressed include staffing, test equipment, subcontractors, consultants, hardware, software, government furnished equipment and information, access to software development environments, and access to the FBI non-operational environment.

Metrics.  This paragraph at a minimum shall address the measures that will be used by the contractor to assess accomplishment of assigned tasks on a recurring basis.  The contractor shall place all internal recurring assessments against these metrics on the Data Accession List.

Risk Management.  This paragraph at a minimum shall address risks to accomplishing the assigned task(s) and planned mitigating action to address identified risks.

Security Accreditation.  This paragraph at a minimum shall address security accreditation issues and requirements and briefly address planned actions (contractor and Government) needed to ensure continued security accreditation of CJIS systems.
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Acronyms

	ADPT
	Automated Data Processing and Telecommunications

	AFIS
	Automated Fingerprint Identification System

	AMPS
	Amputations

	ASCII
	American Standard Code for Information Exchange

	CAO
	Contract Administration Office

	CCTV
	Closed Circuit Television

	CDRL
	Contract Data Requirement List

	CI
	Configuration Item

	CJIS
	Criminal Justice Information Services

	CM
	Configuration Management

	CMP
	Configuration Management Plan

	CO
	Contracting Officer

	COB
	Close Of Business

	COOP
	Continuity of Operations Plan

	COTS
	Commercial Off The Shelf

	CSA
	Configuration Status Accounting

	CSCI
	Computer Software Configuration Items

	CSIRC
	Computer Security Incident Response Capability

	CSS 
	Card Scanning Service

	DID
	Data Item Description

	DOJ
	Department of Justice 

	DOJCERT
	Department of Justice Computer Emergency Response Team

	EFTS
	Electronic Fingerprint Transmission Specification

	FBI
	Federal Bureau of Investigation

	FCA
	Functional Configuration Audit

	FY
	Fiscal Year

	GWAC
	Government Wide Agency Contract

	HWCI
	Hardware Configuration Item

	IAFIS
	Integrated Automated Fingerprint Identification System

	III
	Interstate Identification Index

	IQS
	Image Quality Specification

	IRS
	Interface Requirements Specification

	ITSP
	Information Technology Security Program

	ITN
	Identification Tasking and Networking

	MIOG
	Manual of Investigative Operations and Guidelines

	NIST
	National Institute of Standards and Technology

	OCR
	Optical Character Recognition

	ORI
	Originating Agency Identifier

	ORR
	Operational Readiness Review

	PCA
	Physical Configuration Audit

	PM
	Program Manager

	PMR
	Program Management Review

	POC
	Point of Contact

	QA
	Quality Assurance

	QAP
	Quality Assurance Plan

	QC
	Quality Control

	RAID
	Redundant Array of Independent Disks

	SOW
	Statement of Work

	SRS
	Software Requirements Specification

	SSS
	System Support Software

	STP
	System Test Plan

	STR
	System Test Report

	TCN 
	Transaction Control Number

	TIM 
	Technical Interchange Meeting

	TM
	Task Monitor

	TOT 
	Type of Transaction

	UPS
	Uninterrupted Power Source

	WAN
	Wide Area Network

	WIP
	Work In Progress

	WSQ
	Wavelet Scalar Quantization

	WV
	West Virginia
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ATTACHMENT C
SUPPLEMENTAL INFORMATION
	Contract Number:
	

	Task Order Number:
	

	Encore Tracking Number:
	00111.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	Federal Bureau of Investigation

	Address:
	Module E-2

1000 Custer Hollow Road, Clarksburg, WV  26306

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria







