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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  This administrative modification changes both the Primary and Alternate Task Monitors by incorporating the attached, revised statement of

 work, dated June 17, 2004, for DISA Computing Services, Systems Management Center, Montgomery, Central Communications Center (CCC)

 Enterprise Network Management(Encore Tracking Number 00188.05) 

b.  The period of performance remains unchanged for contract line items number (CLINs) 1001 and 1002 at 365 calendar days(July 01, 2004

 through June 30, 2005).

c.  All other terms and conditions remains unchanged.
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

17-Jun-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-02-D-5014-0025

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

13-Mar-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

X

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER (Specify type of modification and authority)

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

05

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

17-Jun-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

UNISYS CORPORATION

8008 WESTPARK DRIVE

MCLEAN VA 22102-3197

JUDY WILLIAMS

FACILITY CODE

4W798

CODE

encore@scott.disa.mil

EMAIL:

TEL:

KATIE M. TARRY / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was decreased by $0.00 from $3,783,004.20 to $3,783,004.20. 

SECTION C - DESCRIPTIONS AND SPECIFICATIONS 

The following have been modified: 

        STATEMENT OF WORK
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of  June 17, 2004
	Contract Number:
	DCA200-02-D-5014

	Task Order Number:
	002505

	Encore Tracking Number:
	00122.05

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DISA Computing Services – Logistics Support Services (CD44)

	Address:
	5775 DTC Blvd, Suite 350, Greenwood Village, CO

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA Computing Services – Logistics Support Services (CD44)

	Address:
	5775 DTC Blvd, Suite 350, Greenwood Village, CO

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  DISA Computing Services, Systems Management Center, Montgomery, Central Communications Center (CCC) Enterprise Network Management

3.  Background.  The core function of the Central Communication Center (CCC) is to maintain a secure, cost effective, efficient, and reliable telecommunications operations environment supporting DOD and the war-fighter.  In order to support this core mission, CCC must interact with all other elements of DISA CSD.  The CCC will provide Enterprise Network Management of all production Network infrastructure within DISA Computing Services.  The CCC comprises the following functional areas:

· Routing Operations.  Routing Operations is responsible for assignment and management of IP addresses for production networks, loading operating system software, Access Control Lists and other configuration parameters on production network routers.  Services include troubleshooting routing errors, ensuring the in-band production computing and communications devices can be remotely managed.  Responsibility also includes CSD Community of Interest Network (COIN) routing scheme among the Processing Element and SMC sites.

· Out of Band (OOB) Network Operations.  OOB Network Operations is responsible for the health and welfare monitoring and troubleshooting of the equipment in the OOB.  These devices include the RADIUS server, HP Openview server, IDS, SNMP, Netflow Collector and switches.  All network and computing administration will be done via the OOB networks.  OOB technicians are responsible for the maintenance and troubleshooting of the OOB network infrastructure at all SMC and Processing Element (PE) sites.  The E&CSO, along with CCC support, will install and configure the OOB networks.  The OOB technicians are responsible for making the PE in-band telecommunications devices manageable via the OOB network.  The SMC will be responsible for migrating the computing platforms to the OOB.  Adds, moves and changes for hosts as they are attached to the CSD OOB will be performed by the CONTRACTOR in accordance with operations and configuration control policies established by CSD and architectural guidance as established by the E&CSO.   OOB technicians will be restricted to management of the OOB environment only.  This will provide the necessary separation of In-band and Out-band communication infrastructure.

· Switching Operations.  Network Switching Operations is responsible for remotely managing the layer 2 and layer 3 switches within the production (in-band) infrastructure throughout Computing Services.  Responsibilities include Operating System software management, Ethernet port management, and other aspects of switch configuration, monitoring and maintenance.  Assured Computing Ethernet switch architecture will be managed by this CCC functional area.

· Access Controls/Intrusion Detection Systems (IDS).  The Access Control/IDS Operations  arm of the CCC will remotely manage the Firewall, Enclave IDS environment, perform log file forensics, and ports and protocol registration database supporting all Computing Services sites.  This will include coordinating IDS software upgrades, processing RCERT directives, maintaining Access Control List for all Firewalls, and 24x7x365 IDS event monitoring.  Access control lists will be generated and given to Routing Operations for actual router loading.  Access Control/IDS Operations group will have direct control over IDS and Firewall devices.  IDS alarms will be immediately reviewed and reported to the CERT when a compromise has been confirmed.

· VPN Operations.  VPN Operations Technicians will remotely manage Virtual Private Network Devices supporting Computing Services.  Duties will include installation of new VPN requirements, resolve encryption problems, perform software upgrades and Key distribution for all VPN environments.

· OS-390.  OS/390 Communications is responsible for managing all OS/390 SNA communications relating to the three sites charged with providing OS/390 system services to the customers:  SMC Mechanicsburg, SMC Ogden, and PE St. Louis.   The CCC will provide technical support for all SNA network devices and software external to the OS/390 mainframe environment, and also support SNA communications software residing on the mainframe to the point where that software supports external communications.  All other functionality of the mainframe software is the responsibility of the supporting SMC.  The contractors will support all Front-End Processor (FEP) hardware and software; all router functionality that is connected to the mainframe using the Channel Interface Protocol (CIP) and Channel Port Adapter (CPA) technologies, to include Data Link Switching (DLSw) communications,  Advanced Peer-to-Peer Networking (APPN), Enterprise Extender (EE) communications, and Token Ring communications; dedicated long-haul communications circuits, to include the modems and DSUs; all external network interface controllers; any remaining legacy gateway devices; any channel extension equipment; any JES2 communications

· DNS Operations.  The contractor will assign DNS for new devices in accordance with the CSD naming standards.  The contractor is responsible for the single zone CSD domain server management located at three geographically diverse areas within the CSD network.  Manage and support a distributed DNS server environment that has a master copy of all centrally hosted zones at three remote locations within DISA CSD environment.  DNS servers are hosted within SUN Solaris environments.  Ensure Zone transfers are encrypted and authenticated directly from the host platforms.  TSIG pre-shared keys will be used.  Zone transfers will be done across the OOB network.  Full zone transfers will be done for all zones hosted by the central environment.  Ensure slave servers maintain authoritative copies of all zones.  The Following Functional and Security Requirements exist for the CSD DNS central DNS environment.  Build a single forward zone that supports all CSD production hosts.  Transition zones from site DNS servers to the central environment.  Enable secure administrative access of DNS servers from remote locations via CSD OOB network.  Encrypt/Authenticate zone transfer traffic flow from master server to slave servers.  Create an administrative access audit trail.  Maintain system availability of 7 x 24 x 365.

4.  Objectives.  To obtain qualified personnel to support the CCC requirements for DISA Computing Services (DCS) Montgomery.  The contractor is requested to provide a best value proposal to support these requirements.

5.  Scope.
· Task Area 2 - Integrated Solutions Management
· Task Area 3 - Performance Benchmarking
· Task Area 5 - Requirements Analysis
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks.
6.1  Task 1 -Network Support.  The contractor is responsible for refinement and analysis of enterprise telecommunications and network operations and performance.  The contractor will maintain the enterprise security for all aspects of the enterprise production infrastructure.  Functional areas to be supported include Routing, Switching Systems, OOB infrastructure, DNS, Wide Area Network (WAN) services, network filtering and Intrusion Detection Systems (IDS).  The contractor will be responsible for developing and reporting metrics demonstrating the health and welfare of the CSD enterprise telecommunications systems.  The contractor will monitor and manage Simple Network Management Protocol (SNMP) alerts from an HP Openview console.  Upon notification of an alert or event, preventive and repair actions will be invoked to provide the highest level of systems availability.  Major tasks include the following:

· Handle SNMP alerts

· Invoke policy based preventative or repair actions

· Remote console monitoring

The contractor shall plan, execute, and manage the standard telecommunications environment for all CSD processing locations.  The contractor will  provide release management for all CSD telecommunications assets.  The contractor will schedule and accomplish communication infrastructure equipment software upgrades throughout the enterprise based on Government requirements.  The contractor shaill be able to provide configuration, support, and troubleshooting within an SNA Multi-protocol environment.  Fault isolation and resolution ownership will be the sole responsibility of the contractor assigned to provide SNA support.  The contractor must have the ability to work with OS/390 operations to isolate physical vs. software problems and either take appropriate configuration changes or initiate fault escalation procedures to appropriate department.  It is the contractor’s responsibility to verify the compatibility of the router’s or FEP’s software to interoperate with existing environment.  Contractor will be familiar with SNA concepts, terminology, and technologies including:  Synchronous Data Link Control, LAN Frames and Formats, Path Control Functions and SNA Upper Layers, Transparent Bridging, Source-Route Bridging, Source-Route Transparent and Source-Route Translational Bridging, Remote Source-Route Bridging, Serial Tunneling, Data-Link Switching Plus, SNA Prioritization, SNA Frame Relay Access Support, Advanced Peer-To-Peer Networking, Channel Interface Processor, Downstream Physical Unit, and SDLC-to-Logical Link Control Conversion.  Additionally, contractor should be able to implement and troubleshoot the following CIP features/solutions:  IP Datagram CIP Features, TCP/IP Offload Feature, S/390 with Checksum Offload CIP Features, (SNA, APPN, and HPR Architecture), TN3270 Server configuration and solution design.

Deliverable:
A-001 - Status and Analysis Report
The contractors must interact closely with one another, Government personnel and other third party contractors.  They must have a relationship with all interested and supporting agencies that provide them with the capability to hand off tasks as workloads and available staff personnel dictate.  The contractor shall perform acceptance testing for new telecommunications equipment upon receipt, and work with centralized operations to assess equipment and document problems.  The contractor will be required to comply with Government policies and procedures governing the configuration management process.  Results will be documented and provided to the Government.

Deliverable:
A-002 - Test Report
The contractor is responsible for remote administration of the Computing Services telecommunications infrastructure.  Network management responsibilities include the support of routing, switching, Domain Name Services (DNS), Virtual Private Network  (VPN), Out-of-Band Network, Wide Area Network (WAN) interfaces to DISA Network Services (NS) and network security devices and includes but is not limited to, troubleshooting, software upgrades, and Access Control List (ACLs) management.  All actions taken will be annotated in the Monthly Status Report.

Deliverable:
A-003 - Monthly Status Report
6.2  Task 2 - Security.  All firewalls in Computing Services will be centrally managed.  Two suites of management hardware/software will be fielded at the two CCC locations.  This management system will be used to monitor and update all firewall rules and evaluate the associated logs.  The contractor shall be responsible for operating and maintaining Information Assurance networks.  This encompasses the wide-area network operations and maintenance of dedicated communication circuits, supporting ethernet switch equipment, and any related end-to-end communication components.  The contractor will support intrusion detection tools and will comply with all DISA and local security requirements.  The contractor shall submit specific requests to the FSO for guidance on security issues that arise in the telecommunications environment.  The contractor shall control the network enclave IDS rules and attack signatures, however, the FSO will provide Level 2 technical support and configuration management.  The contractor will respond on a 24x7x365 basis to the real-time alarms generated by the network IDS.  Significant incidents will be reported to the CONUS RCERT.  The contractor shall notify the FSO support desk of any firewall issues or failures.  Each production site will have a pair of premise firewalls to prevent unauthorized traffic.  The firewalls will be implemented using a primary and secondary fail-over scheme.  The secondary firewall will assume network access control upon the failure of the primary firewall.  Should a primary firewall fail, site personnel will be directed to ship the failed unit to FSO and FSO will repair or replace the firewall unit.  The following additional network security functions will be performed by the contractor:

· Provide user authentication

· Ensure access control through rule-based profiles

· Monitor Super-user access via the OOB Network and report incidents via the production network

· Perform On-line monitoring of network security related messages and violations

· Ensure audit logs are addressed and protected

· Enter telecommunications devices into Vulnerability Compliance Tracking System (VCTS) 

· Apply Information Assurance Vulnerability Alerts (IAVA) and CERT patches and update VCTS database with action status for all alerts received

The Government will be advised of any and all security findings/incidents and documentation will be provided at the direction of the Government with appropriate protections.

Deliverable:
A-004 - Security Report
6.3  Task 3 - Configuration Management.  All changes must be managed and coordinated through the central configuration management process.  The contractor must submit changes to and ensure that the CCB process is followed.  CM requirements will be annotated within the Monthly Status Report.  There will be a central repository hosted exclusively on the OOB network that will maintain communications equipment operating system software releases and copies of current configuration files.  The contractor shall support the central configuration management program, and coordinate downtime with the appropriate customer’s SMC.  At the direction of the  Government, contractor personnel may implement changes necessary to reflect new or modified standards or procedures.

Deliverable:
A-003 - Monthly Status Report
6.4  Task 4 - Knowledge Management (KM).  Contractor technicians working with CSD shall support specialized knowledge management functions.  These functions may be identifying KM system knowledge, developing specific knowledge cases, and publishing knowledge.  Contractor technicians shall identify key knowledge management related telecommunications documents and will maintain those documents.  If a CSP encounters a problem that requires level 2 communications involvement, they will refer the problem to the contractor via the trouble ticket system.  The CSP provides notification and feedback to the customer and tracks resolution progress while contractor specialists are working at level 2.  Contractor technicians will work trouble tickets assigned to their functional area.  They may employ the assistance of the various SA and DBA personnel from the Technical Support Division as required.  Upon resolution of a problem, the contractor will update the trouble ticket with necessary details and forward the ticket back to the OST for proper closure and customer verification.

Deliverable:
A-005 - Current KM Database
6.5  Task 5 - Contingency Support.  The contractor will schedule and conduct fail-over tests of the OOB and production network devices on a rotational basis to ensure that site’s redundant devices are capable of a fail-over due to a failure of a primary device.  Detailed procedures will be written for each production environment that specifies steps to be taken to avert and react to a remote network emergency.  Procedures will be written to fail over to redundancy architectures operated between sites so step-by-step remedial actions can be effectively carried out to restore customer service in the event of a catastrophic outage.

Deliverable:
A-006 - Contingency Processing Plan
7.  Place of Performance.  Work will be performed at DECC-D Montgomery located at 401 E. Moore Drive, Maxwell AFB-Gunter Annex 36114.  The primary services for this SOW will be performed on-site in Building 857 at Maxwell AFB, Gunter Annex, AL.  Contractor personnel may be required to work additional hours or weekends with minimal notification to meet customer short notice requirements.  Each contractor will be required to code time worked into a customer provided time accounting system daily. Travel and training will be accomplished on a cost-reimbursable basis.  Prior to incurring any travel or training expenses, the contractor shall obtain written approval from the Task Monitor that approves approximate dates, expected duration, origin and destination, purpose, estimated costs and the number and names of personnel.

8. Period of Performance.  The period of performance is 1 Jul 2003 - 30 Jun 2004 (366 calendar days),  with three one-year option periods.   Option Year 1 –  1 Jul 2004 through 30 Jun 2005

                                                                             Option Year 2 –  1 Jul 2005 through 30 Jun 2006

                                                                             Option Year 3 – 1 Jul 2006 through 30 Jun 2007

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Status and Analysis Report
	Contractor-Determined Format
	Standard Distribution*
	As Required

	1
	Test Report
	Contractor-Determined Format
	Standard Distribution*
	As Required

	1,3
	Monthly Status Report
	Contractor-Determined Format
	Standard Distribution*
	NLT 7th Work Day each month.

	2
	Security Report
	Contractor-Determined Format
	Standard Distribution*
	NLT 5th Work Day Each Month

	4
	Current KM Database
	Contractor-Determined Format
	Standard Distribution*
	Updates Daily/As Required

	5
	Contingency Processing Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft due 120 days after TO award

Final due 30 days following acceptance of draft by the Government

Updates as required

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  All contractor personnel are required to have current SECRET level or higher security clearances with ADP Level I designation.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).
· Remedy

· Arbor BGP Tool

· VISIO

· HP Openview

· Network Node Manager (or other standard system for collecting and displaying at-a-glance performance data)

· What’s up Gold

· INMS


a.  A standard suite of tools will be utilized by the contractor staff to have visibility and access to network management event and historical data.  These tools will also be used by other technicians that work with the CCC (SMC, OST and E&CSO).


b.  Arbor Peakflow BGP will be fielded at five geographically dispersed locations.  The arbor tools will be monitored remotely by the contractor to assess real-time and historical BGP events and routing information as viewed from a wide area perspective.  Arbor will be used to assess whether routing issues are at a DECC site or a customer site.  The Arbor tool provides the contractor with a multiple site routing table.


c.  HP Openview will manage all SNMP interfaces in the core network infrastructure back to the host NIC.  HP Openview will be installed across the enterprise in a two-tiered fashion. Each site will have NNM platform which will collect traps and do SNMP polling of local devices.  SNMP data will then be forwarded through the OOB network to a central platform which will house the SNMP database.  SNMP will feed other tools such as Managed Objects and Tivoli.  Integrated Network Management System (INMS) will be used by the contractor as a tool to show what is going on in the global DISN.


d.  Traffic Flow Management Application (TFMA) will be used to collect IP call detail records at each site.  A collector will be placed at each location.  Each collector will collect CflowD information from collocated routers and switches.  Flows will be sent to a central location at the ESM/CSM central complex where the data will be stored in Oracle for later historical analysis.


e.  The contractor will be provided with standard office equipment and will have use of copiers, faxes and phones to conduct official business

12.  Other Pertinent Information or Special Considerations.
12.1  Skill Sets Required.

· The contractor workforce must be trained to utilize automation and network management tools to the fullest to meet the challenges of efficient operations of a highly complex and diverse technical environment.

· Integrated Network Management System (INMS)

· Contractor personnel are required to attend training and obtain telecommunications certification on the latest state of the art technologies.

12.2  Follow-on Work.  Additional tasks may be awarded to this effort

12.3  Identification of Non-Disclosure Requirements.  The contractor will be required to comply with the terms within the Encore contract and sign a non-disclosure statement.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.  There are no anticipated Section 508 requirements.

(End of Summary of Changes) 

