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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore Services
	1
	Lot
	$79,584.00
	$79,584.00

	
	DISA Computing Services - Denver, Information Management Operations (IMO), IT/ADP (LAN/WAN) Support, in accordance with the attached statement of work (SOW), dated June 19, 2003, (Encore Tracking Number 00125.00).  Analytical Services, Inc. (ASI) proposal number 03-ASI-125, dated July 15, 2003, is hereby incorporated by reference.

The period of performance is 366 calendar days (August 1, 2003 through July 31, 2004).

Time-and-Materials (T&M) Not-to-Exceed (NTE) - the contractor is authorized to invoice monthly for actual hours performed and ODCs incurred.

PURCHASE REQUEST NUMBER: DHQNCR03MPDV018


	

	
	TOT ESTIMATED PRICE
	$79,584.00

	
	CEILING PRICE
	


FOB:  Destination

Section F - Deliveries or Performance
Delivery Information
	CLIN
	DELIVERY DATE
	QUANTITY
	SHIP TO ADDRESS
	UIC

	
	
	
	
	

	0001
	POP 01-AUG-2003 to

31-JUL-2004
	1 Lot
	FOB:  Destination
	


Section G - Contract Administration Data
Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$79,584.00


MIPR:  DHQNCR03MPDV018

CLAUSES INCORPORATED BY FULL TEXT
DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Analytical Services, Inc. (ASI)

DUNS:  839422763

CAGE Code:  0Z229

Contractor POC:

E-Mail Address:

Phone Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 19 Jun 2003
	Contract Number:
	DCA200-02-D-5005

	Task Order Number:
	0015

	Encore Tracking Number:
	00125.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DISA Computing Services - Denver

	Address:
	5775 DTC Boulevard, Suite 350

Greenwood Village, CO  80111-3209

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA Computing Services - Denver

	Address:
	5775 DTC Boulevard, Suite 350

Greenwood Village, CO  80111-3209

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  DISA Computing Services - Denver, Information Management Operations (IMO), IT/ADP (LAN/WAN) Support

3.  Background.

a.  DISA Computing Services - Denver was established to deliver world-class information products and services at competitive prices to assist WAR FIGHTERS and supporting organizations in accomplishing the mission.  This includes building, operating, maintaining and managing a computing and communications capability that supports command and control and business information systems/ applications processing and information transfer requirements; developing, deploying, operating and maintaining information systems/applications; and providing information services consultation, training, and other operational enabling services


b.  The organization also includes Resource Management Division (CD1), Systems Implementation Division (CD2), Logistics Division (CD4) which provide Headquarters support throughout the DISA Computing Services Organization.


c.  The DISA Computing Services mission necessitates close coordination between DISA Computing Services - Denver office, the now present servicing centers located in the continental United States, Asia and Europe.  Therefore, it is imperative that DISA Computing Services - Denver have immediate, full-time access to a state-of-art information capability that will provide all necessary hardware and software tools, communication capability and a staff fully trained in the use of the technology.


d.  The purpose of the work is to support the DISA Computing Services mission by providing on-site assistance to the staff who are users of microcomputers, local area network, wide area network and telecommunication services and equipment.


e.  User desktop and Notebook PCs are a mixture of IBM Compatible Pentiums, and Pentium Pro systems, running Windows 2000 Professional.  Each being connected to the DISA-Denver LAN/WAN through 10BaseT 802.3 Ethernet.  Each user has a separate and unique login to the network which with the WINDOWS 2000 operating system gives each user a unique Email address.  The physical space consists of two floors, cabling is stranded category 5; each workstation is wired with a 3-position jack, jack A and B are set aside for data, jack C is for voice communication.


f.  The Local Area Network (LAN) topology is a star, terminating at a patch panel for subsequent connection to a Synoptic hub.  The LAN at present includes 28 Servers of which 15 reside in a secured area connected through a collapsed backbone to the central hub.  The main communications room is located in the South wing of suite 350, however, due to distance constraints, a satellite communications hook up located in the North wing.  The two areas are connected via fiber links for data, and a 300-pair communication cable for voice.  There is also a Test & Development LAN Room being proposed to support the 13 remaining, connected servers that reside outside of the present secured environment.  Plus four additional units in a development mode.


g.  The LAN server software is Microsoft Windows 2000 Professional.


h.  The Electronic Mail (E-mail) software used by DISA-Denver is Microsoft Exchange.  Presently a mail gateway collects and distributes messages from mail host located at the Denver Detachment located at the former Lowry Air Force Base site.  All mailbox and directory maintenance is performed there.  Intent of this SOW, is to bring this function, totally in-house and all functions to reside at DISA Computing Services - Denver.  Presently the control and administration of DISA Computing Services-Denver is coordinated through the IMO Division and then through Denver Detachment.


i.  The Standard Suite of application software products (current versions) includes the following:


(1)  On Workstations.

· Microsoft Windows 2000 Pro w/SP3, 2000

· Win Zip, Ver 8.0

· Adobe Acrobat, Ver 5.0

· MS Office 2000 Pro w/SP3, 2000

· MS Project 2000, 2000

· FormFlow, Ver 2.22

· Netscape

· Cbt Player

· Diskeeper, Ver 7.0

· McAfee, Ver 4.02

· IE, Ver 5.5


(2)  On Servers.

· Windows Server (or Advanced Server), 2000

· WinZip, Ver 8.0

· Adobe Acrobat, Ver 5.0

· Diskeeper for Server, Ver 7.0

· Veritas Backup Exec, Ver 8.6

· Ecora Patch Manager, Ver 1.0.3

· Exchange, Ver 5.5

· MicroTrend ScanMail, Ver 3.5.2

· MS SMS, Ver 2.0

· SQL 2000

· Elron Internet Manager(WEB Inspector), Ver 6.0


j.  Voice communication system consists of a G3V2 PBX located in the North wing communications/LAN room at the Tech Center.  The voice mail system is AT&T Audix, a software product loaded and operational on the PBX.  The Tech Center PBX is connected to Northern Telecom (NT) switch located at the Denver Detachment/Lowry site via three dedicated T-1 circuits.  The NT provides the point of presence for FTS2000, Defense Switched Network (DSN) and local Central Office (CO) trunk access. The block of telephone numbers used in OP7 are provided from the NT switch (300 available numbers).  Also, additional communications circuits are in place to be used for connecting Video Teleconferencing systems throughout DISA Computing Services.  There is a requirement to move this functionality back to the Tech Center as well.

4.  Objectives.  The objectives of this SOW is to initially obtain service support expertise in the LAN/ WAN Server, Desktop & Laptop computing environments.  The skill required for this requirement is the “*” skill in Paragraph 13.  Intent is to leave open options, should at a later date require additional services covering hardware, software and communications needs.

5.  Scope.  The scope of the statement of work includes the following:

a.  Throughout this document, the term DISA-DE will refer to the Defense Information Systems Agency, DISA Computing Services - Denver and its supported organizations.  This SOW establishes the requirement for a contractor to provide a full time Local/Wide Area Network (LAN/WAN) Staff in support of the DISA-DE Information Management Operations (IMO).  The contractor shall maintain and repair the LAN/WAN including workstations (PCs) and peripherals at 5775 DTC Boulevard, Suite 350, Greenwood Village, CO  80111-3209.


b.  This SOW covers all services identified herein including but not limited to, defining system level requirements; information engineering; analyzing development concepts; analyzing alternative hardware and software (applications, O/S, DBMS) allocations to system requirements; defining system interfaces; developing initial planning documents and life cycle plans; developing new concepts to satisfy operational needs; planning and accomplishing system testing and evaluation through the development cycle; validating site preparation plans; rapid prototyping; office automation; network systems modeling; conducting risk analysis; configuration management; hardware, software and system maintenance; data and telecommunications installation; network security; system development; system conversion; installation, integration; technology update and infusion; use of artificial intelligence; technical documentation; facilities management; operations and maintenance support of existing and new systems; network control, management and operations and administration; and system transition and extension to external sites.  The effort described in this SOW falls within the following Encore Task Areas:

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 4 - Business Process Reengineering
· Task Area 9 - Product Integration
6.  Specific Tasks.  Working in conjunction with the client, the contractor shall provide a broad range of assistance in the following areas:

Task 1 - Contract Level and TO Management.
Subtask 1 - Program and Project Management.  Provide the technical and functional activities at the contract level needed for the program management of this SOW.  Include productivity and management methods such as quality assurance, human engineering at the contract level, configuration and capacity Management, and work breakdown structuring, provide the centralized administrative, clerical, documentation , and related functions.  Provide a monthly status report (A008) for the overall task.

Subtask 2 - TO Management.  Prepare TO Management Plan (A003) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO execution.  Provide a monthly report (A008).

Deliverables:
A003 - Task Order Management Plan
A008 - Status Report
Task 2 - Integration Program Development and Management.  Provide Monthly Project Management Status and Technical Support IPR (A008) through the change proposal life cycle.  Change proposals may consist of new business opportunities, technical proposals for changes to hardware or software baseline configurations, and defining suitable alternatives as background for recommended change proposal solutions.  The contractor shall provide the Information Management Operations with technical support services to assist in the development of cost-effective courses of action to achieve goals and objectives.  This may include, but is not limited to, the following: 1) provide technical input and assisting in the development of project management status reports/project management briefings, 2) technical writing, 3) assisting in the formulation and evaluation of cost benefit, economic, and operational analysis, 4) classifying and storing copies of documents and plans appropriate to recording the development and execution of various plans, and 5) assisting in the development and implementation of project tracking procedures.  The results of the activities associated with this task shall be documented within the body or as attachments to the monthly status report.

Deliverable:
A008 - Status Report
Task 3 - Business Process Re-engineering and Functional Process Improvement.  Articulate and promulgate industry experience and procedures which have served the commercial world well especially with regard to policy that supports good business decisions as this is for a DBOF agency.  The contractor will advise on currency of Government policies with respect to current commercial practices and procedures.  From this, the Government will provide policies and procedures to support the administration of various DISA Computing Services integration programs.  Specifically, this entails the creation, promulgation, and maintenance of the Organizations Centralization Plan including audit policies and procedures, and creation and maintenance of companion documentation to the plan (A005).  Provide a monthly status report (A008) identifying projects completed and status of those in work.

Deliverables:
A005 - Technical Reports
A008 - Status Reports
Task 4 - Integration and Migration Strategy.  The contractor shall conduct research as specified by the Chief, Information Management Operations Division, on new and emerging industry hardware and software trends, technical topics, and information processing administrative practices.  Provide IMO technology baseline (A005) through the development of alternatives and recommendations from this research for changes to the technological baselines of the existing configuration of hardware and systems, and associated administrative practices.  No purchase of software or hardware is anticipated.  Vendors will provide for either test/evaluation at the DISA Computing Services - Denver, CD33 site (Greenwood Village, Colorado).  Local travel might be involved but much of the research can be done by telephone.

Deliverables:
A005 Technical Reports
7.  Place of Performance.  This task order will be performed at the DISA facilities located at 5775 DTC Boulevard, Suite 350, Greenwood Village, Colorado, 80111.  No travel outside local area will be required.  Contractor personnel may be required to coordinate with technical representatives from the DMC-Denver site and attend meetings at that location.

8.  Period of Performance.  The period of performance is 366 calendar days (August 1, 2003 through July 31, 2004).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Number/Format
	Calendar Days After TO Award

	1
	Task Order Management Plan
	A003/DI-MGMT-80347
	Standard Distribution*
	Draft - 15

Final - 30

	1
	Status Report
	A008/DI-MGMT-80368
	Standard Distribution*
	Monthly, on 5th Workday

	2
	Status Report
	A008/DI-MGMT-80368
	Standard Distribution*
	Monthly, on 5th Workday

	3
	Technical Report
	A005/DI-MISC-80508
	Standard Distribution*
	10 Calendar Days After Written Notification by TM

	3
	Status Report
	A008/DI-MGMT-80368
	Standard Distribution*
	Monthly, on 5th Workday

	4
	Technical Report
	A005/DI-MISC-80508
	Standard Distribution*
	10 Calendar Days After Written Notification by TM

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The contractor shall provide personnel involved in maintenance of systems with relatively high risk for causing damage to Government systems.  All personnel performing services under this contract are designated ADP Sensitivity Level II (IT-I), and will have a favorably completed Single Scope Background Investigation (SSBI), or an Interim IT-I prior to performance.

10.1  General Security Requirements.


a.  Services required under this contract will be restricted to controlled unclassified information.  Information generated by the contractor shall be the property of the Government upon completion of the contract.  During contract performance, all information will be maintained in accordance with applicable guidance and regulatory material of the Department of the Defense.  Important records shall not be disseminated, destroyed, or otherwise disposed of without prior written consent of the TM.  The Contractor shall ensure the responsibilities of the Terminal Area Security Officer (TASO) and system User are completed in accordance with the DISA Information Systems Security Requirements.


b.  Periodic review of all LAN user passwords with a formal password reconfiguration shall be accomplished at least once per quarter.  In addition, the contractor will be notified by the Government when a change occurs in the DISA Systems Security Officer.  A change to the formal password reconfiguration is required within two (2) working days after notification of this change.

10.1.1  Systems Security.  The contractor shall provide system security services.  These functions include but are not limited to:


a.  Complying with the overall systems security plan.


b.  Implementing data ownership-data classification programs.


c.  Complying with and assisting in supporting the disaster recovery plan.


d.  Implementing and maintaining access control software.

10.1.2  Network Security Assistance.  The contractor shall perform LAN password administration, create user accounts, maintain encryption unit codes, validate terminal configurations, install anti-viral software and perform audits and audit follow-up actions as required by the TM.

10.1.3  Automated Information System (AIS) Accreditations/Certifications.  The contractor shall assist in maintaining the existing system accreditation packages.  The contractor shall work with the client Information Assurance Manager (IAM) and Directorates in providing accreditation support to include preparation of accreditation packages, briefing accreditation packages to accreditation authorities.  All work shall be in accordance with applicable regulations, internal standard operating procedures, and instructions provided by the TM.

10.1.4  AIS Security Program.  The contractor shall further provide assistance to the TM to establish and maintain a responsive Automated Information System (AIS) security program.  Support will consist of security regulation research/production/update, evaluation of security related COTS and hardware, and assistance in formalizing the production of security information papers.

11.  Government Furnished Equipment (GFE)/Government Furnished Information (GFI).  The Government will provide working space at DISA Offices in Greenwood Village, CO and other DISA sites as required for contractor personnel comparable to that provided to Government personnel.  Refuse and custodial services will be provided by the Government.  The Government may, at its discretion, provide additional training for contractor personnel at no additional cost.  Contractor personnel may be required to attend training sessions pertaining to specialized technical areas for periods of one day to four weeks.  This training may take place at training facilities that require contractor personnel to attend on a temporary duty (TDY) status.  The fact that the Government may require and at the Government’s discretion, fund some specialized training in no way, relieves the contractor from the responsibility of ensuring that all personnel are thoroughly and currently trained in all areas of performance of this contract.  The contractor shall ensure that all personnel receive whatever training is necessary, at contractor expense, to maintain currency in technological areas being supported and in state of the art technology.  The Government shall provide adequate working space which includes desk, chair, filing space, and telephone.  Storage space is provided in the communications room.  Normal office supplies are provided, as are Fax, copy equipment, computer workstation and networked laser printing.  However, secretarial support is not included.  The Government will provide access to all functional areas, as required, to perform work in accordance with this statement of work.  Key cards for access after hours and on weekends are included.  The Government will provide the contractor access to computer resources (personal computer, printers, and software) as required to complete the assigned tasks.  One Desktop PC with LAN connectivity to printers is currently being provided to the contractor(s).  This equipment or equivalent will be provided to the contractor assigned to this new delivery order.  At the contractor site, PC, software, and general office equipment will be supplied by the contractor.  Specialized equipment, software, and documentation required to support or produce specific products will be supplied by and at the discretion of the Government.  The Government will provide the contractor access to all facilities required for the contractor to perform in accordance with this delivery order.  The contractor shall be subject to all military access rules and regulations while working on a Government installation.  The Government will provide necessary, available,  and reasonable access to personnel.  All contacts with Government and other contractor personnel shall be coordinated through the Task Monitor.

12.  Other Pertinent Information of Special Considerations.  The contractor shall identify potential conflicts of interest that may influence future actions or considerations.  An Organizational Conflict of  Interest exists when the nature of the work to be performed may, without some restriction on future activities, (1) result in an unfair competitive advantage to the contractor or (2) impair the contractors objectivity in performing the contract work.  All contractor personnel must sign non-disclosure statements.  The DISA Computing Services - Denver will be evolving in its scope and areas of responsibility.  It is reasonable to expect that on completion of this TO, or elements within this TO, that this SOW may be modified to accommodate new or emerging requirements within the Information Management Operations Division.

12.1  General.

12.1.1  Location/Hours of Work.  The location of the primary work site is the Denver, Colorado Tech Center area.  The DISA-DE facility will be supported under the terms of this contract.  The LAN/WAN must be operational 24 hours a day, 7 days a week.  Billable hours will be reviewed on a weekly basis between customer and project manager and all discrepancies will be resolved prior to forwarding on to monthly status reporting and billing process.

12.1.2  Operating Requirements.  The contractor shall furnish an on-site team at DISA-DE, having at least, the skills and qualifications defined in a separate attachment.  The contractor is required to provide a User Help Desk with operations not to exceed 10 hours per day Monday through Friday or 50 hours per week except for federally recognized holidays, special exercises, and contingency operations.

12.1.3  Specification Changes.  All changes to this SOW/Specification shall be effected only through the Contracting Officer.

12.1.4  Quality Control. The contractor shall be responsible for quality control to ensure that services provided meet the requirements of the SOW.  The quality control plan shall include at least a means for providing a “Customer Comment Record.”  The record form will be provided with each repair accomplished and will be available for use on-line to record comments on other services provided.  The comments shall be included in a database.  Comments analyzed and summarized by report that will be provided to the TM weekly/monthly and presented at Users’ Meetings.

13.  Staffing.

a.  The contractor shall furnish, at a minimum, personnel to fill the following positions and at the quantities identified:

· 1 PT = (1/4) Program/Project Manager

· 1 PT= (3/4) Sr. Network Operations Specialist - Windows 2000 Prof Cert.

· 1 FT* Network Operations Specialist - Windows 2000 Prof 

· 1 FT Communication Technician/Computer Assistant (Help Desk) Program Admin. Specialist

· 1 FT Network Communications Specialist – Cisco Certified

*The immediate requirement is for this skill to perform the tasks identified in Network Technical Support (paragraph 14.2) below.


b.  The positions identified in paragraph a. above are considered to be key position.  This  person as identified shall be considered essential to the work described herein.  Prior to substitution of any key personnel, the contractor shall provide advance written notification of at least fifteen (15) working days to the Contracting Officer, and shall submit justification of proposed substitutions in sufficient detail, including verification of clearances, to permit evaluation of the impact of the proposed changes on the program and its schedule.

13.1  Phase In/Out Periods.


a.  Phase-In Period.  A phase-in period will be necessary to insure that the contractor is completely familiar with the working environment, hardware and software used in connection with this contract.  The phase-in will consist of a briefing by the TM on technical requirements of the contract, a tour of the facilities, transfer of equipment, and the establishment of day-to-day contractor-Government interface procedures.  During this part of the phase-in period, the contractor will limit the personnel in attendance to the contractors, project manager and lead technical personnel. The contractor will work in conjunction with the departing personnel/contractors who will provide guidance and all data for a smooth transition between contractors.


b.  Phase-Out Period.  During the two week period subsequent to expiration of the contract, the current contractor shall permit the successor contract employees to observe and become familiar with any and all operations under this contract in the same manner as permitted at the beginning of the contract.  The contractor shall not defer any needed services for the purpose of avoiding responsibility or transferring such responsibility to the successor contractor.  During the sixty (60) calendar day period prior to the end of the contract, the current contractor shall begin accomplishment of all tasks required to make a smooth transition to the successor contractor (e.g., finalization of reports, conducting final inventory, etc.,).

14.  Specific Requirements.
14.1  Network Management.


a.  The contractor shall work within an established Network Control Center at the primary DISA Computing Services - Denver location.  This center will consist of all other personnel.  The control/help center will provide a point of contact for all users of the LAN/WAN, VTC and telephone system to report troubles and receive assistance.  The center will act as a dispatch desk from which all services will be provided.  An operations log and all appropriate records, drawings, diagrams and other contractor generated and Government provided data will be maintained by this center.


b.  The contractor shall provide service maintenance support, and shall keep the equipment in good operating condition.  Maintenance service shall not include electrical work external to the equipment or repair of damage resulting from accident, transportation between Government sites, neglect, misuse, failure of electrical power of air-conditioning or humidity control, or causes other than ordinary use.  If repairs are required as a result of the above conditions, they shall be at a price negotiated under a deliverable modification or as provided by the Chief, IMO Division.


c.  The contractor shall assume responsibility for operation and maintenance of all LAN/WAN equipment.  The contractor shall ensure the continued performance of  the LAN/WAN equipment at a 98% availability rate for all equipment.


d.  The contractor shall provide experienced personnel to perform the functions of file server administration for all file servers installed at DISA Support Activity - Denver  and their outlying facilities.  The contractor shall provide on an on-site file server administrator that will provide both file server administrator duties as well as Help Center duties.  This individual will also be responsible for assuring all Security and policy directions are being addressed and complied with (i.e., IAVA/VCTS fixes; current STIGS are in place; and vulnerability issues are being reported and corrected within the timeframes identified by the TM.  Contractor provided file server administrator(s) shall coordinate with the designated division point of contact concerning those matters regarding access rights and password/ID control.  The contractor shall insure that all user logon procedures for all personnel are the same.  The contractor shall insure that any deviations to, additions to, or customized logon procedures and screens are coordinated with and approved by the TM.


e.  The contractor shall provide maintenance, operating system updates to all servers including web servers for DISA Computing Services - Denver and its supporting organizations.


f.  The contractor in addition shall provide network operations to manage and control the network and applications.  These personnel will be capable of configuring/reconfiguring the network resources for the most efficient network operations.  The network shall be in operation 24 hours each day except that necessary down time for scheduled maintenance, upgrades, etc., may be scheduled between 1800 and 0600 hours.  Functions include, but are not limited to:


(1)  Activating communication links and controllers, including internal and external Internet connections (where equipment belongs to other managers, problems will be identified and reported to cognizant office for resolution).


(2)  Providing physical and logical connections to the applications programs.


(3)  Installing, operating, and maintaining communications software.


(4)  Maintaining communication lines.


(5)  Performing network diagnostics.


g.  Installing, configuring and managing network resources, to include a standard terminal configuration except where a unique and documented requirement warrants an exception.


h.  Providing remote system administration.


i.  Analyzing and maintaining Open Systems Interconnect (OSI) protocol links between the DISA Computing Services - Denver and throughout DISA’s community.

14.2  Network Technical Support.  The contractor shall provide network technical support.  These functions include, but are not limited to:


a.  Serves as a system administrator installing and maintaining software and hardware and documents the physical configuration of information systems.  This includes the implementing of security plans and policies and preventive maintenance schedules.


b.  Optimizes the functionality of networks and systems and diagnoses and recovers failed systems.  In addition performs network modeling and engineering to optimize network performance.


c.  Identifies and anticipates server; desktop; and laptop performance, availability, capacity or configuration problems.  Initiates corrective or preventive action, such as increasing disk or memory capacity to improve performance.  Plans and coordinates the maintenance, upgrade and support of equipment.  Installs, configures, and tests software on equipment, scheduling maintenance activities during off-peak usage periods.


d.  Resolves problems such as defective hardware components or corrupted software.  This includes the running of tests to verify operability and functionality.  Also reviews server loads and recommends server load balancing and implements and verifies server backup and restoration.


e.  Reallocates resources as they become available, optimizes systems performance, and recommends additional components to improve overall systems operation.  In addition defines customer requirements for equipment based upon analysis of business needs and practices.  Assists in planning and coordinating systems design, acquisition, testing, installation, and support.


f.  Installs and configures commercial off-the-shelf (COTS) applications and software/hardware enhancement products.  Involved in the planning and coordinating of new products or equipment installations.  This includes working closely with customer officials to ensure seamless implementation.  In addition, identifies and mitigates security vulnerabilities and risks.  Maintains server, desktop and laptop integrity and vulnerability issues.


g.  Applies a comprehensive knowledge of systems integration, performance tuning, evaluation methods and procedures, and project management principles sufficient to maintain, plan and coordinate the installation of new products and equipment.  Must be able to utilize available guidelines that are not completely applicable and my require interpretation, and/or adaptation to specific issues or problems.


h.  Personal contacts include individuals from with-in and outside the agency, including contractors, vendors, and instructors in moderately unstructured settings.  Contacts are for the purpose of planning, coordinating and advising on work efforts and resolving issues or operating problems.


i.  Evaluate service from communication service providers and common carrier facilities, identify bottlenecks and problem areas and be instrumental in problem resolution processes.

14.3  Applications/Software Assistance.


a.  The contractor shall provide software support, to include but not limited to, patches, minor releases, major releases, and telephone support for the Windows 2000 Professional Operating System, Beyond Mail and CaLandar systems, PCBoard commercial bulletin board, Incognito and FTP PC/TCP protocol gateways, Zoomit X.400/X.500 gateway at TP4 connection to DoD X.400 backbone, Newsedge network, DISA Computing Services World Wide Web services including HTTP, WAIS and Gopher services, Windows 2000 Professional Advanced servers and related software base, and other software packages necessary to operate/manage the Network.


b.  The users help center will install, integrate and operate network application software.  User inquiries/problems will be handled in accordance with this SOW and where necessary, an individual will be dispatched to provide personal one-on-one assistance to the individual user.  The functionality of these software packages include, but are not limited to the following:

· Print Service

· File Service including Management and Transfer

· DoD Protocols such as TCP/IP, Telnet, etc.

· Data Defense Network (DDN) Data Communications Protocols

· International Standards Organization (ISO) OSI Protocols

· Inter-Command Telecommunications and Network Enhancement Systems

· Name Management Service

· Bulletin Board(s)

· Electronic Mail

· Terminal Emulation

· Calendar(s)

· Word Processing

· Database Management

· Electronic Spread Sheet

· Statistics Collection and Analysis

· Forms Fill In, Retrieval, Distribution and Management

· LAN and workstation Anti-Virus Software

· Web Processing/maintenance

· Others as required


c.  The contractor shall assist in determining needs, criteria, and justification, for additional and enhanced systems and related hardware.  To provide for software tasks, the required software may be either purchase or developed.  Contractor responsibilities include, but are not limited to:

· Providing operating system upgrades

· Resolving critical system errors related to installed systems

· Resolving response time problems

· Review and modification of installed systems to maximize performance

· Signing, developing, implementing, and maintaining appropriate safeguards to preserve the functional integrity of databases and files, including appropriate backup, restore, load and purge procedures

· Operating all existing systems and maintaining them by making any changes or corrections to the computer programs to maximize operation performance

· Provide application software updates

· Provide and comply with Disaster Recovery Plan when called upon

· Maintain current STIG’s, and IAVA compliances on all associated hardware


d.  The contractor shall provide application software assistance to a help request in either the User Help Desk or at the user’s site.  The effort shall include quick response solutions for both commercial and custom software applications.  The contractor shall provide help for software backups, updates, recoveries, systems security, passwords, diagnostics, virus monitoring and elimination, conversion to and from various media, reconfiguration, and corrective maintenance/troubleshooting for software malfunctions.  The contractor shall provide additional user assistance in applications and LAN/WAN software as required.


e.  The contractor shall, as a minimum, support the following server & workstation software:

· All versions of the DOS operating system

· UNIX/POSIX Operating System

· LAN Workstation Software

· Memory Management Software

· MS Windows all versions

· MS Office 2000 Professional including but not limited to Word, PowerPoint, Excel, FoxPro, Access, Project Manager

14.4  Cable Plant Maintenance and Documentation.


a.  The contractor shall ensure that all twisted pair cable, BroadBand cabling system, and  Fiber Optic Transmission systems that supports the LAN is maintained in full operating  condition.  This maintenance will include, as appropriate, all main feeder cables, riser cables, station wiring, cross-connects, modular jacks and all other associated hardware, amplifiers and taps through the DISA-DE.  The contractor shall add drops, cable, and outlets as needed to expand the system.  


b.  The contractor shall perform remedial and preventive maintenance (PM) on the cable plant.  Requirements include but are not limited to:


(1)  Perform PM on a regularly scheduled basis.  The requesting Division will provide the desired maintenance schedule.  This schedule may be provided in a prioritized sequence  considering the criticality of the components of the cable plant.


(2)  Accomplishing remedial maintenance on a high priority basis.  The requesting Division will provide the maximum acceptable on-site response time.


(3)  The contractor shall provide written control change documentation (CCD) concerning all alternations/modifications to the cable plant.  Upon securing activity approval, the CCD will be entered on the using activities designated current network "master " documentation.  Requirements to be performed may include Update of “master” as built drawings in a format compatible with AutoCAD, network specifications, network maintenance manual, network operations manual, user manual, network test plan, network training manuals.

14.5  Hardware Assistance.  The contractor shall provide hardware assistance, for new equipment setups, reconfigurations, relocations, malfunction testing, crash recovery, LAN problems, and systems security.  The contractor shall perform operator/user maintenance on hardware and peripherals down to the component level.  Hardware repairs shall be performed at the user's site when possible.  In the event a repair cannot be performed at the user's site, the equipment shall be evacuated to an off-site maintenance center. A hand receipt will be provided to the customer prior to removing equipment from their site.  A copy of the hand receipt will be provided to the TM.

14.6  Contingency Operations.  The contractor shall provide technical service coverage up to 24 hours per day and seven (7) days per week, for up to ninety (90) labor days in the event of contingency operations or national emergency.  A Government provided answering machine or voice mail shall be used to record service requests after normal work hours.  The contractor's help desk shall serve as the primary interface with the user community.

14.7  Implementing Planned Changes.  Planned changes originate from Government-identified requirements.  Planned changes include, but are not limited to the following:


a.  Installation of new software and new versions of existing software to include installation of modem hardware and software, Network operating software, application software, and bridge and routing software for network or electronic mail traffic.


b.  Modification or maintenance of existing software.  This category includes adding users to server user lists, Access lists, deleting users no longer active on LAN, Managing disk space to use the LAN resources efficiently and effectively.

14.8  Remedial Maintenance.  Remedial Maintenance includes, but is not limited to, the following areas:


a.  Individual Workstation (PC)/Laptop Problems.


(1)  Hardware Problems.  Malfunctioning memory boards, keyboard problems, monitor normal function, bad cable connection to LAN, difficulties printing.


(2)  Software Problems.  Fixing unauthorized changes, correctly installing needed software packages, providing instruction on areas of the LAN and identifying software bugs.


(3)  Modem/Fax Problems.  Correctly installing software packages, providing instruction; identifying software bugs.


b.  Network Problems/Maintenance.  The contractor shall provide IT/ADP and communications systems maintenance as required.  The contractor shall provide hardware and peripheral diagnosis and repair to the component level.


(1)  Hardware Problems.  Identifying and replacing malfunctioning transceivers and drop cables, assist in diagnosing and resolving network bridge, server, router problems, including VTC equipment.


(2)  Software Problems.  Adjusting server parameters to improve response to user service demand, managing the MS Office user lists, and recovering accidentally deleted information.


(3)  Modem/Fax Problems.  Identifying and replacing malfunctioning parts, providing response to user needs and resolving software problems.

15.  Responsibilities of the Contractor.

a.  The contractor shall provide maintenance (labor with procured parts) to keep the equipment/ systems in good operating condition.  Maintenance shall be provided on a timely basis.  The contractor will be responsible for repair of equipment by the estimated return date established under the Trouble Ticket Number assigned by the User Help Desk.  These responsibilities include but are not limited to:

· Providing the user with a point of contact for the proper hardware maintenance

· Preventive Maintenance (PM)

· Problem identification, isolation, and troubleshooting

· Service restoration (within two hours for servers)

· Equipment replacement and repair


b.  The contractor shall perform on-site maintenance, both preventive and corrective for LAN components.  A maintenance float system will be employed to satisfy requirements for equipment to be evacuated to an off-site center for corrective maintenance.  Preventive Maintenance (PM) will be performed on a schedule established by the contractor.  Equipment under warranty will be tracked until expiration of the warranty, taking advantage of warranted services.  Maintenance services will include LAN relocations and database maintenance.


c.  The contractor shall operate a maintenance float system using Government Furnished Equipment (GFE).  When equipment must be evacuated to a off-site maintenance center for repair, replacement equipment will be issued by the contractor using hand receipts from the float.  Should requirements for maintenance float equipment exceed availability, the TM will be notified.  The TM will prioritize float utilization based upon mission need and will further determine if an increase in established float levels is required.


d.  The contractor shall provide for referral of nonfunctional equipment to the appropriate vendor if the item is under warranty or a separate maintenance contract exists.

16.  Repair Parts and Services.  The contractor shall be provided a Government maintenance area  as required which shall be used for repairs which cannot be performed at the user's desk.  The Government shall provide equipment to move to and from the repair facility (carts & hand-trucks) for equipment requiring repair.  Only new commercially available parts or parts equal in performance to new parts shall be used in effecting repairs.  Contractor-sponsored alterations or attachments to the system shall be made only with the written approval of the TM or KO.

17.  User Help Desk.

a.  The contractor shall interact with the network control User Help Desk to manage all local and wide area network resources and maximize network availability.  The contractor shall provide technical assistance, guidance and hands-on help to client personnel on only reported occurrences through the Help Desk reporting process unless directed by the Chief, IMO division.  Support shall include hardware and applications software assistance and troubleshooting for MS Windows 2000 Professional platform systems, LAN/WAN assistance, automation security assistance, COTS evaluation, and graphics generation for executive level  program presentations, as required by the TM.  The automated record log/tracking system has been developed and maintains a record to track user requests through completion of service or assistance with associated reports provided as requested by the TM.


b.  The network control center includes at a minimum, one user Help Desk which provides a point of contact where all network users can report problems and obtain problem resolution.  The desks will be in operation 7x24 hours.  Requests for assistance will be placed through an e-mail message or telephone request.  The Help Desk shall respond within 30 working minutes with a job number.  If the problem cannot be resolved by telephone within five (5) minutes, a technician visit will be scheduled and reported to the user.  Minimum operational capability to include network access and print capability shall be restored within four (4) duty hours.  Equipment problem resolution through equipment repair or other means, will be scheduled and the completion date reported to the user.  Only properly bar coded and accounted for equipment will be repaired.  If equipment is not included in the Government provided and contractor updated inventory, the contractor will notify the user and the TM so that appropriate steps may be taken to include the equipment on the inventory.  The user shall certify satisfactory completion before the Job Number is closed.  Status of problem solving actions, such as equipment repair, shall be available through an on-line system under the Network.


c.  The contractor will maintain a network software library consisting of Government owned/ developed software.  The library will retain the master disks or CD’s of all COTS software in use for safekeeping and as the basis for licenses through serviced organizations.  Backup copies of applications software will be used for normal operations (i.e., re-installations, reconfigurations, etc.).  The library will have the capability to issue one-of-a-kind or unique applications software to client personnel on a temporary hand-receipt basis.


d.  The network control center will provide, as a minimum, the following functions/services:

· Responding to users network problems in friendly, non-technical language

· Helping end users with network procedures

· Answering questions on applications

· Tracking resolutions to their problems

· Perform daily server backups AFTER normal duty hours.  In addition, comply with off-site/backup storage process


e.  The contractor shall at least once every quarter make integration update recommendations on both hardware and software to the TM.  All integration updates must be approved in writing by the TM.  Once approved the contractor is responsible for the installation of the approved integration update to hardware or software.


f.  The contractor shall verify the on-line reporting system and submit for approval a job order ticket form consisting of at least the following information:

· Date and time trouble call received (from whom along with their telephone number)

· Date and time of arrival at site (if required)

· Type and serial numbers of equipment

· Description of malfunction

· Date and time device(s) was returned as functional

· Service call reference number/Job Order number

· Description of action taken, repairs made, parts replaced

· Description of any PM actions taken, if any

· Signature acknowledging completion by customer/department

· Other/Miscellaneous (specify)


g.  The contractor shall respond to all requests within the times shown in this document.  He/She shall resolve 80% of the calls within 2 working hours; 90% within 4 working hours and 100% within 8 working hours, unless a longer delay has been documented and approved by the TM.

h.  The contractor shall upon arriving at the location for repair, immediately notify the point of contact on the trouble ticket. In the absence of the contact, the contractor shall contact the Information Management Officer (IMO), or other managerial personnel in the area where repairs are being accomplished.  When repairs are completed the contractor will obtain the contacts signature and verification that the problem has been resolved.

18.  Computer Systems Engineering Support.  The contractor shall provide necessary services to ensure the integration of all existing and/or future hardware and software.  Included in this support is engineering assessment of current systems and emerging technologies.  Growth plans and migration paths will be developed for systems evolution and modernization.  The contractor will assist DISA Computing Services - Denver with software design evaluations, interface requirements definition, and design and testing support.  Prototyping support will be provided as part of system design and implementation.  The contractor will assist in developing information architectures, facilities upgrade studies, capacity planning and systems integration.  The contractor shall be responsible for the design, development, testing, installation, implementation, maintenance and ongoing support of current and future information processing and communications services. 

19.  Communication Equipment.  The contractor shall install Information Resource Management communication equipment.  Requirements/tasks to be performed including, but are not limited to:


a.  Relocation and/or reconfiguration of computer hardware and peripherals, communication devices, and software so that functional systems result.  These items may be required in the event of office moves, technology infusion, integration of systems, change in user requirements, or changes in hardware.


b.  Installation of cable plant transmission media and equipment which may include, but is not limited to facilities such as Broad-Band coaxial cable, base-band coaxial cable, high speed microwave, fiber-optic, and infra-red systems.  All materials required for installation shall be billed to the Government as other direct costs (ODCs).


c.  Cable plant check-out and alignment of required communication equipment such as amplifiers, line extenders, connectors and splitters.


d.  Written documentation in accordance with local activity guidelines, containing maintenance procedures for equipment on the system.


e.  As-built specifications and drawings compatible with AutoCAD.

20.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

