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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$295,902.82
	$295,902.82

	
	FFP

Problem Resolution Engineering Services for Defense Information Systems Agency (DISA) Defense Enterprise Computing Center-Detachment Dayton (DECC-D Dayton), in accordance with the attached statement of work (SOW), dated 31 Aug 2003 (00145.00).  Analytical Services, Inc. (ASI) proposal 03-ASI-145 dated, 16 Sep 03, is incorporated by reference.

The period of performance is 366 calendar days (01 Oct 2003 through 30 Sep 2004).

Funds in the amount of $295,902.82 for this FY04 requirement will be available for obligation purposes beginning 01 Oct 03.

Firm Fixed Price (FFP) - the contractor shall invoice 11 monthly payments (Oct 2003 - Aug 2004) of $24,658.57, and one payment of $24,658.55 (Sep 2004).

PURCHASE REQUEST NUMBER: DMCUMY04MPW0001


	

	
	NET AMT
	$295,902.82

	

	
	ACRN AA Funded Amount
	
	$295,902.82


FOB:  Destination

Section C - Descriptions and Specifications
ENCORE TASK ORDER (TO) PERFORMANCE WORK STATEMENT (PWS)
as of 31 Aug 2003
	Contract Number:
	DCA200-02-D-5005

	Task Order Number:
	0021

	Encore Tracking Number:
	00145.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DISA Defense Enterprise Computing Center Detachment Dayton (DECC-D Dayton), CDOD43

	Department of Defense Activity
Address Code (DoDAAC):
	H98320

	Address:
	2721 Sacramento Street, Room 113

Wright Patterson Air Force Base, OH  45433

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA DECC Detachment Dayton CDoD1

	DoDAAC:
	H98320

	Address:
	2721 Sacramento Street

Wright Patterson Air Force Base,  OH  45433

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Problem Resolution Engineering Services for Defense Information Systems Agency (DISA) Defense Enterprise Computing Center-Detachment Dayton (DECC-D Dayton)

3.  Background.  DECC-D-Dayton has a problem resolution requirement to troubleshoot router/switch TCP/IP network configurations and maintain network documentation including standard operating procedures within the DECC-D Dayton facility.  Within the Defense Information Infrastructure Control Concept (DIICC) network management terminology, this configuration is referred to a Local Control Center (LCC). The LCC interfaces to DISN WIDE Area Networks (WANs).  This requirement for problem resolution includes troubleshooting both hardware and system software configurations, communication protocols/ services/ports and other critical issues associated with meeting customer requirements on a 24-hours a day, 7-day a week operation.  This requires increased technical support to ensure problems are resolved to customer satisfaction and in an appropriate time. The DECC-D Dayton LCC network consists of CISCO routers, Alcatel and CISCO switches, CISCO and Secure Computing Firewalls, F5 Network’s Server Load Balancers, CISCO and Alcatel VPN Gateways. Problem Resolution, Performance Monitoring and Service Level Availability Status are major network concerns.  TCP/IP is the main transport within the router/switch network.

4.  Objective.  The purpose of the PWS is to provide for technical support for data communications and problem resolution.  Support will include trouble shooting network software/hardware configurations of communications routers, switches, firewalls, VPN Gateways, Server Load Balancers, DNS network servers and application interfaces as well as maintaining existing network metrics products.

5.  Scope.  DECC-D Dayton is a regional processing center for DISA providing support, configuration and maintenance of several diverse and distinctly separate computer platforms.  The mission of DECC-D Dayton customers includes development, test and production of both integrated and Air Force standard applications as well as DoD Information Technology (IT) initiatives.  DECC-D Dayton is responsible for the overall management, operations and maintenance for Air Force and other DoD assigned UNIX and WINDOWS NT information systems as well as Local Control Center (LCC) Network infrastructure supporting various Department of Defense (DoD) organizations. DISA, provides central configuration management for network engineering functions of the network within the Network Service Organization.  As part of DISA, WESTHEM Headquarters organizations provide network design oversight via Central Communication Office (CCO) and the Enterprise Communications Office (ECO). These two organizations approve network configuration design and also provide configuration design changes to the LCC based on higher headquarters planning.

· Task Area 11 - Licensing and Support
5.1  ADP Data Communications/Networking Environment.
5.1.1  Network Hardware.  DECC-D Dayton supports and provides problem resolution for following network equipment: CISCO routers, Alcatel and CISCO switches, CISCO and Secure Computing Firewalls, F5 Network’s Server Load Balancers, CISCO and Alcatel VPN Gateways.  Network hosts include Hewlett Packard 9000 series hardware, SUN hardware and various NT servers.

5.1.2  Network Software.  DECC-D Dayton supports CISCO routers, CISCO firewall configurations and XYLAN switch configurations, using software tools provided by CISCO and XYLAN.  Access level coding is required for security setups.  TCP/IP protocol is used in most DECC-D Dayton Communication and network host equipment.  Multi Router Traffic Grapher (MTRG) is used for online metrics.  Knowledge and skill with the following software is required: Unix, TCP/IP, FTP, and the HP OPENVIEW network management platform.  Knowledge of the DISA DII COE standard platform for network management is required.  Primary host operating systems are HP/UX, SUN Solaris and Microsoft NT.

6.  Specific Tasks.  This requirement for a dedicated network professional to perform functions as outlined in this statement of work.  Specific tasks include, but are not limited to, the following:
6.1  Implement and facilitate DECC-D Dayton communications architecture based on DISA headquarters design and all local requirements (subject to approval by DISA Central Communication Office Change Control Board). Support network equipment (routers and switches), implementation and upgrades of network operating systems, network security (firewalls and access control list) implementation and maintenance when directed by the Security Office via DoD/DISA chain of command; implement hardware upgrades on communications equipment, provide configuration management support; participate in disaster recovery exercises and provide expert-level product specific analysis of operational problems.

6.2  Provide engineering support and integration services to DECC-D and its customers.

6.3  Provide technical support and configuration services for new and existing equipment to include problem analysis/resolution for the following:

· TCP/IP, FTP, VPN, Load Balancer and MQ Series operational analysis and problem resolution for remote connectivity using HP OPENVIEW capabilities and HP Internet Advisors analyzers

· LAN and WAN protocols; architectures such as ATM, FDDI, TCP/IP; all Ethernet variations

· LAN switches, routers and bridges; and security as they pertain to the previous mentioned areas

· Prepare and conduct informal/on the job training sessions when requested by DECC-D-Dayton TM

· Conduct themselves in a professional manner when interacting with all Government and other contractor personnel at DECC-D Dayton to ensure that the DECC-D Dayton mission is accomplished

· Customize XYLAN Corporation equipment and CISCO Corporation equipment to use protocols and related ports/services listed in paragraph 3 above

6.5  Provide engineering support and integration services for the implementation of DISA standard security solutions in accordance with DISA Security Technical Implementation Guides (STIGS) for Mid-Tier, NT, Network and other computer platforms.  The STIGS are available through the Internet at https:/powhatan.iie.disa.mil/techguid/stigs.html or in hardcopy form from DECC-D Dayton.

6.6  Provide documentation using (DISA approved office tools such as MS Power Point and MS Excel) including network diagrams, configurations, and standard operating procedures, for any network integration services perform for DECC-D Dayton.  Provide/submit reports as defined in Paragraph 9.

6.7  Record, respond and resolve trouble calls reported by the Government/contractor personnel, and document all calls, noting problem reported, action taken, projected resolution date and other pertinent details.

6.8  The contractor shall bring problems or potential problems affecting performance to the attention of the TM as soon as possible.  Verbal reports will be followed up with written reports when directed by the TM.

6.9  Utilize the DISA standard problem reporting system (Action Request System -TMS-Remedy) to record all problems and resolutions via logon procedures.

6.10  Provide support problem resolution for DECC-D-Dayton connectivity to DISA sites and the INTERNET.  This includes problem resolution from end user equipment to user desired applications residing at DISA sites.

7.  Place of Performance.
7.1  Work will be accomplished for DECC-D Dayton through the contract.  Certification by the Government of satisfactory services provided is contingent upon the contractor performing in accordance with the terms and conditions of the contract.  Normally DECC-D Dayton’s representative and the contractor’s representative(s) will meet once a month to review performance.

7.2.  Travel.  The contractor may be required to travel on official Government business to conferences, meetings, other Government/customer sites, etc.  Travel will be under “Contractor Letter of Identification,” ensuring the best available commercial rates and travel must be pre-approved by the Government TM.  Travel costs shall be in accordance with Federal Travel Regulation (FTR) and the contractors employee travel settlement is with the employer.  Travel will be cost reimbursable and paid under a cost reimbursable contract line item number on the contract.

8.  Period of Performance.
8.1  The period of performance is 366 calendar days (1 Oct 2003 - 30 Sep 2004).  Generally, this technical support shall be performed Monday through Friday excluding all Federal holidays.  Work schedule is subject to workload needs.  Due to the nature of the position, the contractor will be required to provide on-call support via Government-supplied beeper.

8.1.1 In the event that upgrades or changes to the system must be done during off peak or limited usage times, the Government reserves the right to request flexible work hours from contractor personnel. Upon a 24 hour advance, written notification by the TM, the Government and contractor may establish a mutually agreed upon time to institute/incorporate the change.  In this case, contractor personnel will substitute these non-core/weekend hours for weekday hours.  For example, if an upgrade is done on Saturday, contractor personnel may choose to take the following Monday as an off day.

8.1.2  Any work in excess of 40 hours per week must be approved by the TM prior to performance and will be performed at the straight labor rate.  The contractor shall provide a telephone number for emergency services during non-core hours to the TM.

8.2  When the Government installation grants administrative leave to its employees (e.g. as a result of inclement weather, potentially hazardous condition, or other special circumstances), contractor personnel working on-site will be dismissed also.  However, if directed by the Contracting Officer or authorized representative, the contractor shall provide sufficient on-site personnel to complete or continue critical work already in process or provide on-call response in accordance with this PWS.

9.  Delivery Schedule.  The items listed in the following chart are deliverables that fall within the scope of this task order.

9.1  Reports.

	Support Area
	Title
	Delivery Date/Description

	Management
	Monthly Status Report
	Monthly to TM

	Management
	Configuration Management Changes
	Monthly

	Management
	Weekly Activity Report (WAR)
	Weekly

	Management
	Trip Report
	Each Occurrence

	Management
	Standard Operating Procedures (SOP)
	As Requested by the TM


9.2  Criteria for Acceptance.  Reports will be prepared using the currently installed version of Microsoft Office products.  All deliverables/reports must be presented in a clean, neat and professional format.  Provide a monthly report, due on the 5th workday of each month, detailing work performed during the preceding month for the assigned tasks and hours worked.  This report may be either in letter format or email and sent to the TM. If sent electronically it must be in the currently installed version of Microsoft Word.  Configuration Management Changes will be prepared using the currently installed version of the Microsoft Office PowerPoint product.  This report will reflect the current network architecture in diagram form.  The report will be updated by the 5th workday of each month and include all changes made to the network the previous month.  If no changes were made to the network the previous month this report will not be required.

9.3  Weekly Activity Reports will be prepared and submitted to the TM by 1700 hours on Thursday of each week.  The report will detail work performed by the contractor for assigned tasks, problems encountered (if any), and any information that needs to be brought to the attention of the TM for interest or elevation to higher authority.  The report will be prepared using the currently installed version of Microsoft Word.

9.4  The contractor shall provide a trip report for each occurrence of temporary duty travel.  These reports shall state the name of the traveler, the date(s) the travel was performed, purpose and objective(s) of the trip, identify problems encountered, analyze their causes, detail recommended solutions and/or action(s) taken, and a summarization of findings.  This report will be prepared and submitted to the TM within 7 days after the completion of travel.

9.5  Standard Operating Procedures (SOPs) development may be requested of the contractor based on new policy, direction or implementation of new or updated software products.  The Standard Operating Procedures will document the steps required to configure, maintain, customize for local use or utilize a specific product or feature provided by a product.  The SOPs will be prepared using the currently installed version of the Microsoft Office Suite of products.

10.  Security.
10.1  Each Government-site Contractor staff member must possess a SECRET security clearance.  DoD military and civilian personnel, as well as DoD consultant and Contractor personnel, who perform work on Automated Information Systems (AIS), are required to be assigned to one of two position sensitivity designation in accordance with the following mentioned references.  These designations equate to Critical Sensitive ADP-I or Non-Critical Sensitive ADP-II position.  Each contractor staff member performing Government-site services against this PWS is designated Critical Sensitive, ADP-I, and therefore must have a favorably adjudicated Single Scope Background Investigation (SSBI).  At the minimum, an Interim SSBI/ADP-I adjudication and an Interim SECRET clearance are mandatory before a Contractor staff member may enter the Government work site to perform work against this PWS.  Any requirement for an ADP-I position with a SECRET security clearance must be identified in the contract and a completed DD Form 254.  The contractor will assure that individuals assigned to these positions, as determined by the Government, have completed the appropriate forms.  The current DISA policy requires all personnel occupying ADP-I positions to be U.S. citizens.

10.2  References.

· DoD 5200.2-R, Personnel Security Program, dated Jan 1987

· DoD 5220.2-M, National Industrial Security Program Operating Manual, dated Jan 95, with supplement 1, dated Feb 1995

· DoD 52220.22-R, Industrial Security Regulation, dated Dec 1985

· DISA WESTHEM Security Handbook, dated May 1997.  DoD 5200.2-R, DoD 5220.22-R and DoD 5220.22-M

10.3  This requirement will comply with existing DoD and DISA security policies and procedures.  AIS security program restrictions on access will be followed to ensure all users are properly authorized, and no security procedures are breached or circumvented.  Specifically contract support technical personnel will be strictly controlled to ensure their access complies with current authorization procedures and standards.  The Contractor is responsible for obtaining clearances and shall submit each request for personal security investigation, requesting an SSBI for ADP-I and a SECRET clearance to the Defense Security Services Operations Center Columbus (DSSOCC) using the latest version of the Electronic Personnel Security Questionnaire (EPSQ).  However, as a minimum, the Contractor will be required to have a favorably completed, in scope, National Agency Check (NAC), in order to obtain Interim ADP-I level of access.  Until these requirements are met, the Contractor employee will be denied access to the Government work site and the Automated Information Systems.  Signed copies of the Questionnaire for National Security Positions (SF 86), the DoD Request for Personnel Security Investigation (DD Form 1879) or NAC Form, and the EPSQ Receipt Systems Results must be forwarded to the DECC-D Dayton Security Manager for review, in order to obtain an Interim ADP-I level of access, so that the Contractor employee may begin work on Automated Information Systems.  The copy of the EPSQ package must be submitted to the DECC-D Dayton Security Manager prior to the start of the contract performance.

10.4  The interim ADP access request will be reviewed to ensure there is adequate justification supporting the request.  The applicable forms will be reviewed for any derogatory information using the 13 adjudicative guidelines set forth in ASDC31 Memorandum, subject: Personnel Security Investigation and Adjudication’s, dated 10 November 1998.  DECC-D Dayton will send the request to DISA D162 or its’ successors for consideration.

10.5  DISA retains the right to request removal of contractor personnel if a clearance cannot be obtained, or whose actions, while assigned to this contract, clearly conflict with the interests of the Government, regardless of their prior clearance or adjudication status.  The reason(s) for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the Contractor shall within thirty-calendar days assign qualified personnel to any vacancy (ies) thus created. 

10.6  Information about completing the required forms may be obtained from the DECC-D Dayton Security Office, Code WE760, at (937) 257-6532.

10.7  Security Officer.

DECC-D Dayton WE750

2721 Sacramento Street, WPAFB, OH  45433-5061

11.  Government Furnished Equipment/Government Furnished Information (GFE/GFI).  The Government will supply contractor personnel an office environment to include computer equipment, telephone, and reproduction services as required for official business only.  GFI (provided by DECC-D Dayton) will include manuals, texts, briefs and other materials associated with the hardware/software noted in paragraphs 3 & 4 of this PWS.  DECC-D Dayton will also provide an initial familiarization/orientation to contractor personnel.  In addition, Standard Operational Procedures will be available to the contractor at the place of performance

12.  Other Pertinent Information.

a.  Training.  The contractor may attend on-site training provided to Government staff, when space is available, the workload permits and the Government incurs no additional training cost.  Written permission by Government TM is required.


b.  Contractor-Furnished Facilities, Supplies and Services.  The contractor shall provide all supervision and control of contractor personnel and perform all contractor related administrative functions.  This includes, but is not limited to, hiring, firing, assigning and supervising work, and critiquing performance. All task-related requests to the contractor shall be communicated through the TM to the contractor Task Leader.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

ATTACHMENT 1
Agreement of Nondisclosure
In the performance of work under Contract No. 
, the undersigned, 
 individually and as an authorized representative of 
, agrees that all information or materials pertaining to the subject order, made available by the Government, or that the contractor has access to by virtue of the provisions of this order, that relate to the business or resource needs of the Government, or other information not intended for public disclosure, shall be deemed to be “sensitive, confidential and/or proprietary” and that he/she shall keep in confidence and protect from unauthorized disclosure any such materials or information.  This includes disclosure to individuals within the contractor’s company who are not specifically assigned to work on this order, and who have not signed this agreement.  The contractor, and the undersigned, agrees that any such confidential materials and/or information shall not be used except in the performance of duties under the subject order or as otherwise directed by the Government.

This agreement shall survive the undersigned’s employment with the contractor, and the obligations imposed by this agreement shall survive the expiration or termination of this agreement.

Signature

Name

Title

Company

Date

ATTACHMENT 2
Section G - Contract Administration Data
CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$295,902.82


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DMCUMY04MPW0001
$295,902.82

DITCO Points of Contact

Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Analytical Services, Inc. (ASI)

DUNS:  839422763

CAGE Code:  0Z229

Contractor POC:

E-Mail Address:

Phone Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
SECURITY ATTACHMENT





~~ PROCEDURES AND PERSONNEL REPORTING ~~





In-Processing Procedures





All newly hired contractor personnel will first report to DECC-D Dayton Security Management Office (CDoD0), and to the Contractor Support Contracting Officer’s Representative (COR) Application Support Division (CDoD3), Building 271, 2721 Sacramento Rd, Wright-Patterson AFB, OH 45433-5067 for in-processing, indoctrination and task review.  Contractor/vendors shall provide a visit request for each new contract employee to Security Manager Office (CDoD0), DECC-D Dayton, 2721 Sacramento Road, Wright-Patterson AFB, OH 45433-5067, at least one working day in advance. Visit requests shall, as a minimum:





a.  Identify the individual by name.


b.  Provide the individual’s SSN, Place of Birth (POB) and Date of Birth (DOB).


c.  State the individual’s citizenship status.


d.  Cite the applicable Contract Delivery Order Number.


e.  Provide the status of: the individual’s security investigation (type and date thereof); and, clearance request (specifying clearance level and date thereof).


f.  Indicate the applicable contract duration or expiration date (whichever is appropriate).





Contractor Employment/Status Reports





Contractor/vendor organizations shall:





a.  Provide monthly reports to the Contractor Support COR (CDoD3), address as above, providing: (1) A by-name listing of all employees currently supplied under the contract; and, (2) Names/dates for employees who are projected losses.


b.  Notify the Contractor Support COR of each employee’s departure, NLT 24 hours after his/her last work day (i.e., within one working day); and, concurrently confirm satisfactory by-item turn in of all issued badges, passes, et cetera - with a copy provided to the Security Manager (CDoD0), DECC-D Dayton, 2721 Sacramento Rd, Wright-Patterson AFB, OH 45433-5067.


c.  Report, in the event of the contract employee’s failure to satisfactorily out-process with the Government organization, actions initiated and/or completed to secure and turn in all Government badges and security devices, et cetera - with a copy provided to the DECC-D Dayton Security Manager (CDoD0), address as above.





Out-Processing Procedures





Contractor/vendor organizations shall be solely responsible for satisfactory out-processing of departing employees. Satisfactory out-processing, and specifically the timely turn-in of all issued security badges, devices, et cetera, will be a condition of satisfactory contract performance.  As a minimum, contractors/vendors shall:





a.  Ensure proper notification of the employee and his/her successful out-processing on the last day of work. Successful out-processing shall require the turn-in/collection of all: (1) security badges; (2) Parking sticker(s) - when previously issued; and, (3) Smart cards and/or other comparable security devices.  Parking stickers may be defaced or in pieces.


b.  Aggressively collect/recover and turn in security badges and devices, parking stickers and other comparable materials to the DECC-D Dayton Security Manager (CDoD0) in any instance where the contract employee fails to successfully out-process. Every effort shall be made go ensure these are recovered/turned in within 24 hours (one working day) of the departing employees last day of work.


c.  Coordinate changes in employment status affecting the accuracy of security badges and supporting records within 24 hours (one workday) of any such changes to ensure the appropriate devices are promptly reissued and/or corrected.











