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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$1,959,969.80
	$1,959,969.80 

	
	Encore IT Solutions

FFP

Sub-order to Task Order DCA200-02-D-5014/0026, in accordance with Statement of Work (SOW), dated 20 Aug 2003.

Slovenian Ministry of Defense (MoD) National Crisis Management Center (NCMC) in accordance with the attached statement of work (SOW), dated 18 Aug 2003 (00154.00).  The period of performance is 180 calendar days (15 Sep 2003 - 12 Feb 2003) for implementation and two years warranty.  Unisys proposal number 03JW124.DOC dated 9 Sep 2003, is incorporated by reference.   

Firm Fixed Price (FFP) - The contractor shall invoice 7 payments: Sep 2003 $174,219.52; Oct 2003 - Feb 2004 5 payments of $331,017.13; Mar 2003 $130,664.63.

PURCHASE REQUEST NUMBER: E00154.00

 
	

	
	
	

	
	

	

	
	NET AMT
	$1,959,969.80

	

	
	ACRN AA Funded Amount
	
	$1,959,969.80


FOB:  Destination

Section C - Descriptions and Specifications

STATEMENT OF WORK
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 18 Aug 2003
	Contract Number:
	DCA200-02-D-5014

	Task Order Number:
	0028 (Sub-Task Order)

	Encore Tracking Number:
	E00154.00

	Follow-on to Encore Contract and Task Order Number:
	DCA200-02-D-5014/0026


1.  Task Monitors (TMs).  

2.   Task Order Title.  Slovenian Ministry of Defense (MoD) National Crisis Management Center (NCMC).

3.  Background.  The United States Army Theater Systems Integration Office (TSIO)/Program Executive Office (PEO) provides IT planning and implementation support for the Warsaw Initiative Foreign Military Sales (FMS) program under the United States Security Assistance Command.

3.1  Foreign Military Sales.  TSIO/PEO is the Program Office that supports FMS cases in Eastern Europe and Partnership for Peace (PfP) countries and supports IT initiatives that enhance those countries seeking NATO invitations with NATO’s IT standards.  This initiative is also directed to those countries that have already become a NATO member country.  This effort encompasses projects currently underway and those about to be defined for the purpose of ensuring that all projects comply with NATO standards or host nation compatibility requirements

3.2  NCMC.  Under the auspices of the FMS program, the Slovenian MoD has identified a requirement for specific hardware (Attachments A and  B), software (Attachment C) , training (Attachment D) and warranty maintenance in support of the Slovenian National Crisis Management Center.   

4.  Objectives.  The objective of this sub-task is to acquire hardware, software, training and maintenance for a classified Local Area Network (LAN) and a regional LAN supporting the Slovenian MoD NCMC.  

5.  Scope.   The following Encore contract task areas apply to the work to be performed. 

· Task Area 1 - Enterprise Management Controls and Planning

· Task Area 9 - Product Integration

· Task Area 11 - Licensing and Support

6.  Specific Tasks.  

6.1  Task 1 - Enterprise Management Controls and Planning.  The contractor shall  provide technical and programmatic support to assist TSIO/PEO’s activities within their area of operation  with all aspects of planning, engineering, fielding and operating IT systems and resources.  This includes  review, analysis and coordination of processes, policy, doctrine, directives, regulations and implementation of instructions.  The contractor shall perform the following:

6.1.1  Subtask 1 - Integration Management Control Planning.  The Contractor shall provide the technical and functional activities for the program management of this task order.  This includes the management and oversight of all activities performed by Contractor personnel, as well as subcontractor and vendor effort, to satisfy the requirements identified in the SOW.  The Contractor shall perform all activities necessary to ensure the accomplishment of timely and effective support by implementing productivity and management methods such as quality assurance (QA), configuration management (CM), work breakdown structuring and human engineering.  The Contractor shall provide centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - Task Order Management.  The Contractor shall prepare a Task Order Management Plan describing the organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The draft Plan shall be submitted 20 working days after TO award and final 30 working days after award.

6.1.3  Subtask 3 - Monthly Status Reports.  The Contractor shall prepare a monthly report for submission to the Task Manager highlighting achievements and proposed schedule for the following month.  A representative of the Contractor team shall attend scheduling meetings, as required, to ensure coordination of tasking with other TSIO/PEO activities.

Deliverables:
Task Order Management Plan 

 Monthly Status Reports

Interim Project Reviews 

6.2  Task 2 - Product Integration and Deployment/Fielding. 

· The Contractor shall field hardware and software identified in Attachments A, B and C. 

· The Contractor will provide two-years warranty support for hardware and software.

· The warranty period will start after formal acceptance of hardware and software.

· Response time for warranty support:  Eight hours during the business day and two days maximum (holidays and weekends included).

· Time to repair:  Three days during the business days or five days maximum (holidays and weekends included).

· Starting point for response time and time to repair is the time when the message of fault is sent.

Deliverables:

Hardware




Software

6.3  Task 3 - Licensing and Support.
6.3.1  Subtask 1 - Application Installation.  Provide support services for all aspects of installing approved standard/common/ migration applications/systems.  All services provided under this task area shall use and be integrated with standard communications, security, data and other defined technical specifications.  Applications shall be integrated with existing infrastructure or built with new infrastructure in compliance with approved standards and architectures.  Tasks within this area include but are not limited to planning, controlling, overseeing and conducting successful installation, developing and/or conducting initial training, conversion and acceptance testing of migration applications.

6.3.2  Subtask 2 - Training.  Provide training as identified in Attachment D.  The Contractor shall provide a list of persons trained to include the dates of instruction and the course name.  The Slovenian MoD will provide the location, hardware and communications infrastructure required for each training course.

Deliverables:

Training

Training List
7.  Place of Performance.  Work will be performed at the Contractor’s sites in Germany and at MoD and sub-contractor sites in Slovenia.  This will entail the following travel.

· Local travel in and around Ljubljana, Slovenia.

· Long distance travel for project management:

· Traveler:  Michael S. Armstrong, Contractor Project Manager

· To/From:  Ljubljana, Slovenia/Stuttgart, Germany

· Number of trips:  three

· Duration:  Three days/trip

8.  Period of Performance.  The period of performance for this sub-task is 910 days,  starting on or about September 15, 2003.  This includes 180 days for implementation and two years warranty.

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final – 30

	1
	Monthly Status Report
	TSIO - Determined Format
	2 Copies to TM; Letter Only to KO
	Monthly, by 5th day of the month.

	1
	Interim Project Reviews
	Format will be specified as part of each work order
	
	As mutually scheduled.

	2
	Hardware
	N/A
	See Attach. A and B. 
	180

	2
	Software
	N/A
	See Attach C.
	180

	3
	Training
	N/A
	See Attach D.
	180

	3
	Training List
	Contractor-Determined Format
	1 Copy to TM, 1 Copy to Slovenian MoD
	15 business days after completion of training course.

	*Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM.


10.  Security.  The requirements of this task order will be UNCLASSIFIED.  .

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).   There will be no requirement for GFE

12.  Other Pertinent Information or Special Considerations. 

12.1  Standards.  All hardware and software provided under this sub-task will adhere to Slovenian MoD standards identified in Attachment E.

12.2  Slovenian MoD responsibilities.

· The Slovenian MoD shall provide access to information and managerial, technical, policy and user personnel as required.

· The Slovenian MoD shall provide the Contractor access to the required facilities and equipment.

· The Slovenian MoD shall warrant that it has the right to disclose any such software, documentation, interfaces, specifications and data to the contractor and that the Contractor has the right to use these data as provided.

12.3  Change Control Procedures.

If either party wishes to alter a controlled document, this SOW, Project Plans or any other documentation after approval this action shall be in accordance with the Change Control Procedure.  New functionality, additional user requirements or modifications to implementation plans will be outside the project scope.  Should requirements change and additional functionality be required they will be evaluated utilizing the Change Control Procedures.

A procedure is required for controlling changes to any of the items defined in the SOW.  The purpose of Change Control is to ensure that any proposed changes to the project are:

· Reported/Requested

· Evaluated

· Accepted (or rejected)

· Implemented into the applicable baseline in a controlled manner.

Any person involved in the project can request Changes.  Changes are made against project requirements and specifications.  This includes the contract, project documents, software items, hardware items and third party supplied products.  Authorization for change must only be made by those in authority to do so (i.e., the client or the Project Manager).  The impact of any Change must be thoroughly evaluated. 

Note: Where a third party requests Changes or Upgrades, a Change Request should be raised and a full impact analysis should be conducted before the upgraded change is installed. 

In this procedure, reference is made to the project Configuration Manager (CM).  By default, the Project Manager is the CM unless this responsibility has been assigned to an alternative member of the project staff.

It is very important that a complete, agreed, history is maintained for each Change throughout the life of the project.

Evaluators selected must possess the knowledge necessary to fully understand implications and impact of changes. Approvers selected must have the requisite authority to approve/reject changes.

The following steps are typical of a change request assessment/review and authorize/reject process and may be adapted to a particular project or clients needs:

· Record the Change Control Request in the Change Request Log and allocate the next sequential Change Request number.

· Identify all Change Items affected by the Change Control Request.

· Identify all Reviewers required to assess impact of the proposed change.

· Identify all Approvers required to review the proposed change.

· Circulate the Change Request to the nominated Reviewers with the required response date.

· Circulate the Change Request (with corresponding impact analysis) to the nominated   Approvers with the required response date.

· Review responses and if all Approvers agree to the proposed change, then

· Allocate resource(s) to the proposed action

· Schedule the action

If any Approvers do not agree to the proposed change then:

· Hold a meeting of the Approvers to discuss and resolve the actions to be taken

· Where appropriate, allocate resources and schedule task

· Record review results.

· If the parties cannot agree upon the impact analysis the Change Request will not be implemented.

File the completed Change Request Form in the appropriate project file and update the Change Request Log with the agreed action.

13.  Section 508 Accessibility Standards.  N/A. 

14.  List of Annexes
· Annex A:  NCMC Classified LAN

· Annex B:  NCMC Regional LAN

· Annex C:  NCMC Software Installation

· Annex D:  NCMC Training

· Annex E:  Slovenian MoD Requirements for Hardware and Software

ANNEX A, NCMC Classified LAN

	CORE System
	 
	Detailed Description
	Pcs
	Comment

	 
	 
	 
	 
	 

	32 workstations
	HW
	PC Desktop workstation
	13
	IBM ThinkCentre Mseries

	 
	 
	PC Desktop high-end graphic station
	2
	IBM InteliStation Zpro

	 
	 
	PC Desktop high-end graphic station
	1
	IBM InteliStation Zpro

	 
	 
	Mobile Pentium workbook
	16
	IBM Thinkpad T40

	 
	 
	Smart card reader and cards
	32
	 

	 
	 
	 
	 
	 

	 
	SW
	MS Office XP, Outlook and CAL licenses
	31
	OLP

	 
	 
	X-terminal emulation
	5
	 

	 
	 
	COP/GIS client (ARCView)
	20
	installation is not included

	 
	 
	CWVMS-2.3-UR-K9 (Cisco)
	1
	 

	 
	 
	Cisco IDS software version 3.1
	1
	included in IDS-4235

	 
	 
	Cisco IDS Host Sensor console
	1
	 

	 
	 
	CWLMS-2.1
	1
	 

	 
	 
	CWRW-1.1-P1
	1
	 

	 
	 
	Entrust Multiple ID license
	32
	 

	 
	 
	Entrust WEB certificates
	32
	 

	 
	 
	IBM Tivoli Enterprise Console
	1
	 

	 
	 
	IBM Tivoli Agents
	5
	Included in Tivoli Enterprise console

	 
	 
	 
	 
	 

	4 servers
	HW
	IBM NetFinity Intel Server, Series x360
	3
	IBM x360 

	 
	 
	IBM NetFinity Intel Server, Series x345
	1
	IBM x345

	 
	 
	nCipher n Shield F3 PCI Hardware security Module
	1
	 

	 
	 
	Tape autoloader unit
	1
	Storagetek L 20

	 
	 
	 
	 
	 

	 
	SW
	Windows 2000 Advanced Server (30 clients)
	1
	olp

	 
	 
	Novell NetWare
	1
	 

	 
	 
	IBM WebSphere server runtime
	1
	 

	 
	 
	Norton AV SW ( 30 clients)
	1
	 

	 
	 
	Veritas Multiserver Backup
	1
	 

	 
	 
	Cisco HIDS Agents
	1
	 

	 
	 
	Verification server ver. 6.0
	1
	 

	 
	 
	Critical Path InJoin Director Server
	1
	 

	 
	 
	 
	 
	 

	 
	HW
	GIS Server
	1
	GIS server- SUN Fire Server

	 
	 
	Disk Array
	1
	Included in GIS server

	 
	 
	 
	 
	 

	 
	SW
	Solaris 9, FCS 9/02 server license
	1
	 

	 
	 
	 
	 
	 

	 
	 
	 
	 
	 

	 
	HW
	Storage Area Network device
	1
	Fast 700 storage server

	 
	 
	 
	 
	 

	4 printers
	HW
	Color laser printer
	1
	HP LJ5500LJ

	1 scanner
	 
	B/W laser printer
	2
	HP 2300N

	 
	 
	Plotter
	1
	DESIGNJET 5500 PS 42" + RIP

	 
	 
	Color scanner
	1
	EPSON 1640 XL

	 
	 
	 
	 
	 

	Video conference
	HW
	Multipoint Videoconference Switch
	1
	POLYCOM MGC 25

	system
	 
	Videoconference Terminal
	7
	POLYCOM VIEWSTATION EX

	 
	 
	Document camera
	1
	SAMSUNG SUP-5500 STP

	 
	 
	Instalation + implementation
	1
	Maintenance included in Videoconf. Term.

	Large Display
	HW
	Very large, high definition plasma display
	7
	Maintenance included in Videoconf. Term.

	System
	 
	Electronic video switch
	3
	Maintenance included in Videoconf. Term.

	2 Cisco routers
	HW
	CISCO3745 (4 slot modular router)
	2
	 

	 
	 
	 
	 
	 

	3 Cisco switches
	HW
	WS-C3550-24-10/100
	3
	 

	 
	 
	 
	 
	 

	2 Cisco PIX firewalls
	HW
	Cisco Secure PIX Firewall PIX-525
	2
	 

	 
	 
	 
	 
	 

	4 IDS sensors
	HW
	IDS-4235-K9IDS 4235 Sensor
	4
	 

	 
	 
	 
	 
	 

	Crypto devices
	HW
	SecuriCrypto X21
	8
	 

	 
	 
	SecurISDN BRI
	8
	 

	 
	 
	SecurISDN 3BRI
	7
	 

	 
	 
	 
	 
	 


ANNEX B, NCMC Regional LAN

	 
	 
	 
	 
	 

	    CORE System
	 
	Detailed Description
	Pcs
	Comments

	 
	 
	 
	 
	 

	3 workstations
	HW
	PC Desktop workstation
	2
	IBM Thinkcentre M series

	 
	 
	PC Desktop high-end graphic station
	1
	IBM InteliStation Z pro

	 
	 
	 
	 
	 

	 
	SW
	MS Office XP, Outlook 
	3
	olp

	 
	 
	Cisco IDS Host Sensor console
	1
	 

	 
	 
	 
	 
	 

	2 servers
	HW
	IBM NetFinity Intel Server, Series x345
	2
	IBM x345 Rack

	 
	 
	Tape autoloader unit
	1
	Storagetek L20

	 
	 
	 
	 
	 

	 
	SW
	Windows 2000 Advanced Server (10 clients)
	1
	in price is incl. MS Exchange for 10 clients

	 
	 
	Norton AV SW ( 10 clients)
	1
	 

	 
	 
	Veritas Multiserver Backup
	1
	 

	 
	 
	Cisco HIDS Agents
	1
	 

	 
	 
	 
	 
	 

	2 Cisco routers
	HW
	CISCO03745 ( 4 slot modular router)
	2
	 

	 
	 
	 
	 
	 

	1 Cisco switch
	HW
	WS-C3550-24-10/100
	1
	 

	 
	 
	 
	 
	 

	2 printers
	HW
	B/W laser printer
	1
	HP 2300N

	 
	 
	Business color inkjet
	1
	HP 3000N

	 
	 
	 
	 
	 


ANNEX C, NCMC SOFTWARE INSTALLATION

	Detailed Description

	 

	Initial Installation, basic configuration and testing of Storage Area Network

	 

	Initial installation, basic configuration and testing of IBM Tivoli Enterprise


Software component installation and implementation requirements are defined in tables 1 and 2 below.  This does not include systems integration.

 Table 1. Software Installation

	SOFTWARE INSTALLATION DESCRIPTION



	Initial installation, basic configuration and testing of Storage Area Network (SAN):

· Installation on servers:

· Intel technology IBM NF x-Series x350 Server (Novell NetWare Op. System),

· Intel technology IBM NF x-Series x350 Server (MS Exchange Server),

· Intel technology IBM NF x-Series x350 Server (MS IIS WEB Server),

· SUN Enterprise 450 Server (SUN Solaris Op. System),

· HP Visualize B2600 NNM Console (HP UNIX Op. System),

· Data migration.

	Initial installation, basic configuration and testing of IBM Tivoli Enterprise:

· Installation of software modules:

· IBM Tivoli Enterprise Console,

· IBM Tivoli Distributed Monitoring,

· IBM Tivoli Remote Control,

· Implementation of TRD requirements defined in Table 2.A,

· Performance improvements.


Table 2

	IMPLEMENTATION OF NMCC REQUIREMENTS

This Work Is Limited To Configuration Of COTS Software



	Paragraph

No.
	Req.

No.
	NMCC Requirements
	SVN Proposal
	Implementation
	SVN Comments

	3.3.2.1.1
	6
	Consistent displays on multiple screens
	A
	N
	

	3.3.2.1.2
	1
	Comment line capability
	A
	N
	

	3.3.2.1.2
	2
	Comment line appearing in all displays
	A
	N
	

	3.3.2.1.2
	3
	Editing comment line
	A
	N
	

	3.3.2.1.2
	4
	Update comment line
	A
	N
	

	3.3.2.1.2
	5
	Create command advisory text
	A
	N
	

	3.3.2.1.2
	6
	Command advisory text message size
	A
	N
	NN

	3.3.2.1.2
	7
	Save, recall, modify, delete, transmit text
	A
	N
	NN

	3.3.2.1.2
	8
	Save 20 command advisory texts
	A
	N
	NN

	3.3.2.1.3.2
	1
	NATO symbology standards for objects
	A
	
	Delivery of NATO symbols (ArcInfo, ArcView, Erdas Imagine) for UNIX and Windows only.

	3.3.2.1.3.2
	2
	US symbology standards for objects
	A
	
	Delivery of US mil symbols (ArcInfo, ArcView, Erdas Imagine) for UNIX and Windows only.

	3.3.2.4
	1
	Operational event & system alarms
	A
	N
	

	3.3.2.4
	2
	Critical & non-critical alarms
	A
	N
	

	3.3.2.4
	3
	Alarm conditions
	A
	N
	

	3.3.2.4
	4
	Critical alarm conditions
	A
	N
	

	3.3.2.4.1
	1
	Distinguish system, ops event alarms
	A
	N
	

	3.3.2.4.1
	2
	Distinguish critical & non-critical alarms
	A
	N
	

	3.3.2.4.1
	3
	Visible & audible alarm indications
	A
	N
	

	3.3.2.4.1
	4
	Alarms displayed consistently
	A
	N
	

	3.3.2.4.1
	5
	Display a minimum of 10 alarms
	A
	N
	

	3.3.2.4.1
	6
	Only one alarm for same event/failure
	A
	N
	

	3.3.2.4.1
	7
	Inhibit alarm generation
	A
	N
	

	3.3.2.4.1
	8
	Restart alarm processing
	A
	N
	

	3.3.2.4.1
	9
	Multiple levels of audible alarms
	A
	N
	

	3.3.2.4.1
	10
	Audible indication for critical alarms
	A
	N
	

	3.3.2.4.1
	11
	Critical alarms in every workstation.
	PA
	N
	NN on all W/SC.

	3.3.2.4.1
	12
	Critical alarms sound until acknowledged
	A
	N
	Should ALL operators acknowledge the same critical alarm on their consoles (see 3.3.2.4.1.11) or ONLY ONE acknowledge is enough? Probably there are some operators who MUST react on alarms, but other operators should just see notices.

	3.3.2.4.1
	13
	Non-critical alarms sound for brief time
	PA
	N
	Operator should have an option to switch sound off.

	3.3.2.4.1
	14
	Visual alarms remain until acknowledged
	PA
	N
	Same concern as for 3.3.2.4.1 Req. 12.

	3.3.2.4.1
	15
	Operator sending alarms to consoles
	A
	N
	

	3.3.2.4.2
	1
	Alarm rates for operational events
	A
	N
	

	3.3.2.4.2
	2
	Alarm rates for system failures
	PA
	N
	5 sec.

	3.3.10.6
	8
	Record user ID/terminal/date/time, etc.
	A
	N
	


NOTES:
A
Accepted 

N
NCMC Project

NAv
Not Available


PA
Partially Accepted
NN
Not Needed

text
explanation

ANNEX C, Attachment 1

The following are the paragraphs referenced in Table 2.

3.3.2.1.1  Preformatted Displays

Preformatted displays shall [1] be presented to the NMCC operator in a combination of graphic and/or tabular presentations (Specific requirements for graphics COP situation and tabular displays are defined in paragraph 3.3.2.1.4 and its subparagraphs).  Displays shall [2] be generated from live data or simulated test/exercise data.  The type of data (i.e., live, test/exercise) shall [3] be clearly identified on the displays.  Data on each display type shall [4] be periodically automatically updated at a time interval predefined for that display type (e.g., for air, ground, and marine tracks, see paragraph 3.3.2.1.3.7, requirements [23], [24], and [25] respectively).  The display items being updated shall [5] be highlighted without affecting the other items on the display.  If a display type is presented on more than one display screen, it shall [6] have the same contents and format on each screen.

3.3.2.1.2
Comment Line and Command Advisory Text

The system shall [1] provide the capability for a Comment Line, consisting of up to 80 ASCII characters (TBR), which shall [2] appear on all display devices presenting preformatted or operator formatted displays in a space reserved on these displays.  An authorized operator shall [3] be provided with the capability to manually enter, modify, or delete the Comment Line.  The system, upon generation of the Comment Line, shall [4] update the Comment Line in all W/SC.  Additionally, the capability shall [5] be provided for an authorized operator to create Command Advisory Text for transmission and display to other selected NMCC users.  The text shall [6] contain up to 1200 ASCII characters (TBR).  Once a text message has been created, the authorized operator shall [7] be able to save it, recall it from storage, delete it, modify it, store the modified text, and/or transmit it to selected NMCC users.  The system shall [8] have the capacity to save up to 20 (TBR) advisory texts.

Table 3--NATO Symbology Standards 
(Modified Table 3-2 in the NMCC TAD)

	Service
	Standard
	Ref.

	Symbology
	STANAG 2019 - Military Symbols for Land Based Systems (APP-6), 
3rd Edition, 16 Sep 86, 
Amendment 3, 15 Oct 96
	NATO base standards, 
Section 2.8.2, Internationalization

	
	STANAG 3675 - Symbols on Land Maps, Aeronautical Charts and Special Naval Charts
	

	
	STANAG 4420 - Display Symbology and Colors for NATO Maritime Units
	


Table 4 below proposes U.S. Standards for Symbology (New Table proposed to be added following Table 3-2 in section 3.1.2.2 of NMCC TAD).  For object types in the NMCC displays for which there are no suitable symbols defined in any Table 3 NATO STANAG, but there are suitable symbols defined in the Table 4 U.S. Standards, the system shall [2] use the latter symbols to represent those object types in the NMCC displays.

Table--4 U.S. Standards for Symbology

(Proposed New Table to be added in NMCC TAD) 
	Service
	Standard
	Ref.

	Symbology
	MIL-STD-2525B, Common Warfighting Symbology, 30 January 1999
	JTA 2.5.2.3

	
	CJCS Joint Pub 1-06, Joint Symbols and Graphics
	

	
	Army Field Manual (FM): Operational Terms and Symbols, FM 101-5-1 SMIGS
	


3.3.2.4  Alarms 

The system shall [1] generate alarms based on the system activities: Operational Event Alarms, which are generated as a result of operational event occurrences, such as invasion by hostile military forces, floods, fires, earthquakes, etc., and System Alarms which indicate failures in the NMCC system and its components.  Alarms shall [2] also be categorized, regardless of their origin, as Critical and Non-Critical, depending on their relative importance with respect to NMCC activities. 

Alarm conditions shall [3] include, as a minimum, the following:

a) Operational event occurrence (see TAD, Table C-6; e.g., nuclear warning, weather alarm, DEFCON changes, Air, Land and/or Maritime Situation alarms);

b) System becoming inoperable;

c) Change in or loss of data receipt from an interface (e.g., communications, link, or protocol failure);

d) Hardware failure (e.g., computers, components, peripherals, or interfaces)

e) Software failure (e.g., addressing out-of-bounds location in memory);

f) Message validation failure; and

g) System check failure (e.g., data integrity, message accountability)

Critical alarm conditions shall [4] include, but are not limited to, the following:

a)
Operational events (TBR)

b) System becoming inoperable

3.3.2.4.1  Alarm Processing 

The system shall [1] provide the capability to distinguish between system and operational event alarms.  The system shall [2] provide the capability to distinguish between critical and non-critical alarms.  The alarms shall [3] consist of salient audible and visible indications.  Alarms shall [4] be displayed in a consistent, conspicuous place on each W/SC display.  The system shall [5] provide the capability to display a minimum of 10 alarms (TBR) at one time.  Alarms shall [6] be prioritized so that not more than one alarm occurs for the same event/failure.  The capability shall [7] be provided to inhibit alarm generation, after a specified number of alarms by category has occurred.  The capability to restart alarm processing shall [8] also be provided.  There shall [9] be multiple levels of audible alarms.  The audible alarms shall [10] be prioritized such that the most critical alarm conditions drive the most urgent audible indication.  Critical alarms shall [11] sound and be displayed on every workstation.  Critical alarms shall [12] sound until acknowledged.  Non-critical alarms shall [13] sound for a brief period of time and then terminate.  However, all visual alarms shall [14] remain until acknowledged.  The capability shall [15] be provided for any authorized operator to send an alarm to every W/SC within the NMCC.  

3.3.2.4.2  Alarm Performance Requirements 

For alarms generated as a result of operational events, the time from the related messages/data receipt to the generation of the related audible and visible alarms shall [1] not exceed 3 seconds (TBR).  For system alarms, the time from determination of the alarm condition (e.g., NMCC component failure) to the generation of the related audible and visual alarm shall [2] not exceed 2 seconds (TBR). 

3.3.10.6  Audit

The system shall [1] be able to generate and maintain an audit trail of security related events.  Retrieval of audit trail information shall [2] be limited to the SSO and the contents of the audit trails shall [3] be protected against unauthorized access, modification, or deletion..  The capabilities provided within the audit trail shall [4] include as a minimum the following:

a) An audit log shall [5] be used to record auditable events.  The capability shall [6] be provided to maintain the audit log on-line for at least 72 hours (TBR) and to transfer it to off-line mass storage media.

b) Audit log data reduction capability shall [7] be provided satisfying the requirements as specified in paragraph 3.3.6 herein.

c) The auditable event shall [8] as a minimum, record the user identification (when applicable), terminal identification (when applicable), date, time, type of event, function or file (when applicable), and success or failure of the event.

d) The SSO shall [9] be able to selectively audit the actions of any one or more users based on user identification or type of event.  As a minimum, the following events shall be audited:

1) All unsuccessful attempts to access functions or files, [10]

2) All SSO actions, [11]

3) Modification to user authentication file, [12]

4) All log-on and log-off activity, [13]

5) Creation and deletion of files, [14]

6) System faults and restarts, [15]

7) Integrity check failures on input data, [16]

8) Failure of security mechanisms. [17]

e) A subset of the auditable events shall [18] be alarmed at the appropriate display device (i.e., wherever the SSO is logged on). As a minimum, the following events shall [19] be alarmed: modification to user authentication file, each unsuccessful log-on attempt after the first three unsuccessful attempts, integrity check failures on input data, and failure of security mechanisms.

ANNEX D, NCMC Training

	Company / Course Name
	Attendees
	Comments

	 
	
	 

	Cisco / Building Scalable Cisco Internetworks, 
	1
	5 day course in Ljubljana, Slovenia

	Cisco / Cisco Internetworking Troubleshooting Support
	1
	5 day course in Ljubljana, Slovenia

	Cisco / Cisco Secure PIX Firewall Advanced +
	1
	5 day course in Ljubljana, Slovenia

	Cisco / Cisco Secure Intrusion Detection System
	3
	5 day course in Ljubljana, Slovenia

	Cisco / Cisco Works 2000 Fundamentals
	2
	4 day course in London, UK

	Cisco / Cisco Works 2000 LAN WAN
	2
	4 day course in London, UK

	ESRI /  ARC/INFO8
	1
	5 day course in Ljubljana, Slovenia

	ESRI / Geodatabase Design Concepts
	1
	2 day course in Ljubljana, Slovenia

	ESRI / ArcView GIS
	1
	3 day course in Ljubljana, Slovenia

	ESRI / Advanced ArcView GIS
	1
	2 day course in Ljubljana, Slovenia

	ESRI / ArcView Spatial Analyst
	1
	3 day course in Ljubljana, Slovenia

	ERDAS / ERDAS Imagine 8.4
	1
	5 day course in Ljubljana, Slovenia

	Entrust / Entrust PKI Management
	2
	5 day course in London, UK

	Entrust / Entrust PKI Deployment Planning
	2
	Entrast has only 5 day education on PKI

	Storage Area Networks - Introduction
	4
	5 day course in Ljubljana, Slovenia

	Storage Area Networks - Planning and Implementing
	4
	3 day course in Ljubljana, Slovenia

	IBM / USTIM9 - Tivoli Enterprise
	4
	7 day course in Ljubljana, Slovenia


ANNEX E 

Slovenian MoD Requirements for Hardware and Software

1. COMMON REQUIREMENTS

1.1. All equipment should have local Slovenian support. Local dealers should be capable to provide shipment and professional support (e.g. system integration, training, warranty and follow-on support) as well.

1.2. All equipment should have two-year standard international manufacturer’s warranty and three year parts and labor availability at least.

1.3. All equipment should comply with Slovenian and European safety and power regulations, e.g.:

- 230V AC voltage power suppliers, 50Hz;

- EURO AC power cable plug;

- FCC regulations.

1.4. All equipment should have full National Language Support (NLS):

- Microcode or firmware in EEPROMS (e.g. plotter) should support correct NLS;

- Compliant with NTSC, PAL, NTSC 4.43, SECAM (e.g. presentation projectors or large screen displays);

- Operating systems and application software should be bought for European market with special provisions for Central and Eastern (CE) Europe NLS support (SLO Win95 Keyboard, CE TT fonts, Slovenian and US English spelling/grammar checkers. (Note: Microsoft operating system and Office should be the English version and not a special Slovenian edition);

- OCR software with Central and Eastern European symbols recognition capabilities.

2. STANDARDIZATION OF EQUIPMENT / SOLE SOURCE JUSTIFICATION

Major IT equipment used in Slovenian MoD communications and information systems should fulfill internal standardization. The justification for implementing in accordance with internal standards is as follows:

2.1. PKI will be equipped and connected with other information technology (IT) systems provided by Slovenian MoD. These systems are based on equipment furnished by Slovenian MoD; therefore they are fully compatible with internal standards for communications and IT.   In the event that non-standard equipment is implemented in the PKI infrastructure we can expect communication difficulties and unpredicted functional or performance loss when connecting such equipment or interchanging important data with other MoD systems. Important Slovenian MoD regulations regarding IT standardization are listed in chapter 2.6 (IT Equipment Regulations).

2.2. Due to limited human resources (computer and communications specialists) in the Slovenian MoD the use of non-standard equipment would require outsourcing. Such a solution results in higher cost of installation, implementation, operation and maintenance.   With standard equipment, in-house technical staff could be used effectively to support installation, implementation and regular usage of PKI information system. Extra training should be reduced. In the post warranty phase, the same personnel could provide fast, secure and professional maintenance.

2.3. In-house management and maintenance are crucial from the security point of view. Outsourcing means higher security risk;  unacceptable for encryption systems which support MoD activities and Armed Forces. 

2.4. The use of standardized equipment increases overall system operational availability and reliability. Response and repair times in organizational and intermediate levels of maintenance are better because of the already existing stock of spare parts and in-house skilled manpower. In the worst case, same parts are available as working parts in other MoD ordinary equipment. In the case that depot level maintenance is required, the local contractor can provide the service quicker, if the service is urgently needed (a crisis situation).

2.5. All standardized equipment defined herein results from compatibility study of the equipment purchased in the past through the country's own source selection competition which is a transparent process. The country has an established history of procurement from particular manufacturers, which now are involved in an ongoing effort of supporting the national capabilities. To go on contract with another manufacturer would denigrate the standardization program.

2.6. IT Equipment Regulations

Important Slovenian MoD regulations regarding standardization of IT equipment are listed below:

- Statute of regulations for security and Information system guarding in MoD:  

"Pravilnik o zaščiti in varovanju informacijskega sistema Ministrstva za obrambo", No. 012-59/96, from 05.06.1996;

- Organizational rule: Updating Register of standardized or regulated software and    hardware computer equipment  ("Organizacijsko navodilo: Ažuriranje seznama standardne oziroma predpisane programske sistemske in aplikativne programske opreme ter računalniške strojne opreme", No. 100072010N0, from 1.4.1998);

- Organizational rule: Register of standardized or regulated computer hardware equipment ("Organizacijsko navodilo: Seznam standardne oziroma predpisane računalniške strojne opreme");

- Organizational rule: Register of standardized or regulated software system and applications computer equipment ("Organizacijsko navodilo: Seznam standardne oziroma predpisane programske sistemske in aplikativne računalniške opreme").

3. STANDARD EQUIPMENT REQUIREMENTS 
3.1. HP UNIX Operating System and HP Servers/Workstations/Backup System

HP UNIX Operating System and HP 9000 Servers should be used as a platform for relational database system because:

- More than 10 servers are already in use;

- It is the primary relational database server, widely used in SVN MoD and Army;

- There are existing relational database system (Oracle) in-house implementations;

-  There is an existing human knowledge base.

HP UNIX Operating System and HP 9000 Workstations should be used for as a platform for management systems because:

· There is an existing human knowledge base.

HP SureStore DAT Autoloader and HP OmniBack should be used as the backup system for HP Servers.

3.2. IBM Intel server

Intel servers should be IBM's X series Server family because:

- More than 50 IBM NetFinity X series servers already in use;

- It is the primary NT, Exchange and NetWare server, widely used in SVN MoD and Army;

- There is an existing human knowledge base.

Intel servers should be IBM's X series Server family because of the following performance requirements:

- It has all necessary compatibility certificates for Microsoft NT (HCL for NT4 and Windows2000 Advanced Server), BackOffice 4.5 in Novell NetWare 5 (NetWare Ready certificate); 

- Additional compatibility for OS/2 Warp server, Citrix MetaFrame and Linux;

- Full server control and management via NetFinity Director;

- It fulfills general specifications and requirements: DMI 2.0, APM 1.2 (ACPI), Intel WfM and MS PC 99, 133MHz SDRAM ECC capability;

- Hot plug PnP server PCI NIC 10/100Mbit (Ethernet, autosense, UTP CAT 5);

- Key Lock and physical intrusion detection possibility.

3.3. Cisco Router  

Cisco routers should be used because:

- More than 200 Cisco routers already in use;

- There is an existing human knowledge base.

Routers should be Cisco routers because of compatibility with the Cisco Networking Management Software and support of all routing protocols specified below:


- EIGRP;

- OSPF, IS-IS;

- BGP-4.

3.4. Cisco PIX Firewall  

Cisco PIX Firewalls should be used because:

- It is the primary firewall, widely used in Slovenian MoD and Army;

- There is an existing human knowledge base.

Firewalls should be Cisco PIX Firewalls because of compatibility with the Cisco Networking Management Software and support of performance requirements specified below:

- Adaptive Security Algorithm;

- Dedicated appliance;

- IPSEC with algorithms: SHA-1, MD5, DES and 3DES;

- URL filtering;

- Fault tolerance through Failover / Hot Standby.

3.5. Cisco L2/L3 Switch

Ethernet switches should comply with:

- Cisco Networking Management Software;

- 10/100 Mbps Ethernet autosense;

- Cisco CMS (Easy way to manage up to 16 interconnected switches through a single IP address);

- 802.1q standard-based VLAN trunking on each port;

- Superior multicast management via support for IGMP snooping in hardware;
- Spanning Tree Root Guard (STRG);

- Support of TACACS+.
3.6. Cisco Security Manger  

Cisco Security Manger should be used because it's unique software for centralized management for dedicated equipment such as Cisco firewalls, Cisco IDS sensors and Cisco VPN routers.

3.7. Cisco IDS SW and IDS Sensor  

Cisco IDS SW and IDS Sensors should be used because of compatibility with the Cisco Security Manger and support of performance requirements specified below:

- Interoperability with other Cisco products (routers, PIXs) for performing shuns;

- Should support Real-Time Intrusion Detection (10/100Mbps);

- Should support Real-Time Response to Unauthorized activity (10/100Mbps);

- Realized as dedicated appliance (IDS Sensors).

3.8. MS Windows 2000 Prof & Server

Windows NT/2000 platform should be used because:

- It is the common and de facto standardized platform around the world;

- It is already in use in Slovenian MoD and Army as standardized platform for desktops, notebooks and general-purpose servers;

- There is an existing human knowledge base.

3.9. MS Office 2000/Xp

MS Office 2000/Xp and e-mail client (MS Outlook) should be used because:

- They are already in use in the Slovenian MoD and Army as the standardized office collaboration tools;

- There is an existing human knowledge base.

3.10. Entrust CA PKI Server, Time Stamp Server, Entrust WEB connector, Express/ICE

The PKI Infrastructure system should be Entrust because it's already in use and standardized in Slovenian administration and Government structures. Source selection competition was done as a transparent process (public tender).

3.11. Critical Path InJoin Directory Server 

The X.500 Directory should be Critical Path InJoin Directory Server because it's Entrust ready and supported in Slovenia.

3.12. nCipher  nShield F3 PCI Hardware Security Module
Special hardware for generating keys, secure storing of CA’s and TSS private keys and cryptographic signing operations should run in conjunction with the Entrust PKI solution. It should be supported in Slovenia.
3.13. HP PrintToMail Printer
HP PrintToMail Printer should be used because prefabricated paper is available for only this model in Slovenia.

3.14. Lampertz TECHNO-DATA Security Container

The physical secure cabinet for CA should be supported in Slovenia. There is no American product available/supported in the local market.

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$1,959,969.80 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
MIPR3MGM3TR023
$57,020.80

0001
MIPR3MGM3TR024
$1,387,224.74

0001
MIPR3MGM3TR025
$111,264.45

0001
MIPR3MGM3TR026
$240,025.44

0001
MIPR3MGM3TR027
$11,280.79

0001
MIPR3MGM3TR028
$34,279.78

0001
MIPR3MGM3TR029
$118,873.80

Contractor Point of Contact
Contractor Name:  Unisys, U.S. Government Group

DUNS:  150780674

CAGE CODE:  4W798

Contractor POC:  Judy Williams

E-Mail Address:  judy.williams@unisys.com
Phone Number:  (703) 556-5874

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
