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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$258,317.94
	$258,317.94

	
	DECC Detachment San Antonio, Senior Solaris UNIX System Administrator, in accordance with the attached Statement of Work (SOW), dated 09 Sep 2003 (Encore Tracking Number 00174.00).  Analytical Services, Inc. (ASI) proposal, dated 27 Oct 2003, is hereby incorporated by reference.

The period of performance is 366 calendar days (04 Nov 2003 - 03 Nov 2004).

Firm fixed price (FFP) - the contractor shall invoice 12 monthly payments; 11 months (Nov 2004 - Sep 2003) @ $21,526.49 per month, and one month (Oct 2004) @ $21,526.55.

PURCHASE REQUEST NUMBER: DMCUMT04MPK0010
	

	
	
	

	
	NET AMT
	$258,317.94

	

	
	ACRN AA Funded Amount
	
	$258,317.94


FOB:  Destination

Section G - Contract Administration Data

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 09 Sep 2003
	Contract Number:
	DCA200-02-D-5005

	Task Order Number:
	0022

	Encore Tracking Number:
	00174.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DECC Detachment San Antonio

	Department of Defense Activity
Address Code (DODAAC):
	H98278

	Address:
	450 Duncan Drive, San Antonio, TX  78226-1834

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM (Technical POC).
	Name:
	

	Organization:
	DECC Detachment San Antonio

	DODAAC:
	H98278

	Address:
	450 Duncan Drive, San Antonio, TX  78226-1834

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Senior Solaris UNIX System Administrator

3.  Background.  This statement of work defines a requirement for on-site Senior Solaris UNIX System Administration support.  DECC Det San Antonio administers Solaris 2.8 and above on various Sun platforms to include, but not limited to: SunFire 15K, SunFire 6800, SunFire 4800 and SunFire 280R.  Many of these platforms utilize SUNWcluster and Veritas volume manager.
4.  Objectives.  The primary objectives of this SOW are to:

· Administer Sun Solaris Unix residing under multiple domain Sun servers at the DECC Det San Antonio

· Train, mentor, and share technical knowledge with the existing Government staff

5.  Scope.
· Task Area 2 - Integrated Solutions Management
6.  Specific Tasks.
6.1  Task 1.  The contractor shall administer Solaris Unix operating systems running on multiple domains under the SunFire 15K, SunFire 6800, SunFire 4800, and SunFire 280R complexes. In this role, the contractor shall perform numerous tasks including, but not necessarily limited to:

· Execute startups and shutdowns of each system and domain

· Installation of Solaris operating system, Solaris patches, bug fixes and advisories

· Configure the OS and server to conform with current Security policy and procedures

· Monitor and report unauthorized access attempts

· Monitor and apply all necessary OS and security patches

· Install, configure, manage, and troubleshoot disk space and file system usage

· Configure and troubleshoot cluster and other high-availability hardware and software solutions

· Create, monitor, and manage logical volume and mirror disk features

· Monitor and manage system resources

· Create Unix shell programs and schedule jobs to run through “cron”

· Maintain an inventory of system level hardware and software configurations

· Initiate, review, update, and respond to trouble tickets

· Document all system downtime, hardware failure, etc.

· Define and implement system backup and recovery procedures

· Perform system backups and recoveries

· Create, administer, and monitor all OS-level accounts

· Control and manage root or “root-equivalent” access

· Performance monitoring

· Performance tuning

· Insertion and removal of tapes upon request 

· Monitor and manage audit logs

· Monitoring of hardware error messages and taking appropriate action

· Problem determination and troubleshooting, as required

The contractor shall perform on the job training (OJT) with DECC Det San Antonio Government staff for above tasks.

6.2  Task 2.  The contractor shall provide a monthly status report monitoring the quality assurance, configuration management, and security management applied to Task 1.  The contractor shall provide all development documentation, procedures, support materials, and test results.  The Government shall retain ownership of all said material during and after completion of the task.

6.3  Task 3.  The contractor shall provide in process review (IPR) briefings to client not less than once per quarter and not more than once per month.  Briefings shall include, but may not be limited to:

· Status of previous IPR action items

· Accomplishments since previous IPR

· Status of activities/projects

· Suggestions for improvements

· Provide copy of monthly status report to Tech POC and Action Officer.  Report may be delivered via e-mail.

7.  Place of Performance.  Work will be performed at the DECC Det San Antonio, located in San Antonio, Texas.
8.  Period of Performance.  The period of performance is 366 calendar days (4 Nov 2003 - 3 Nov 2004).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1
	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final - 30

	6.2
	Monthly Status Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	Monthly, on 5th  Workday

	6.2
	Development Docs, Procedures, Support Materials, Test Results
	Contractor-Determined Format
	Standard Distribution*
	180

	6.3
	In Process Review Briefing
	E-mail
	2 Copies to TM; Letter Only to KO
	Monthly or, at minimum, Quarterly, on 15th Workday

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.
10.1  Overview.  The work to be accomplished in this SOW is unclassified and requires sensitive access to Information Technology (IT) information systems.  Contractor personnel performing work on site at DECC Det San Antonio under this task order will require unescorted access to controlled/restricted areas and have access to unclassified automated information systems.  Guidance concerning these areas and systems is contained in DoD 5200.1-R, DoD 5200.2-R, DoD 5200.8-R and all other security guidelines in effect.  Contractor personnel must be able to obtain and sustain the appropriate security clearance and IT sensitivity requirements.

10.2  Correspondence.  The contractor’s Facility Security Officer (FSO) shall submit all correspondence through the TM.

10.3  Correlation Between Task and Level of Clearance.  The following IT clearance/access level(s) apply to this SOW:

	Task
	Section
	IT Designation
	Investigation Type
	Clearance Required
	Forms Required

	All
	6
	IT-I
	Single Scoped Background Investigation (SSBI)
	SECRET
	EPSQ SF 86 and DD Form 1879


10.4  Commencing the Tasks.  The DECC Det San Antonio Security Manager will allow contractor personnel to work on the tasks once:

· The DECC Det San Antonio Security Manager receives a copy of the Letter of Consent stating the Defense Security Service (DSS) granted the appropriate clearance, or
· The DECC Det San Antonio Security Manager receives a copy of the Letter of Consent indicating the appropriate security clearance transfer and determines the candidate’s suitability remains clearly consistent with the national interest, or
· Interim IT access has been granted to contractor personnel, and

· The DECC Det San Antonio Security Manager receives a site visit notification letter

10.5  Contractor Personnel Without a Current Security Clearance.
· The contractor’s FSO shall use the Electronic Personnel Security Questionnaire (EPSQ) software to initialize, complete, and submit a Personnel Security Investigation (PSI) package and other DSS requirements to DSS for each contractor personnel without a current security clearance working under this SOW (DoD 5220.22-M, DoD 5220.22-M-Sup 1, and DoD 5220.22-R).  See table at 8.c.

· Once the contractor’s FSO receives the Letter of Consent, the contractor’s FSO shall provide a copy to the DECC Det San Antonio Security Manager.

10.6  Contract Personnel With a Current Security Clearance.
· The contractor’s FSO shall use the EPSQ software to initialize, complete, and submit a DISCO Form 562 and other DSS requirements to DSS for each contractor personnel with a current security clearance working under this SOW (DoD 5220.22-M, DOD 5220.22-M-Sup 1, and DoD 5220.22-R).

· The contractor’s FSO shall provide to the DECC Det San Antonio Security Manager an Optional Form 306, Declaration for Federal Employment, to be completed by contractor personnel.  The DECC Det San Antonio Security Manager shall review forms for suitability issues occurring after the individual received a security clearance (DoD 5220.22-M, DoD 5220.22-M-Sup 1, and DoD 5220.22-R).

· Once the contractor’s FSO receives the Letter of Consent, the contractor’s FSO shall provide a copy to the DECC Det San Antonio Security Manager.

10.7  Interim IT Access.

a.  The contractor’s FSO may request interim IT-I access from the DECC Det San Antonio Security Manager by written request to included the following:

· For interim access for each contractor personnel without a current security clearance

	A site visit notification letter

	A signed copy of the EPSQ SF 86

	A copy of the DD From 1879 (For IT-I request only)

	A copy of the EPSQ receipt


· For interim access for each contractor personnel with a current security clearance

	A site visit notification letter

	A copy of the DISCO Form 562

	A completed Optional Form 306

	A copy of the EPSQ receipt



b.  The DECC Det San Antonio Security Manager will review the documents provided by the contractor’s FSO and determine the individual’s suitability for interim IT-I access in accordance with DoD 5220.22-M, DoD 5220.22-M-Sup 1, DoD 5220.22-R, DISA WESTHEM Security Handbook, and all other security guidelines in effect.  The contractor’s FSO must receive an Interim IT-I access letter granting access by the DECC Det San Antonio Security Manager prior to commencing the task(s) under this SOW.


c.  The contractor’s FSO shall provide to the DECC Det San Antonio Security Manager a status report of all pending PSI for contractor personnel granted interim IT-I access by the tenth day of each month.  The report shall include actions the contractor’s FSO took to resolve PSI exceeding 90 days.  The interim access remains in effect providing the DECC Det San Antonio Security Manager receives this monthly report.

10.8  Site Security.  The following site security measures apply to:

· Contractor personnel shall comply with all security manager office instructions, guidelines, and security provisions in effect at DECC Det San Antonio

· Contractor personnel shall wear and display all required identification badges at all times

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The Government will provide all equipment, including desk, personal computer; telephone and documentation required to accomplish this task order.

12.  Other Pertinent Information or Special Considerations.
12.1  Required Skills.  Task 6.1 requires that the contractor assigned under this SOW be qualified as, and to meet all facets of, a senior Solaris UNIX system administrator.  The contractor shall have skilled experience in the following:

· SUNWcluster 3.0

· Veritas Volume Manager 3.2

· File System Management

· Boot Sequence

· Run Levels

· Device Configuration 

· Managing System and Network Security

· Disk Management

· System Backup and Disaster Recovery

· TCP/IP, Domain Name Server (DNS), Network File System (NFS)

· Commands for System Administrators

· Solaris Installation and Patches

· System Resource Controller (SRC)

· Shell Scripts

· Troubleshooting

The contractor shall have proven mentoring skills and be capable of teaching all tasks in Subtask 6.1, and all above required skills, to individuals possessing varying degrees of skill and experience.

12.2  Duty Hours.  Normal duty hours will be day shift, Monday through Friday, 0800-1700.  However, due to the nature of the tasks, the contractor shall, at all times, be available to work any shift, as required by the customer, to meet DISA mission requirements.  The contractor shall manage its regular weekly work schedule around these requirements.  This shall be considered within the scope of the task order, and shall not entitle the contractor to any separate monetary compensation or reimbursement.  Compensatory time off may be granted, upon coordination with the Government TM, in the event DISA mission requirements cause the contractor to exceed 40 hours of work in a single week.

12.3  Travel.  Travel may be required under this contract.  Prior to incurring any long distance travel expenses, the contractor shall obtain written approval from the TM approving the travel dates, expected duration, origin and destination, purpose, estimated costs and the number and names of personnel traveling.  All travel associated with this task order will be conducted in accordance with FAR 31.205-46.  The TM will certify invoices prior to processing for payment.

12.4  Non-Disclosure Agreements.  The contractor may be required to have access to highly sensitive information and records during performance of this task order.  The contractor shall not divulge any information to anyone who is not authorized access to such information.  The contractor shall submit “Non-Disclosure Agreements” for all contractor personnel working on-site in support of this task.
13.  Section 508 Accessibility Standards.  Not applicable.

CLAUSES INCORPORATED BY FULL TEXT
Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$258,317.94


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DMCUMT04MPK0010
$258,317.94

DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Analytical Servies, Inc.

DUNS:  839422763

CAGE Code:  0Z229

Contractor POC:

E-Mail Address:

Phone Number:

Fax Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT
If payment is to be made via credit card, contact the Contracting Officer listed above.

