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TRANTECH, INC.

4900 SEMINARY ROAD SUITE 215

ALEXANDRIA VA 22311-1811

GEORGE KOLESAR

$166,848.00
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X
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38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

DCA200-02-D-5012

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle.

DELIVERY/

16. 

14. SHIP TO

See Schedule

HC1013

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.

SEE SCHEDULE

2. DELIVERY ORDER/ CALL NO.

0011

14

PAGE 1 OF

5. PRIORITY

CODE

8. DELIVERY FOB
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X

OTHER

(See Schedule if other)
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N68566
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FINAL

35. BILL OF LADING NO.

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

ORDER FOR SUPPLIES OR SERVICES

3. DATE OF ORDER/CALL

2003 Dec 30

4. REQ./ PURCH. REQUEST NO.

DMCUMO04MPM1016

SEE ITEM 6

FACILITY

10. DELIVER TO FOB POINT BY (Date)

SEE SCHEDULE

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

15. PAYMENT WILL BE MADE BY

CODE

DFAS PENSACOLA
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SCOTT AFB IL 62225-5406

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

TYPE

CALL

OF

PURCHASE

ORDER

SEE SCHEDULE

7. ADMINISTERED BY 

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

24. UNITED STATES OF AMERICA

TEL:

EMAIL:

encore@scott.disa.mil

CONTRACTING / ORDERING OFFICER

quantity ordered, indicate by X.  If different, enter actual

BY:

DARLENE V. CUTLER

If this box is marked, supplier must sign Acceptance and return the following number of copies:

NAME OF CONTRACTOR
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AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.
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Furnish the following on terms specified herein.

REF:

20.
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21. UNIT

22. UNIT PRICE

DIFFERENCES

29.

30.

INITIALS


Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1
	Lot
	$166,848.00
	$166,848.00 

	
	Encore IT Solutions

FFP

Security Support Access Control Product (ACP) Protection and Audit Finding Analysis - DECC Mechanicsburg, in accordance with the attached statement of work (SOW), dated 23 Sep 2003 (00181.00).  The period of performance is 01 Jan 2004 through 31 Dec 2004.  TranTech Inc. proposal dated, 12 Nov 03, is incorporated by reference.

Firm Fixed Price (FFP) - The contractor shall invoice 12 monthly payments (Jan 2004 - Dec 2005) of $13,904.00.

PURCHASE REQUEST NUMBER: DMCUMO04MPM1016

 
	

	
	
	

	
	

	

	
	NET AMT
	$166,848.00

	

	
	ACRN AA Funded Amount
	
	$166,848.00


FOB:  Destination

Section C - Descriptions and Specifications

STATEMENT OF WORK
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 23 Sep 2003
	Contract Number:
	DCA200-02-D-5012

	Task Order Number:
	0011

	Encore Tracking Number:
	00181.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	DISA DECC Mech

	Address:
	5450 Carlisle Pike, P.O. Box 2045

Mechanicsburg, PA  17050-2045

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	DISA DECC Mech

	Address:
	5450 Carlisle Pike, P.O. Box 2045

Mechanicsburg, PA  17050-2045

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Security Support Access Control Product (ACP) Protection and Audit Finding Analysis 

3.  Background.  The DECC Mech, a sub-organization of Defense Information Systems Agency Computing Services (DISA CS), provides centralized information system processing services to a diverse and geographically dispersed customer base drawn from Department of Defense (DoD) Agencies, including: the Joint Commands; all Military Departments; and, other Governmental agencies which may obtain services on a reimbursable funding basis.  All information processing, software development and related technical services are provided customers on a fee-for-service basis in accordance with Defense Working Capital Fund (DWCF) guidelines.  The DECC Mech mission depends on the successful, well-maintained operation of a diverse group of state-of-the-art hardware components and interconnected sub-systems.  To accomplish its assigned mission DECC Mech requires contractor support to supplement the efforts of its own personnel in the area of systems security.

4.  Objectives.  To obtain systems security services at DECC Mechanicsburg.

5.  Scope.
· Task Area 1 - Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 4 - Business Process Reengineering
· Task Area 5 - Requirements Analysis
· Task Area 7 - Information and Knowledge Engineering
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11- Licensing and Support
6.  Specific Tasks.  Correct System Readiness Reviews (SRR) findings, using Access Control Product (ACP), cleanup in accordance with DoD, DISA, and DECC Mechanicsburg procedures.  Work with the DECC Mechanicsburg security staff in a product cleanup of the applicable ACP installed and implemented on each of the MVS operating systems.

6.1  Subtask 1.  Work with security staff and Technical Action Officer (TAO) to cleanup problem conditions and areas where guidance is desired.

6.2  Subtask 2.  Review the installation and operations of the ACP. Include system options, ACP features used and not used, default security controls that are enabled, disabled, or bypassed, system-wide options or parameters that may create security exposures, administrative problems, or production interruptions, and evaluate password management rules and structures in use.
6.3  Subtask 3.  Evaluate discrepancies as they relate to the DISA MVS Security Technical Implementation Guide(s) (STIGs), and document recommended additions, deletions, or changes.  Identify, where required, the need to add additional technical guidance for modification of the (STIG).

6.4  Subtask 4.  Analyze OEM software products, such as: CICS, IMS, IDMS, etc., for configuration and compliance, as prescribed by STIG guidelines.

6.5  Subtask 5.  Analyze OEM Operating System software products, such as: ADRDSSU, FDR, SMS, OMEGAMON, etc., for potential data integrity vulnerabilities and/or compliance with STIG guidance.

6.6  Subtask 6.  Analyze ACP protection and management of audit/activity data (i.e., SMF SYSLOG) to ensure adequate controls are present and that the audit trail cannot be manipulated. Evaluate the data collection process for acceptability, to include ensuring that logging occurs for all attempts to manipulate the audit trail.

6.7  Subtask 7.  Describe the security maintenance processes in each domain and the authorities of individuals to modify the ACP.  Provide recommendations for changes if warranted.

6.8  Subtask 8.  Ensure comprehensive protection has been established for catalog aliases and dataset rules, and clean-up generalized rules to eliminate any excessive or inappropriate levels of authority; overly restrictive access authorizations; and, complex or inefficient rules or rule combinations.

Deliverables:
Monthly Status Report
Semi-Annual Training of Interested Government Employees
7.  Place of Performance.  Work will be performed primarily on-site within the facilities of DECC Mech.  Contractor personnel will be notified in advance when the Technical Action Officer (TAO) requires travel.  Authorization to travel must be approved by the TM by means of letter or form specifying: (1) The Individual(s) to travel; (2) Purpose of the trip; (3) Location(s) and activity (ies) to be visited; and, (4) Inclusive dates of the travel.  Travel will be charged to the ODC line of the contract at the FTR rate.

8.  Period of Performance.  The period of performance is 366 calendar days after TO award.

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1
	Monthly Status Report
	Contractor-Determined Format
	One Microsoft Word Office 2000 formatted copy to TM and one Microsoft Word formatted copy to the KO
	Monthly, on 5th Workday

	6.1
	Semi-Annual Training
	Microsoft PowerPoint 
	One copy of presentation in Microsoft PowerPoint to the TM and one hard copy for each attendee
	First presentation NLT 120 days after the TO award; second NLT 240 days after TO award


10.  Security.  This position is Critical Sensitive IT-I.  It requires IT-I access and a SECRET clearance when performance starts.

10.1  References.
· DoD 5200.2-R, Personnel Security Program, dated Jan 1987

· DoD 5220.2-M, National Industrial Security Program Operating Manual, dated Jan 1995, with supplement 1, dated Feb 1995

· DoD 52220.22-R, Industrial Security Regulation, dated Dec 1985

· DISA Computing Services Security Handbook, dated Dec 2000

10.2  DoD military and civilian personnel, as well as authorized consultant and contractor personnel must meet the requirements stipulated in references (a) through (d) and must be U.S. citizens.  In accordance with same, the following applies:

A SECRET security clearance is required for access to classified AIS or for performance of duties requiring access to the data center.  The contractor is responsible for obtaining clearances from Defense Security Services.  In conjunction with this, the contractor is responsible for obtaining the employee’s Electronic Personnel Security Questionnaire (EPSQ) and submitting to DSS; obtaining an electronic EPSQ receipt from DSS; ensuring a minimum of an Interim SECRET Clearance is granted; providing the following to DISA DECC Mechanicsburg Security Manager:

· Signed copy of the employee’s EPSQ, to include error free validation sheet

· DSS Electronic Receipt of EPSQ

· Visit Authorization request

10.3  Additionally, all personnel will be assigned either a Critical Sensitive IT-I position sensitivity designation or a Non-critical Sensitive IT-II position sensitivity designation.  The contractor will ensure that individuals meet the criteria; to include submission of appropriate paperwork, of the Government determined position sensitivity designation. An individual must have a favorably completed, in-scope SSBI to be considered for final IT-I. In order to be considered for an Interim IT-I, the individual must have an in-scope SSBI submitted; copy of the DSS receipt of submitted SSBI; the NAC portion of the SSBI favorably completed and within scope (within the last five years) and the individual’s SF 86 must be free of derogatory information, as defined in references (a) through (d). An individual must have a favorably completed, in-scope NAC investigation (within the last 10 years) to be considered for final IT-II.  To be considered for an Interim IT-II, a NAC must have been submitted; copy of DSS receipt obtained; and SF 86 void of derogatory information. All requests for Interim IT access will be reviewed to ensure there is adequate justification supporting the request.  DISA retains the authority to grant or deny IT access.

10.4  DISA retains the right to deny employment to or request removal of contractor personnel if appropriate clearance level has not been obtained or if Government determined IT designation cannot be met.  DISA retains the right to request removal of any contractor personnel whose actions, while assigned to this contract, clearly conflict with the interests of the Government, regardless of prior clearance or adjudication status.  The reason(s) for removal will be fully documented by the Contracting Officer.

10.5  Information required for completion of applicable forms may be obtained from the DECC Mechanicsburg Security Manager, CDB21.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The Government will provide contractor personnel an office environment similar to Government personnel to include computers and telephones (for official business only).  GFI (provided by DECC Mech) will include: a roster of designated key personnel and authorized Points of Contact (POCs); security procedures; manuals; and, operating procedures, as may be required. GFI will be provided at performance start.

12.  Other Pertinent Information or Special Considerations.

a.  Required is a minimum of ten years of general ADP experience, with a minimum of five years of experience with the latest two versions of ACF2. RACF experience is not necessary, but is desirable.  CICS and relational database (DB2, IDMS, or DATACOM) experience is also desired.


b.  The following defines the Security environment at DECC Mechanicsburg:

· RACF Release OS/390 2.10

· RACF Version 7 Release 70.3

· RACF Release z/OS 1.4

· RACF ACF2  Release OS/390 2.10 Version 6.4 Service Pack 02

c.  Identification of Possible Follow-on Work.  N/A


d.  Identification of Potential Conflicts of Interest (COI).  Any vendor who is bidding against DECC Mech for business would have a potential COI.  This company should identify itself as such, and if it submits a proposal should ensure that the employee or employees who are part of the proposal are not involved in the competitive bidding.


e.  Identification of Non-Disclosure Requirements.  See Attachment 1.


f.  Packaging, Packing and Shipping Instructions.  N/A.


g.  Inspection and Acceptance Criteria.  N/A.


h.  Work Hours.


(1)  Unless otherwise addressed in the statement of work, the contractor shall perform Monday through Friday excluding all Federal holidays with core hours of 9:00 a.m. to 3:00 p.m.  Normal duty hours are 8 hours per day but does not include vacation, sick, holidays and TDY times.  Any work in excess of 40 hours per week must be approved by the TM prior to performance and will be performed at the straight labor rate.  The contractor must provide DECC Mechanicsburg with a means of 24 hour communications/contact with contractor personnel.


(2)  In the event that upgrades or changes to the system must be done during off peak or limited usage times the Government reserves the right to request flexible work hours from contractor personnel. Upon a 24-hour advance, written notification by the TM or TAO, the Government and contractor may establish a mutually agreed upon time to institute/incorporate the change.  In this case, contractor personnel will substitute these non-core, weekend hours for weekday hours.  For example, if an upgrade is done on Saturday, contractor personnel may choose to take the following Monday as an off day.


(3)  When the Government installation grants administrative leave to its employees (e.g. as a result of inclement weather, potentially hazardous condition, or other special circumstances), contractor personnel working on-site will also be dismissed.  However, if directed by the Contracting Officer or authorized representative, the contractor shall provide sufficient on-site personnel to complete or continue critical work already in process or provide on-call response in accordance with the statement of work.


i.  In-Processing Procedures.  See Attachment B.


j.  Contractor Status Reports.  See Attachment C.


k.  Out-Processing Procedures.  The vendor must ensure all departing contract employees contact the DECC Mech Security Office, CDM 21, to complete the required forms, turn in the employee’s Common Access Card (CAC), and properly dispose of all parking decals.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

ATTACHMENT A
Agreement of Nondisclosure
In the performance of work under Contract No. 
, the undersigned,


 individually and as an authorized representative of


, agrees that all information or materials pertaining to the subject order, made available by the Government, or that the contractor has access to by virtue of the provisions of this order, that relate to the business or resource needs of the Government, or other information not intended for public disclosure, shall be deemed to be “sensitive, confidential and/or proprietary” and that he/she shall keep in confidence and protect from unauthorized disclosure any such materials or information.  This includes disclosure to individuals within the contractor’s company who are not specifically assigned to work on this order, and who have not signed this agreement.  The contractor, and the undersigned, agrees that any such confidential materials and/or information shall not be used except in the performance of duties under the subject order or as otherwise directed by the Government.

This agreement shall survive the undersigned’s employment with the contractor, and the obligations imposed by this agreement shall survive the expiration or termination of this agreement.

Signature

Name

Title

Company

Date

ATTACHMENT B
In-Processing Procedures
All newly hired contractor personnel will first report to the DISA DECC Mechanicsburg, Requirements/Plans/Acquisition Management Office, Building 9, on the Naval Support Activity, Mechanicsburg, PA, to the Contractor Support Task Monitor, for in-processing and task review.  Contractor/vendors shall provide a visit request for each new contract employee to the Contractor Support TM and Security Manager DISA DECC Mechanicsburg, PA  17050-0975, at least two weeks in advance.  Visit requests shall, as a minimum:

· Identify the individual by name.

· Provide the individual’s SSN, Place of Birth (POB) and Date of Birth (DOB).

· State the individual’s citizenship status.

· Cite the applicable Contract Task Order Number.

· Provide the status of: the individual’s security investigation (type and date thereof); and, clearance request (specifying clearance level and date thereof).

· Indicate the applicable contract duration or expiration date (whichever is appropriate).

ATTACHMENT C
Contractor Employment/Status Reports
Contractor/vendor organizations shall:


a.  Provide biweekly reports to the Contractor Support TM , address as above, providing:  (1) A by-name listing of all employees currently supplied under the contract; and, (2) Names/dates for employees who are projected losses.


b.  Notify the Contractor Support TM of each employee’s departure, NLT 24 hours after his/her last work day (i.e., within one working day); and, concurrently confirm satisfactory by-item turn in of all issued badges, passes, et cetera-with a copy provided to the Security Manager (CDB21), DISA DECC Mechanicsburg, 5450 Carlisle Pike, P.O. Box 2045, Mechanicsburg, PA  17050-0975.


c.  Report, in the event of the contract employee’s failure to satisfactorily out-process with the Government organization, actions initiated and/or completed to secure and turn in all Government badges and security devices, et cetera-with a copy provided to the DECC Mechanicsburg Security Manager (CDB21), address as above.

ATTACHMENT D
Out-Processing Procedures

Contractor/vendor organizations shall ensure satisfactory out-processing in accordance with all DECC Mechanicsburg Director Policy requirements.  Satisfactory out-processing, and specifically the timely turn-in of all issued security badges, devices, et cetera, will be a condition of satisfactory contract performance. As a minimum, contractors/vendors shall:


a.  Ensure proper notification of the employee and his/her successful out-processing on the last day of work.  Successful out-processing shall require the turn-in/collection of all:  (1) CAC and proximity security badges; (2) Parking sticker(s) when previously issued; and, (3) Smart cards and/or other comparable security devices.  Parking stickers may be defaced or in pieces.


b.  Aggressively collect/recover and turn in security badges and devices, parking stickers and other comparable materials to the DECC Mechanicsburg Security Manager (CDB2) in any instance where the contract employee fails to successfully out-process.  Every effort shall be made to ensure these are recovered/turned in within 24 hours (one working day) of the departing employees last day of work.


c.  Coordinate changes in employment status affecting the accuracy of security badges and supporting records within 24 hours (one workday) of any such changes to ensure the appropriate devices are promptly reissued and/or corrected.

Section G - Contract Administration Data

ACCOUNTING AND APPROPRIATION DATA

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 

	AMOUNT: 
	$166,848.00 


CLAUSES INCORPORATED BY FULL TEXT

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
DMCUMO04MPM1016
$166,848.00

DITCO Points of Contact
Contracting Officer
Contract Specialist
CONTRACTOR Point of Contact

Contractor Name:  TranTech, Inc.

TIN:  54-1525931

DUNS:  783626682

CAGE CODE:  014R1

Contractor POC:  George Kolesar

Email Address:  George_Kolesar@trantech-inc.com

Phone Number:  (703)671-9873

Fax Number:  (703)671-8484

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
