[image: image1.wmf]DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

MIPR4ADITCO056

AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to add two new positions, Labor Category 66 - Principal Network Architect/Engineer and Labor

 Category 70 - Management Consultant for an additional 3,360 labor hours, in accordance with the attached, revised statement of work,

 dated 1 May 2004, for Headquarters CJTF-7 Information assurance Support (00186.04).  Northrop Grumman's revised proposal dated 27

 Apr 2004 is incorporated by reference.

b.  Add two new positions as indicated above for an additional 3,360 hours and ODC's as spelled out in Nortrop's revised proposal dated 27

 Apr 2004 at an increase of $450,511.64.

c.  Add the following clauses:  FAR 52.228-3; DFAR 252.225-7043; and DFAR 252.228-7000

d.  As a result of above changes, total task order award is changed to:  $12,160,055.64 (an increase of $450,511.64).

e.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

14-May-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-02-D-5010-0027

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

14-Mar-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

See Schedule

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Bilateral - mutual agreement between both parties.

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

04

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

14-May-2004

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

NORTHROP GRUMMAN INFORMATION TECHNOLOGY

7575 COLSHIRE DRIVE

MCLEAN VA 22102-7508

CYNTHIA SAKYI

FACILITY CODE

1V4D7

CODE

encore@scott.disa.mil

EMAIL:

TEL:

DARLENE V. CUTLER / CONTRACTING OFFICER


Section SF 30 Block 14 Continuation Page
SUMMARY OF CHANGES
The following have been added by reference:

	52.228-3
	Worker’s Compensation Insurance (Defense Base Act)
	APR 1984

	252.225-7043
	Antiterrorism/Force Protection Policy for Defense Contractors Outside the United States
	JUN 1998

	252.228-7000
	Reimbursement for War-Hazard Losses
	DEC 1991


The following have been added by full text:

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 1 May 2004 
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	002704

	Encore Tracking Number:
	00186.04

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.0  Task Monitors (TMs).

a.  Primary TM.
	Name:
	

	Organization:
	CJTF-7 C6

	Address:
	Unit 91400, APO, AE  09342

	Phone Number:
	

	E-Mail Address:
	



b.  Alternate TM.
	Name:
	

	Organization:
	CJTF-7 C6; CJTF7-IA

	Address:
	Unit 91400, APO, AE  09342

	Phone Number:
	

	E-Mail Address:
	


2.0  Task Order Title.  Headquarters CJTF-7 Information Assurance Support

3.0  Background.
3.1  This opportunity was brought to the Encore contract by an industry partner.

3.2  The CJTF-7 has a requirement for support in the area of garrison and tactical Information Assurance (IA) processes.  These processes function as a proactive defense against unauthorized activity that is critical to the commander’s ability to conduct operations and is required at all levels.  It incorporates protection, detection, response, restoration and reaction capabilities.

4.0  Objectives.  The Combined Joint Task Force (CJTF-7) requires professional quality technical assistance in the areas of tactical IA support requirements.

5.0  Scope.  Work performed by the contractor under this TO is intended to support a broad range of technical, engineering, operational, maintenance and management functions pertaining to responsibilities inherent to the execution of the CJTF-7 mission.  These include the Encore contract Task Areas as listed below.  Due to the evolving technology and mission responsibilities, the specific tasking to be acquired under this SOW will be specified in detail sub-tasks issued to the contractor over the period of performance.

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 5 - Requirements Analysis
· Task Area 6 - Market Research and Prototyping
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
This TO covers a base year and multiple one-year option periods.

6.0  CJTF-7 Information Assurance Support.  Three contractor roles will be filled:

· Information Assurance Manager (IAM)

· Information Assurance Network Manager (IANM)

· Information Assurance Security Officer (IASO)

6.1  Task 1 - Task Order Management.  The contractor will prepare a Task Order Management Plan describing the technical approach, organizational resources, and management controls to be used to meet the cost, performance, and schedule requirements through the execution of the TO.  The contractor will provide a monthly status report monitoring the quality assurance, progress/status reporting and program review applied to the TO.  Subtasks and requirements will be added as they are identified.

Deliverables:
Monthly Status Report
6.2  Task 2 - Information Assurance Manager (IAM) Technical Support.  The IAM will be the installation or activity focal point for all matters concerning IA.  In coordination with USCENTCOM, the Theater Command, Control, Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) Coordination Center (TCCC), and the Regional Computer Emergency Response Team-Southwest Asia (RCERT-SWA), the IAM shall implement and manage the IA program for their area of responsibility and will develop, staff, disseminate, and manage command unique IA policy and guidance.  The IAM shall implement and manage the IA program for their area of responsibility and will develop, staff, disseminate, and manage command unique IA policy and guidance.  The IAM will perform the duties listed in Section 5.9, DoDI 8500.2.

6.2.1  Subtask 1 - Senior Computer Security Systems Specialist.  Analyzes and defines security requirements for Multilevel Security (MLS) issues.  Designs, develops, engineers and implements solutions to MLS requirements.  Responsible for the implementation and development of the MLS.  Gathers and organizes technical information about an organization’s mission goals and needs, existing security products, and ongoing programs in the MLS arena.  Performs risk analyses which also includes risk assessment.  Provides daily supervision and direction to staff.

6.2.2  Subtask 2 - Security Training and Awareness.  Oversee the development and execution of the information systems security training and awareness program within their designated area of responsibility.

6.2.3  Subtask 3 - Assessment Support.  The contractor shall assess, advise, and develop methods for integration of current and emerging security technologies into systems and networks to mitigate associated risks.

6.2.4  Subtask 4 - Technical Assessment.  The contractor shall perform technical security assessments of current equipment and networks within the commands.  Evaluate emerging technologies for their effectiveness and/or potential for subordinate command needs, in relation to the technical security functions.

6.2.5  Subtask 5 - Network Security.  The contractor shall ensure that measures, procedures, and configurations used on the network fully support the security integrity of the Task Force IA policy.  Review and evaluate the security impact of changes to the equipment on the networks, including interfaces with other networks.  Monitor periodic security indoctrination and training sessions to determine compliance with proper technical issues.  Ensure that audit trails, access controls, and other system administration and management procedures are in place on equipment at the supported commands.  Perform periodic vulnerability assessments to ensure risks are mitigated and residual risks remain within acceptable bounds for the Designated Approval Authority.

6.2.6  Subtask 6 - Certification and Accreditation.  The contractor shall evaluate fielded information systems certification and accreditation documentation to ensure that they meet CJTF-7 requirements and develop modifications prior to fielding.  Provide IA technical solutions to elements on the development of their certification and accreditation packages, communications security, and computer security.  Provides certification support and accreditation recommendations to the Designated Approval Authority.  Ensures all information systems and/or networks are accredited or remain accredited per applicable regulations.  Assists CJTF-7 entities on establishing coalition and U.S. SECRET IA requirements and coordinate these with the proper approval authority.

6.2.7  Subtask 7 - Integration Engineering and Consultation.  The contractor shall provide technical engineering functions associated with information security systems, applications, platforms, and various databases technical integration.  This also includes assistance on the proper acquisition of IA products mandated in NSTISSP No 11.
6.2.8  Subtask 8 - Information Dissemination.  The contractor shall conduct on-site individual or group training sessions, with documentation as needed, for the integrated systems.  Training will be limited to the system developed, and will normally be informal desk-side and over-the-shoulder training for staff users.  Training may include:  testing, evaluation, and integration: assist with the testing, evaluation, and upon decision by the Government, provide technical assistance to install and use security software on network servers.

6.2.9  Subtask 9 - Security Review.  Periodically review the status of all information systems and networks to ascertain that changes have not occurred that affect security and negate the accreditation.

6.2.10  Subtask 10 - Training.  The contractor shall provide training as required for new network engineers on this task order.  Includes formal and informal direct training on IA issues and data-package configurations for CENTCOM/CJTF-7 and subordinate units.  All contractor employees under this SOW are required to be IA Level 2 certified in accordance with applicable DoD guidelines.

6.2.11  Subtask 11 - Accreditation.  Implement and maintain the DoDIIS COMPUSEC program and site-based accreditation, where feasible.

6.3  Task 3 - Information Assurance Network Manager (IANM).  The IANM shall be responsible for providing direct support to the IAM and for implementing the IA program for networks to ensure the Military Information Environment (MIE) is operational and secure by developing, issuing, and implementing security procedures and protocols governing network operations.  The IANM will be the technical lead for the region in which he/she is assigned and will be responsible for the configuration, operation and maintenance of the IA Security Stack (consisting of Cisco routers, Symantec firewall, and Symantec Intrusion Detection System) located within each regional data node.  The IANM will be responsible for overseeing the security configurations, tools and architecture which are focused on host security.  The IANM will perform the following tasks:

6.3.1  Subtask 1 - Technical Integration.  The contractor shall ensure that modules and supporting architecture for systems security, solutions, systems administration, communication security management support, and network security performance monitoring are in place at all the Headquarters locations and subordinate units in the command.  The contractor must be fully versed on both tactical and garrison network infrastructures and be fully qualified to design, deploy, implement, mange and troubleshoot tactical NIPRNET, SIPRNET and CENTRIXS network nodes across the battlefield for CJTF-7 and supporting communications units.  The contractor must be fluent in operation and configuration of Commercial Off-the-Shelf (COTS) network infrastructure equipment along with the ability to implement accepted best business practices in it’s operation.  Additionally, contractor must be highly skilled in the deployment and operation of selected perimeter defense equipment such as application proxy firewall technologies, Network Intrusion Detection Systems (NIDS) managed Anti-Virus and host security update management systems along with router security protocol.

6.3.2  Subtask 2 - Assessment Support.  The contractor shall assess, advise and develop methods for integration of current and emerging security technologies and procedures into systems and business practices to mitigate risks associated with a system and/or networks.

6.3.3  Subtask 3 - Technical Assessment.  The contractor shall perform technical security assessments of current equipment and networks within the commands along with new systems requesting connections to the CJTF-7 network.  Upon completion of the assessments, the contractor must provide a detailed risk assessment to the IAPM along with recommended risk mitigation strategies and procedures.  The contractor must also evaluate emerging security technologies for their effectiveness and/or potential for subordinate command needs, in relation to the technical security functions.

6.3.4  Subtask 4 - Test and Evaluation for Compliance.  The contractor shall assist the Task Force Information Assurance Program Managers, to test, evaluate, and provide assistance to determine the technical state of security on network servers, clients, networks, physical security , and other pertinent security related items and issues.  Test and evaluate security features such as firewalls and intrusion detection systems currently installed or planned for installation within the command.  Report technical security violations and vulnerabilities when found during on-site inspections along with suggested corrective actions to remedy any violations or vulnerabilities.  Provide technical assistance and advice to help formulate the Task Force security policy, assist in review of policy, and evaluate the impact of technical changes on IA policy.

6.3.5  Subtask 5 - Network Security.  The contractor shall ensure that measures, procedures, and configurations used on the network fully support the security integrity of the Task Force IA policy.  Review and evaluate the security impact of changes to the equipment on the networks, including interfaces with other networks.  Monitor periodic security indoctrination and training sessions to determine compliance with proper technical issues.  Ensure that audit trails, access controls, and other system administration and management procedures are in place on equipment at the supported commands.

6.3.6  Subtask 6 - Support.  The contractor shall provide technical and non-technical advice and assistance to the Joint Network Operations and Security Center and subordinate Network Operation Centers to ensure implementation of CJTF-7 policies and technical security solutions.  Ensure that technical monitoring tools are installed and working, to include:

· Technical support and utilization of monitoring and security assessment tools.

· Proper assessment, installation, configuration and management of firewalls supporting the CJTF-7 to include daily systems administration and configuration management.

· Design, management and implementation of router access control lists within the CJTF-7 networks.

· Track compliance of users/units with the Information Assurance Vulnerabilities Alert (IAVA) program for the CJTF-7 IA Program Manager.  Maintain compliance documentation, briefings, and training.

· Provide technical solutions and IA advice and assistance as required.

· Educate, implement and enforce CJTF-7 IA policies and procedures.

· Perform installation, configuration and maintenance of Cisco switching, routing and content delivery equipment.  Specific skills should include 1-2 years experience in a routing and switching position, ability to perform basic BGP, EIGRP, and OSPF implementations and hardware software disaster recovery/ troubleshooting.

· Implement and maintain change control mechanisms to support computer and network IA.

6.3.7  Subtask 7 - Certification and Accreditation.  The contractor shall evaluate fielded information systems certification and accreditation documentation to ensure that they meet CJTF-7 requirements and develop modifications prior to fielding.  Provide IA technical solutions to elements on the development of their certification and accreditation packages, communications security, and computer security.  Assist CJTF-7 entities on establishing coalition and U.S. SECRET IA requirements and coordinate these with the proper approval authority.

6.3.8  Subtask 8 - Integration Engineering and Consultation.  The contractor shall provide technical engineering functions associated with information security systems, applications, platforms, and various databases technical integration.  This also includes assistance on the proper acquisition of IA products mandated in NSTISSP No 11.

6.3.9  Subtask 9 - Training.  The contractor shall provide training as required for new network engineers on this task order.  Includes formal and informal direct training on IA issues and data-package configurations for CENTCOM/CJTF-7 and subordinate units.  All contractor employees under this SOW are required to be IA Level 2 certified in accordance with applicable DoD guidelines.

6.4  Task 4 - Information Assurance Security Officer (IASO).  The IASO shall be responsible for providing direct support to the IAM and the IANM for supporting and implementing the IA program for networks to ensure the Military Information Environment (MIE) is operational and secure by implementing security procedures and protocols governing network operations.  The IASO will be responsible for the configuration, operation and maintenance of automated update systems within IA Security Stack (Microsoft Software Update Server and anti-virus live update servers) located within each regional data node.  In addition to the duties listed in Section 5.10, DoDI 8500.2., the IANM will perform the following tasks:

6.4.1  Subtask 1 - Computer Security Systems Specialist.  Analyzes and defines security requirements for Multilevel Security (MLS) issues.  Designs, develops, engineers and implements solutions to MLS requirements.  Gathers and organizes technical information about an organization's mission goals and needs, existing security products and ongoing programs in the MLS arena.  Performs risk analyses which also includes risk assessment.

6.4.2  Subtask 2 - Vulnerability Assessment.  Assists the IAM in vulnerability assessments within the AOR.  Serves as the subject matter expert on network and host vulnerability scanners (e.g. Harris STAT, ISS System Scanner, Symantec Anti-virus, and Microsoft System Update Server).

6.4.3  Subtask 3 - Onsite Response.  The IANM will also be responsible for any Incident Response requirement within the assigned AOR.  Will serve as the onsite responder to IA related incidents.  Will assist local data technicians with installation and configuration of client-related IA tools (anti-virus, software updates, etc.).

6.4.4  Subtask 4.  Acts as onsite incident responder to computer virus/worm outbreaks, forensic analysis, and assists in disaster recovery procedures for compromised systems.  Provides training to regional data technicians on the use of IA toolkits.

6.5  Task 5  Systems Administrative Support Services.  Provide the required support necessary in the following areas to ensure optimal operation of the CJTF7 in-garrison, field and deployed status.  This support includes:

6.5.1  Subtask 1 - Local Area Network Operations and Maintenance.  Operation, integration and troubleshooting of all aspects of the CJTF7 Headquarters Local Area Network and associates services to include, but not limited to e-mail administration, database administration, Windows 2002/2003 Active Directory Design and Implementation, Disaster Recovery Planning and Preparation through data and architecture backup services, and overall supervision of data center operations.

6.5.2  Subtask 2 - Network Design Support.  Local Area network architecture design, installation, administration and support for the Cisco platform switching and routing environment below the Tier 1/2 Level.  Also, the contractor will be responsible for the installation, operation and maintenance of the CJTF7 Voice-Over-IP architecture.

6.5.3  Subtask 3 - Network Upgrade Support.  Ability to structure the tactical LAN/WAN, Unclassified but Sensitive Internet Protocol Router Network (NIPRNET), Secret Internet Protocol Router Network (SIPRNET) and the MCFI CENTRIX topology.  Implement the domain upgrade to Server 2003 on NIPR and SIPR as well as assist in stand up of new equipment and 3 SANS for SIPR, NIPR and CENTRIXS.

7.  Required Contractor Skill Set.  The contracted company selected to provide onsite engineering support must provide contractors who meet minimum levels of experience and certification.  This is critical to ensure only qualified, security focused engineers are provided to perform this task order.  The following is the minimum skill set required by position:


a.  IAM.  Must have a minimum of a BS or 10 years equivalent experience, with at least 3 years specific experience in information assurance or network security.  Must have a firm understanding of certification and accreditation procedures, processes, and regulatory requirements.  Must be experienced with network and host vulnerability scanner (e.g. ISS, Harris STAT) results in relation to residual risk identification.  Contractor personnel must have a background in incident handling and reporting.  Contractor will have a demonstrated ability in development, implementation and support of security policies across an organization.  Sound foundation of securing Unix and Microsoft operating systems is desirable.  Strongly favor certifications from the following: CISSP, SANs, Cisco and Microsoft.  Must be IA Level II certified.

b.  IANM.  BS in engineering or hard science; Cisco Certified Network Professional desired 3 yrs Cisco router configuration experience, Cisco IOS use; CCSP preferred.  3 years experience in firewall configuration; 7 years networking, including TCP\IP BGP, OSPF, EIGRP.  Must have an in-depth understanding of at least one of the following platforms, Symantec Enterprise Firewall, Symantec Velociraptor, Sidewinder, CiscoPIX.  Must have a demonstrated ability to deploy and manage Cisco Secure IDS, SNORT, and ISS RealSecure.  Must be IA Level II certified.


c.  IASO.  Must have a minimum of a BS or 5 years equivalent experience, with a minimum of 3 years in computer and network security, preferably with Microsoft products.  Must have a firm understanding of certification and accreditation procedures, processes, and regulatory requirements.  Must be experienced with network and host vulnerability scanner (e.g. ISS, Harris STAT) results in relation to residual risk identification.  Contractors should have a background in incident handling and analysis.  The contractor shall have a demonstrated ability in implementation and support of security policies across an organization.  Sound foundation of securing Unix and Microsoft operating systems is desirable.  Strongly favor certifications from the following: CISSP, SANs, Cisco and Microsoft.  Must be IA Level II certified.


d.  System Administrator.  Requires an MCSE on latest Microsoft client, server, or messaging software.  Prefer a bachelor's degree or equivalent documented experience in a related area and 2-3 years of experience in the data-networking field.  Provides system administration for any assigned network.  Performs IA related patches and upgrades at the direction of the S-6 staff.  Performs system backups on its internal and external web network servers. Supports server system(s) and supporting software.  May be required to perform help desk functions requiring good interpersonal skills.  Relies on instructions and pre-established guidelines to perform the functions of the job.  Works under immediate supervision.  Must have a SECRET security clearance.  Must be deployable to any contingency or area of operations that the S-6 requires (CONUS or OCONUS).

8.  Reachback to Corporate Resources.  Contractor personnel must have demonstrated reachback into corporate resources for additional technical support in the arena of network and host security.  Must provide means that in-theater staff can contact support personnel within their company who are knowledgeable in the CJTF-7 network architecture for intellectual and technical support regarding all Information Assurance issues.

9.  Place of Performance.  Tasks will be performed primarily on-site at CJTF-7 HQ and Divisional HQ facilities in Iraq, but temporary duty (TDY) may be required to support the CJTF-7 mission, to include any location in Iraq as well as other locations in South West Asia as required.  Duties may require personnel to travel by ground vehicle and/or aircraft to subordinate locations in their areas of responsibility.

10.  Period of Performance.

a.  Base Year.  The period of performance is 366 calendar days (1 Dec 2003 - 30 Nov 2004).


b.  Option Years.  The periods of performance of each of the five (5) option year periods is 365/366 days, beginning the day after the last day of the previous task order year.  The last option year period will be extended to the end of the Government FY09.

11.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Monthly Status Report
	Contractor-Determined Format
	Standard Distribution*
	Monthly, by 5th Workday

	
	Additional deliverables will be specified as part of each subtask
	Format will be specified as a part of each subtask
	Number of copies will be specified as part of each subtask
	Due date in calendar days will be specified as part of each subtask


* Standard Distribution: 1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM
12.  Security.  A US SECRET clearance is required.  The incumbent must be able to obtain a US TOP SECRET clearance.  The incumbent will be required to travel to and within Iraq and to other countries where the CJTF-7 has units for the purpose of technical assessment, assistance, and operations.  All documentation (i.e. DD Form 254) required for security certification shall be the responsibility of the contractor and the client organization.
13.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The contractor should specify costs for the following items/services in the quantities specified in the event the contractor is selected to provide them for the personnel performing on this task order.

	Item
	Quantity Person(s)
	Total

	Vehicles
	One Per Team
	9

	Laptops
	Three Per Person
	81

	Telephone GMS
	One Per Team
	9

	Telephone GMS Service
	One Year Per Telephone
	9

	Telephone Satellite w/Cards
	One Per Team
	9

	Telephone Satellite Service
	One Year Per Telephone
	9


The Government may optionally provide non-tactical vehicles, computers, telephones and telephone service as required to accomplish these tasks.  Any equipment purchased under this task order will become property of the U.S. Government.  The Government will provide housing, medical and logistical support, transportation in and out of theater of operations along with workspace, tools and access as required to accomplish these tasks.

14.  Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  As specified by the SOW, above.


b.  Identification of Potential Conflicts of Interest (COI).  None noted at this time.


c.  Identification of Non-Disclosure Requirements.  None noted at this time.


d.  Packaging, Packing and Shipping Instructions.  None noted at this time.


e.  Inspection and Acceptance Criteria.  None noted at this time.


f.  Funding.  This acquisition will be subject to availability of funds and incremental funding.


g.  Logistical Support.  Individual contractor employees under this SOW may be entitled to the logistical support provided in CJTF-7 regulations and supplements.  The contractor shall submit the names of its employees and complete all necessary supporting documentation required to support a logistical position.


h.  Equipment Damaged Lost or Stolen Due to Hostile Force or Persons.  The Government agrees to provide funding or replacement equipment lost or damaged beyond reasonable repair due to hostile force or person(s).  Damages caused by acts of nature are the responsibility of the contractor.  The phrase “hostile force or person(s)” is defined in accordance with United States Code Title 42, Section 1711.

15.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Section A - Solicitation/Contract Form
The total cost of this contract was increased by $450,511.64 from $11,709,544.00 to $12,160,055.64.

Section B - Supplies or Services and Prices
CLIN 0001.  The CLIN extended description has changed from Provide Headquarters (HQ) Combined Joint Task Force (CJTF-7) Information Assurance Support, Baghdad, Iraq, in accordance with the attached Statement of Work (SOW), dated 29 Oct 2003 (Tracking Number 00186.00).The period of performance is 366 calendar days (1 Dec 2003 - 30 Nov 2004), with five option years.  Northrop Grumman’s proposal, dated 12  Nov 2003 and as revised 21 Nov 2003, are incorporated by reference.  Time-and-Materials (T&M) - Not-to-Exceed (NTE)  The contractor is authorized to invoice monthly for actual hours performed and ODCs incurred. to Provide Headquarters (HQ) Combined Joint Task Force (CJTF-7) Information Assurance Support, Baghdad, Iraq, in accordance with the attached Statement of Work (SOW), dated 29 Oct 2003 and revised 27 Apr 2004 (Tracking Number 00186.00).  The period of performance is 366 calendar days (1 Dec 2003 - 30 Nov 2004), with five option years.  Northrop Grumman’s proposal, dated 12  Nov 2003 and as revised 21 Nov 2003, revised again 27 Apr 2004 are incorporated by reference.  Time-and-Materials (T&M) - Not-to-Exceed (NTE) - The contractor is authorized to invoice monthly for actual hours performed and ODCs incurred.

The unit price amount has increased by $450,511.64 from $11,709,544.00 to $12,160,055.64.  The total cost of this line item has increased by $450,511.64 from $11,709,544.00 to $12,160,055.64.

CLIN 1001.  The unit price amount has increased by $798,596.34 from $13,392,343.33 to $14,190,939.67.  The total cost of this line item has increased by $798,596.34 from $13,392,343.33 to $14,190,939.67.

Section G - Contract Administration Data
Accounting and Appropriation

Summary for the Payment Office

As a result of this modification, the total funded amount for this document was increased by $450,511.64 from $11,709,544.00 to $12,160,055.64.

Contract Level Funding:  AA: 97X4930.5F20 000 C1013 0 068142 2F 255011 was increased by $450,511.64 from $11,709,544.00 to $12,160,055.64.

Section I - Contract Clauses
The following have been modified:

Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$12,160,055.64


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
MIPR4ADITCO056
$11,709,544.00


N3656A04MPSF070
$450,511.64

(End of Summary of Changes)

