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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is to incorporate the revised Statement of Work (SOW) dated 20 Sep 2004, Headquarters (HQ) Combined

 Joint Task Force (CJTF-7) Information Assurance Support, Baghdad, Iraq (Encore Tracking Number 00186.00).

b. Add one new Prinicpal Network Architect/Engineer Management Consultant (Labor Category 66) in accordance with Task 9 of subject

 SOW for the period 1 Oct 2004 - 30 Nov 2004 at a cost of $86,354.44.

c.   As a result of above action, total task order award is:  $15,350,577.51 (an increase of $86,354.44).
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16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED
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24-Sep-2004

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-02-D-5010-0027

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

14-Mar-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Bilateral - mutual agreement between both parties

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.
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 where feasible.)
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Section SF 30 Block 14 Continuation Page
SUMMARY OF CHANGES
The following have been added by full text:

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of  20 Sep 2004
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	002709

	Encore Tracking Number:
	00186.09

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.0  Task Monitors (TMs).

a.  Primary TM.
	Name:
	

	Organization:
	MNC-I C6

	Address:
	Unit 91400, APO, AE  09342

	Phone Number:
	

	E-Mail Address:
	



b.  Alternate TM.
	Name:
	

	Organization:
	MNC-I C6; MNC-I-IA

	Address:
	Unit 91400, APO, AE  09342

	Phone Number:
	

	E-Mail Address:
	



c.  Alternate TM for Task Force Olympia.
	Name:
	

	Organization:
	Task Force Olympia C-6 (MNB-N)

	Address:
	Task Force Olympia APO AE 09334

	Phone Number:
	

	E-Mail Address:
	


2.0  Task Order Title.  Headquarters Multi National Corps - Iraq (MNC-I)  Information Assurance (IA) Support

3.0  Background.
3.1  This opportunity was brought to the Encore contract by an industry partner.

3.2  The MNC-I  has a requirement for support in the area of garrison and tactical IA processes.  These processes function as a proactive defense against unauthorized activity that is critical to the commander’s ability to conduct operations and is required at all levels.  It incorporates protection, detection, response, restoration and reaction capabilities.

4.0  Objectives.  The MNC-I requires professional quality technical assistance in the areas of tactical IA support requirements.

5.0  Scope.  Work performed by the contractor under this TO is intended to support a broad range of technical, engineering, operational, maintenance and management functions pertaining to responsibilities inherent to the execution of the MNC-I mission.  These include the Encore contract Task Areas as listed below.  Due to the evolving technology and mission responsibilities, the specific tasking to be acquired under this SOW will be specified in detail sub-tasks issued to the contractor over the period of performance.

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 5 - Requirements Analysis
· Task Area 6 - Market Research and Prototyping
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
This TO covers a base year and multiple one-year option periods.

6.0  MNC-I Information Assurance Support.  Three contractor roles will be filled:

· Information Assurance Manager (IAM)

· Information Assurance Network Manager (IANM)

· Information Assurance Security Officer (IASO)

6.1  Task 1 - Task Order Management.  The contractor will prepare a Task Order Management Plan describing the technical approach, organizational resources, and management controls to be used to meet the cost, performance, and schedule requirements through the execution of the TO.  The contractor will provide a monthly status report monitoring the quality assurance, progress/status reporting and program review applied to the TO.  Subtasks and requirements will be added as they are identified.

Deliverables:
Monthly Status Report
6.2  Task 2 - Information Assurance Manager (IAM) Technical Support.  The IAM will be the installation or activity focal point for all matters concerning IA.  In coordination with USCENTCOM, the Theater Command, Control, Communications, Computer, Intelligence, Surveillance, and Reconnaissance (C4ISR) Coordination Center (TCCC), and the Regional Computer Emergency Response Team-Southwest Asia (RCERT-SWA), the IAM shall implement and manage the IA program for their area of responsibility and will develop, staff, disseminate, and manage command unique IA policy and guidance.  The IAM shall implement and manage the IA program for their area of responsibility and will develop, staff, disseminate, and manage command unique IA policy and guidance.  The IAM will perform the duties listed in Section 5.9, DoDI 8500.2.

6.2.1  Subtask 1 - Senior Computer Security Systems Specialist.  Analyzes and defines security requirements for Multilevel Security (MLS) issues.  Designs, develops, engineers and implements solutions to MLS requirements.  Responsible for the implementation and development of the MLS.  Gathers and organizes technical information about an organization’s mission goals and needs, existing security products, and ongoing programs in the MLS arena.  Performs risk analyses which also includes risk assessment.  Provides daily supervision and direction to staff.

6.2.2  Subtask 2 - Security Training and Awareness.  Oversee the development and execution of the information systems security training and awareness program within their designated area of responsibility.

6.2.3  Subtask 3 - Assessment Support.  The contractor shall assess, advise, and develop methods for integration of current and emerging security technologies into systems and networks to mitigate associated risks.

6.2.4  Subtask 4 - Technical Assessment.  The contractor shall perform technical security assessments of current equipment and networks within the commands.  Evaluate emerging technologies for their effectiveness and/or potential for subordinate command needs, in relation to the technical security functions.

6.2.5  Subtask 5 - Network Security.  The contractor shall ensure that measures, procedures, and configurations used on the network fully support the security integrity of the Task Force IA policy.  Review and evaluate the security impact of changes to the equipment on the networks, including interfaces with other networks.  Monitor periodic security indoctrination and training sessions to determine compliance with proper technical issues.  Ensure that audit trails, access controls, and other system administration and management procedures are in place on equipment at the supported commands.  Perform periodic vulnerability assessments to ensure risks are mitigated and residual risks remain within acceptable bounds for the Designated Approval Authority.

6.2.6  Subtask 6 - Certification and Accreditation.  The contractor shall evaluate fielded information systems certification and accreditation documentation to ensure that they meet MNC-I requirements and develop modifications prior to fielding.  Provide IA technical solutions to elements on the development of their certification and accreditation packages, communications security, and computer security.  Provides certification support and accreditation recommendations to the Designated Approval Authority.  Ensures all information systems and/or networks are accredited or remain accredited per applicable regulations.  Assists MNC-I entities on establishing coalition and U.S. SECRET IA requirements and coordinate these with the proper approval authority.

6.2.7  Subtask 7 - Integration Engineering and Consultation.  The contractor shall provide technical engineering functions associated with information security systems, applications, platforms, and various databases technical integration.  This also includes assistance on the proper acquisition of IA products mandated in NSTISSP No 11.
6.2.8  Subtask 8 - Information Dissemination.  The contractor shall conduct on-site individual or group training sessions, with documentation as needed, for the integrated systems.  Training will be limited to the system developed, and will normally be informal desk-side and over-the-shoulder training for staff users.  Training may include:  testing, evaluation, and integration: assist with the testing, evaluation, and upon decision by the Government, provide technical assistance to install and use security software on network servers.

6.2.9  Subtask 9 - Security Review.  Periodically review the status of all information systems and networks to ascertain that changes have not occurred that affect security and negate the accreditation.

6.2.10  Subtask 10 - Training.  The contractor shall provide training as required for new network engineers on this task order.  Includes formal and informal direct training on IA issues and data-package configurations for CENTCOM/ MNC-I and subordinate units.  All contractor employees under this SOW are required to be IA Level 2 certified in accordance with applicable DoD guidelines.

6.2.11  Subtask 11 - Accreditation.  Implement and maintain the DoDIIS COMPUSEC program and site-based accreditation, where feasible.

6.3  Task 3 - Information Assurance Network Manager (IANM).  The IANM shall be responsible for providing direct support to the IAM and for implementing the IA program for networks to ensure the Military Information Environment (MIE) is operational and secure by developing, issuing, and implementing security procedures and protocols governing network operations.  The IANM will be the technical lead for the region in which he/she is assigned and will be responsible for the configuration, operation and maintenance of the IA Security Stack (consisting of Cisco routers, Symantec firewall, and Symantec Intrusion Detection System) located within each regional data node.  The IANM will be responsible for overseeing the security configurations, tools and architecture which are focused on host security.  The IANM will perform the following tasks:

6.3.1  Subtask 1 - Technical Integration.  The contractor shall ensure that modules and supporting architecture for systems security, solutions, systems administration, communication security management support, and network security performance monitoring are in place at all the Headquarters locations and subordinate units in the command.  The contractor must be fully versed on both tactical and garrison network infrastructures and be fully qualified to design, deploy, implement, mange and troubleshoot tactical NIPRNET, SIPRNET and CENTRIXS network nodes across the battlefield for MNC-I and supporting communications units.  The contractor must be fluent in operation and configuration of Commercial Off-the-Shelf (COTS) network infrastructure equipment along with the ability to implement accepted best business practices in it’s operation.  Additionally, contractor must be highly skilled in the deployment and operation of selected perimeter defense equipment such as application proxy firewall technologies, Network Intrusion Detection Systems (NIDS) managed Anti-Virus and host security update management systems along with router security protocol.

6.3.2  Subtask 2 - Assessment Support.  The contractor shall assess, advise and develop methods for integration of current and emerging security technologies and procedures into systems and business practices to mitigate risks associated with a system and/or networks.

6.3.3  Subtask 3 - Technical Assessment.  The contractor shall perform technical security assessments of current equipment and networks within the commands along with new systems requesting connections to the CJTF-7 network.  Upon completion of the assessments, the contractor must provide a detailed risk assessment to the IAPM along with recommended risk mitigation strategies and procedures.  The contractor must also evaluate emerging security technologies for their effectiveness and/or potential for subordinate command needs, in relation to the technical security functions.

6.3.4  Subtask 4 - Test and Evaluation for Compliance.  The contractor shall assist the Task Force Information Assurance Program Managers, to test, evaluate, and provide assistance to determine the technical state of security on network servers, clients, networks, physical security , and other pertinent security related items and issues.  Test and evaluate security features such as firewalls and intrusion detection systems currently installed or planned for installation within the command.  Report technical security violations and vulnerabilities when found during on-site inspections along with suggested corrective actions to remedy any violations or vulnerabilities.  Provide technical assistance and advice to help formulate the Task Force security policy, assist in review of policy, and evaluate the impact of technical changes on IA policy.

6.3.5  Subtask 5 - Network Security.  The contractor shall ensure that measures, procedures, and configurations used on the network fully support the security integrity of the Task Force IA policy.  Review and evaluate the security impact of changes to the equipment on the networks, including interfaces with other networks.  Monitor periodic security indoctrination and training sessions to determine compliance with proper technical issues.  Ensure that audit trails, access controls, and other system administration and management procedures are in place on equipment at the supported commands.

6.3.6  Subtask 6 - Support.  The contractor shall provide technical and non-technical advice and assistance to the Joint Network Operations and Security Center and subordinate Network Operation Centers to ensure implementation of MNC-I policies and technical security solutions.  Ensure that technical monitoring tools are installed and working, to include:

· Technical support and utilization of monitoring and security assessment tools.

· Proper assessment, installation, configuration and management of firewalls supporting the MNC-I to include daily systems administration and configuration management.

· Design, management and implementation of router access control lists within the  MNC-I networks.

· Track compliance of users/units with the Information Assurance Vulnerabilities Alert (IAVA) program for the MNC-I IA Program Manager.  Maintain compliance documentation, briefings, and training.

· Provide technical solutions and IA advice and assistance as required.

· Educate, implement and enforce MNC-I IA policies and procedures.

· Perform installation, configuration and maintenance of Cisco switching, routing and content delivery equipment.  Specific skills should include 1-2 years experience in a routing and switching position, ability to perform basic BGP, EIGRP, and OSPF implementations and hardware software disaster recovery/ troubleshooting.

· Implement and maintain change control mechanisms to support computer and network IA.

6.3.7  Subtask 7 - Certification and Accreditation.  The contractor shall evaluate fielded information systems certification and accreditation documentation to ensure that they meet  MNC-I requirements and develop modifications prior to fielding.  Provide IA technical solutions to elements on the development of their certification and accreditation packages, communications security, and computer security.  Assist  MNC-I entities on establishing coalition and U.S. SECRET IA requirements and coordinate these with the proper approval authority.

6.3.8  Subtask 8 - Integration Engineering and Consultation.  The contractor shall provide technical engineering functions associated with information security systems, applications, platforms, and various databases technical integration.  This also includes assistance on the proper acquisition of IA products mandated in NSTISSP No 11.

6.3.9  Subtask 9 - Training.  The contractor shall provide training as required for new network engineers on this task order.  Includes formal and informal direct training on IA issues and data-package configurations for CENTCOM/ MNC-I and subordinate units.  All contractor employees under this SOW are required to be IA Level 2 certified in accordance with applicable DoD guidelines.

6.4  Task 4 - Information Assurance Security Officer (IASO).  The IASO shall be responsible for providing direct support to the IAM and the IANM for supporting and implementing the IA program for networks to ensure the Military Information Environment (MIE) is operational and secure by implementing security procedures and protocols governing network operations.  The IASO will be responsible for the configuration, operation and maintenance of automated update systems within IA Security Stack (Microsoft Software Update Server and anti-virus live update servers) located within each regional data node.  In addition to the duties listed in Section 5.10, DoDI 8500.2., the IANM will perform the following tasks:

6.4.1  Subtask 1 - Computer Security Systems Specialist.  Analyzes and defines security requirements for Multilevel Security (MLS) issues.  Designs, develops, engineers and implements solutions to MLS requirements.  Gathers and organizes technical information about an organization's mission goals and needs, existing security products and ongoing programs in the MLS arena.  Performs risk analyses which also includes risk assessment.

6.4.2  Subtask 2 - Vulnerability Assessment.  Assists the IAM in vulnerability assessments within the AOR.  Serves as the subject matter expert on network and host vulnerability scanners (e.g. Harris STAT, ISS System Scanner, Symantec Anti-virus, and Microsoft System Update Server).

6.4.3  Subtask 3 - Onsite Response.  The IANM will also be responsible for any Incident Response requirement within the assigned AOR.  Will serve as the onsite responder to IA-related incidents.  Will assist local data technicians with installation and configuration of client-related IA tools (anti-virus, software updates, etc.).

6.4.4  Subtask 4.  Acts as onsite incident responder to computer virus/worm outbreaks, forensic analysis, and assists in disaster recovery procedures for compromised systems.  Provides training to regional data technicians on the use of IA toolkits.

6.5  Task 5 - Systems  Architecture, Engineering and Operations Administrative Support Services.  Provide the required support necessary in the following areas to ensure optimal operation of the CJTF7 in-garrison, field and deployed status.  This support includes:

6.5.1  Subtask 1 - Local Area Network Operations and Maintenance.  Operation, integration and troubleshooting of all aspects of the MNC-I Networks Headquarters Local Area Network and associates services to include, but not limited to e-mail administration, database administration, Windows 2002/2003 Active Directory Design and Implementation, Disaster Recovery Planning and Preparation through data and architecture backup services, and overall supervision of data center operations.

6.5.2  Subtask 2 - Network Design Support.  Local Area network architecture design, installation, administration and support for the Cisco platform switching and routing environment below the Tier 1/2 Level.  Also, the contractor will be responsible for the installation, operation and maintenance of the CJTF7 Voice-Over-IP architecture.

6.5.3  Subtask 3 - Network Upgrade Support.  Ability to structure the tactical LAN/WAN, Unclassified but Sensitive Internet Protocol Router Network (NIPRNET), Secret Internet Protocol Router Network (SIPRNET) and the MCFI CENTRIX topology.  Implement the domain upgrade to Server 2003 on NIPR and SIPR as well as assist in stand up of new equipment and 3 SANS for SIPR, NIPR and CENTRIXS.

6.6  Task 6 - Voice and Data Network - Northern Iraq.  Design, engineer and assist in the implementation of a commercial voice and data network used to eliminate portions of a Corps Tactical Signal assets currently being used within northern Iraq.  This task requires a Senior Network Engineer that is experienced in the planning, installation, upgrade, configuration, administration and maintenance of data and telephony communications networks.  The engineer must be knowledgeable in Internet Protocol (IP) routing, switching, and security policies/procedures.  This expertise includes various Wide Area Network equipment such as Fiber Optic Modems/patch panels, Channel Service Units, Multiplexers (NET Promina), Private Branch Exchange Telephone Switches (REDCOM/Nortel SL-100), Cisco Unified Messaging, and Cisco Voice Gateways.  The Network Engineer must also be proficient in evaluating user voice/data requirements while ensuring high Quality of Service (QoS) for all requirements supported.  A Cisco Certified technician with a concentration on IP Telephony is preferred while familiarization with DoD tactical and strategic networks/systems is a must.  Requires a SECRET security clearance.

6.7  Task 7 - System Administration Support for the 504th MI Brigade.  Provide operation, integration and troubleshooting of all aspects of Local Area Network and associated services to include, but not limited to e-mail administration, database administration, Windows 2002/2003 Active Directory Design and Implementation, Disaster Recovery Planning and Preparation through data and architecture backup services, and overall supervision of data center operations.  Must have at least 3 years experience installing, operating and maintaining servers and systems operating at differing levels of security classification.  Prefer experience in NonSecure Internet Protocol Router (NIPRNet), Secure Internet Protocol Router (SIPRNet) and Coalition Networks (CENTRIX).  Must have at least 3 years experience with Windows Server Active Directory (AD), Exchange 2003, Systems Management Software (SMS), Norton Anti-Virus Software, Directory File System (DFS), SharePoint Portal Server Services (SPSS), and Front Page.  This person will also provide maintenance and troubleshooting assistance to desktop computer users and perform help-desk duties consistent with an Information Management Officer (perform routine troubleshooting of hardware and software systems, loading software, managing passwords, etc).  This position requires a Secret-level security clearance.

6.8  Task 8 - MNC-I Engineering Support.  Provide engineering services and support to the MNC-I staff as detailed in the following subtasks.

6.8.1  Subtask 1.  Design, plan, implement, and evaluate the implementation of data services enabling the C2 functions of the MNC-I staff.  Design and provide guidance in current technology architectures (i.e. Active Directory).  Provide documentation/project tracking and management reporting.  Provide tactical and strategic input on overall network planning and related projects.  Prepare and conduct briefings for Staff Officers, and may represent C6 ISD engineering meetings.  Refer to SOW paragraph 7.e for detailed skill requirements for this subtask.

6.8.2  Subtask 2.  Assist the C6 staff in planning and coordinating Wide Area Network (WAN) data communications operations.  This includes the installation, operation and maintenance planning for WAN termination equipment implementation such as Fiber Optic Modems, Channel Service Units, Multiplexers (Promina), Cisco Routers and other WAN service equipment as required.  Plan and coordinate the use of H320/H323 video teleconferencing equipment over the WAN.  Prepares and conducts briefings for Staff Officers, and may represent the C6 during planning events.  Refer to SOW paragraph 7.f for detailed skill requirements for this subtask.

6.8.3  Subtask 3.  Designs plans implements and evaluatesthe implementation of Microsoft Network Operating Systems with Active Directory enabling the C2 functions of the MNC-I staff.  Provide documentation/project tracking and management reporting.  Provide tactical and strategic input on overall network planning and related projects.  Prepare and conduct briefings for Staff Officers.  Refer to SOW paragraph 7.g for detailed skill requirements for this subtask.

6.8.4  Subtask 4.  Design, plan, implement, and evaluate the implementation of Microsoft Exchange in conjunction with Microsoft Active Directory Network Operating Systems.  Responsible for the development of a system to standardize and maintain the Global Address List.  Provide tactical and strategic input on overall network planning and related projects.  Prepare and conduct briefings for Staff Officers.  Refer to SOW paragraph 7.h for detailed skill requirements for this subtask.

6.8.5  Subtask 5.  Design, plan, implement, and evaluate the implementation of Veritas family of Disaster recovery software.  Provide documentation/project tracking and management reporting.  Provide tactical and strategic input on overall network planning and related projects.  Prepare and conduct briefings for Staff Officers.  Install, operate and maintain back-up/clustering software for all networks.  Provide expert back-up administration using Veritas software for all networks.  Ensure global and local clustering is fully operational between designated servers.  Refer to SOW paragraph 7.i for detailed skill requirements for this subtask.

6.8.6  Subtask 6.  Design, plan, implement, and evaluate the implementation of custom solutions for the Microsoft Product line.  Provide technical solutions to satisfy requirements developed from the integration of various Microsoft products such as Share Point Portal Server, Exchange, Project and Office.  Refer to SOW paragraph 7.j for detailed skill requirements for this subtask.

6.8.7  Subtask 7.  Responsible for the monitoring, configuration management, and troubleshooting of over 200 TACLANE inline encryption devices.  Refer to SOW paragraph 7.k for detailed skill requirements for this subtask.

6.8.8  Subtask 8.  Assist the C6 staff in the installation, operation and maintenance for WAN/LAN termination equipment such as Fiber Optic Modems, Channel Service Units, Multiplexers (Promina), Cisco Routers, patch panels and other WAN/LAN service equipment as required.  Refer to SOW paragraph 7.l for detailed skill requirements for this subtask.

6.8.9  Subtask 9.  Assist the C6 staff in the installation, operation, and maintenance of their data communications networks.  This includes the monitoring LAN links for MNC-I Tier 2 architecture and monitoring, troubleshooting, and maintaining the configuration/operation of MNC-I Tier 2 routers and switches.  Also responsible for the implementation and management of Cisco IP Telephony solutions.  Refer to SOW paragraph 7.m for detailed skill requirements for this subtask.

6.8.10  Subtask 10.  Assist the C6 staff in the installation, operation, and maintenance of their data communications networks.  This includes the monitoring LAN links for MNC-I Tier 2 architecture and monitoring, troubleshooting, and maintaining the configuration/operation of MNC-I Tier 2 routers and switches.  Also responsible for the implementation and management of Cisco IP Telephony solutions.  Refer to SOW paragraph 7.n for detailed skill requirements for this subtask.

6.8.11  Subtask 11.  Provide system administration for an assigned network to include network, server, and system operating systems as well as messaging software.  Maintain domain user domain and e-mail accounts.  Install, operate and maintain network servers.  Perform IA related patches and upgrades at the direction of the C6 IA staff.  Perform system backups. Support server system(s) and supporting software.  Refer to SOW paragraph 7.o for detailed skill requirements for this subtask.

6.8.12  Subtask 12.  Administer Microsoft Exchange in conjunction with Microsoft Active Directory Network Operating Systems for all MNC-I networks.  Responsible for the maintenance of the Global Address List. Refer to SOW paragraph 7.p for detailed skill requirements for this subtask.

6.8.13  Subtask 13.  Administer Help Desk/Asset Management software and server in conjunction with Microsoft Active Directory Network Operating Systems for all MNC-I networks.  Provide training for the help desk system for all System Administration personnel. Refer to SOW paragraph 7.q for detailed skill requirements for this subtask.

6.9  Task 9 - Collaborative Information Support Services.  Provide the required support necessary in the following areas to ensure optimal operation of the collaboration services to MNC-I in-garrison, field and deployed status.  This support includes:

6.9.1  Subtask 1 - Collaborative Information Environment (CIE) System Administrator.  Contractor personnel will perform the following server and application functions which include but are not limited to, web portal software support and collaboration tools support.  Perform training, troubleshooting and possible help desk support.  Perform patches and upgrades to the servers at the direction of the S-6 staff.  Perform require dbackups to the servers.

6.9.2  Subtask 2  - Knowledge Manager (KMC).  The KMC will assist the MNC-I Knowledge Management Staff by reviewing, analyzing, and refining current business flow processes in order to leverage existing Information Resources to improve internal productivity and performance.  Also he assists in writing detailed descriptions of user needs, program functions, and steps required to develop or modify computer programs.  Establishes the overall strategic goals for community for data acquisition the most efficient manner.  Develops, directs, and implements community related content for the MNCF-I organization, such as live events, bulletin boards, chats, mail, etc.  The KMC assists in the overall organizational strategy to gain knowledge, giving commanders decision superiority. Assesses organization’s current and future knowledge needs.  Evaluates and recommends changes to current and future knowledge requirements to meet the MNC-I needs.  Works with end user groups to evaluate and facilitate knowledge problems.  Analyzes the needs of departments and establishes priorities for feasibility studies, systems design and implementation to develop new and/or modify the MNC-I information processing systems.

7.  Required Contractor Skill Set.  The contracted company selected to provide onsite engineering support must provide contractors who meet minimum levels of experience and certification.  This is critical to ensure only qualified, security focused engineers are provided to perform this task order.  The following is the minimum skill set required by position:


a.  IAM.  Must have a minimum of a BS or 10 years equivalent experience, with at least 3 years specific experience in information assurance or network security.  Must have a firm understanding of certification and accreditation procedures, processes, and regulatory requirements.  Must be experienced with network and host vulnerability scanner (e.g. ISS, Harris STAT) results in relation to residual risk identification.  Contractor personnel must have a background in incident handling and reporting.  Contractor will have a demonstrated ability in development, implementation and support of security policies across an organization.  Sound foundation of securing Unix and Microsoft operating systems is desirable.  Strongly favor certifications from the following: CISSP, SANs, Cisco and Microsoft.  Must be IA Level II certified.

b.  IANM.  BS in engineering or hard science; Cisco Certified Network Professional desired 3 yrs Cisco router configuration experience, Cisco IOS use; CCSP preferred.  3 years experience in firewall configuration; 7 years networking, including TCP\IP BGP, OSPF, EIGRP.  Must have an in-depth understanding of at least one of the following platforms, Symantec Enterprise Firewall, Symantec Velociraptor, Sidewinder, CiscoPIX.  Must have a demonstrated ability to deploy and manage Cisco Secure IDS, SNORT, and ISS RealSecure.  Must be IA Level II certified.


c.  IASO.  Must have a minimum of a BS or 5 years equivalent experience, with a minimum of 3 years in computer and network security, preferably with Microsoft products.  Must have a firm understanding of certification and accreditation procedures, processes, and regulatory requirements.  Must be experienced with network and host vulnerability scanner (e.g. ISS, Harris STAT) results in relation to residual risk identification.  Contractors should have a background in incident handling and analysis.  The contractor shall have a demonstrated ability in implementation and support of security policies across an organization.  Sound foundation of securing Unix and Microsoft operating systems is desirable.  Strongly favor certifications from the following: CISSP, SANs, Cisco and Microsoft.  Must be IA Level II certified.


d.  System Administrator.  Requires an MCSE on latest Microsoft client, server, or messaging software.  Prefer a bachelor's degree or equivalent documented experience in a related area and 2-3 years of experience in the data-networking field.  Provides system administration for any assigned network.  Performs IA related patches and upgrades at the direction of the S-6 staff.  Performs system backups on its internal and external web network servers. Supports server system(s) and supporting software.  May be required to perform help desk functions requiring good interpersonal skills.  Relies on instructions and pre-established guidelines to perform the functions of the job.  Works under immediate supervision.  Must have a SECRET security clearance.  Must be deployable to any contingency or area of operations that the S-6 requires (CONUS or OCONUS).


e.  Senior Data Services Analyst.  Designs, plans, implements, and evaluates the implementation of data services enabling the C2 functions of the MNC-I staff.  Designs and provides guidance in current technology architectures (i.e. Active Directory).  Provides documentation/project tracking and management reporting.  Provides tactical and strategic input on overall network planning and related projects.  Prepares and conducts briefings for Staff Officers, and may represent C6 ISD engineering meetings.  Requires current Microsoft Certified Systems Engineer (MCSE) with emphasis in Active Directory.  Prefer a bachelors degree in area of specialty and 6 years of experience in the field or in a related area.  Must be familiar with DoD IA Policy and security implementation guides.  Must have a SECRET security clearance. May direct the work of other contractors.


f.  Senior Data Network Systems Engineer.  Assist the C6 staff in planning and coordinating Wide Area Network (WAN) data communications operations.  This includes the installation, operation and maintenance planning for WAN termination equipment implementation such as Fiber Optic Modems, Channel Service Units, Multiplexers (Promina), Cisco Routers and other WAN service equipment as required.  Must have 10 years experience with DoD standard cryptological devices such as bulk and in-line encryption.  Must have a minimum of 6 years experience with WAN troubleshooting and related equipment to include the use of sniffers, network monitoring tools, copper wire and optical test equipment.  Plans and coordinate the use of H320/H323 video teleconferencing equipment over the WAN.  Prepares and conducts briefings for Staff Officers, and may represent the C6 during planning events.  Prefer a bachelors degree in area of specialty and 8 years of experience in the field or in a related area.  Required to be a Cisco Certified Internetworking Engineer (CCIE) with a concentration on IP Telephony. Preferred to be a Certified Professional Fiber Optics Installer, and Certified Professional Data Cabling Installer. Must be familiar with DoD IA Policy and security implementation guides.  Requires a SECRET security clearance.  May direct the work of other contractors.


g.  Principle Microsoft Active Directory Engineer.  Designs, plans, implements, and evaluates the implementation of Microsoft Network Operating Systems with Active Directory enabling the C2 functions of the MNC-I staff.  Provides documentation/project tracking and management reporting.  Provides tactical and strategic input on overall network planning and related projects.  Prepares and conducts briefings for Staff Officers.  Requires current MCSE with emphasis in Active Directory.  Prefer a bachelors degree in area of specialty and 6 years of experience in the field or in a related area.  Must have a SECRET security clearance.  May direct the work of other contractors.


h.  Principle Microsoft Exchange Engineer.  Designs, plans, implements, and evaluates the implementation of Microsoft Exchange in conjunction with Microsoft Active Directory Network Operating Systems.  Responsible for the development of a system to standardize and maintain the Global Address List.  Provides tactical and strategic input on overall network planning and related projects.  Prepares and conducts briefings for Staff Officers.  Requires current Microsoft Certified Systems Engineer (MCSE) with emphasis in Exchange.  Must be familiar with Exchange integration with the Defense Message Service.  Prefer a bachelors degree in area of specialty and 6 years of experience in the field or in a related area.  Must have a SECRET security clearance. May direct the work of other contractors.


i.  Principle Disaster Recovery Engineer.  Designs, plans, implements, and evaluates the implementation of Veritas family of Disaster recovery software.  Provides documentation/project tracking and management reporting.  Provides tactical and strategic input on overall network planning and related projects.  Prepares and conducts briefings for Staff Officers.  Requires direct support of Veritas Software Corporation and verification of necessary Veritas Software Industry Certifications/Training.  Installs, operates and maintains back-up/clustering software for all networks.  Requires Dell Server and PC Technician Certification.  Provides expert back-up administration using Veritas software for all networks.  Ensures global and local clustering is fully operational between designated servers.  Prefer a bachelor’s degree in area of specialty and 6 years of experience in the field or in a related area.  Must have a SECRET security clearance.


j.  Senior Microsoft Certified Solutions Developer.  Designs, plans, implements, and evaluates the implementation of custom solutions for the Microsoft Product line.  Requires direct support of Microsoft Software Corporation and to include a Premier Support account and access to TechNet as well as the Microsoft Solutions Developers Network.  Provides technical solutions to satisfy requirements developed from the integration of various Microsoft products such as Share Point Portal Server, Exchange, Project and Office.  Must be a certified Microsoft Certified Solutions Developer.  Prefer a bachelor’s degree in area of specialty and 6 years of experience in the field or in a related area.  Must have a SECRET security clearance.


k.  GEM Encryption/Network Engineer.  Responsible for the monitoring, configuration management, and troubleshooting of over 200 TACLANE inline encryption devices.  Must have a minimum of one year experience with GEM.  Must have 4-6 years of experience in data communications field to include Cisco routers and IOS. Requires a minimum Cisco Certified Network Associate.  Preferred to have a bachelors degree.  Must be familiar with DoD IA Policy and security implementation guides.  Must have a SECRET security clearance.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.


l.  Senior Data Network Engineer - WAN.  Assist the C6 staff in the installation, operation and maintenance for WAN/LAN termination equipment such as Fiber Optic Modems, Channel Service Units, Multiplexers (Promina), Cisco Routers, patch panels and other WAN/LAN service equipment as required.  Must have 4-6 years experience with DoD standard cryptological devices such as bulk and in-line encryption.  Must have a minimum of 4-6 years experience with WAN/LAN troubleshooting and related equipment to include the use of sniffers, network monitoring tools, copper wire and optical test equipment.  Required to be a Cisco Certified Network Professional (CCNP).  Must be familiar with DoD IA Policy and security implementation guides.  Requires a SECRET security clearance.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.


m.  Senior Data Network Engineer - Local Area Network (LAN).  Assists the C6 staff in the installation, operation, and maintenance of their data communications networks.  This includes the monitoring LAN links for MNC-I Tier 2 architecture and monitoring, troubleshooting, and maintaining the configuration/operation of MNC-I Tier 2 routers and switches.  Also responsible for the implementation and management of Cisco IP Telephony solutions.  Must have 6 years of experience in data communications field.  Requires current Cisco Certified Network Professional (CCNP).  Preferred to have a bachelors degree. Must be familiar with DoD IA Policy and security implementation guides.  Must have a SECRET security clearance.  Typically works during most critical operational timeframes.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.


n.  Network Engineer.  Assists the C6 staff in the installation, operation, and maintenance of their data communications networks.  This includes the monitoring LAN links for MNC-I Tier 2 architecture and monitoring, troubleshooting, and maintaining the configuration/operation of MNC-I Tier 2 routers and switches.  Also responsible for the implementation and management of Cisco IP Telephony solutions.  Must have 4 years of experience in data communications field. Requires current Cisco Certified Network Associate (CCNA).  Preferred to have a bachelors degree. Must be familiar with DoD IA Policy and security implementation guides.  Must have a SECRET security clearance.  Typically does not work during most critical operational timeframes.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.


o.  Senior Information System Engineer.  Provides system administration for an assigned network to include network, server, and system operating systems as well as messaging software.  Maintains domain user domain and e-mail accounts.  Installs, operates and maintains network servers.  Performs IA related patches and upgrades at the direction of the C6 IA staff.  Performs system backups. Supports server system(s) and supporting software.  Requires an MCSA on latest Microsoft client, server, or messaging software and 4-6 years of experience as a system administrator.  Must have experience with Dell and EMC product line to include Storage Area Network (SAN)/ Network Attached Storage (NAS) hardware and software implementation.  Prefer Dell Certified Server/SAN Technician.  Prefer a bachelors degree or equivalent documented experience in a related area.  Must have a SECRET security clearance.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.  Typically works during most critical operational timeframes.


p.  Senior Microsoft Exchange Engineer.  Administers Microsoft Exchange in conjunction with Microsoft Active Directory Network Operating Systems for all MNC-I networks.  Requires current Microsoft Certified Systems Associate (MCSA) with emphasis in Exchange. Responsible for the maintenance of the Global Address List. Must be familiar with Exchange integration with the Defense Message Service.  Prefer a bachelors degree in area of specialty and 3 years of experience in the field or in a related area.  Must have a SECRET security clearance.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.  Typically works during most critical operational timeframes.


q.  Senior Help Desk/Asset Management Software Engineer.  Administers Help Desk/Asset Management software and server in conjunction with Microsoft Active Directory Network Operating Systems for all MNC-I networks.  Provides training for the help desk system for all System Administration personnel. Prefer current Microsoft Certified Systems Associate (MCSA).  Must be familiar with Help Desk Operations.  Prefer a bachelor’s degree in area of specialty and 3 years of experience in the field or in a related area.  Must have a SECRET security clearance.  Works under the immediate supervision of a military shift leader or other contract personnel designated by the TM.  Typically works during most critical operational timeframes.


r.  CIE System Administrator.  Requires an MCSE on latest Microsoft client, server, or messaging software.  Prefer a backelor’s degree or equivalent documented experience in a related area and 2-3 years of experience in the data-networking field.  Performs functions as described in 6.9.1.  Provides system administration for any assigned network.  Performs IA related patches and upgrades at the direction of the S-6 staff.  Performs system backups on its internal and external web network servers.  Supports server system(s) and supporting software.  May be required to perform help desk functions requiring good interpersonal skills.  Relies on instructions and pre-established guidelines to perform the functions of the job.  Works under immediate supervision.  Must have a SECRET security clearance.  Must be deployable to any contingency or area of operations that the S-6 requires (CONUS or OCONUS).


s.  Knowledge Management Consultant (KMC).  The KMC will be responsible for assisting the MNC-I IMD Staff with all task outlined in Task 6.9.  This person must have good interpersonal skills and proficient at convey ideas and information in a public setting.  This person will possess the technical acumen to interact with system and network administration personnel to ensure requirements are addressed.  Must have strong writing skills.  Prefer a graduate degree and at least 3 years or experience in the Knowledge Management.  Must have a SECRET security clearance.  Works under the immediate supervision of a military or civilian leader.  Typically works during most critical operational timeframes.

8.  Reachback to Corporate Resources.  Contractor personnel must have demonstrated reachback into corporate resources for additional technical support in the arena of network and host security.  Must provide means that in-theater staff can contact support personnel within their company who are knowledgeable in the  MNC-I network architecture for intellectual and technical support regarding all Information Assurance issues.

9.  Place of Performance.  Tasks will be performed primarily on-site at MNC-I HQ and Divisional HQ facilities in Iraq, but temporary duty (TDY) may be required to support the MNC-I mission, to include any location in Iraq as well as other locations in South West Asia as required.  Duties may require personnel to travel by ground vehicle and/or aircraft to subordinate locations in their areas of responsibility.

10.  Period of Performance.

a.  Base Year.  The period of performance is 366 calendar days (1 Dec 2003 - 30 Nov 2004).


b.  Option Years.  The periods of performance of each of the five (5) option year periods is 365/366 days, beginning the day after the last day of the previous task order year.  The last option year period will be extended to the end of the Government FY09.

11.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Monthly Status Report
	Contractor-Determined Format
	Standard Distribution*
	Monthly, by 5th Workday

	
	Additional deliverables will be specified as part of each subtask
	Format will be specified as a part of each subtask
	Number of copies will be specified as part of each subtask
	Due date in calendar days will be specified as part of each subtask


* Standard Distribution: 1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM
12.  Security.  A US SECRET clearance is required.  The incumbent must be able to obtain a US TOP SECRET clearance.  The incumbent will be required to travel to and within Iraq and to other countries where the  MNC-I has units for the purpose of technical assessment, assistance, and operations.  All documentation (i.e. DD Form 254) required for security certification shall be the responsibility of the contractor and the client organization.
13.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The contractor should specify costs for the following items/services in the quantities specified in the event the contractor is selected to provide them for the personnel performing on this task order.

	Item
	Quantity Person(s)
	Total

	Vehicles
	One Per Team
	9

	Laptops
	Three Per Person
	81

	Telephone GMS
	One Per Team
	9

	Telephone GMS Service
	One Year Per Telephone
	9

	Telephone Satellite w/Cards
	One Per Team
	9

	Telephone Satellite Service
	One Year Per Telephone
	9


The Government may optionally provide non-tactical vehicles, computers, telephones and telephone service as required to accomplish these tasks.  Any equipment purchased under this task order will become property of the U.S. Government.  The Government will provide housing, medical and logistical support, transportation in and out of theater of operations along with workspace, tools and access as required to accomplish these tasks.

14.  Other Pertinent Information or Special Considerations.

a.  Identification of Possible Follow-on Work.  As specified by the SOW, above.


b.  Identification of Potential Conflicts of Interest (COI).  None noted at this time.


c.  Identification of Non-Disclosure Requirements.  None noted at this time.


d.  Packaging, Packing and Shipping Instructions.  None noted at this time.


e.  Inspection and Acceptance Criteria.  None noted at this time.


f.  Funding.  This acquisition will be subject to availability of funds and incremental funding.


g.  Logistical Support.  Individual contractor employees under this SOW may be entitled to the logistical support provided in  MNC-I regulations and supplements.  The contractor shall submit the names of its employees and complete all necessary supporting documentation required to support a logistical position.


h.  Equipment Damaged Lost or Stolen Due to Hostile Force or Persons.  The Government agrees to provide funding or replacement equipment lost or damaged beyond reasonable repair due to hostile force or person(s).  Damages caused by acts of nature are the responsibility of the contractor.  The phrase “hostile force or person(s)” is defined in accordance with United States Code Title 42, Section 1711.


i.  Life Support.  IAW AR 600-700, the Government will provide life support services to contractor personnel equivalent to those provided to military personnel.  Specifically, those services at Victory Main shall include:


(1)  Billeting.  Contractor personnel are to be provided living space in accordance with theater guidelines and local camp facilities.  In the short term, that may be tents with cots and shower and toilet facilities.  As base improvements continue, contractor personnel will be moved along with military personnel into living containers or hardstand buildings.  In accordance with DA guidance, all contractor personnel in the deployed theater of operations will be given a Government Service (GS) equivalency grade of GS12 or GS13, depending on skill level and responsibility.  For this effort, contractor personnel will be granted a GS-13 equivalency.  As such, contractors will be provided living container space equivalent to a Military 04, two personnel sharing one room.  Living trailers may not include plumbing, but shower and toilet facilities are available in the immediate area.  Living accommodations will include power, AC/Heat, beds with linen, nightstand, and wardrobe.


(2)  Dining Facilities and Water.  Contractor personnel shall have unlimited access to the Victory Main Dining Facilities at no costs, and to other camp Dining Facilities when on approved travel.  Bottled water is regularly delivered to the camp and is available at no charge to military and civilian personnel.


(3)  Laundry Service.  Contractor personnel may use the same no-cost laundry service provided to military personnel.  Currently at Victory Main, drop off of dirty laundry can be done 7 days per week, and pick up of clean laundry 3-4 days later.  There is no dry-cleaning service.


(4)  Post/Base Exchange.  Contractor personnel shall have access to the PX/BX at Victory Main and at other military camps during trips by virtue of their Government issued ID Card (DD Form 1173).


5)  Financial Support.  The Government will provide a memorandum to contractor personnel authorizing them to utilize the servicing military financial support unit at Victory Main for check cashing privileges equal to those of military personnel.  There are no commercial banks at Victory Main, so banking and currency exchange services are not available.


(6)  Morale, Welfare, and Recreation (MWR) Facilities.  Contractors will be provided unlimited access to MWR facilities available at Victory Main and other military camps during trips, to include gymnasiums, pools, theaters, sports facilities and other recreational facilities.


(7)  Medical/Dental Care.  All medical facilities in the CJTF-7 area of responsibility will provide contractor employees with medical care when life, limb, or eyesight is jeopardized and for emergency medical and dental care.  Emergency care is defined as that care which a reasonable person believes constitutes a condition or may result in a condition that requires, or may require, immediate medical attention.  An emergency is an acute or emergent condition that requires immediate medical attention.  Examples of emergency include, but are no limited to:  refills of prescription drugs such as insulin and other life dependent drugs, broken bones, lacerations, and broken teeth or lost fillings.  Routine medical or dental care is not authorized and will not be provided by Army Medical Treatment Facilities (MTF) to civilian contractor personnel.


(8)  Remains Processing.  In accordance with DA guidance and AMC policy, remains of contractor personnel will be handled the same as remains of military personnel, and will be collected and transported to Kuwait.  The Government will notify the contractor to coordinate movement of remains back to home of record, and to ensure proper notification of the next of kin.


9)  Uniforms and Weapons.  By direction of the theater commander, contractor personnel are not authorized to wear any type of military uniform or carry any type of firearm.   The contractor may choose to designate a company uniform or dress code, but the Government does not require it and will not fund the purchase of such company uniforms.


j.  Deployment Processing.  In accordance with DA guidance, all contractor personnel deploying to the Iraqi theater of operations are required to process through the Civilian Replacement Center operated by TRADOC at various military installations in the U.S.  The Government Contracting Officer will provide a Letter of Authorization to contractor personnel validating their contractual employment and authority to process for deployment at the CRC.  The contractor shall coordinate directly with the CRC to schedule attendance.  This processing will provide the following, and therefore these items will not be included as a part of Government support in this contract:


(1)  Organizational clothing and individual equipment (OCIE).


(2)  Chemical Defensive Equipment (CDE), to include protective mask, chemical suits, decontamination kits, and training on their proper use (NOTE:  Recent changes in the Iraqi theater protective posture may change the requirement for personnel to deploy with CDE, but the CRC will follow latest guidance).


(3)  Common Access Card (CAC), which is the DoD identification card.  The card will include the GS Equivalency grade for contract employees, as well as the Geneva Convention category.  The CAC will be coded to the time of deployment stated in the contract.


(4)  Medical Screening, to include dental panograph, all required immunizations, DNA sampling, and HIV screening, as well as specific medical briefings pertinent to conditions in Iraq.


(5)  Normal procedure is for the contract personnel processing through the CRC to deploy directly from the CRC site to the Iraqi theater through one of several available APODs on military chartered aircraft.  Contractor may choose to seek a waiver to this requirement and allow the contract personnel to travel via commercial air to meet urgent schedule and support requirements. If the Government provides a waiver to military charter flights, cost of commercial transportation is allowable under the contract.  If the contractor chooses to send employees commercially without a Government waiver, the Government will not reimburse costs for this travel.


(6)  Upon arrival in theater, contractor personnel shall register with the AMC civilian support cell located at the arriving APOD.  This allows AMC to initiate accountability of the contract personnel in theater, and to coordinate with the sponsor unit for transportation and escort of contractor personnel to the place of duty.


(7)  Contractor personnel shall have a valid passport and a Kuwaiti Visa.  It is the responsibility of the contractor to obtain these documents prior to processing through the CRC.  The letter of authorization provided by the Contracting Officer will also serve as justification for the Kuwaiti Visa.


k.  Leave.  Contractor personnel serving in Iraq for one year are eligible to participate in the Army R&R program, but will be given last priority behind military and DoD Civilian personnel.  Therefore, the contractor may include costs to provide commercial travel to and from Iraq to the U.S. for one leave period of no more than 14 continuous days.  Schedule for leave must be coordinated and approved by the Chief of MRD before arrangements are made.  The contractor is not required to provide a replacement worker during this approved leave period.  Emergency Leave will be granted following the same procedures used by the military.  The Government will grant immediate emergency leave to contractor personnel following official notification and validation by the Red Cross.  Emergency leave taken by contractor personnel will be substituted for allowable regular leave.  If emergency leave exceeds the allowed 14 day regular leave period, or if regular leave has already been taken, the Government will not pay hourly salaries for the additional leave time.  If emergency leave is expected to exceed 15 days, the contractor shall provide replacement personnel to fulfill the requirements of the contract.


l.  Replacement Personnel.  If at any time during the period of performance, contractor personnel are not able to continue work through no fault or direction of the Government, the contractor shall replace them within 15 days at no additional cost to the Government.

15.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Section A - Solicitation/Contract Form
The total cost of this contract was increased by $86,354.44 from $15,264,223.07 to $15,350,577.51.

Section B - Supplies or Services and Prices
CLIN 0005 is added as follows:

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0005
	Task 9
	1
	Lot
	$86,354.44
	$86,354.44

	
	T&M

Collaborative Information Support Services in accordance with revised Statement of Work (SOW) dated 20 Sep 2004.  Northrop Grumman Information Techology’s proposal dated 17 Sep 2004 is incorporated by reference.

Period of Performance:  1 Oct 2004 - 30 Nov 2004.


	

	
	
TOT ESTIMATED PRICE
	$86,354.44

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

Section I - Contract Clauses
The following have been modified:

Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$15,350,577.51


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
MIPR4ADITCO056
$11,709,544.00

0001
N3656A04MPSF070
$450,511.64 (Mod 4)

0002
MIPR4IENGIN004
$208,905.12 (Mod 6)

0003
MIPR4JDITCO290
$213,765.70 (Mod 7)

0004
MIPR4LDITCO364
$2,681,496.61 (Mod 8)

0005
MIPR4LDITCO364
$86,354.44 (Mod 9)
NOTE:  THE TOTAL TASK ORDER AMOUNT IS INCREASED BY $86,354.44 FOR A TOTAL COST OF $15,350,577.51.

(End of Summary of Changes)

