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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$1,959,456.56
	$1,959,456.56

	
	T&M

Logistics Transformation Agency (USALTA) Information Technology (IT) Support, in accordance with the attached statement of work (SOW), dated 1 Dec 2003 (00196.00).

The period of performance is 366 calendar days (8 Dec 2003 through 7 Dec 2004).  Unisys, U.S. Government Group proposal, dated 8 Dec 03, is incorporated by reference.

Time-and-Materials (T&M) - Not-to-Exceed (NTE) - the contractor is authorized to invoice monthly for actual hours performed and Other Direct Costs (ODCs) incurred.

PURCHASE REQUEST NUMBER: E00196.00


	

	
	
TOT ESTIMATED PRICE
	$1,959,456.56

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$1,959,456.56


FOB:  Destination

Section C - Descriptions and Specifications
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 01 Dec 2003
	Contract Number:
	DCA200-02-D-5014

	Task Order Number:
	0039

	Encore Tracking Number:
	00196.00

	Follow-on to Encore Contract and Task Order Number:
	DCA200-02-D-5014/0019


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	U.S. Army Logistics Transformation Agency

	Department of Defense Activity
Address Code (DODAAC):
	W903J6

	Address:
	5870 21st Street, Building 212

Fort Belvoir, VA  22060-5941

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	U.S. Army Logistics Transformation Agency

	DODAAC:
	W903J6

	Address:
	54M Avenue, Suite 4, New Cumberland, PA  17070-5007

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Logistics Transformation Agency (USALTA) Information Technology (IT) Support

3.  Background.  The U.S. Army Logistics Transformation Agency (USALTA) serves as the Army lead agent for the continuous process of logistics transformation across all echelons of the Army.  Serves as the Army’s integrator of logistics systems and processes related to transformation.  The LTA is the single, overarching, integrating agency within the Department of the Army that provides the direction, and impetus for change in the logistics enterprise.  The LTA serves as the Army integrator of logistics systems and processes.  The LTA identifies, develops, and recommends near-, mid-, and long-range strategic logistics concepts, programs, plans, technology, and systems.  The LTA facilitates the acceleration of change by integrating and synchronizing capabilities and technologies, and by making assessments that focus on senior Army leadership decision-making.

4.  Objectives.  The primary objective of this statement of work (SOW) is to acquire a contractor that will support LTA’s two locations (New Cumberland, PA and Fort Belvoir, VA) by providing:

4.1  Maintenance and uninterrupted operation of LTA’s LANs/WAN (Excludes down time for monthly maintenance) (both locations).

4.2  Application/software development and implementation using Oracle, MS Access, Visual Basic, C++, .Net, Macromedia MX Studio w/ColdFusion, and MS Sharepoint (both locations).

4.3  Database/data warehouse development and support using Oracle, MS Access and Structured Query Language (SQL) (one location - New Cumberland).

4.4  PictureTel/Polycom Video Teleconferencing Support (VTS) (both locations).

4.5  Graphics Support (work may be performed at one location but must support missions at both sites).

4.6  CISCO PIX Firewall configuration and maintenance (both locations).

4.7  LINUX FTP maintenance and support (one location - New Cumberland).

4.8  Help Desk operation and management using HEAT software (both locations).

4.9  Internet/Intranet development and sustainment (one location - New Cumberland).

4.10  Hardware and software configuration and maintenance of LTA’s IBM RS/6000sp and IBM P640 Multiple Parallel Processing System (MPPS) (located at LTA-New Cumberland, PA site).

4.11 Shiva LAN Rover configuration and support for Remote Access Server (RAS) dial-in service (located at LTA-New Cumberland, PA site).

4.12  RIM/Blackberry Handhelds and Enterprise Server Software.

5.  Scope.  Work performed by the contractor under this task order is intended to support a broad range of technical processes, engineering, operational, sustainment and management functions pertaining to responsibilities inherent to being designated as the U.S. Army G4 Field Operation Agency (FOA).  These include the Encore contract Task Areas as listed below.  Due to the evolving Army Infrastructure architecture as envisioned by providers and users, the specific tasking to be acquired under this PWS will be specified in detailed sub-tasks issued to the contractor over the period of performance.

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 6 - Market Research and Prototyping
· Task Area 7 - Information and Knowledge Engineering
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks.  Definitions of systems identified below will be provided to the contractor upon request.

· Task 1 - USALTA IT Architecture Planning & Management

· Task 2 - Program Management

· Task 3 - Infrastructure Technology Research

· Task 4 - LTA Network and Data Knowledge Administration

· Task 5 - Custom Application Design and Development

· Task 6 - Product Integration

· Task 7 - Hardware and Software Test and Evaluation

· Task 8 - Help Desk Support

6.1  Task 1 - USALTA IT Architecture Planning & Management.
6.1.1  Subtask 1 - USALTA Information Management Plan (IMP).  The IMP is a four-year plan based on the current LTA Information Technology (IT) architecture and projected LTA IT requirements. The contractor will be responsible for reviewing and updating the IMP annually.  Projected requirements are identified by the LTA Divisions and are compiled into the IMP by the contractor.

6.1.2  Subtask 2 - LTA MPPS Transition Planning and Testing.  LTA’s MPPS was built as a development and production platform for new logistics applications, some of which will reside on the MPPS permanently.  The contractor shall participate in the transition planning and testing to ensure that new or changed applications operate within the MPPS as an integrated system.  The contractor shall assist in the development and execution of an operational test and evaluation plan for programs, applications, and systems to be maintained on LTA’s platform.

6.1.3  Subtask 3 - MPPS In-Process Review (IPR).  The contractor shall conduct MPPS IPRs within 30 days of the beginning of contract performance and monthly thereafter.  IPRs shall include briefings, technology demonstrations, and recommendations or issues that may affect LTA information technology support.

Deliverables:
(6.1.1)  The contractor shall submit IMP in coordination with the Information Management (IM) Division to the LTA Deputy Directors and Director for review each year on October 31st and April 30th.

(6.1.2)  MPPS System Administration Manual and Architecture Design Document.  The contractor shall update and maintain the above manual and document that shows all the environment hardware and software on the MPPS.  The documents shall include a system flow chart depicting graphically and with detailed narrative how each system developed for the MPPS environment operates within the MPPS architecture.  The MPPS System Administrative Manual shall cover all current and any future MPPS projects.  The MPPS System Administrative Manual will be updated and reviewed on a quarterly basis.

(6.1.3)  MPPS In-Process Review (IPR).  The contractor will plan and brief monthly MPPS IPRs.  Briefing should include but not limited to hardware/node status on the MPPS, status of MPPS projects, MPPS System and Disk Capacity/Usage charts, MPPS Environment by Applications, MPPS Hardware Environment Topology, and MPPS Software Environment.  Within 3 workdays of the IPR, the contractor shall prepare and submit to the TM a summary of the significant understandings, direction requested and received, recommendations, and/or suggestions that were discussed.

6.2  Task 2 - Program Management.  The contractor will provide an on-site Program Manager to interface with the TM, Government management personnel, client agency representatives and who will be ultimately responsible for the overall contract performance.

6.2.1  Subtask 1 - Program Management Plan (PMP).  The contractor’s Program Manager shall prepare and deliver a PMP to identify the planned approach to accomplish the tasks identified in the statement of work.  The plan requires the TM concurrence and should be in sufficient detail to satisfy that management, personnel, and technical planning will accomplish this statement of work.   Government concurrence of the plan shall occur within 30 days of receipt.

6.2.2  Subtask 2 - Weekly Activity Report (WAR).  The contractor’s Program Manager shall provide a WAR to the TM.  Each report shall include, as a minimum, a summary of the work accomplished during the reporting period, work to be accomplished during the following reporting period and activities planned for the following reporting period.  The report shall include an accounting of contractor personnel by name, the specific level of support requested actions taken, and resolutions or results accomplished during the week.  Actions taken should include trips, meetings, and conferences attended.  The reports shall also contain problems encountered, actions required to solve the problems, and assistance that may be required from the Government.

6.2.3  Subtask 3 - Performance and Cost Report (PCR).  The contractor’s Program Manager shall provide a monthly PCR to the TM.  The report shall provide a breakdown of contract support by labor and Other Direct Charges (ODC) to include travel, hardware purchases, and software purchases.  The report shall also include ODC expenses not yet billed to the Government and provide a balance of remaining labor and ODC funds.
Deliverables:
(6.2.1)  PMP within 30 days of contract start.

(6.2.2)  WAR by COB the following Monday.

(6.2.3)  PCR within 2 weeks of the start of the following month; breakdown of labor hours and ODC.

6.3  Task 3 - Infrastructure Technology Research.
6.3.1  Subtask 1.  The contractor shall maintain and operate the LTA’s hardware/software configuration at near-state-of-the-art infrastructure, considering cost and reliability.  The contractor shall perform market research to maintain an awareness and knowledge of new technologies.  The contractor shall continually and routinely analyze and evaluate off-the-shelf software, hardware and peripherals for applicability and improvement of the LTA infrastructure in accordance with the Agency’s IMP.  This analysis and evaluation may include but not limited to:

· Product evaluation to improve performance

· Recommended solutions in response to users' requirements

· Written evaluations

· Recommendations for system evolution and modernization.  The contractors will advise LTA when network redesign would significantly improve network performance.  (Contractor’s recommendation will include a high-level description of the recommended redesign and an analysis of the advantages and disadvantages of the redesign, including interoperability with Army AIS, security, cost, reliability, speed, downtime, etc.)

· Assessments of the impact of new products on current configurations and services

Deliverables:
Market Research Analysis and Evaluation Reports (upon request)
6.4  Task 4 - LTA Network and Data Knowledge Administration.  The contractor shall operate, maintain, and integrate Local and Wide Area Networks (LAN/WAN) for both locations at LTA. The contractor shall maintain continuous connectivity within each site, and between the sites of the Army G-4 in the Pentagon, which is supported by HQDA Information Management Support Center (IMCEN).  The contractor must maintain a trust relationship with IMCEN and the Army DOIM at Fort Belvoir.  The network shall maintain 99% or better uptime.  LAN/WAN operation and connection shall be 24 hours a day/7 days a week except for monthly preventive maintenance that must be pre-approved by the TM.  Using appropriate diagnostic tools and equipment, the contractor shall monitor, troubleshoot and repair the end-to-end transmission of data traffic.  The contractor shall monitor and maintain the performance of LTA’s electronic mail software (MS Outlook) and MS Exchange Server.  The contractor shall create, maintain, and delete email distribution lists, as well as users’ home file directories.

6.4.1  Subtask 1 - Remote Access Engineering.  The contractor shall operate, maintain, and configure the Shiva LAN Rover.  The contractor shall manage user accounts and passwords for Remote Access Server (RAS) dial-in service.

6.4.2  Subtask 2 - Firewall Engineering.  The contractor shall perform CISCO PIX Firewall administration at both LTA locations.  The contractor shall maintain and update the LTA Firewalls in accordance with AR 380-19, Department of the Army Msg. DTG 301200ZAPR99 Firewall Policy, Information Assurance Vulnerability Assessments (IAVAs), vendor supplied patches and LTA Security Policy #18. In addition, the contractor shall periodically review other security alerts available from product manufacturers and associated software patches.  Based on this review, recommended patches will be provided to the TM for review and approval on a monthly basis.

6.4.3  Subtask 3 - Data Warehouse and Analysis Support.  The contractor shall provide data retrieval support for data stored on the MPPS environment.  The contractor shall have a good knowledge and be familiar with several DoD/Army data feeds.  The contractor shall support the development and sustainment of the LTA Data Warehouse on the MPPS.  The data warehouse development project provides advanced technology concepts for managing and retrieving large volumes of data associated with several current and developing logistics applications.  This task does not provide resources for the design and development effort itself, but only provides the MPPS technical support to the Government and developing contractor for the installation, integration, testing, operation and maintenance of the Data Warehouse.

6.4.4  Subtask 4 - Data Storage Management.  The contractor shall manage all mass storage devices, including prepping hard drives, allocating and organizing server drives by various LTA functions, de-fragmenting drives as necessary, archiving old files to back-up tapes, controlling the configuration of server operating systems, and erasing hard drives with LTA approved software prior to removal.

6.4.5  Subtask 5 - Network Maintenance.  The contractor shall perform system maintenance according to the terms and conditions of the manufacturer or in accordance with any on-site maintenance contract.

The contractor shall contract with Original Equipment Manufacturers, or their representative field service providers, to provide on-site maintenance of LAN/WAN infrastructure equipment and MPPS hardware and software. These maintenance agreements shall include:

· Maintenance of existing Cisco routers, switches, firewalls, and hubs

· Maintenance of existing IBM P640 and x-300 series servers, FAStT and Ultrium data storage systems, and Dell 725N NAS, 6300, and 1400SC servers

6.4.6  Subtask 6 - Video Teleconferencing (VTC) Engineering.  The contractor shall provide VTC configuration and system administration to assure the systems remain operational and able to provide uninterrupted service.  The contractor shall act as the agency’s VTC coordinator and shall be trained and remain proficient in the operation of PictureTel/Polycom equipment and software.  The contractor VTC coordinator shall constantly monitor LTA’s Conference Room Scheduler in order to support and coordinate all agency VTC briefings and meetings.  The contractor VTC coordinator shall test to assure VTC briefings are viewable at least 10 minutes prior to the start of VTC briefings and meetings.

6.4.7  Subtask 7 - Visual Information Design.  The contractor shall provide a graphics and multimedia person to support missions at both agency locations.  This graphics support includes over-the-counter requests for digital graphics, executive-level technical briefings, exposition type graphics, and video recording of special events.  The contractor’s Visual Information Department shall have a working knowledge of the current “best practices,” graphics materials, software, hardware and peripherals. The contractor shall continue to provide graphics support when graphics artist is absent due to vacation or illness.  The contractor Visual Information Department shall provide desktop publishing and PC-based graphic art illustration, including preparing Agency presentations and briefings. Preparation of reports and presentations shall conform to the graphics outlined in the LTA Graphics Policy # 24. Graphics personnel must be skilled at creating and producing Executive Level Briefings.   The contractor graphics employee shall assist customers with trouble-shooting graphics problems and converting basic-level graphics to more sophisticated presentation materials.  As needed, the contractor Graphics Department shall convert common externally developed graphics to LTA-compatible graphics and add visualization and graphic dimensions to technical presentations.

Deliverables:
(6.4.1)  Upon request from the TM, the contractor shall use MS Systems Management Server (SMS) to generate systems accounting reports.  The contractor shall also use and configure SuperScout Internet monitoring software to generate Internet usage reports upon request from the TM.  Viruses shall be documented and reported to the TM within four (4) hours of their detection. The contractor shall maintain and update all LTA server and PC anti-virus software.

(6.4.1)  Upon request from the TM, the contractor shall provide Email Storage Reports and User Home Directory Reports.

(6.4.1)  The contractor shall produce a monthly Remote User Report and submit to TM.

(6.4.2)  The contractor shall electronically report daily network probes, incidents, and any suspicious activity to RCERT-CONUS and the LTA RCERT RESPONSE TEAM.

(6.4.2)  The contractor shall review and comply with and document all applicable IAVAs alerts within the IAVA database located at https://informationassurance.us.army.mil.

(6.4.3)  The contractor shall update, maintain, and secure a list of all LTA Firewall Rules and Internet Transport Protocols and their associated function

(6.4.4)  The contractor shall conduct Monday through Friday daily and weekly backups of the LTA network servers.  The contractor shall insure that the network backups from both sites are stored in reverse locations in accordance with the LTA COOP and Disaster Plan.

(6.4.5)  The contractor shall review, update and maintain all VTC documentation, topology charts, and policies.  The contractor shall complete comprehensive VTC documentation that supports the integration and operations of video teleconferencing among LTA, Army G-4, and other Government agencies.  The plan shall include any information needed to coordinate with the Army G-4, and other Government technical POCs and private industry.  The plan shall be incorporated within LTA’s VTC Policy #14.

(6.4.6)  The contractor shall develop briefing charts, pamphlets, displays and CDs.

6.5  Task 1 - Custom Application Development.  The contractor shall develop and maintain software for LTA applications.  Required knowledge of ORACLE and Microsoft SQL Server database usage along with the following developmental software:  Microsoft Access, Visual Basic, C++, .Net, Macromedia MX Studio w/ColdFusion, and Microsoft SharePoint.

6.5.1  Subtask 1 - LTA Internet Development and Support.  The contractor shall provide technical server support for all LTA Internet applications to include server development, sustainment, and maintenance of the LTA web pages, Bulletin Boards, Logistics Knowledge Center (LKC) and any LTA developed software that uses Internet type servers. The contractor shall research state-of-the-art Internet and Intranet applications and make recommendations during the monthly In Process Reviews (IPRs).

6.5.2  Subtask 2 - LTA Intranet Development and Support.  The contractor shall provide technical support for the development, sustainment and maintenance of the LTA Intranet, which will be used in conjunction with the various LTA operational and mission applications.  The contractor will be required to design, install, and maintain a classified LTA Intranet as well as a classified Logistics Knowledge Center (LKC) and Bulletin Board.

6.5.3  Subtask 3 - Advanced Logistics Evaluation and Reporting Enterprise Management (ALERT-EM).  The contractor shall provide technical support to the Government and the developing contractor(s) for the installation, integration, testing, operation, maintenance and updating the ALERT-EM on the MPPS.  This includes supporting metrics used in the Strategic Readiness System (SRS).

6.5.4  Subtask 4 - Ad Hoc Metrics.  The contractor shall provide technical support for the development of the Ad Hoc Metrics.

6.5.5  Subtask 5 - DCS, G-4 Digital Publications Management System (DPMS).  The contractor shall provide technical support for the on-going DPMS development effort and the sustainment and maintenance of the DPMS application and database.  The contractor will support the transfer of the system.

6.5.6  Subtask 6 - Army G-4 Policy Database.  The contractor shall provide technical support for system maintenance and the development and execution of ad-hoc queries against the database.

6.5.7  Subtask 7 - Business Process Linkage (BPL).  The contractor shall provide technical support for system development and maintenance for the on-going BPL application.

6.5.8  Subtask 8 - Logistics Knowledge Center (LKC).  The contractor shall provide technical support for the system development and maintenance for the on-going LKC application.  Further, contractor will support the transfer of system.

6.5.9  Subtask 9 - Paperless Report of Survey System (PROSS).  The contractor shall provide technical support for system development and maintenance for the on-going PROSS.

Deliverables:
The contractor shall submit develop test plans and schedules, test check lists, configuration management plans and documents, test results, source code, and version control documentation.
6.6  Task 6 - Product Integration.  The contractor shall operate, maintain, and upgrade the suite of hardware and software now in use at LTA.  LTA anticipates upgrading approximately one-fourth of its PC’s and servers each year.  Upon receipt of new hardware, the contractor shall perform all tasks associated with uncrating, performing initial inventory, movement, installation of software, placement, installation of new equipment, quality testing after installation, disposal of packaging material in accordance with the host installation refuse and recycling policy, and assist the LTA Property Book Officer (PBO) with the proper disposal or relocation of old equipment.  The contractor shall verify inventory on all PBO IT hardware reports.

6.6.1.  Subtask 1 - Desktop Standardization (Hardware).  As part of the Information Management Plan (IMP), the contractor shall be responsible for the LTA Desktop Standardization Requirement.  All changes to the hardware environment must be documented in the LTA Systems Manual (LSM) and the LTA Trusted Facilities Manual (TFM). (ref. Task 6.8; subtask 3)

6.6.2  Subtask 2 - Desktop Standardization (Software).  As part of the Information Management Plan (IMP), the contractor shall prepare materials necessary for release of software loads and updates to the end-users.  All changes to the software environment must be documented in the LTA Systems Manual (LSM) and the LTA Trusted Facilities Manual (TFM) (ref. Task 6.8; subtask 3).

6.6.3  Subtask 3 - PKI/CAC Implementation.  Public Key Infrastructure (PKI) and Common Access Card (CAC).  The contractor shall support the LTA PKI Trusted Agent in testing and implementing PKI and CAC on LTA email and web based systems.

Deliverables:
(6.6.1)  PC Set Up Check List.  The contractor will develop a software/application checklist, which will be implemented on all desktops within the agency thus insuring desktop standardization.  Deliverable shall be submitted to TM within 30 days of start of contract.

(6.6.1)  Individual Record of Set Up.  The contractor will develop documentation for individual PC setups within LTA requiring unique or one-of-a-kind software installations, i.e. Director, Deputy Director, Executive Officers (XOs), Division Chiefs, and Division Chief Secretaries.  Deliverable shall be submitted to TM within 90 days of start of contract.

6.7  Task 7 - Hardware and Software Test and Evaluation.  The contractor shall conduct quality assurance tests on any new desktop installations as well as initial troubleshooting procedures on all defective IT equipment.  If the repair requires the replacement of parts, the contractor shall notify the LTA Property Book Officer (PBO) and remove the defective equipment.  The contractor shall draw an Operational Readiness Float (ORF) from the LTA PBO, if available, and exchange it for the defective equipment.  The contractor will replace the ORF and return it to the PBO when the defective equipment is returned from repair.  The contractor shall tag excess equipment and return to the PBO.  The tag shall identify the manufacturer, the manufacturer’s model, the manufacturer’s serial number, and the condition code.

6.7.1  Subtask 1- Software Product Evaluation and Implementation.  The contractor shall maintain current information processes and communications services, including installing and testing regular upgrades, drivers, and patches. All products developed or purchased (commercial off-the-shelf [COTS]) for release to the Agency must undergo user acceptance testing with a validated test plan.  Feature and data elements of the product must be identified in the test plan as well as a list of the specific names of users designated to test the product.  All tests must include all operating systems and types of PCs within LTA.

Deliverables:
The contractor shall develop and maintain test plans and test environments, perform acceptance tests, install and test regular upgrades, drivers and patches.
6.8  Task 8 - Help Desk Support.  The contractor shall establish and operate an agency Help Desk to provide technical assistance.  The contractor shall meet an acceptable quality level (AQL) for response/fix as detailed in the Performance Standards.

6.8.1  Subtask 1.  The contractor shall provide comprehensive, customer-oriented services, supporting LTA functions such as, but not limited to: (1) Consultation and problem resolution; (2) Help Desk Ticket (HDT) processing; (3) customer relations; and (4) Common User Area.  The Primary Period of Maintenance (PPM) for the contractor shall be from 6:30 a.m. to 5:30 p.m., Monday through Friday, excluding federal holidays.  The contractor shall facilitate the resolution of client or LAN problems and provide customer information and assistance regarding the use of IT equipment and software products.   The contractor shall receive, process and execute customer HDTs in support of all LTA IT systems and networks, desktop hardware, desktop software, firewalls, remote Dial-in and VTC requirements.  The contractor shall continue to monitor the HDT until resolved.  Upon resolution, the HDT shall be closed.  HDT documentation will include actions taken for resolution.  If requested, the contractor shall provide written status to requestor upon resolution of the HDT.

6.8.2  Subtask 2 - LTA Software Accountability.  The contractor shall be responsible for the storage and accountability of all Government purchased software and its associated licenses.  The contractor shall be responsible for notifying the Government of any potential software licensing violations.

6.8.3  Subtask 3 - LTA Documentation.  The contractor shall maintain and update LTA User Manual (LUM), LTA Systems Manual (LSM), and LTA Trusted Facility Manual (LTFM).  LUM/LSM/LTFM/ Sections include but are not limited to:

· System hardware configuration (to include system settings)

· Available software

· Loading, startup and shutdown procedures

· Backup procedures

· Security procedures

· Access levels and user lists

· Anti-virus procedures and documentation

· Help Desk SOP, including procedures for using HDT

· Logging in/out procedures

· Changing user passwords

· Setting up a Default Network Printer

· Access instructions to shared directories

· Hard drive maintenance and storage management

· End-users e-mail and Home Directory maintenance

· Software instructions

· Hardware use instructions

· Disaster Recovery Plan

· Network Security Strategy and Implementation Plan

· LAN/WAN Topology

· Intranet Instructions

6.8.4  Subtask 4 - Automation In-Process Review (IPR).  The contractor shall conduct Automation IPRs within 30 days of the beginning of contract performance and monthly thereafter.  IPRs shall include briefings, technology demonstrations, and recommendations or issues that may affect LTA information technology support.
Deliverables:
(6.8.1)  The contractor shall manipulate and use data collected through HDTs to create performance metrics, which will be presented during LTA’s quarterly Review & Analysis’s (R&A).

(6.8.2)  The contractor shall provide a LTA Computer Software Inventory Report (CSIR).  Information required on the LTA Software Inventory Report shall include: software name, version number, number of licenses owned, location of the licenses and date obtained.

(6.8.3)  The contractor shall update and maintain the LTA User Manual (LUM), the LTA Systems Manual (LSM) and the LTA Trusted Facility Manual (TFM) on a quarterly basis or with any major hardware or software change.

(6.8.4)  Automation In-Process Review (IPR).  The contractor will plan and brief monthly Automation IPRs.  Briefing should include but not limited to hardware/software, server status, PIX Firewall status, recent accomplishments, long-term milestones, virus activity, issues and concerns, server and disk Capacity/usage charts,  LAN/WAN Hardware Environment Topology, and MPPS Software Environment.  Within 3 workdays of the IPR, the contractor shall prepare and submit to the TM a summary of the significant understandings, direction requested and received, recommendations, and/or suggestions that were discussed.

7.  Place of Performance.  The contractor place of performance shall be the Logistics Transformation Agency, 5870 21st Street, Building 212 Fort Belvoir, VA  22060-5941, and the Logistics Transformation Agency, 54 M Ave., Suite 4, New Cumberland, PA  17070, or other off-site locations as determined appropriate and approved by the TM.  Contractor personnel shall not charge the Government for visits to and from their home offices.  Travel will be required in the performance of this task order between LTA locations, to off-site locations, or to off-site installations for performance of one or more of the above-listed duties or tasks.  The contractors shall not incur any other direct costs, including travel, without advance coordination and approval from the TM.  The contractor will be reimbursed travel expenses in accordance with government Joint Travel Regulations.  The table below details the expected travel.

	Purpose of Travel
	Personnel to Travel
	Frequency/Duration

	Customer meetings, e.g., IPR, SeeMe, functional meetings, etc.
	Program Manager
	Twice Monthly/one day each

	Long range planning meetings
	Program Manager
	Twice Annually/2 days each

	Temporary duty for task assistance
	Technical Personnel
	Twice Annually/2 days each

	Information Security Training
	IANOs (2)
	Annually/3 days each

	Conference attendance
	Technical Personnel
	Twice Annually/1 day each


8.  Period of Performance.  The initial period of performance is 366 calendar days (8 Dec 2003 - 7 Dec  2004).  Follow-on periods of performance will be 12 months or 365 calendar days.  Total period of performance is approximately six (6) years with up to five follow-on task orders to be awarded annually.  Orders are subject to availability of funds (SAF).

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Information Management Plan (IMP)
	Government Specified Formant
	2 Copies to TM
	October 31st and April 30th

	1
	MPPS System Administration Manual and Architecture Design Document
	Contractor-Determined Format
	2 Copies to TM
	Quarterly

	1
	MPPS In-Process Review (IPR) Briefings
	Government Specified Formant
	2 Copies to TM
	Monthly

	2
	Program Management Plan
	Contractor-Determined Format
	2 Copies to TM
	30 Days After Task Order Start

	2
	Weekly Activity Report (WAR)
	Contractor-Determined Format
	2 Copies to TM
	By COB Following Monday

	2
	Performance and Cost Reports (PCR
	Contractor-Determined Format
	2 Copies to TM
	Within 2 Weeks of the Following Month

	3
	Market Research Analysis and Evaluation Reports
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	Systems Management Server (SMS) accounting reports
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	 4
	SuperScout Internet Usage Reports
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	User Email Storage Reports
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	User Home Directory Reports
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	Firewall Rule Set Report
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	Internet Transport Protocols Report
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	MPPS Database Data Schema
	Contractor-Determined Format
	2 Copies to TM
	Upon Request

	4
	VTC Policy #14 Updates
	Government Specified Formant
	1 Copy to TM
	Every 6 Months

	4
	The contractor shall develop briefing charts, pamphlets, displays and CDs
	Government Specified Format
	1 Copy to TM
	Weekly

	5
	The contractor shall submit develop test plans and schedules, test check lists, configuration management plans and documents, test results, source code, and version control documentation.
	Contractor-Determined Format
	2 Copies to TM
	Bi-Yearly

	6
	PC Set Up Check List
	Contractor-Determined Format
	2 Copies to TM
	30 days from start of contract

	6
	Individual Record of Set Up
	Contractor-Determined Format
	2 Copies to TM
	90 days from start of contract

	7
	The contractor shall develop and maintain test plans and test environments, perform acceptance tests, install and test regular upgrades, drivers and patches.
	Contractor-Determined Format
	1 Copies to TM
	Bi-yearly

	8
	Help Desk Ticket Metrics Review & Analysis (R&A)
	Government Specified Formant
	2 Copies to TM
	Quarterly

	8
	Computer Software Inventory Report
	Contractor-Determined Format
	2 Copies to TM
	Quarterly

	8
	LTA User Manual (LUM)
	Contractor-Determined Format
	1 Copies to TM
	Quarterly

	8
	LTA Systems Manual (LSM)
	Contractor-Determined Format
	1 Copies to TM
	Quarterly

	8
	LTA Trusted Facility Manual (TFM)
	Contractor-Determined Format
	2 Copies to TM
	Quarterly

	8
	Automation In-Process Review (IPR)
	Government Specified Formant
	2 Copies to TM
	Monthly

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The contractor activities shall comply with AR 25-2, , Information Assurance and AR 25-1, Army Information Management.  All contractor personnel with access to LTA’s files and databases will be required to have confidential security clearances.  Any required investigations will be conducted at Government expense, but may delay the start of work for individual employees.  Administrator Information Assurance (IA) Certification:  Per AR 25-1, AR 25-2, DISC4 Message 111300ZJUN99, Army Policy for the Implementation of the IAVA Process, all Network Administrators must be appointed as Information Assurance Network Officers (IANO) and receive training to achieve and maintain certification (Level 2).  LTA’s Information Assurance Manager (IAM) will assign IANO’s, staff appointment letters and supply training information.  The Government will be responsible for cost of IA training.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).

a.  For work performed at the Government site, the Government will provide the following:

· One PC per on-site contractor employee and the appropriate information and software required for the management of the Local and Wide Area Networks, Electronic Mail and VTC Capabilities

· The computer hardware, software and information necessary for the contractor to develop presentations (The contractor shall maintain the agency inventory of consumable expendable graphic supplies required for this function.)

· The computer hardware, software, reproduction facilities and information necessary for the contractor to prepare reproduced copies of the supporting documentation for LTA briefings

· Office space, furnishings, photocopying equipment, and other office equipment;

· The Government shall provide access to Government publications, regulations, technical manuals and bulletins, forms, and other publications necessary for contract performance.


b.  The Government has unlimited rights to all computer hardware, application software, and/or technical data delivered under this SOW.  Any passwords assigned to any and all equipment shall be provided to the TM.  The contractor shall not utilize computer hardware and/or software, including utilities and diagnostic software, unless provided to and approved by the Government prior to its use.


c.  References.

· AR 25-1, The Army Information Management.

· AR 25-2, Army Information Assurance  

· AR 735-5, Policies and Procedures for Property Accountability.

· AR 710-2, Inventory Management Policy Below the Wholesale Level.

· DA Pamphlet 710-2-1, Using Unit Supply System Manual Procedures.

· AR 380-19, Information Systems Security.  

· LTA Information Management Plan (IMP)

· LTA Policies and SOP manual.
· LTA Disaster Recovery Plan
· LTA Help Desk Policy
· DoD 5200.40
12.  Other Pertinent Information or Special Considerations.
· Program Manager

· UNIX experience

· LINUX experience

· VTC (PictureTel/Polycom) Experience

· Oracle 8i Developer, Designer, Discoverer, programming and developing experience

· Graphics Artist

· CISCO PIX Firewall Experience

· MCSE

· Microsoft SharePoint Developer experience


a.  Identification of Possible Follow-on Work.  It is anticipated that follow-on orders will be awarded for possibly as much as five (5) years following the initial period of performance.


b.  Identification of Potential Conflicts of Interest (COI).  None noted at this time.


c.  Identification of Non-Disclosure Requirements.  Work under this SOW is sensitive but unclassified (SBU), but contractor will not be responsible for and will not process any classified material.  The contractor personnel under this SOW shall not disclose, duplicate, nor use information in whole or in part outside the Department of Defense.


d.  Packaging, Packing and Shipping Instructions.  None noted at this time.


e.  Inspection and Acceptance Criteria.  None noted at this time.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Section G - Contract Administration Data
CLAUSES INCORPORATED BY FULL TEXT

Accounting and Appropriation Data
	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$1,959,456.56


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
MIPR4CDISDL010
$1,959,456.56

DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (AQSS32)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Unisys, U.S. Government Group

DUNS:  150780674

CAGE Code:  4W798

Contractor POC:

E-Mail Address:

Phone Number:

Fax Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
