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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Materials, FFP
	1
	Lot
	$3,989,220.00
	$3,989,220.00

	
	FFP

Base equipment with 5 Year Dell Warranty in accordance with enclosed Statement of Work (SOW) dated 12 Mar 2004 and revised 19 Apr 2004, for AF Voice Protection System (VPS) Upgrade and Continued Deployment (Encore Tracking Number 00223.00).  Northrop Grumman's proposal 44-04-3007, dated 6 Apr 2004 and revised 23 Apr 2004 are incorporated by reference.  

Period of Performance:  365 calendar days (21 May 2004 - 20 May 2005).

In accordance with Section H.10.b of the contract, the contractor shall submit the apropriate DFARS Subpart 239.73 documentation required to the Contracting Officer for approval prior to entering into any equipment lease or purchase agreement.

Firm Fixed Price (FFP) - the contractor shall invoice 12 payments:  May 2004 - May 2005 @ $332,435.00 per month.

PURCHASE REQUEST NUMBER: NNI5XX04681004
	

	
	
	

	
	

	

	
	NET AMT
	$3,989,220.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	Services, T&M
	1
	Lot
	$3,186,632.00
	$3,186,632.00

	
	T&M

Base period of performance with optional upgrades in accordance with SOW dated 12 Mar 2004 and revised 19 Apr 2004.  Northrop Grumman’s proposal 44-04-3007, dated 6 Apr 2004 and revised 23 Apr 2004 is incorporated by reference.

Time-and-Materials (T&M) - Not-to-Exceed (NTE) - the contractor is authorized to invoice monthly for actual hours performend and ODCs incurred.

PURCHASE REQUEST NUMBER: NNI5XX04681004


	

	
	
TOT ESTIMATED PRICE
	$3,186,632.00

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	Hardware Warranty - FFP
	1
	Lot
	$339,624.00
	$339,624.00

	
	FFP

Extended Warranty, 5 year option in accordance with SOW dated 12 Mar 2004 and revsied 19 Apr 2004.  Northrop Grumman's proposal 44-04-3007 dated 6 Apr 2004 and revised 23 Apr 2004 are incorporated by reference.

FFP - the contractor shall invoice 12 payments:  May 2004 - May 2005 @ $28,302.00 per month.
	

	

	
	NET AMT
	$339,624.00

	

	
	
	
	


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	Software Warranty - FFP
	1
	Lot
	$2,588,003.00
	$2,588,003.00

	
	FFP

Extended Warranty, 5-year option in accordance with SOW dated 12 Mar 2004 and revsied 19 Apr 2004.  Northrop Grumman's proposal 44-04-3007, dated 6 Apr 2004 and revsied 23 Apr 2004 are incorporated by reference.

FFP - the contractor shall invoice 11 payments:  May 2004 - Apr 2005 @ $215,666.92 per month, and one payment, May 2005 @ $215,666.88.
	

	
	
	

	
	NET AMT
	$2,588,003.00


FOB:  Destination

Section C - Descriptions and Specifications
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 19 Apr 2004
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	0041

	Encore Tracking Number:
	223.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).  

a.  Primary TM.
	Name:
	

	Organization:
	ESC/NI5

	Department of Defense Activity
Address Code (DoDAAC):
	JM0453

	Address:
	3 Eglin Street, Hanscom AFB, MA  01731-2110

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	38 EIG/GF

	DoDAAC:
	FA8773

	Address:
	4057 Hilltop Road, Tinker AFB, OK  73145

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  AF Voice Protection System (VPS) Upgrade and Continued Deployment

3.  Background.   Until recently, the existing Network Management and Information Assurance tools fielded in the Air Force had virtually no connectivity and insight into the voice network and switching equipment.  This lack of visibility and situational awareness left created a virtual “blind spot” into one of the Air Force’s largest networks - the unclassified voice network.  Data and telecommunications networks are now clearly and irrevocably joined, and the junctions between the two infrastructures are increasing every year.  Both infrastructures are now perceived as critical to the successful operation of the enterprise.  The vulnerability of these conjoined networks is the increased risk of exposure and access to the enterprise’s sensitive information.  Each infrastructure contains inherent weaknesses that have been and continue to be exploited by insiders and outsiders to the detriment of the enterprise.  To address this problem the Air Force began an effort to provide “firewall” type protection for the unclassified voice network.  The fielding of the Enterprise Telephony Management (ETM®) platform significantly improved the overall management and security of the Air Force’s unclassified voice networks.  The ETM® platform consists of server hardware, appliance sensors, and three separate software applications: TeleWall®, a telecommunications firewall; TeleAudit®, a call usage and reporting tool; and TeleView®, an infrastructure management and monitoring tool.  The ETM® platform helps detect (and if needed stop) unauthorized modem connections and gives commanders “real time” situational awareness into the voice network - a key requirement for the new Joint Staff “NetOps” concept.

4.  Objectives.   The first wave of installations (Apr 02 – Feb 04) provided coverage for all Continental United States (CONUS) Major Commands (MAJCOM) along with the Air Force Reserve (AFRC) as well as portions of the Air National Guard (ANG).  The objectives of this effort are to:


a.  Engineer an upgrade of the:

· Existing application software to the latest Joint Interoperability Test command (JITC) certified level

· Operating System software

· Database software

· Related documentation


b.  Deploy the new system baseline from Objective “a” to Outside Continental United States (OCONUS) MAJCOMs.


c.  OPTION 1.  Deploy the new system baseline from Objective “a” to  the remainder of the ANG.


d.  OPTIONS 2 thru  5, see Table 2.  Upgrade the system software to Version 5.x, add the functionality of voice capture to the system, update the applicable documentation, and install the updated baseline.

5.  Scope.  The purpose of this SOW is to perform systems engineering and installation services, program management services, purchase of hardware and software, and update/develop documentation as applicable.

6.  Specific Tasks.
6.1  Task Area 8 - Custom Application Development
6.1.1  Task 1 - Program Management.  The contractor shall plan and manage daily operations and activities associated with providing the engineering and support services necessary to update and implement the Air Force’s Voice Protection System to ensure the necessary processes and activities are performed to provide an effective and acceptable deployed system.  The contractor will employ effective management tools and methods to assure control of cost, schedule and performance.  The contractor shall develop a fielding concept that addresses how the contractor intends to perform/support site surveys, installations, acceptance tests, and training.  The Fielding Concept shall be approved by the Program Management Office.  (Contractor format)

The contractor shall conduct, support, or participate in program management and technical reviews, meetings, and conferences, as required, to ensure effective and efficient program execution.  Additionally the contractor shall attend Technical Interchange Meetings at Government designated locations, as required.  The contractor shall prepare and submit an Integrated Master Schedule (IMS), Contract Data Requirements List (CDRL B006) to identify project activities and associated timelines for completion.  The IMS will be submitted with the Monthly Financial Report (CDRL B003) identified in below.  The contractor shall implement standard, industry accepted Earned Value Management (EVM) methods and tools to effectively manage the technical, cost, and scheduling aspects of the effort.  The Government requires the integration of technical and functional activities for all tasks specified within the SOW.  The contractor shall submit a Monthly Financial Report (CDRL B003) to include all activities completed during each month, to include cost reporting.

6.1.2  Task 2 - Design - New Installation.

6.1.2.1  Task 2.a - System Design and Documentation.  The contractor shall perform design and engineering tasks to develop the VPS system to the baseline configuration listed in Table 1.  The design shall include security considerations of the system, to include the Operating System, database, applications, and network security.  This baseline will re-use the equipment listed on Attachment 2 to the maximum extent possible.

Table 1 - v4.1 Baseline
	Application
	Configuration

	Operating System
	Windows® 2003 Server 

	Application
	SecureLogix Telewall® 4.1

	Application
	SecureLogix Teleaudit® 4.1

	Application
	SecureLogix Teleview® 4.1

	Database
	Oracle® 9i


The contractor shall update documentation (“B010/B025 System Design and Installation of Telephone Firewall Revision 3 to Final” document may be used as a starting point for the design) and/or develop documentation to support engineering reviews of the system prior to Government acceptance of the design, installation, and acceptance tests of the updated system.   The contractor shall schedule and conduct a Critical Design Review (CDR) at the contractor’s facility.  The CDRLs B010, B017, and B025 shall be used as the basis for the CDR (CDRL B010, B017, B025).

6.1.2.2  Task 2.b - Installation and Test.

6.1.2.2.1  The contractor shall develop a Site Survey checklist to capture the information required for successful completion of the Site Survey; the contractor shall obtain CITS PMO approval of the checklist prior to conducting the Site Surveys.

6.1.2.2.2  The contractor shall perform Site Surveys at each location listed on Attachment 1, column C, in accordance with the fielding priorities listed in Table 2 and document the Site Survey using the B002.

6.1.2.2.3  The contractor shall install the updated system at the locations identified on Attachment 1 column C, in accordance with the fielding priorities listed in Table 2, perform post installation acceptance tests IAW the approved Test Plan, document the acceptance test, and produce the As-Builts (CDRL B012, B017, B018).

6.1.2.2.4  The contractor shall price each Task Number below separately.

Table 2.  Site Survey and Installation order
	Task Number
	Installation Priority

	Task 2.b 1
	CONUS

	Task 2.b 2
	South West Asia (SWA)

	Task 2.b 3
	PACAF

	Task 2.b 4
	USAFE

	Task 2.b 5 - Option 2
	Air National Guard, Region 3

	Task 2.b 6 - Option 3
	Air National Guard, Region 4

	Task 2.b 7 - Option 4
	Air National Guard, Region 5

	Task 2.b 8 - Option 5
	Air National Guard, Region 6


6.1.3  Task 3 - Update the Existing System Baseline.

6.1.3.1  Task 3.a - System Design and Documentation.  The contractor shall perform design and engineering tasks to update the current VPS system as identified in the B10/25 “System Design and installation of Telephone Firewall Revision 3 to Final” as amended by Attachment 2 to match the configuration listed in Table 3.  This baseline will re-use the equipment listed in Attachment 2 to the maximum extent possible and the final design shall mirror the final design configuration of the system design developed in Task 6.1.2.  The contractor shall schedule and conduct a Critical Design Review (CDR) at the contractor’s facility.  The CDRLs B011, B017 and B026 shall be used as the basis for the CDR. The contractor shall update and/or develop documentation to support engineering reviews of the system prior to Government acceptance, installation, and acceptance tests of the updated system (CDRL B011, B017, B026).

Table 3 - v 4.1 Baseline Upgrade Path
	Application
	Starting Configuration
	V4.1 Configuration

	Operating System
	Windows® 2000 Server 
	Windows® 2003 Server 

	Application
	SecureLogix Telewall® 3.0
	SecureLogix Telewall® 4.1

	Application
	SecureLogix Teleaudit® 3.0
	SecureLogix Teleaudit® 4.1

	Application
	SecureLogix Teleview® 3.0
	SecureLogix Teleview® 4.1

	Database
	Oracle® 8i
	Oracle® 9i


6.1.3.2  Task 3.b - Installation and Test.

6.1.3.2.1  The contractor shall develop a Site Survey checklist to capture the information required for successful completion of the Site Survey; the contractor shall obtain CITS PMO approval of the checklist prior to conducting the Site Surveys.

6.1.3.2.2  The contractor shall perform Site Surveys at each location listed on Attachment 1, column E, in accordance with the fielding priorities listed in Table 4 and document the Site Survey using the B002.

Table 4 - Site Survey and Installation order
	Task Number
	Installation Priority

	Task 3b 1
	ACC

	Task 3b 2
	AETC

	Task 3b 3
	AFMC

	Task 3b 4
	AFRC

	Task 3b 5
	AFSOC

	Task 3b 6
	AFSPC

	Task 3b 7
	AMC

	Task 3b 8
	Air National Guard, Region 1

	Task 3b 9
	Air National Guard, Region 2

	Task 3b 10 
	USAFA


6.1.3.2.3  The contractor shall install the updated system at the locations identified on Attachment 1 column E, perform post installation acceptance tests IAW the approved Test Plan, document the acceptance test, and produce the As-Builts (CDRL B012, B017, B018).

6.1.3.2.4  Task 3.c.  The contractor shall install additional firewall appliances at the locations as indicated on Attachment 1 column D, in the priority listed in Table 4.

6.1.4  Task 4 (OPTION) - Version 5.0 Upgrade.
6.1.4.1  Task 4.a - System Design and Documentation.  The contractor shall perform design and engineering tasks to develop the VPS system to the baseline configuration listed in Table 5; the baseline configuration developed in Task 6.1.2.1 will be the starting point for this upgrade.  This baseline will re-use the design developed under Task 6.1.2 and the equipment listed in Attachment 2 to the maximum extent possible.  The contractor shall schedule and conduct a Preliminary Design Review (PDR) at the contractor’s facility, a Critical Design Review (CDR) at the contractor’s facility.  The CDRLs B011 shall be used as the basis for the PDR, the accepted B011 and draft B017, and B026 shall be used as the basis for the CDR.

6.1.4.1.1  Task 4.b.  The contractor shall provide engineering support to the CITS Certification and Accreditation (C&A) contractor team as required.

Table 5 - v5.0 Baseline Upgrade Path
	Application
	Starting Configuration 
	V5.0 Configuration

	Operating System
	Windows® 2003 Server 
	Windows® 2003 Server 

	Database
	Oracle® 9i
	Oracle® 9i

	Application
	SecureLogix Telewall® 4.1
	SecureLogix Telewall® 5.0

	Application
	SecureLogix Teleaudit® 4.1
	SecureLogix Teleaudit® 5.0

	Application
	SecureLogix Teleview® 4.1
	SecureLogix Teleview® 5.0


6.1.4.2  Task 4.c - Installation and Test.

6.1.4.2.1  The contractor shall develop a Site Survey checklist to capture the information required for successful completion of the Site Survey; the contractor shall obtain CITS PMO approval of the checklist prior to conducting the Site Surveys.

6.1.4.2.2  The contractor shall perform Site Surveys at each location listed on Attachment 1, columns F & G, in accordance with the fielding priorities listed in Table 6 and document the Site Survey using the B002.

6.1.4.2.3  The contractor shall price each Task Number below separately.

Table 6 - Site Survey and Installation Order
	Task Number
	Installation Priority

	Task 4c 1
	ACC

	Task 4c 2
	AETC

	Task 4c 3
	AFMC

	Task 4c 4
	AFSOC

	Task 4c 5
	AFSPC

	Task 4c 6
	AMC

	Task 4c 7
	SWA

	Task 4c 8
	PACAF

	Task 4c 9
	USAFE

	Task 4c 10
	USAFA

	Task 4c 11
	AFRC

	Task 4c 12
	Air National Guard, Regions 1 - 6


6.1.4.2.4  The contractor shall install the updated system at the locations identified on Attachment 1, columns F & G in the priority listed in Table 6, perform post installation acceptance tests IAW the approved Test Plan, document the acceptance test, and produce the As-Builts.  (CDRL B012, B017, B018) 

6.1.5  Deliverables.  The contractor shall provide:
Table 7 - Deliverables
	Format
	Deliverable

	Contractor Format
	Fielding Concept

	Contractor Format
	Site Survey Checklist

	CDRL B002
	Site Survey Report

	CDRL B003
	CITS Monthly Status Report

	CDRL B006
	Integrated Master Schedule

	CDRL B010
	System Design Report, New Installation

	CDRL B011
	System Design Report, Update

	CDRL B012
	Engineering Drawings, Installation, As-Built

	CDRL B017
	Test Procedures, Test Plan

	CDRL B018
	Test Report

	CDRL B025
	System Design/Installation Specification - New Installation, Tech Order Design and Installation Source Data

	CDRL B026
	System Design/Installation Configuration- Update, Tech Order Design and Installation Source Data


6.2  Task 5 - Support Tasks.  The following tasks are required to support the VPS deployment effort.

6.2.1  Task 5.a - Contractor Furnished Materials, Staging and Shipping.  The contractor shall furnish all needed hardware and software as well as licenses to operate, as required, to support the system upgrade/deployment effort.  This is to include all required software patches, both security oriented and otherwise.  The contractor shall perform staging of all hardware and software components at its own warehouse facility.  After system testing is completed, the contractor will ship one consolidated package to each USAF locations designated.

Table 8 - Warranty and Software Maintenance Support
	Item
	Support  (Price for each period and type)

	Servers
	1, 2, 3, or 5 year warranty

	Application
	1, 2, 3, or 5 year software maintenance

	Telewall® Appliances
	1, 2, 3, or 5 year warranty

	Voice Caching Appliance
	1, 2, 3, or 5 year warranty


6.2.2  Task 5.b - Storage of Government Furnished Materials.  The contractor shall provide storage, staging and deployment of any Government furnished equipment and materials provided as part of this contracted effort.  A listing of these materials is included in Table 10.
6.3  Task 6 - System Training.  The contractor shall provide:

6.3.1  Vendor System Administrator Training at its facility for 15 personnel to be identified by the Program Office.  

6.3.2  Computer Based Training (CBT) corresponding to ETM® version 4.1 and version 5.0.  One disk of each applicable CBT will be supplied to each site listed on Attachment 1, columns E, F, & G.

6.3.2.1  CBT shall will be provided via Compact Disc (CD).

6.3.2.2  The Air Force shall have unlimited reproduction rights for distribution within the US Air Force, Air Force Reserve, and Air National Guard (both Federalized and non-Federalized).

7  Place of Performance.  Performance under this TO will require work at the contractor location as well as a number of Government sites throughout the world.   The locations for travel to/from is shown on Attachment 1.  Contractor travel shall be subject to the limitations of the Joint Travel Regulations (JTR).

8.  Period of Performance.  The period of performance is 365 calendar days (21 May 2004 - 20 May 2005).

9.  Delivery Schedule.
Table 9 - Deliverable Schedule
	Task #
	Deliverable Title
	1. Format
	2. Number
	Calendar Days After TO Start

	6.1.1
	Fielding Concept
	Contractor Format
	N/A
	Draft - 14 days prior to PDR/CDR

Final – 21 days after PDR/CDR

	6.1.2.2.1

6.1.3.2.1

6.1.4.2.1
	Site Survey Checklist
	Contractor Format
	N/A
	Draft - 14 days prior to CDR

Final – 21 days after CDR

	6.1.2.2.1

6.1.4.2.1
	Site Survey Report
	B002
	See NOTE below
	Draft – 14 days after SSV

Final – 21 days after SSV

	6.1.1
	CITS Monthly Status Report
	B003
	See NOTE below
	Monthly, 5th workday

	6.1.1
	Integrated Master Schedule
	B006
	See NOTE below
	45 days after TO award

	6.1.2.1
	System Design Report, New Installation
	B010
	See NOTE below
	Draft – 14 days prior to PDR

Final – 21 days after PDR

	6.1.3.1
	System Design Report, Update
	B011
	See NOTE below
	Draft – 14 days prior to CDR

Final – 21 days after CDR

	6.1.4.1
	System Design Report, Update
	B011
	See NOTE below
	Draft – 14 days prior to PDR

Final – 21 days after PDR

	6.1.2.3.2

6.1.3.2.2

6.1.4.2.2
	Engineering Drawings -Installation, As-Built 
	B012
	See NOTE below
	Draft – 14 days after installation

Final – 21 days after approved Draft

	6.1.2.3.2

6.1.3.2.2

6.1.4.2.2
	Test Procedures, Test Plan
	B017
	See NOTE below
	14 days prior to CDR

	6.1.2.3.2

6.1.3.2.2

6.1.4.2.2
	Test Report
	B018
	See NOTE below
	21 days after test

	6.1.2.1
	System Design/Installation Specification – New Installation, Tech Order Design and Installation Source Data
	B025
	See NOTE below
	Draft – 14 days prior to CDR

Final – 21 days after CDR

	6.1.3.1

6.1.4.1
	System Design/Installation Specification – Configuration Update, TCTO Design and Installation Source Data
	B026
	See NOTE below
	Draft – 14 days prior to CDR

Final – 21 days after CDR


NOTE:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at:

encore@scott.disa.mil.

1 copy of the transmittal letter with the deliverable to:

ESC/NI5

3 Eglin Street, Building 1612

Hanscom AFB MA 01731-2110

10.  Security.  The contractor team shall include personnel who have a complete knowledge of, and comply with, all standard DoD security procedures which include, but are not limited to, those as outlined in the below listed DoD Regulation Manuals. The contractor personnel shall possess at the minimum a U.S. Government approved “Secret” security clearance.

· DoD 5200.1-R   Information Security Program

· DoD 5200.2-R   Personnel Security Program

· DoD 5220.22-M   National Industrial Security Program Operations Manual (NISPOM)

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).
Table 10 - Government Furnished Equipment
	Nomenclature
	Description
	Quantity
	Unit of Issue

	ETM-3200-SPN-1S
	ETM® 3200 Single Span License.  License for additional spans on the ETM® 3200 Communications Appliance
	4
	EA

	ETM-1010-ANA-1S
	ETM® comm. appliance for up to 12 Analog for CITS.  Note: ETM® Platform Software Pak incld w/ purchase
	18
	EA

	ETM-2100-CHS-AC
	1U Space Saver Chassis With One Slot For ETM® Card Set
	1
	EA

	ETM-3200-CHS-AC
	2U High Density Chassis With Four Slots For ETM® Card Sets
	6
	EA

	ETM-CTRL-MOD
	Controller Module Used In ETM® 2100 / 3200 Series
	25
	EA

	ETM-CTRL-MOD
	Controller Module Used In ETM® 2100 / 3200 Series
	17
	EA

	ETM-CTRL-MOD
	Controller Module Used In ETM® 2100 / 3200 Series
	47
	EA

	ETM-SPAN-LIC
	One Span License For A Board Set
	418
	EA

	ETM-TRANS-MOD
	Transition Module Used In ETM® 2100 / 3200 Series
	47
	EA

	ETM-TRANS-MOD
	Transition Module Used In ETM® 2100 / 3200 Series
	25
	EA

	ETM-TRANS-MOD
	Transition Module Used In ETM® 2100 / 3200 Series
	17
	EA

	Oracle® 9i
	Oracle® 9i with current security patches
	20
	EA

	Windows® 2003 Server
	Microsoft Windows® 2003 Server with current security patches and Service Packs
	40
	EA


NOTE:  Serial numbers to be provided upon TO award.

Table 11 - Government Furnished Information
	Site Survey Report
	B002
	9 Oct 02

	CITS Monthly Status Report
	B003
	Undated

	Integrated Master Schedule
	B006
	Undated 

	System Design Report, New Installation
	B010
	9 Oct 02

	System Design Report, Update
	B011
	Undated 

	Engineering Drawings -Installation, As-Built
	B012
	9 Oct 02

	Test Procedures, Test Plan
	B017
	1 Oct 02

	Test Report
	B018
	9 Oct 02

	System Design/Installation Specification - New Installation, Tech Order Design and Installation Source Data
	B025
	18 Jul 03

	System Design/Installation Specification - Configuration Update, TCTO Design and Installation Source Data
	B026
	Undated 

	B010/B025 System Design and installation of Telephone Firewall Revision 3 to Final
	B10/25
	11 Mar 03

	Microsoft Solutions For Security, Windows Server 2003 Security Guide
	N/A
	N/A

	NOSC Operation Instructions
	T.O. 31S5-4-6207-1
	13 Feb 03

	NOSC Maintenance Instructions
	T.O. 31S5-4-6207-1
	13 Feb 03

	Time Compliance Technical Order, ETM® Oracle 8i Upgrade to 8.1.4.7.9 
	T.O. 31S5-4-6207 -512
	15 Aug 03

	Time Compliance Technical Order, Oracle 8i Buffer Overflow Vulnerability Patch 
	T.O. 31S5-4-6207 -524
	26 Sep03

	DRAFT VPS Backup Procedures
	TO  31S5-4-6207-519
	16 Feb 2004


12.  Other Pertinent Information or Special Considerations.

a.   Specific Skills/Knowledge.  The contractor shall provide personnel with experience, knowledge, and skills appropriate for the tasks identified in this SOW.  Additionally, contractor personnel shall possess the skills and knowledge on the systems noted as follows:

· SecureLogix® Corporation ETM® System

· Windows® 2000/2003 Workstation and Server

· APC® Uninterruptible Power Supply
· Oracle®
· Veritas™


b.   Identification of Possible Follow-on Work.  Not applicable.

c.  Identification of Potential Conflicts of Interest (COI).  Not applicable.


d.  Identification of Non-Disclosure Requirements.  Contractor personnel will be exposed to information covered under the Privacy Act of 1974, and shall comply with all applicable safeguarding and handling requirements associated with Privacy Act information.  During the performance of this tasking, Contractor personnel may be required to access or come into contact with proprietary Government information, including financial account records or source selection information.  Contractor personnel shall not use such information for any purpose other than the performance of this order.


e.  Packaging, Packing and Shipping Instructions.  As noted in paragraphs 6.2.1 and 6.2.2.


f.  Inspection and Acceptance Criteria.  As specified in paragraphs 6.1.2.2.3, 6.1.3.2.3, 6.1.3.2.4, and 6.1.4.2.4.

g.  Data Rights.  The Government retains the right to all documentation and data generated by the contractor as a result of this project.  The contractor shall provide COTS products with the appropriate vendor pass through licenses.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Attachment 2
VPS Baseline Configuration

	Application
	Vendor
	Configuration

	ETM® Management Server
	Dell®
	Dell® Power Edge 2650, Dual 2.4GHz/512k, 2GB Ram, (3) 18GB U160 SCSI HDD, PERC3-DC controller, Dual on-board NICS, CD-ROM, Redundant Power, Windows® 2000 Adv Server

	ETM® Management Software
	SecureLogix® 
	ETM® System Software for Windows® Bundle: Includes ETM® Management Server Software, Teleview® Infrastructure Manager, Telewall® Telecom Firewall and TeleAudit® Usage Analyst


Section I - Contract Clauses 

CLAUSES INCORPORATED BY FULL TEXT

Accounting and Appropriation Data
	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$10,103,479.00


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001-0004
NNI5XX04681004
$10,103,479.00

DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Northrop Grumman Information Technology

DUNS:  064677243

CAGE Code:  1V4D7

Contractor POC:

E-Mail Address:

Phone Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
