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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$9,651,528.61
	$9,651,528.61

	
	T&M

Provide Evaluation, Integration and Support of Wireless Geospatial Initiatives (EISWGI) to U.S. Department of Homeland Security, in accordance with the attached Statement of Work (SOW), dated 10 March 2004 (Tracking Number 00228).  Northrop Grumman's proposal No. 131-97, dated 6 April 2004 is incorporated by reference.

The period of performance is 365 calendar days (21 Apr 2004 - 20 Apr 2005).

Time-and-Materials (T&M) - Not-to-Exceed (NTE).  The contractor is authorized to invoice monthly for actual hours performed and other direct costs (ODCs) incurred.

PURCHASE REQUEST NUMBER: HSHQPA04X00033


	

	
	
TOT ESTIMATED PRICE
	$9,651,528.61

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$9,651,528.61


FOB:  Destination

Section C - Descriptions and Specifications
ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 10 Mar 2004
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	0034

	Encore Tracking Number:
	00228.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).

a.  Primary TM.
	Name:
	

	Organization:
	Director, Wireless Management Office

Office of the Chief Information Officer

U.S. Department of Homeland Security

	Address:
	U.S. Department of Homeland Security

7th and D Streets, S.W., Washington, DC

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	



b.  Alternate TM.
	Name:
	

	Organization:
	Geospatial Information Officer

Office of the Chief Information Officer

U.S. Department of Homeland Security

	Address:
	U.S. Department of Homeland Security

7th and D Streets, S.W., Washington, DC

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Evaluation, Integration and Support of Wireless Geospatial Initiatives (EISWGI)

3.  Background.  The Department of Homeland Security (DHS) Wireless Management Office (WMO) has a critical mission requirement to identify, evaluate, analyze, and integrate wireless technologies that can be leveraged to support DHS operational requirements. It has been determined that information obtained via wireless geospatial technology is of vital importance to DHS.  This statement of work describes the engineering and programmatic support that is required to identify, test, evaluate, and analyze existing, emerging, and evolving wireless technologies; prototype and deploy candidate wireless geospatial technologies; and manage the integration and implementation of these efforts in furtherance of DHS’ wireless geospatial initiatives and integrated wireless technology programs.  DHS has a strategic vision for a Department-wide Enterprise Architecture that assimilates and integrates technologies, applications, information, and data required to support DHS’ missions, and provides the necessary tools and information to DHS components and agents and officers in the field in support of their operational requirements.  The responsibility and oversight for all programs under this effort are resident with the DHS Chief Information Officer (CIO).  In order to effectively manage programs within this effort, the DHS CIO has established the DHS Wireless Management Office (WMO) and the DHS Geospatial Management Office (GMO).  The DHS WMO has responsibility for all DHS programs, projects, and initiatives that involve the wireless transport of information, including voice, data and multimedia.  This includes, but is not limited to: terrestrial, maritime, and aeronautical radio, cell and mobile phones, pagers, satellites, microwave, sensors, technical intercept and technical operations, wireless local area networks (LANs), and wireless imagery and data.  Because of the extensive scope of the DHS WMO in the wireless arena, the DHS WMO has purview over and is necessarily involved in all projects that have wireless components, such as wireless sensors and wireless geospatial initiatives.

The DHS GMO is responsible for the development, implementation, and operation of geospatial technologies in support of a Department-wide geospatial enterprise initiative.  The DHS GMO has oversight and management of all DHS geospatial activities and projects in order to provide effective and efficient geospatial and location-based information to decision makers within the Department and the Nation.

Within the DHS CIO’s organization, the DHS WMO is responsible for this project. Responsibility for the tasking and efforts contained within this SOW are delegated by the DHS WMO to the DHS Geospatial Information Officer (GIO) within the office of the DHS GMO in order to ensure close coordination of all efforts with the efforts, technologies, and work of the DHS GMO.  The DHS GIO is a member of the DHS WMO Review Board that oversees and manages this project in order to ensure interoperability with all other DHS geospatial initiatives.

4.  Objectives.  The primary objective of this tasking is to promote the effective use of wireless geospatial information and technologies within national, regional, and local DHS homeland security programs to support mission-critical operational requirements and decision making.  This support shall include state-of-the-art management and technical support that will enable DHS to achieve its mission while staying abreast of evolving technology and coordinating wireless geospatial requirements across all business areas of DHS components.  In order to meet the primary objective of this support, a portfolio management approach is required that addresses both current and future DHS-funded wireless geospatial outreach pilots and programs. As such, the contractor shall be responsible for all aspects of program management of wireless geospatial technology insertions and initiatives utilized by the DHS components.  This effort will encompass a series of DHS wireless geospatial integration and implementation pilot projects designed to deliver collaborative and coordinated geospatial capabilities related to the mission of homeland security. The contractor shall define, establish, and maintain a portfolio management process for evaluating, selecting, prioritizing, and implementing pilot projects, research and development initiatives, and technology demonstration projects that require the integration of wireless geospatial information and technologies into DHS component business areas.  The contractor will be actively engaged in outreach activities to assist DHS component organizations in determining their mission specific wireless geospatial operational requirements, identifying how to integrate wireless geospatial information into each component’s unique business process, how to apply wireless geospatial technology to enable existing and planned business applications, and how to integrate the wireless geospatial technology of the component-specific business processes into the DHS Geospatial Enterprise Architecture.

5.  Scope.  The scope of work for this effort provides sufficient program management and technical/ engineering expertise to ensure the successful testing, evaluation, selection, integration and implementation of wireless technologies to support and enhance existing geospatial initiatives in a wireless environment.  This will include examination of cable-based and non-wireless-based technologies in addition to wireless technologies in order to ensure appropriate interfaces and seamless interoperability between and among wireless and non-wireless geospatial technologies.  The Government requires that the contractor provide sufficient on-site engineering and technical, programmatic, and logistics support to assure that fully integrated multimedia (e.g., voice, data, video, etc.) cable- and wireless-based tactical and strategic, command, control, and communications wireless geospatial systems are developed and tested.  This effort includes, but is not limited to: technology insertion, systems integration, systems installation, fabrication, testing, evaluation, certification, studies and analyses, technical data management, logistics support, training, and acquisition support and procurement assistance.  In the performance of this tasking the contractor shall provide cable and wireless systems engineering support to include: evaluation of multimedia network performance, emulation/simulations, analytical studies, architecture documentation, interoperability plans, and methodologies for the evolutionary insertion and implementation of new wireless geospatial technologies in a fully integrated multimedia cable and wireless environment.  This may include both cable/wireline and wireless services, including, but not limited to:  telephones; telephony; cellular telephone service; PCS; terrestrial, aeronautical, and maritime radio; pagers and paging functions; and satellite communications.  The following Encore Task Areas apply to this effort:

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 3 - Performance Benchmarking
· Task Area 4 - Business Process Reengineering
· Task Area 5 - Requirements Analysis
· Task Area 6 - Market Research and Prototyping
· Task Area 7 - Information and Knowledge Engineering
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks.
6.1  Task 1 - Program Management Support.  The contractor shall provide program management and programmatic support to enable DHS to execute outreach projects designed to integrate wireless geospatial information and technologies across the DHS Enterprise Architecture and identify the appropriate insertion points for the application of wireless geospatial technologies to geospatially enable specific DHS operations.  Representative(s) designated by the DHS WMO Program Manager and the DHS GMO Project Manager will serve as the management and technical liaison(s) between the DHS components requesting the pilot and the contractor(s) charged with execution of the pilot. In support of this effort, the contractor shall develop a DHS Wireless Geospatial Portfolio Management Program Plan.  The programmatic support that will be provided by the contractor includes:

· Outreach to DHS components;

· Definition of wireless geospatial pilot project requirements;

· Participation in user needs assessments, requirements gathering, and definition of wireless geospatial capabilities for pilots;

· Establishment of performance measures for pilots;

· Coordination and collaboration between parallel pilots;

· Coordination and collaboration between pilots and the Homeland Security Geospatial Enterprise Architecture;

· Serve as liaison between DHS components and contractors executing pilots;

· Strategic planning for integration of pilots into the DHS Enterprise Architecture;

· Provide budget and resource allocation recommendations to existing and future pilot implementations;

· Provide recommendations for the transition of pilots into the DHS Enterprise Architecture.

Each pilot project is described in greater detail below in Sections 6.2 through 6.4, including task-specific information, scope, background, project level objectives and subtasks.

6.2  Task 2 - Transportation Security Administration Wireless Pilot Project Oversight and Coordination - Initial Operational Situational Awareness Capability.
6.2.1  General.  This task supports the DHS and Transportation Security Administration (TSA) Geospatial Working Group by defining the wireless implementation of an Initial Operational Situational Awareness Capability (IOSAC).  The contractor shall analyze wireless geospatial technologies and develop a technological foundation that addresses detection of national infrastructure threats and vulnerabilities as a preventative effort and supports tactical operations during and after an incident.

6.2.2  Scope.  The IOSAC is designed to establish an Initial Operating Capability (IOC) for implementing wireless vulnerability assessment, threat assessment, and response capabilities supporting DHS stakeholders (e.g., Aviation Operations, Maritime and Land Security, and the Transportation Security Coordination Center (TSCC)). Support includes the definition of the stakeholders’ business operational wireless requirements, evaluation of existing capabilities, definition and implementation of an IOC, and scoping of long-term capabilities, content, and capacity needed to scale the pilot projects to other DHS stakeholders. The pilot projects will address scenario-based vulnerabilities as well as coordination and response issues developed during business analysis.  The Project Manager will manage and oversee the TSA pilot, with support from the contractor. The contractor will assist DHS to ensure execution of this pilot in accordance with the TSA pilot SOW; coordinate the objectives and outcome of this pilot with other pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the TSA pilot; ensure that the wireless geospatial requirements of the sponsoring agency are addressed in the pilot; make recommendations for the transition of the pilot project into the DHS Enterprise Architecture; and coordinate the outcome of the pilot with other DHS components that have a vested interest in the success of this pilot.

6.2.3  Background.  Based upon operational requirements articulated by the TSCC Director, the TSA Aviation Security Measures Director, the TSA Infrastructure for Maritime and Land Security Director, the DHS GMO, and the DHS WMO, DHS requires development of the IOSAC for determining vulnerabilities and responding to incidents related to our nation’s transportation infrastructure.  The wireless pilots will be instrumental in furthering the TSA Strategic Plan, particularly in achieving the goals of domain awareness, identifying preventative/protective measures to mitigate risk to the transportation infrastructure, and improving organizational effectiveness.

6.2.4  Project Objectives.  The main objectives of the work specified in this SOW are to assist DHS and TSA in the identification of threats and vulnerabilities to our nation’s transportation infrastructure, to raise situational awareness of those threats and vulnerabilities, to identify wireless geospatial technologies that provide for the mitigation, response, and/or recovery from those threats should they be realized, and to employ wireless geospatial technologies to enhance the coordination efforts of TSA with other federal, state, local, and tribal stakeholders.  In order to meet these objectives, the contractor shall define, select, and/or establish aviation, ground, and maritime transportation environment vulnerability models capable of handling wireless geospatially-referenced data and processing of data for determining vulnerability priorities.  The contractor shall employ the vulnerability model(s) in a pilot project for determining the vulnerabilities at an existing “high-visibility” aviation, ground, and/or maritime transportation facility. The contractor shall implement and integrate the underlying database(s) required to support vulnerability assessments of the pilot project. The contractor shall recommend and implement a solution to enable real-time wireless dissemination of information to, and collaboration with DHS personnel and other stakeholders at the “high visibility” facility(ies) from the TSCC. The pilot project will have both classified and unclassified information components.

6.2.5  Subtasks.

6.2.5.1  Business Requirements Analysis.  A business requirements analysis shall be performed prior to commencement of the development on the pilot projects.  The business requirements analysis shall define the stakeholders; business drivers; transportation infrastructure vulnerabilities, threats, and risks; wireless geospatial information needs; wireless voice, data, and/or multimedia needs; and dissemination methods of transportation security information.  The contractor shall:

· Identify the stakeholders involved in transportation security, the mitigation of transportation security threats and vulnerabilities, and practitioners involved in the day-to-day security of the nation’s transportation infrastructure.

· Identify existing vulnerability assessment and mitigation strategies employed by the TSA and designed to detect vulnerabilities, threats, and risks to aviation, ground, and/or maritime transportation environments.

· Define ‘vulnerability factors’ through the conduct of business requirements gathering and analysis of stakeholder needs. 

· Analyze and prioritize threats and vulnerabilities to all transportation modes.

· Define the wireless geospatial information needs for determining vulnerability of the nation’s transportation infrastructure, the mitigation of those vulnerabilities, and the response and recovery should those vulnerabilities be exposed through deliberate attacks on the nation’s transportation system.

· Define the communication methods for wireless geospatial information dissemination to support the business of transportation security vulnerability assessments and mitigation.  This shall include, but not be limited to, requirements for communication between the TSCC and corresponding federal, state, local, and tribal stakeholders.  This shall address the “push and pull” of wireless geospatial information between the TSCC and all stakeholders across a wireless infrastructure and wireless devices.

6.2.5.2  Capability Definition and Evaluation.  The contractor shall define the wireless capabilities required to support the business needs for transportation security.  Capabilities should support business and information requirements identified in Section 6.2.5.1, Business Requirements Analysis.  Said capabilities shall be prioritized according to IOC, mid-term capability, and long-term capability.  Long-term capabilities will be vetted in accordance with the DHS Investment Review Process.  The contractor shall:

· Identify existing threat/risk models employed by TSA for aviation, ground, and/or maritime transportation environments.

· Evaluate existing models and/or tools used to support TSA Man Portable Air Defense System (MANPAD) vulnerability assessments.

· Evaluate applicability of building upon existing consequence assessment and dispersion models for use in aviation, ground, and/or maritime transportation environments. Evaluation shall include examination of the Consequence Assessment Tool Set (CATS) and Hazard Prediction and Assessment Capability (HPAC) tools.

· Define the capabilities of aviation, ground, and/or maritime transportation vulnerability and mitigation wireless geospatial tool set based on TSA business requirements and information needs.

· Define risks and alternative solutions associated with the capabilities of this wireless geospatial tool set.

· Provide a detailed scope and project plan for development and implementation of a scalable and extensible wireless geospatial tool set and supporting database(s).  Associated documentation must support the DHS Investment Review Process.

6.2.5.3  Address Scenario-Based Vulnerabilities.  Using the information collected in Section 6.2.5.1, Business Requirements Analysis, and the capabilities defined in Section 6.2.5.2, Capability Definition and Evaluation, the contractor shall apply the tool-based capabilities to:

· Define an appropriate threat/risk algorithm(s) and or model(s) based on the identified threat/risk factors, and, through appropriate weighting factors, enable the determination of priority threat/risk (for predictive and post-threat/risk modeling).

· Determine whether the threat/risk algorithm(s) is(are) adequately addressed in existing threat/risk models (for predictive and post-threat/risk environments).

· Select aviation, ground, and/or maritime transportation threat/risk model.

· Apply capabilities-based tools and/or model(s) in a predictive mode. This model must be capable of handling multi-threat environments that include aviation, ground, and/or maritime transportation facilities. Determine threat/risk levels for the facility(ies).

· Evaluate the threat/risk model for effectiveness.

· Apply the capabilities-based tools and or model(s) in a post-event mode. This model must be capable of handling multi-threat environments that include aviation, ground, and/or maritime transportation facilities. Determine the courses of action for the stakeholders including the deployment of assets to respond to the event.

· Evaluate the resource allocation capabilities of the capabilities-based tool set and/or model(s).

6.2.5.4  Transportation Security Coordination Center Initial Operating Capability.  The contractor shall define the IOC to support TSCC operations based on the Business Requirements Analysis outlined in Section 6.2.5.1. IOC will include implementation of a baseline Common Operational Picture (COP), capabilities-based analytical solutions, and wireless geospatial information dissemination strategies employed to and from the TSCC.  Specifically, the contractor shall:

· Implement the baseline COP from which stakeholders can obtain and share situational awareness prior to, during, and post incident identification.

· Implement wireless capabilities-based solutions using analytic and detection technologies to manage information regarding potential threats to persons, cargo, and commerce in the transportation arena.  

· Implement wireless communications-based information dissemination between the TSCC and stakeholders at all levels of involvement.

6.2.5.5  Initial Operational Situational Awareness Capability.  The IOSAC shall provide a specific, vertically integrated capability in support of Homeland Security needs.  It shall initially focus on a selected set of problems, information needs, and solutions.  The IOSAC shall initially be deployed and operated over a geographically limited area.  It shall be based on sound engineering principles, consistent and interoperable with plans for broader geoprocessing applications throughout DHS, and shall therefore be robust, flexible, extensible, and scalable to the maximum extent possible. This shall facilitate the development of a long-term strategy for the rollout of proven capabilities for broader use throughout DHS.  Effective engineering of the operational, technical, system, hardware, software, and data aspects of the IOSAC is required to achieve an effective and robust near-term vertically integrated model of an operational, wireless geoprocessing tool that can immediately improve Transportation Security operations.  A significant, high visibility hub of transportation shall be selected for the field portion of the IOSAC development and assessment. A site survey shall be conducted to determine the nature and availability of local physical, security, and information technology infrastructure. Availability of local data, data feeds, wireless communications, and network connectivity shall be determined.  The emphasis shall be on use of in-place assets to the maximum extent possible and the augmentation of these assets as required. The participation of the organizations from the national to the local level shall be determined through planning and programmatic and technical discussions during the site surveys. It is anticipated that federal, state, local, and tribal Law Enforcement Organizations (LEO), Emergency Medical Services (EMS), and certain Department of Defense (DoD) organizations shall all be involved in the planning, use, and evaluation of the IOSAC.

6.2.5.5.1  Development Method.  A swift spiral development methodology shall be used to permit rapid elicitation of requirements, development and deployment of capabilities, use and evaluation of capabilities, and evolutionary revision of requirements and capabilities.  This methodology shall permit rapid deployment of wireless operational capabilities that are readily extended and scaled in functionality, robustness, and breadth of use.  This effort shall be conducted during calendar year 2004 and shall plan and execute spiral developments of selected new capabilities every 3-4 months.  The contractor shall provide support to develop Performance Measures and Investment Review Documents, which are required to facilitate rollout of the capability to a broader deployment.

6.2.5.5.2  Network Capabilities.  While capitalizing on the reuse of in-place wireless communications infrastructure, new wireless network connectivity, computing resources, and personal wireless devices shall be acquired as needed.  Network services shall be available from the DHS TSCC to the IOSAC field site used for the IOSAC.  The IOSAC site shall have local privacy protected and/or secure wireless capabilities to support the local mobile, tactical requirements of the IOSAC. The network approach shall support vertical integration of the DHS TSA chain of command from the TSCC to federal, state, local, and tribal LEOs, EMS, and DoD components that are locally served by the IOSAC on-site privacy protected and/or secure wireless network.

6.2.5.5.3  Integration.  The IOSAC shall demonstrate a successful end-to-end vertical integration from the TSCC to the local organizations and provide a complete solution to a limited problem set over a restricted geographic area. In addition to vertical integration, the emphasis shall be on communication of a common, dynamic situational awareness from the level of local security staff and First Responder to the level of TSCC.  The IOSAC shall investigate the use of publish and subscribe services that are tied to the Alert Notification System.  The use of collaborative tools including interactive collaborative sketching/ whiteboard shall be explored.  The transmission requirements to convey this information over a wireless geospatial communications network shall be analyzed and evaluated.

6.2.5.5.4  Initial Operation/Scenario.  The IOSAC shall support pre-incident (vulnerability and threat assessment, planning, surveillance, etc.) through post-incident (response, etc.) activities associated with maintaining the physical security perimeter against a ground perimeter breach.  It shall support the analysis, planning, and response activities associated with breaching in the case of a Chemical/Biological/ Nuclear (CBN) release from the ground-based breaching object. In addition to local response and collaboration in the post-incident timeframe, the IOSAC shall provide for wireless reporting and collaborating with the TSCC, including backend support such as plume modeling, strategy development, planning, and regional considerations. The emphasis of the IOSAC development shall be enabling wireless geospatial content, capacity, and capability in a mobile tactical environment using privacy protected and/or secure wireless networking.  Major information elements crucial to execution of the initial response shall include wireless communications of the following:

· Alert when an unauthorized object crosses the perimeter

· Communicate what has crossed the perimeter

· Indicate where the perimeter was breached

· Indicate the current location of the breaching vehicle

· Report the current location of response assets

· Indicate the quickest route to the breach and the breaching vehicle

The timeline and activities that shall be supported by IOSAC begin before the incident and contribute to prevention and effective incident pre-planning. These activities also include incident recognition and response through mitigation. Below are examples of activities to which the IOSAC capabilities and data can be applied in response to an unauthorized ground vehicle breach of a secure perimeter for a selected geographic area.

· Infrastructure documentation

· Physical security assets

· Local vulnerability and threat assessment

· Incident pre-planning

· Surveillance

· Detection

· Alerts

· Security Staff

· Operations Center

· Local, Regional, and Federal Authorities

· TSCC

· Assessment

· Coordinated Response

· Dynamic Situational Awareness

· Force Protection

· First Responder

· Recovery

· Mitigation

6.2.5.6  Coordination with the DHS WMO and DHS GMO.  The TSA Pilot contractor shall coordinate all tasks executed under this SOW with the Project Manager.  The DHS Program Manager and DHS Project Manager are responsible for management and oversight of the TSA Pilot. The DHS Project Manager will ensure execution of this pilot in accordance with the TSA Pilot SOW; coordinate the objectives and outcome of this pilot with other pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the TSA Pilot; ensure wireless geospatial requirements of the sponsoring agency are addressed in the pilot; make recommendations for the transition of the pilot project into the DHS Enterprise Architecture; and coordinate the outcome of the pilot with other DHS components that have a vested interest in the success of this pilot.

6.3  Task 3 - Geospatial Service Center Oversight and Coordination.
6.3.1  General.  This section defines the creation and operation of the wireless component of the DHS Geospatial Service Center (GSC).  The GSC reports to the DHS GMO and provides geospatial products, services, and outreach as required supporting the mission of homeland security and DHS stakeholders.

6.3.2  Scope.  The GSC is the operational support center for all mission activities executed by the DHS GMO.  As such, the GSC is responsible for developing and integrating analytic methodologies and processes to deliver geospatially-enabled information and analysis capabilities to the DHS components and homeland security stakeholders.  This includes transmission both by cable-based and wireless-based modalities.  The Project Manager will manage and oversee this effort.  The DHS WMO will support the wireless aspect of GSC operations.  The Project Manager will ensure execution of wireless GSC operations in accordance with the GSC SOW and DHS requirements; coordinate the objectives of the GSC with DHS wireless and non-wireless geospatial pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the wireless GSC operations support; ensure wireless geospatial requirements of the GSC stakeholders and customers are executed; make recommendations for the integration of wireless GSC operations into the DHS Enterprise Architecture; and coordinate the mission of the GSC with other DHS components that have requirements for wireless services provided by the GSC.

6.3.3  Background.  DHS operational requirements direct that the GSC serve as the operational center for DHS geospatial information and support services.  The GSC supports day-to-day requests for mapping and analysis to DHS components and homeland security stakeholders; support to geographically distributed support centers during national emergencies and declarations of disaster; and support to the GMO in their outreach initiatives and educational endeavors in the areas of geospatial information and technologies.

6.3.4  Objectives.  The objective of the GSC is to provide professional, high quality, state-of-the-art geospatial information services at the direction of the DHS GIO and the DHS GMO, supporting the mission of homeland security and DHS stakeholders.  In order to meet this objective, the wireless GSC operations support contractor shall work with the Project Manager to define a Concept of Operations (CONOPS) for the wireless component of the GSC.  The CONOPS will identify the customers of the GSC, the products and services offered, a description of the capabilities of the GSC, and a strategy for providing these capabilities via wireless communications on a routine basis.  The contractor shall be responsible for the execution of the operations outlined in the wireless GSC CONOPS.

6.3.5  Subtasks.

6.3.5.1  GSC Operations Support.  The contractor shall provide support as necessary to ensure the effective operation of the wireless GSC.  Support shall include, but is not limited to the following:

· Collection, processing, and maintenance of wireless geospatial data and information;

· Production of geospatial products and applications and wireless transmission modalities for use by DHS stakeholders; 

· Staffing the wireless GSC on a 24/7 schedule as required to support national emergencies and threats;

· Provision of supplies and equipment required to support the wireless GSC at its National Capitol Region location and, as required, at geographically dispersed locations;

· Performing outreach and training to DHS stakeholders involved in the mission of homeland security.

GSC operations support will include a review of existing wireless GSC standard operating procedures, processes, and continuity-of-operations; site visits to existing geographically dispersed operations as necessary; development of recommendations for operations within the GSC to support national emergencies, threats, incidents, or other homeland security operations; and the development of a wireless GSC CONOPS.

6.3.5.2  Acquisition and Development of Geospatial Data.  Supporting GSC operations will require the collection, processing, and maintenance of geospatial data and information. Information may be obtained through DHS stakeholders including agencies and organizations at the federal, state, local, and tribal levels of Government, as well as through non-Government organizations and vendors in the private sector.  This task may include, but is not limited to assessing data requirements; execution of aerial and/or satellite image acquisition contracts; analysis of geospatial data and information; presentation of geospatial data and analysis results in both hardcopy and digital map products; analysis of wireless transmission methodologies and modalities; support to the development of applications and web services supporting wireless transmission of information to DHS missions and stakeholders; integration of OpenGIS specifications, adoption and implementation of ISO, ANSI, FGDC, and other geospatial standards as required; photogrammetric, image processing, remote sensing support; data conversion, translation, and integration; acquisition of commercial products; coordination with other DHS stakeholders at federal, state, local, and tribal levels of Government; and coordination with other partners including the National Geospatial-Intelligence Agency (NGA), United States Geological Survey (USGS), the U.S. Census Bureau, and DHS components, as necessary.

6.3.5.3  Geospatial Hardware and Software Support.  Support to the wireless GSC may require the contractor to acquire, on behalf of the Government, geospatial hardware and software and wireless communications equipment necessary to carry out the mission of the wireless GSC.  In meeting the wireless GSC requirements and mission objectives, the contractor will follow a vendor neutral approach in all hardware and software acquisition.  The contractor shall ensure compatibility with the DHS Enterprise Architecture.

6.3.5.4  Sustainment.  GSC operations depend on the support of DHS stakeholders.  This support must be maintained through active participation in outreach and educational programs to foster the application of geospatial information and technologies to support the mission of homeland security.  To support this requirement, the wireless GSC will be called upon to serve as a representative of DHS to provide wireless geospatial support services to homeland security agencies and organizations.  Support may include attending meetings; developing capabilities demonstrations and presentations; application development; geospatial analysis; and hardcopy and/or digital map production.  In addition to outreach and education, a robust training program for those personnel responsible for delivery of wireless GSC services may be implemented.  As requested by the Government, the contractor shall develop and deliver standard and custom training requirements documentation, packages, courses, and programs to be conducted at Government and/or contractor sites.

6.3.5.5  Coordination with the DHS WMO and DHS GMO.  The wireless GSC contractor shall coordinate all aspects of the tasks defined within this SOW with the designated Primary TM, who by delegation of authority from the Alternate TM, is responsible for management and oversight of the wireless GSC, and will ensure execution of wireless GSC operations in accordance with the GSC SOW; coordinate the objectives of the wireless GSC with DHS geospatial pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the wireless GSC operations support; ensure geospatial requirements of the GSC stakeholders and customers are executed; make recommendations for the integration of wireless GSC operations into the DHS Enterprise Architecture; and coordinate the mission of the wireless GSC with other DHS components that have requirements for services provided by the wireless GSC.

6.4  Task 4 - Common Enforcement Environment Wireless Pilot Project Oversight and Coordination.
6.4.1  General.  This section defines the implementation of a Pilot Project to support the wireless requirements of a DHS and Border and Transportation Security Directorate (BTS), Bureau of Customs and Border Protection (CBP), and Bureau of Immigration and Customs Enforcement (ICE) geospatial team examining the use of geospatial information and technologies for incorporation into the Enforcement Case Management System (ENFORCE) including the booking (ENFORCE Booking - ENFORCE/IDENT) and Enforcement Integrated Database (EID) to provide location-based intelligence products in support of the mission of homeland security. This project will be designated as the Common Enforcement Environment (CEE) Pilot Project.

6.4.2  Scope.  The BTS CEE Wireless Pilot Project is designed to establish an IOC for spatially enabling ENFORCE and EID to support BTS and other potential stakeholders (i.e., CBP, ICE, U.S. Border Patrol (USBP), and TSA) using wireless geospatial information and technologies. Support includes the definition of stakeholder business requirements, evaluation of the need for wireless geospatial capabilities, identification of necessary business process streamlining or improvement, opportunities for incorporating the collection and use of georeferenced data and information, and the execution of location-based intelligence analysis for critical decision-making and planning.  The contractor’s support to this task will include management and oversight of the CEE Wireless Pilot.  The contractor will ensure execution of this pilot in accordance with the CEE Wireless Pilot SOW; coordinate the objectives and outcome of this pilot with other pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the CEE Wireless Pilot; ensure wireless geospatial requirements of the sponsoring agencies are addressed in the pilot; make recommendations for the transition of the pilot project into the DHS Enterprise Architecture; and coordinate the outcome of the pilot with other DHS components that have a vested interest in the success of this pilot.  This section defines the implementation of an IOC; scoping of long-term wireless geospatial capabilities; and defining the content and capacity needed to scale up and extend this pilot project to other DHS stakeholders. The pilot project will address enhancing the existing ENFORCE and EID database through the process of spatially enabling the data, providing the ability for proactive and post-event location-based intelligence analysis.

6.4.3  Background.  ENFORCE is a comprehensive incident-based, criminal case history and tracking database, and case-management system cross-referenced with the two-print (fingerprints and biometric) information in IDENT. It has the ability to manage, report, and query information housed in the EID central database. As a front-end subsystem, IDENT provides the capability to positively identify criminal and recidivist aliens through fingerprints and biometrics. Identification is key to total case management as it provides a link from the alien in question to the appropriate databases or information sources.  Positive identification leads to the correct case file, or case history.  Currently, ENFORCE provides the capability to generate statistical reports for enforcement data and information and enhanced management decision-making; data and information on deported criminal aliens; identification and tracking of criminal aliens through charging, hearing, imprisonment, and deportation; and providing proper documentation for evidentiary requirements, and generation of proper charging forms.  ENFORCE is designed to provide the capability to accurately and expeditiously process individuals encountered during enforcement activities. Enforcement includes the following seven principal processes:

· Identification

· Investigation, including preliminary investigations

· Inspections

· Intelligence, including intelligence gathering and analysis

· Detention

· Deportation

· Legal proceedings

At the request of BTS, CBP, and ICE, the DHS WMO will assist DHS in addressing the requirement to implement a wireless CEE Pilot.  This effort will include: enhancing identification of threats through development of spatial pattern analysis for source, destination, and crossing information.  This capability is intended to provide wireless enhancement and visual intuitiveness to the current abilities of federal law enforcement and internal investigative operations conducted within DHS.

6.4.4  Project Objectives.  The main objectives of the work specified in this SOW are to assist BTS, CBP, and ICE in the identification of wireless geospatial requirements necessary to enhance the capabilities of ENFORCE and the EID in meeting the mission requirements of DHS.  This capability will contribute significantly to the seven identified enforcement principal processes, by providing wireless geospatially-referenced data and information for proactive and post event location-based intelligence analysis.  The location-based intelligence will support and enhance situational awareness of potential and recurring criminal activities, and provide DHS with the ability to proactively determine strategic, tactical, and operational courses of action.  Location-based intelligence will enable BTS, CBP, and ICE to perform proactive and post-incident spatial analysis in order to develop appropriate courses of action to detect, observe, intercept and interdict, impede, diminish, and ultimately eliminate criminal activities in the form of alien, contraband, and drug smuggling.  Location-based intelligence will enable BTS, CBP, and ICE to develop appropriate response levels in determining the effective and efficient commitment of resources (personnel, equipment-vehicle, radios, etc.) to a pre-determined response-level.  In addition to specific law enforcement responsibilities, this capability also will provide CBP with wireless location-based intelligence critical in meeting the mission requirements of the Border Safety Initiative (BSI).  Again, location-based intelligence of recurring events will enable the BSI to appropriately identify clustering of alien health and safety events, determine appropriate support level, and enable more effective allocation and pre-staging of emergency response equipment and personnel.  In order for the contractor to meet these mission requirements, the contractor shall accomplish the following:

· Spatially enable wireless incident-based case tracking, case processing, and generation of status reports.

· Spatially enable wireless path analysis for intelligence linking and criminal investigations.

· Provide wireless geospatial analysis, modeling, and simulation capabilities for decision-making in detention and deportation management.

· Provide geographically referenced based reports and geographically referenced statistics generation capabilities.

ENFORCE has been historically associated with the mission areas of federal law enforcement, criminal apprehension and booking, case-management and tracking, and legal forms production consistent with the mission and operations of the USBP and legacy Immigration and Naturalization Service (INS) Inspections and Detention and Removal. These activities and operations have always had an implied geographic location related to the specific events that are captured in the EID, but the collection and association of this critical location data with the incident or event data has not occurred with any regularity.  The objective of this pilot project is to review current business processes and identify situations where a geographic location can be captured with an associated event; assist in the determination of whether business process reengineering is necessary for improvement in mission effectiveness, efficiency, and timeliness; assist in reengineering business processes for the wireless collection, collation, and analysis of georeferenced data; and assist in extraction of location-based intelligence for the improvement of strategic, tactical, and operations planning, decision-making, and execution.

6.4.5  Subtasks.

6.4.5.1  Requirements Analysis and Business Process Evaluation.  Prior to the commencement of the pilot project, a business requirements analysis shall be performed.  The business requirements analysis shall define the stakeholders; business drivers; federal law enforcement business requirements; and analysis of business expectations from spatially enabling ENFORCE and the subsequent analysis capabilities that will result from this spatial enablement and wireless transmission of the information.  Activities associated with the requirements analysis include:

· Identification of the stakeholders involved in supporting the DHS federal law enforcement mission; the data collection, dissemination, and use of ENFORCE (federal, state, local, and tribal); and practitioners involved in day-to-day operations currently relying on the data and information provided in ENFORCE.

· Identification of the business functions and processes where wireless geospatial data collection could provide benefit to the operations. The following documents shall be part of the business process review task:

· Strategic Tactical Planning Documents

· Concept of Operations (CONOPS)

· Standard Operating Procedures

· Mission Reporting Documents

· After Action Reports

· Collect System Design Document (SDD) and Functional Requirement Documents (FDRs) for ENFORCE for the purpose of understanding the current data, data structure, metadata, and schema of the EID.

· Define where business process reengineering may be necessary in order to ensure successful integration of wireless geospatial data into ENFORCE and the extraction of location-based intelligence from the data.

· Assist in determining the feasibility of developing new business processes for wireless data collection and input into ENFORCE.

· Define the wireless geospatial information needs required to address the mission of the DHS federal law enforcement community and its stakeholders.

· Define the communication methods for wireless geospatial information dissemination to support the business of border protection and enforcement.  Include requirements for communication between the federal agents/officers and their corresponding state, local, and tribal counterparts.

6.4.5.2  Capability Definition and Evaluation.  The contractor shall define the capabilities required to support the business needs for spatially enabling ENFORCE. Capabilities should support business and information requirements identified in Section 6.4.5.1. Capabilities should be prioritized according to IOC, mid-term, or long-term capability. Long-term capabilities will be vetted in accordance with the Investment Review process.

· Evaluate the ENFORCE system to determine what intelligence and information currently captured and stored in the system should be spatially enabled during collection.  Develop a methodology for collecting and storing this information.

· Evaluate the business needs of CBP and ICE to determine what types of geospatial modeling, analysis, and simulation capabilities are required to support their missions. Determine any additional geospatial information needs required to support modeling, analysis, and simulation and how these information needs will be captured, stored, and maintained. 

· Determine the wireless delivery format for the spatially integrated enforcement information. Consider the hardware and transmission methods of delivery including wireless, stand alone, LAN/WAN, and Internet/Intranet.

· Determine the presentation format and system capabilities based on the requirements and business processes outlined in Section 6.4.5.1.

· Based on the identified and recommended business process improvements in Section 6.4.5.1, assist in determining final changes to the existing business processes, to effectively incorporate georeferenced data collection, collation, and evaluation for improvement in mission performance.

· Identify existing mission priorities relating to the enhanced mission capabilities of the spatially enabled ENFORCE system.

· Assist in implementing the improved business processes into the operational environment. Incorporate the business processes and the collection of georeferenced data and information into a wireless CONOPS.

· Assist in implementing the improved business processes into the operational environment to ensure the use of location-based intelligence for strategic and operational planning, decision-making, and execution.

· Define near-term and mid-term performance goals based on mission priorities associated with spatially enabling and wirelessly transmitting ENFORCE.

· Provide a detailed scope and project plan for the development and implementation of spatially enabling and wirelessly transmitting ENFORCE.

· Where appropriate, modify the FDR and SDD creating the appropriate documentation for meeting the DHS Capital Planning and Investment Control (CPIC) and system development process requirements.

6.4.5.3  Implement Initial Operating Capability.  The contractor shall define and implement the IOC to support the wireless spatial enablement of ENFORCE and EID and the provisioning of location-based intelligence to the strategic, tactical, and operational mission of BTS, CBP, and ICE.

· Define the IOC based on the completion of the necessary business and functional requirements gathering, assessment and streamlining of business processes, and the identification of location-based intelligence needs within the prioritized mission requirements of B&TS, CBP, and ICE.

· Design and develop the IOC for spatially enabling and wirelessly transmitting ENFORCE.

· Document the IOC Design through the development of a spatially enabled and wirelessly transmitted ENFORCE Implementation Plan.

· Implement the spatial enablement and wireless transmission of ENFORCE through the CEE Pilot.

6.4.5.4  Coordination.  The CEE Pilot contractor shall coordinate all tasks executed under this SOW with the DHS WMO and the DHS GMO, who are responsible for management and oversight of the CEE Pilot. These entities will ensure execution of this pilot in accordance with the CEE Pilot SOW; coordinate the objectives and outcome of this pilot with other pilot projects; serve as the liaison between the DHS pilot project sponsors and the contractor executing the CEE Pilot; ensure wireless geospatial requirements of the sponsoring agency are addressed in the pilot; make recommendations for the transition of the pilot project into the DHS Enterprise Architecture; and coordinate the outcome of the pilot with other DHS components that have a vested interest in the success of this pilot.

7.  Place of Performance.
7.1  TSA-IOSAC.  Major activities shall take place at the TSCC, DHS offices and contractor facilities in the Washington, DC metropolitan area. T ravel to key sites used in the operations, development, and assessment of this effort will be required.

7.2  GSC.  Contractor personnel shall be required to perform all tasks on-site at the Government provided workspaces in the National Capitol Region.  The day-to-day supervision and direct control over the work performed by on-site contractor personnel shall be the sole responsibility of the contractor.  Occasional travel may be required to support meetings with stakeholders.

8.  Period of Performance.  The period of performance is 365 calendar days (21 Apr 2004 - 20 Apr 2005).  Anticipation of follow-on work for an additional four (4) years to extend the period of performance may be exercised at the discretion of the Government.

9.  Delivery Schedule.  The contractor shall ensure the production and delivery of the following deliverables to support the tasks identified in Sections 6.1 through 6.4:

	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1
	Geospatial Outreach and Communications Plan including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	61
	Pilot Project Performance Measurements including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	Pilot Project Transition Plans including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	Budgetary and Resource Allocation Recommendations, As Required
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	TSA Pilot Project Implementation Plan for the DHS Enterprise including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	GSC Strategic Plan Supporting DHS Operations including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	BP Pilot Project Implementation Plan for the DHS Enterprise Architecture including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	CEE Pilot Project Implementation Plan for the DHS Enterprise Architecture including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	Recommendations of Future Pilot Projects
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.1
	Geospatial Portfolio Management Program Plan including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Business Requirements Analysis Results & Recommendations
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Capabilities Definition and Evaluation Report including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Concept of Operations (CONOPS) for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Data Repository Concept and Design for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD


	6.2
	System Design and Integration Document for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Pilot Project Results including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Final Report
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.2
	Investment Review Support Documentation

· Requirements Traceability Matrix

· Risk Management Plan

· Acquisition Plan

· Cost Benefit Analysis

· System Security Risk Assessment

· System Design Document 

· CONOPS Documentation

· Performance Metrics

· Executive Briefing Materials
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	GSC CONOPS including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Geospatial Services including Wireless Geospatial requested at the direction of the DHS WMO and DHS GMO
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Geospatial Products including Wireless Geospatial as requested by direction of the DHS WMO and DHS GMO
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	SOP for the GSC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Geospatial Data Acquisition and Delivery Strategy including Wireless Geospatial to support GSC Operations
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Geospatial Hardware and Software Acquisition Strategy including Wireless Geospatial to support GSC Operations
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Geospatial Training Requirements, Strategy, and Execution including Wireless Geospatial for GSC Operations
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Support to DHS WMO and DHS GMO Outreach and Education 
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Business Requirements Analysis Results & Recommendations
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Capabilities Definition and Evaluation Report including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Business Process Reengineering Recommendations including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	CONOPS for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Data Repository Concept and Design for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	System Design and Integration Document for Pilot IOC including Wireless Geospatial
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Pilot Project Results
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Final Report
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	Investment Review Support Documentation

· Requirements Traceability Matrix

· Risk Management Plan

· Acquisition Plan

· Cost Benefit Analysis

· System Security Risk Assessment

· System Design Document

· CONOPS Documentation

· Performance Metrics

· Executive Briefing Materials
	Contractor-Determined Format
	Standard Distribution*
	TBD

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  TSA-IOSAC.  Contractor personnel shall hold a final SECRET clearance and an approved DHS suitability prior to commencing work on this project.  Key personnel identified by the Government shall additionally be required to have a TOP SECRET/SCI based on an SSBI.  The Government shall provide the required security billets through established approval and management processes.

11.  Government-Furnished Equipment/Government-Furnished Information (GFE/GFI).  The contractor shall identify all GFE and GFI that are required for the successful performance of this SOW as part of the proposal.

12.  Other Pertinent Information or Special Considerations.

a.  Identification of Potential Follow-on Work. It is anticipated that follow-on task orders will be awarded within a four-year period following the initial 12 months of performance.


b.  Identification of Potential Conflicts of Interest (COI).  None noted at this time.


c.  Identification of Non-Disclosure Requirements.  None noted at this time.


d.  Packaging, Packing and Shipping Instructions.  None noted at this time.


e.  Inspection and Acceptance Criteria.  None noted at this time.


f.  Incremental Funding.  It is anticipated that funding profile will include incremental funding and Subject to Availability of Funds orders.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria
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