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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore - Base Year
	1
	Lot
	$828,020.00
	$828,020.00

	
	Combat Information Transport System (CITS) Medical Information Technology Transition (MITT) Last Mile Design (LMD), in accordance with the attached statement of work (SOW), dated 19 Aug 04 (00249.00).  Northrop Grumman Information Technology (NGIT) proposal dated, 13 Sep 2004, is incorporated by reference.

The period of performance is 365 calendar days (30 Sep 2004 through 29 Sep 2005).

The contractor is authorized to invoice monthly for actual hours performed or other direct costs (ODCs) as they are incurred.

PURCHASE REQUEST NUMBER: NMIPR045203947


	

	
	TOTAL ESTIMATED PRICE
	$828,020.00

	
	CEILING PRICE
	

	
	ACRN AA Funded Amount
	$828,020.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	1001
	Encore - Option Year (OY) 1
	1
	Lot
	$660,693.00
	$660,693.00

	OPTION
	CITS MITT LMD, in accordance with the attached SOW, dated 19 Aug 04 (00249.00).  NGIT proposal dated, 13 Sep 2004, is incorporated by reference.

The period of performance for OY1 is 365 calendar days (30 Sep 2005 through 29 Sep 2006).

The contractor is authorized to invoice monthly for actual hours performed or ODCs as they are incurred.


	

	
	TOTAL ESTIMATED PRICE
	$660,693.00

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$828,020.00


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	2001
	Encore - OY2
	1
	Lot
	$654,684.00
	$654,684.00

	OPTION
	CITS MITT LMD, in accordance with the attached SOW, dated 19 Aug 2004 (00249.00).  NGIT proposal dated, 13 Sep 2004, is incorporated by reference.

The period of performance for OY2 is 365 calendar days (30 Sep 2006 through 29 Sep 2007).

The contractor is authorized to invoice monthly for actual hours performed or ODCs as they are incurred.


	

	
	TOTAL ESTIMATED PRICE
	$654,684.00

	
	CEILING PRICE
	

	
	Funded Amount
	$0.00


FOB:  Destination

Section C - Descriptions and Specifications
CLAUSES INCORPORATED BY FULL TEXT

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 19 Aug 2004
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	0068

	Encore Tracking Number:
	00249.00

	Follow-on to Encore Contract and Task Order Number:
	Not Applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	ESC/NI-5

	Department of Defense Activity

Address Code (DODAAC):
	FA8705

	Address:
	5 Eglin St., Hanscom AFB, MA  01731

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	ESC/NI-5

	DODAAC:
	FA8705

	Address:
	5 Eglin St., Hanscom AFB, MA  01731

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Combat Information Transport System (CITS) Medical Information Technology Transition (MITT) Last Mile Design (LMD)

3.  Background.  As a result of the Air Force Information Technology (IT) Summit in 2000, Lieutenant General Carlton (AF/SG) and Lieutenant General Woodward (AF/SC) committed to merging medical and AF networks to accommodate the "One Air Force, One Network" policy and initiated the Medical Information Technology Transition (MITT) Last Mile effort.  The centrally-funded Last Mile effort will integrate medical data communication infrastructure with AF base data communications infrastructure in a standardized design, all placed under base Network Control Center (NCC) and MAJCOM Network Operations and Security Center (NOSC) management.  The United States Air Force Electronic Systems Center (ESC) is implementing the Combat Information Transport System (CITS) Medical Information Technology Transition (MITT) Last Mile effort at specific locations requiring this support.  This task will require the contractor to close backdoor medical data circuits, test to ensure that medical traffic can effectively flow to/from medical facilities across all pertinent AF network assets, and identify and correct any AF network assets which might impede effective medical traffic flow.  (For purposes of this introduction, it suffices to broadly define a backdoor as a connection which does not traverse appropriate network-boundary protection devices.  These network boundary devices reside at DoD, AF, MAJCOM, and base levels.)  Specifically, this might include implementation and testing of a Medical Service Delivery Point (SDP) router with Virtual Private Network (VPN) capabilities, implementation of redundant CITS equipment for load balancing purposes, re-configuration of equipment (e.g., modification of firewall and router Access Control List rules) to re-route and/or accommodate medical traffic.  Closing backdoors mitigates security risks to Air Force networks by ensuring that boundary protection is applied to medical data traversing the networks.  Because closure of backdoors will yield higher traffic loads through the base’s Information Assurance (IA) suite of equipment, additional equipment (e.g., firewalls, switches, routers, etc.) will be implemented in the IA zone as part of the MITT Last Mile effort if increased traffic loads warrant their placement.

4.  Objectives.  Install, test, and turnover the MITT LMD system at thirty (30) Air Force installations.  No installation, test, or turnover is required for ENSC and CITS labs.  Phone support will be required when Helpdesk or lab personnel have questions regarding the installation.  See Exhibit 1 for the MITT LMD base reference/ schedule sequence.  Train Air Force personnel and CITS Helpdesk personnel to use the MITT LMD.

MAJCOMs:  Air Combat Command (ACC), Air Force Materiel Command (AFMC), Air Force Space Command (AFSPC), Air Mobility Command (AMC), Pacific Air Forces (PACAF), United States Air Forces in Europe (USAFE), Air Education and Training Command (AETC), Air Force Reserve Command (AFRC), and Air National Guard (ANG). A MAJCOM, as defined here, consists of a NOSC (and possibly an alternate or secondary NOSC), and a number of subordinate NCCs.  The MITT installs will be performed by base - that is, each NCC will be completed as a single system install.

DRUs:  United States Air Force Academy (USAFA), Bolling AFB, and Air Force Special Operations Command (AFSOC) (DRU-equivalent located at Hurlburt Field).  DRU/DRU-equivalent installs shall be considered single-site systems and installed accordingly 

Provide the same suite of hardware/software for the CITS MITT installation at the CITS Enterprise Network Support Center (ENSC), also known as the CITS Helpdesk.  Also, provide one set of NCC equipment to the CITS lab.  Contractor installation is not required at the ENSC or the CITS lab because the Government (which, in this case, includes ENSC contract personnel) will perform the installation work.  Generate and validate (integrate into baseline system and test) instructions to upgrade system software versions per CITS PMO direction in order to maintain the CITS baseline system at a vendor-supported version.  The particular software version the Government will direct the contractor to write the instructions to will be identified when the Government directs the contractor to perform this task.

5.  Scope.  The contractor shall survey current Base/Medical Center network architecture and implementation, and then install, test and turnover the MITT system at thirty (30) Air Force installations (See Exhibit 1).  The contractor shall also install and test the Medical SDP router, close high-risk backdoor medical data circuits, modify existing equipment configurations, and install and test additional equipment required for medical traffic flow IAW Encore Contract Section C:

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 3 - Performance Benchmarking
· Task Area 5 - Requirements Analysis

· Task Area 9 - Product Integration
6.  Specific Tasks.
6.1  Task 1 - Management.
6.1.1  Subtask 1 - Program Management.  The contractor shall provide the appropriate management controls necessary to complete this effort.  The contractor shall provide a monthly status report depictingcontract health (cost, schedule, and performance) in accordance with (IAW) the Government-provided format.

6.1.2  Subtask 2 - Schedule.  The contractor shall deliver a resource-mapped schedule that reflects current status as an attachment to the monthly report.  Schedule data (i.e. hours expended) shall coincide with actual hours billed to the Government.  At a minimum, the schedule shall define activities down to work breakdown structure (WBS) level four and tasks of ten (10) days duration or more shall be defined to the next level of detail (e.g., the work package size is 10 days).  The contractor shall group the installations by MAJCOMs and consider MAJCOMs WBS level one and NCCs/NOSCs within each MAJCOM WBS level two.  The contractor shall submit the schedule as a Microsoft Project 2000 electronic file IAW the Government-provided format.  The contractor shall baseline the project schedule/plan upon contractor and Government agreement. The contractor shall save all agreed-upon terms (assumptions), including proposed activity dates and resource assignments. This information will be available to both the contractor and the Government program office for comparison purposes throughout the life of the project.  The negotiated project schedule shall be updated by the contractor and submitted to the Government program office on a monthly basis. Monthly updates shall be submitted in Microsoft Project and shall include, but not be limited to, actual start and finish dates for started or completed tasks, percentage complete for tasks in progress and re-scheduled (new) dates for tasks that may have slipped from the baseline plan. In addition, the contractor shall identify any changes, deletions and/or additions to the schedule. The contractor shall include justification and requests for approval for all schedule modifications.

Deliverables:
B003 - Monthly Status Report (including electronic MS Project schedule file)
6.2  Task 2 - Procurement.
6.2.1  Subtask 1 - Bulk Buy.  The contractor shall purchase all equipment necessary for the execution of this project according to the List of Materials (LOM) provided in Exhibit 3 of this document with the exception of: 1)  CITS contractor lab, because the equipment has already been procured.  Additionally, the only equipment required for the CITS Lab (at Hanscom AFB, MA) is one set of NCC equipment.  Total equipment list comes to 30 NCCs and 3 Labs.

6.2.2  Subtask 2 - Distribute Equipment.  The contractor shall store purchased equipment until deployment as necessary.  The contractor shall also ship equipment to the Government labs at the TM’s written direction.  Last, the contractor shall ship remaining equipment to all NCCs using commercial means.

6.2.3  Warranty Equipment.  The contractor shall purchase three (3) years of next business day 5x8 parts and labor on-site response for all hardware and software except for the Dell equipment.  The contractor shall purchase same day 4-hour 7x24 parts and labor on-site response for the Dell equipment.   In addition, the contractor shall provide options for purchasing additional maintenance for years four and five.  The contractor shall have all equipment warranties start at the same time, regardless of equipment installation date or vendor, to allow for a single enterprise renewal date.  The maintenance start time shall begin at the completion of the 15th NCC.

6.2.4  Other Direct Costs (ODCs).  The contractor shall assume a project time and materials ODC of $350,000.00.  ODC covers the purchase and shipping costs for site-specific equipment, as well as the contractor’s facility costs (if that facility cost is not built into the labor rates).  The contractor shall purchase all equipment outside of the bulk buy through the ODC funding.  This includes site-specific costs, such as cabling and additional servers, media converters, routers, switches, router cards, port adapters, as well as project costs, such as copies, postage, and other miscellaneous supplies (if these items are not part of the contractor facility charge).   The contractor shall provide certified cost/pricing data (IAW FAR 15.406-2) for all equipment purchased outside of the bulk buy.

6.3  Task 3 - Site Survey.  The contractor shall conduct site surveys to prepare the NCCs for the MITT upgrade to the CITS NO/IA system.  The contractor shall use the Government-provided site survey report as a starting point for the site survey.  During the site survey, the contractor shall identify the base-unique list of materials and pre-installation tasks.  The contractor shall record allied support requirements (tasks the contractor needs the base to complete prior to the installation of MITT) in the site survey report.  The contractor shall deliver the site survey report IAW the Government-provided format within twenty (20) workdays of completing the site survey.  The contractor shall complete the Project Support Agreement portion of the site survey for all of the NCCs surveyed within ten (10) workdays of completing the site survey.

Deliverables:
B002 - Site Survey Report
Project Support Agreement (PSA)
6.4  Task 4 - System Implementation.  The contractor shall develop system design and installation instructions (CDRL B025) IAW the GFI CITS MITT LMD System Baseline Design document.  The contractor shall install and integrate the MITT products into the NO/IA system IAW this baseline system design and installation documentation (CDRL B025) at all NCCs and the DRUs/DRU-equivalents specified in Exhibit 1.  The contractor shall be able to engineer and implement design changes (with Government approval) for a specific site or overall, if a problem is surfaced during a site survey or installation that warrants the change (i.e. discover a vulnerability or determine that system does not meet the operational need).  This includes testing the solution before implementing it.

Deliverables:
B025 - System Design and Installation Specification
6.5  Task 5 - System Test and Acceptance.  The contractor shall verify that each NCC has been properly installed by running a Government-furnished subset of the system test procedures prior to cutover and formal system test and acceptance at the NCC.  The contractor shall develop a set of test procedures and document it in the Test Plan (CDRL B017)  The contractor shall test the system IAW this test plan in the previously developed document B017:  Test Plan and Procedures.  The contractor shall perform all of the test procedures at each NCC.  Also, the contractor shall document the above activities by providing site-specific engineering drawings and test report (signed test procedures indicating successful completion of tests).

Deliverables:
B017 - Test Plan
B012 - As-Built Engineering Drawings
B018 - Test Report
6.6  Task 6 - System Sustainment.  Following system acceptance, the contractor shall remain on site for five (5) business days at the NCC to ensure a smooth transition of the system to local operators and perform any necessary troubleshooting and over-the-shoulder training (on-site contractor answering questions while the Government operator uses the system).

6.7  Task 7 - Software Upgrade.  At the direction of the CITS PMO, the contractor shall develop installation and operational procedures, evaluate training requirements, and update and provide training as necessary for upgrading the standard AF firewall.  The contractor shall also integrate these updates into the CITS NO/IA suite of equipment.  The contractor shall evaluate the difficulty of installing the upgrade and recommend whether the contractor or organic personnel should complete the upgrade.  The contractor shall identify to the PMO any functionality that is lost in the new version following the initial evaluation.  Instructions will be submitted to the Government in Technical Order (TO) change pages or Time Compliance Technical Order (TCTO) format, depending on the depth of the changes.  If the upgrade is a TCTO, the TCTO number shall be left blank when submitting the deliverable to the Government.  The Government will assign the TCTO number and distribute the document.

Deliverables:
TO Change Pages or TCTO
7.  Place of Performance.  System installation shall take place at designated Government sites (i.e. Associated NCCs).  Sites include both continental United States and outside continental United States locations.  Preparation (i.e. planning, pre-staging of equipment, etc.) shall be performed at the contractor’s facility.  The number of trips and duration of the trips is dependent on how the contractor proposes to carry out the task.  At a minimum, two trips will be required to the NCCs/DRUs (SS and install).

8.  Period of Performance.  The period of performance is 365 calendar days from date of task order award (10 bases per year of performance).  Two option years to this task order to extend the period of performance after base year obligations expire (10 bases per year) follow the base period of perofrmance.  Modifications may have to be made to this task order to extend the period of performance if the Government causes delays (e.g. because of mission or military events).  The Government reserves the right to shift and modify the schedule as needed.

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Monthly Status Report1
	GFI
	Electronic Copy to TM; Letter Only to CO
	Monthly, on 10th Workday

	3
	SS Report
	GFI
	Electronic Copy to TM
	20 work days after SS completion

	4
	System Design and Installation Instructions
	GFI
	Electronic Copy to TM
	30 days after contract award

	5
	Test Plan
	GFI
	Electronic Copy to TM
	45 days after contract award

	5
	As-Built Engineering Drawings
	GFI
	Electronic Copy to TM
	20 work days after System Acceptance (for each NOSC and NCC)

	5
	Test Report
	GFI
	Hard Copy to TM
	10 work days after System Acceptance (for each NOSC and NCC)

	7
	TO Change Pages or TCTO
	GFI
	Electronic Copy to TM
	At TM direction

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM

1 - Any charges that occurred in a particular month but the did not make it into that month’s billings because of contractor/sub-contractor financial processing, billing, and invoicing cycles will be charged to the month in which they are invoiced.


10.  Security.  Stated work shall be performed at the UNCLASSIFIED level for UNCLASSIFED networks and systems, which may be located at CLASSIFIED facilities.  The Government must always witness the use of auto-discovery or other apparent network intrusive tools.  At a minimum, all contractor personnel that visit a project site shall possess a SECRET clearance in accordance with DD Form 254 (Attachment #4).  Specific base network topologies (physical and logical architectures), IP addresses, firewall and router configurations, traffic characteristics, passwords, and other information that relates to a specific Air Force network is considered both sensitive and proprietary.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  11.1  GFE.  The following will be provided to the contractor within thirty (30) days of contract award:

Suite of LMD equipment

11.2  GFI.  The following GFI is available on the CITS website: https://cits.hanscom.af.mil/
B011 - System Design Document.  Data Item Descriptions for CDRL items B002, B003, B004, B012, B018, and TCTO.

11.3  Deliverables.

· CDRL B002 - Site Survey Report

· CDRL B003 - Monthly Report including Microsoft Project Schedule file (electronic file)

· CDRL B012 - Site-specific As-Built Engineering Drawings

· CDRL B017 - Test Plan and Procedures

· CDRL B018 - Test Report

· CDRL B025 - System Design and Installation Specification

· Department of Defense (DD) form 1149, Requisition Request and Shipping Document

· CDRL TO

· CDRL TCTO

12.  Other Pertinent Information or Special Considerations.  Personnel having specialized experience with Microsoft Operating Systems, Sidewinder firewalls and Cisco routing equipment are required.  

In order to access the CITS website, the contractor shall provide the CITS webmaster (esc.ni.cits.web.team@hanscom.af.mil):

· The IP address range they plan to access the site from

· The name of the person, or people, from each company that will need access

The process to gain access to the information will be as follows:

· The contractor provides PMO with above info

· Access restrictions modified for contractor access

· Username and password e-mailed back to contractor to gain access

The contractor shall adhere to Government Joint Travel Regulations when estimating for and conducting travel for this task order.


a.  Identification of Possible Follow-on Work.  If variables (unknowns) are found during the course of the implementation that were not identified at during the FSE and have implications Air Force-wide, then additional development of training material and updated documentation may be required.  This reference does not include SOW Task 7, the software upgrade.  The software upgrade is not an option to this Task Order, nor is it considered follow-on work.


b.  Identification of Potential Conflicts of Interest (COI).  The contractor may gain access to proprietary Government information during contract performance.  The contractor agrees to enter into company-to-Government agreements to (1) protect Government proprietary information from unauthorized use or disclosure for as long as it is considered proprietary by the Government, (2) to refrain from using the information for any purpose other than that for which it was furnished, and (3) to refrain from disclosing the information to anyone outside the Government.  For information purposes, the contractor shall furnish copies of these agreements to the Contracting Officer and the CITS PMO.  These agreements are not intended to protect information which is available to the Government or to the Contractor from other sources and furnished voluntarily without restriction.


c.  Identification of Non-Disclosure Requirements.  All documentation associated with the TO and TCTOs are U. S. Air Force (ESC/NI-5) proprietary information.


d.  Packaging, Packing and Shipping Instructions.  This project will be carried out using commercial means for shipping end to end for all sites.


e.  Inspection and Acceptance Criteria.  Reference GFI CDRL B017:  Test Plans and Procedures.


f.  Data/Property Rights.  The Government has unlimited rights to all deliverables developed under this Task Order.  COTS products are provided with appropriate vendor pass through licenses.


g.  Compliance.  The contractor shall comply with all the standards listed in Exhibit 3 when installing the MITT system.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are not applicable to this acquisition.
Exhibit 1 - (Selected) Air Force Bases With Medical Traffic
	Reference
	Base

	1
	Langley

	2
	Travis

	3
	MacDill

	4
	Patrick 

	5
	Luke

	6
	LA

	7
	Vandenburg

	8
	Dover

	9
	Columbus

	10
	McGuire

	11
	Hurlburt

	12
	USAFA

	13
	Shaw

	14
	Seymour Johnson 

	15
	Pope 

	16
	Fairchild 

	17
	Scott 

	18
	McCord 

	19
	Altus 

	20
	Tinker 

	21
	Vance 

	22
	Sheppard 

	23
	Dyess 

	24
	Goodfellow 

	25
	Laughlin 

	26
	Randolph 

	27
	Little Rock 

	28
	Lakenheath

	29
	Brooks 

	30
	Lackland 


Exhibit 2 - List of Materials (LOM)
	 
	MITT List of Material
	 DISTRIBUTION

	HARDWARE
	 

	PART NO.
	DESCRIPTION
	QUANTITY
	QTY

	 
	 
	 
	PER NCCSITE

	
	 
	 
	 

	CISCO7206VXR
	Cisco 7206VXR, 6-slot chassis, 1 AC Supply w/IP Software
	30
	1

	PWR-7200
	Cisco 7200 AC Power Supply Option
	30
	1

	PWR-7200/2
	Cisco 7200 Dual AC Power Supply Option, 280W
	30
	1

	CAB-AC
	Power Cord,110V
	30
	1

	S72CK9-12304T
	Cisco 7200 Series IOS IP IPSEC 3DES
	30
	1

	NPE-G1
	7200 Network Processing Engine with 3 GE/FE/E ports
	30
	1

	MEM-NPE-G1-256MB
	Two 128MB mem modules (256MB total) for NPE-G1 in 7200
	30
	1

	MEM-NPE-G1-FLD128
	Cisco 7200 Compact Flash Disk for NPE-G1, 128 MB Option
	30 
	 1

	SA-VAM2
	Cisco VPN Acceleration Module 2
	30
	1

	PA-2FE-TX
	2-Port Fast Ethernet 100Base TX Port Adapter
	Site-specific
	Site-specific

	PA-MC-4T1
	4 port multichannel T1 port adapter with integrated CSU/DSUs
	Site-specific
	Site-specific 

	PA-T3+
	1 Port T3 Serial Port Adapter Enhanced
	Site-specific
	Site-specific

	 
	 
	Product Total:
	

	
	
	
	

	
	
	
	

	
	
	
	

	Grand Total:
	 
	 
	

	
	
	
	

	** - See equipment supplement tab for parts breakdown
	
	

	DELL0180BN-Z
	DELL 2650, DUAL 2.4GHZ XEON PROCESSORS, 2GB RAM, 3 ea. 18GB 15K HDD-RAID5
	Site-specific
	Site-specific

	Footnotes:
	

	( 1 ) Required for redundant power for the ML530 servers
	

	( 2 ) The PN for 1 year of maintenance is MLG-P72-00122
	

	( 3 ) The PN for 1 year of maintenance is MLG-C78-00113
	

	( 4 )The PN for 1 year of maintenance is MLG-228-00753
	

	( 5 ) The PN for 1 year of maintenance is MLG-359-00608
	


	** - See equipment supplement tab for parts breakdown.


Notes

1.  The hardware in this LOM covers 30 MITT locations.  The software covers 30 locations.

2.  The Government expects that products will have to be purchased in addition to the above list to meet site-specific requirements.  This may include, but is not limited to, fasteners, cabling, etc.  These additional site-specific items/products are included as part of ODC.

3.  Part numbers listed above are the manufacturer part numbers.

4.  Unless approved by the Government, there shall be no substitution of equipment on this list.
Exhibit 3 - Applicable Documents
I.  Introduction.  The military standards, specifications, handbooks, and other documents listed within this attachment are mandatory for performance under the contract.  The contractor shall use the versions of these documents specified below, and shall provide certification for each applicable standard as required under the contract.  The following documents of the exact issue shown form a part of the contract to the extent specified elsewhere in the contract.  Where Government documents are in draft form, the corresponding non-Government documents will apply until Government documents become final.

II.  Standards Documents.
A.  Federal Information Processing Standards.
	FIPS PUB 1-2
	Code for Information Interchange, Its Representations, Subsets, and Extensions
	14 Nov 84

	
	
	

	FIPS PUB 86
	Additional Controls for Use With ASCII
	29 Jan 81

	
	
	

	FIPS PUB 107
	Local Area Networks; Baseband Carrier Sense Multiple Access with Collision Detection Access Method and Physical Layer Specifications and Link Layer Protocol
	31 Oct 84

	
	
	

	FIPS PUB 120
	Graphical Kernel System (GKS)
	18 Apr 86

	
	
	

	
	
	

	
	
	

	FIPS PUB 128
	Computer Graphics Metafile (CGM)
	16 Mar 87

	
	
	

	FIPS PUB 152
	Simple Graphical Markup Language 
	

	
	
	

	
	
	

	
	
	

	FIPS PUB 156
	Information Resource Dictionary System (IRDS)
	5 Apr 89

	
	
	

	FIPS PUB 158
	The User Interface Component of the Applications Portability Profile
	29 May 90

	
	
	

	FIPS PUB 161
	Electronic Data Interchange (EDI) 


	30 Sep 91

	
	
	

	
	
	

	
	
	

	
	
	


B.  Military Standards.
	MIL-E-4158E
	Electronic Equipment, Grounding, General Requirements (Amend 3)
	31 Dec 85

	
	
	

	MIL-HDBK-217F
	Reliability Prediction of Electronic Equipment
	2 Dec 91

	
	
	

	MIL-HDBK-300L
	Technical Information File Support Equipment
	1 Oct 81

	
	
	

	MIL-HDBK-419A
	Grounding, Bonding, and Shielding for Electrical Equipment and Facilities
	2 Dec 87

	
	
	

	MIL-STD-118-114A
	Electrical Characteristics of Digital Interface Cards


	30 Sep 85

	MIL-STD-188-124A
	Grounding, Bonding, Shielding for Common Long Haul/Tactical Communication Systems including Ground Based Communication-Electronics Facilities and Equipment
	1 Feb 92

	
	
	

	MIL-STD-188-194
	ISDN
	15 Jun 92

	
	
	

	MIL-STD-454M
	Standard General Requirements for Electronic Equipment Requirement 1
	30 Oct 91

	
	
	

	MIL-STD-461C
	Electromagnetic Emission and Susceptibility Requirements for the Control of Electromagnetic Interference
	15 Oct 87

	
	
	

	MIL-STD-462
	Measurement of Electromagnetic Interference Characteristics
	15 Oct 87

	
	
	

	MIL-STD-490A
	Specification Practices.
	4 Jun 85

	
	
	

	MIL‑STD‑499A
	Engineering Management (Revision A). 
	1 May 74

	
	
	

	MIL-STD-721CD
	Definition of Terms for Reliability and Maintainability.
	23 Oct 91

	
	
	

	MIL-STD-882B
	System Safety Program
	1 Jul 87

	
	
	

	MIL-STD-965A
	Part Control Program
	24 Jul 89

	
	
	

	MIL-STD-973 or as
	Configuration Management
	17 Apr 92

	mutually agreed 
	
	

	
	
	

	MIL-STD-1777
	Internet Protocol
	12 Aug 83

	
	
	

	MIL-STD-1778
	Transmission Control Protocol
	26 Oct 83 

	
	
	

	MIL-STD-1780
	File Transfer Protocol
	10 May 84


	MIL-STD-1782
	Telnet Protocol
	10 May 84

	
	
	

	MIL-STD-2045-38000
	Network Management for DoD Communications (Draft)
	4 Jan 93


C.  Security Related Documents.
	DoD 5200.28-STD
	Security Requirements for Automatic Data Processing (ADP) Systems ("Orange Book")
	Dec 85

	
	
	

	DoD 5220.22-M
	Industrial Security Manual for Safeguarding Classified Information


	Jan 91

	DoD 5220.22-S
	COMSEC Supplement to Industrial Security Manual for Safeguarding Classified Information


	Mar 88

	DoD 5220.22-S-2
	Marking Supplement to Industrial Security Manual for Safekeeping Classified Information.


	Sep 87

	National Telecommunications and Information Systems Security Pamphlet No. 200


	National Policy on Controlled Access Protection
	15 July 87

	NCSC-TG-005
	Trusted Network Interpretation
	Jul 87

	
	
	

	NCSC-TG-009
	Computer Security Subsystem
	Sep 88

	
	
	

	NCSC-TG-028 Version 1
	Accessing Control


	May 92

	CSC-STD-002-85
	Department of Defense Password Management Guideline
	12 Apr 85

	
	
	

	AFSSM 5007
	A Methodology for Addressing DoD Mandated “C2 by 92” for Operational Air Force Systems
	20 Jun 92


D.  National Institute for Standards and Technology (formerly National Bureau of Standards) Documents.
	NBSIR 88-3813
	Initial Graphics Exchange Specification (IGES)
	Jun 88

	
	
	

	NIST Special Pub 500-187
	Applications Portability Profile 500-187
	Apr 91

	
	
	

	NIST Special Pub 500-202
	Stable Implementation Agreements for Open Systems Interconnection Protocols Version 5


	Dec 91

	NISTR 90-4250
	Secure Data Network Systems (SDNS) Network, Transport, and Message Secuirty


	Feb 90

	NISTR 90-4259
	Secure Data Network Systems (SDNS) Access Control Documents
	Feb 90

	
	
	

	NISTR 90-4262
	SDNS Key Management Documents
	Feb 90


E.  Code of Federal Regulations.
	29 CFR OSHA Part 1910.120
	Hazardous Waste Operations and Emergency Response
	1991

	
	
	

	29 CFR OSHA 1910.268
	Telecommunications
	1991

	
	
	

	29 CFR OSHA Part 1910.1200
	Hazard Communications
	1991

	
	
	

	29 CFR OSHA Part 1910.1001
	Asbestos, Temolite, Anthophyllite, and Actinolite Construction Standard
	1991

	 
	
	

	29 CFR OSHA Part 1926.58
	Abestos, Construction Standard
	1991

	
	
	

	40 CFR EPA  Parts 261, 262, and 263
	Hazardous Waste Generation and Transportation 
	1988


F.  DDN Network Information Center Requests for Comments.
	RFC 768
	User Datagram Protocol
	Aug 80

	
	
	

	RFC 783
	TFTP Protocol (rev. 2)
	Jun 81

	
	
	

	RFC 791
	Internet Protocol
	Sep 81

	
	
	

	RFC 792
	Internet Control Message Protocol
	Sep 81

	
	
	

	RFC 793
	Transmission Control Protocol
	Sep 81

	
	
	

	RFC 821
	Simple Mail Transfer Protocol (SMTP)
	Aug 82

	
	
	

	RFC 822
	Standard for the format of ARPA Internet text messages
	Aug 82

	
	
	

	RFC 919
	Broadcasting Internet Datagrams
	Oct 84

	
	
	

	RFC 922
	Broadcasting Internet Datagrams in the presence of subnets
	Oct 84

	
	
	

	RFC 950
	Internet Standard Subnet Procedure
	Aug 85

	
	
	

	RFC 974
	Mail Routing and the Domain System
	Jan 86

	
	
	

	RFC 1001
	Protocol Standard for a NetBIOS Service On A TCP/UDP Transport: Concepts and Methods
	Mar 87

	
	
	

	RFC 1002
	Protocol Standard for a NetBIOS Service On A TCP/UDP Transport: Detailed Specifications
	Mar 87

	
	
	

	RFC 1006
	ISO Transport Service On Top Of The TCP.  Version 3


	May 87

	RFC 1034
	Domain names - concepts and facilities
	Nov 87

	
	
	

	RFC 1035
	Domain names - implementation and specification
	Nov 87

	
	
	

	RFC 1042
	Standard for the transmission of IP datagrams over IEEE 802 networks.
	Feb 88

	
	
	

	RFC 1060
	Assigned Numbers
	Mar 90

	
	
	

	RFC 1067 
	Simple Network Management Protocol (SNMP) Specification.
	Aug 88

	
	
	

	RFC 1094
	Network File System (NFS) Protocol Specification
	Mar 89

	
	
	

	RFC 1101
	DNS encoding of network names and other types
	Apr 89

	
	
	

	RFC 1122
	Requirements for Internet Host - Communications Layers
	Oct 89

	
	
	

	RFC 1123
	Requirements for Internet Host - Application and Support
	Oct 89

	
	
	

	RFC 1155
	Structure and identification of management information for TCP/IP-based internets
	May 90

	
	
	

	RFC 1156
	Management Information Base for network management of TCP/IP- based internets
	May 90

	
	
	

	RFC 1157
	Simple Network Management Protocol (SNMP) 
	May 90

	
	
	

	RFC 1209
	Transmission of IP datagrams over SMDS Service
	Mar 90

	
	
	

	RFC 1213
	Management Information Base for network management of TCP/IP-based internets: MIB-II
	Mar 91

	
	
	

	RFC 1247
	OSPF version 2
	Jul 91

	
	
	

	RFC 1271
	Remote Network Monitoring Management Information Base
	Nov 91

	
	
	

	RFC 1285
	FDDI Information Base
	Jan 92

	
	
	

	RFC 1304
	Definition of Managed Objects for the SIP Interface Type
	Feb 92

	
	
	

	RFC 1327
	Mapping Between X.400 (1988)/ISO 10021 and RFC 822


	May 92

	RFC 1331
	The Point -to-Point Protocol (PPP) for the Transmission of Multi-protocol Datagrams over Point-to-Point Links
	May 92


G.  American National Standards Institute Documents.
	ANSI/ASQC A3-1987
	Quality Systems Terminology
	1987

	
	
	

	ANSI/ASQC Q1-1986
	Generic Guidelines for Auditing of Quality Systems
	1986

	
	
	

	ANSI/ASQC Q90-1987
	Quality Management and Quality Assurance Standards - Guidelines for Selection and Use
	1987

	
	
	

	ANSI/ASQC Q91-1987
	Quality Systems - Model for Quality Assurance in Design/Development, Production, Installation, and Servicing
	1987

	
	
	

	ANSI/ASQC Q92-1987
	Quality Systems - Model for Quality Assurance in Production and Installation
	1987

	
	
	

	ANSI/ASQC Q93-1987
	Quality Systems - Model for Quality Assurance in Final Inspection and Test
	1987

	
	
	

	ANSI/ASQC Q94-1987
	Quality Management and Quality System Elements - Guidelines
	1987

	
	
	

	ANSI T1.606-1990 Including Addn
	Frame Relay
	1990

	
	
	

	ANSI T1.617-1991
	Frame Relay
	1991

	
	
	

	ANSI T1.618-1991
	Frame Relay
	1991

	
	
	

	ANSI X3.4-1986
	7 Bit American National Standard Code for Information Interchange  (ASCII)
	1986

	
	
	

	ANSI X3.139-1987
	Fiber Distributed Data Interface (FDDI)- Token Ring Media Access Control(MAC)
	1987

	
	
	

	ANSI X3T9.5 SMT Ver 7.2 (Draft)
	FDDI Station Management (SMT)
	25 June 1992


H.  Electronic Industries Association Standards.
	EIA-232-E
	Interface Between Data Terminal Equipment and Data Circuit-Terminating Equipment Employing Serial Binary Data Interchange
	July 91

	
	
	

	EIA-310-C
	Racks, Panels, and Associated Equipment
	Nov 77

	
	
	

	EIA-449
	General Purpose 37 Position and 9 Position Interface for Data Terminal Equipment and Data Circuit Terminating Equipment Employing Serial Binary Data Interchange
	Dec 84

	
	
	

	EIA-530
	High Speed 25 Position Interface for Data Terminal Equipment and Data Circuit Terminating Equipment - Including Alternative 26 Position Connector
	Jun 92


I.  Institute of Electrical and Electronics Engineers Standards.
	IEEE 802.1d
	Media Access Control Bridges


	1990

	IEEE 802.2
	Information Processing Systems-Local Area Network-Part 2: Logical Link Control
	1988

	
	
	

	IEEE 802.3
	Standard for Local Area Networks
	1985

	
	
	

	IEEE 802.3A
	Supplement to IEEE 802.3
	1988

	
	
	

	IEEE 802.4
	Token-Passing Bus
	1985

	
	
	

	IEEE 802.5
	Token Ring Access Method
	1985

	
	
	

	IEEE 802.7
	Broadband Local Area Network Recommended Practices
	1988

	
	
	

	IEEE 802.11 Draft
	Wireless LAN
	1992


J.  International Standards Organization Documents.
	ISO 8208
	Data Communications-X.25 Packet Level Protocol for DTE
	15 Mar 90

	
	
	

	ISO 8473
	Data Communications-Protocol for providing the Connectionless-Mode Network Service
	15 Dec 88

	
	
	

	ISO/IS 8613
	Information Processing Systems -- Open Systems Interconnection -- Specification for Office Document Architecture/Office Document Interchange Format(ODA/ODIF)
	1 Sep 89

	
	
	

	ISO 8650
	Open Systems Interconnection-Protocol Specification for the Association Control Service Element
	15 Dec 90

	
	
	

	ISO 8802/2
	Information Processing Systems - Local Area Networks - Part 2:  Logical Link Control
	19 Nov 88

	
	
	

	ISO 8802/3
	Information Processing Systems - Carrier Sense Multiple Access with Collision Detection Access Method and Physical Layer Specifications
	21 Sep 90

	
	
	

	ISO 9314-1
	Information Processing Systems-Fliber Distributed Data Interface (FDDI) part 1: Token Ring Physical Layer Protocol 
	15 Apr 89

	
	
	

	ISO 9314-2
	Information Processing Systems-FDDI part 2: Token Ring Media Access Control Protocol (MAC)
	1 May 89

	
	
	

	ISO 9314-3
	Information Processing Systems-FDDI part 3: Physical Layer Medium Dependent(PMD)
	20 Apr 89

	
	
	

	ISO 9542
	Telecommunications and Information Exchange Between Systems-End System to Intermediate System Routing Exchange Protocol for Use in Conjunction with the Protocol for Providing the Connectionless-mode Network Service
	15 Aug 88

	
	
	

	ISO 9594
	Information Technology-Open System Interconnection-The Directory
	15 Dec 90

	
	
	

	ISO 9595
	Open Systems Interconnection-Common Management Information Service Definition
	15 May 90

	
	
	

	ISO 9596
	Common Management Information Protocol (CMIP) Specification
	May 90

	
	
	

	ISO 10165-1
	Open System Interconnection-Structure of Management Information-Part 1: Management Information Model
	Nov 91

	
	
	

	ISO 10165-2
	Open System Interconnection-Structure of Management Information-Part 2:  Definition of Management Information
	15 Jun 90

	
	
	

	ISO 10165-4
	Open System Interconnection-Structure of Management Information-Part 4:  Guidelines for the Definition of Managed Objects
	Aug 91

	
	
	

	ISO/IEC DIS 10736
	Secure Data Network Systems (SDNS) Transport Layer Security Protocol
	Oct 91

	
	
	

	ISO/IEC CD 11577
	Secure Data Network Systems (SDNS) Network Layer Security Protocol
	Nov 91


K.  The International Telegraph and Telephone Consultative Committee.
	CCITT H.261
	Video Codec for Audio Visual Services at Px64 kbit/sec
	Dec 90

	
	
	

	CCITT H.320
	Narrow Band Visual Telephone Systems and Terminal Equipment
	Dec 90

	
	
	

	CCITT I.121
	Broadband Aspects of ISDN
	Apr 91

	
	
	

	CCITT I.150
	B-ISDN Asynchronous Transfer Mode (ATM) Functional Characteristics
	Apr 91

	
	
	

	CCITT I.361
	B-ISDN ATM Layer Specification


	Apr 91

	CCITT I.362
	B-ISDN ATM Adaptation Layer (AAL) Functional Description


	Apr 91

	CCITT I.363
	B-ISDN ATM Adaptation Layer (AAL) Specification


	Apr 91

	CCITT V.35
	Data Communication Over Telephone Networks
	Nov 88



	CCITT X.25
	Interface between DTE and DCE for terminals operating in packet mode and connected to public data networks by dedicated circuit
	Nov 88

	
	
	

	CCITT X.400
	Message handling system and service overview  
	Nov 88

	
	
	

	CCITT X.402
	MHS:  Overall Architecture


	Nov 88

	CCITT X.403
	MHS:  Conformance Testing
	Nov 88



	CCITT X.407
	MHS:  Abstract Service Definition Conventions
	Nov 88



	CCITT X.408
	MHS:  Encoded information type conversion rules
	Nov 88

	
	
	

	CCITT X.411
	MHS:  Message transfer system: abstract service definition and procedures
	Nov 88

	
	
	

	CCITT X.413
	MHS:  Message Store: Abstract Service Definition
	Nov 88

	
	
	

	CCITT X.419
	MHS:  Protocol Specifications
	Nov 88

	
	
	

	CCITT X.420
	MHS:  Interpersonal Messaging System
	Nov 88

	
	
	

	CCITT X.500
	The Directory - Overview of Concepts, Models, and  Services


	Nov 88

	CCITT X.501
	The Directory - Models
	Nov 88



	CCITT X.509
	The Directory - Authentication


	Nov 88

	CCITT X.511
	The Directory - Abstract Service Definition


	Nov 88

	CCITT X.518
	The Directory - Procedures for Distributed Operations


	Nov 88

	CCITT X.519
	The Directory - Protocol Specifications


	Nov 88

	CCITT X.520
	The Directory - Selected Attribute Types


	Nov 88

	CCITT X.521
	The Directory - Selected Object Types


	Nov 88

	
	
	


L.  Other Documents.
	DDN Protocol Handbook
	Wide Area Network (WAN)
	Dec 85

	
	
	

	Defense Communications Agency (DCA) Circular 310-140-2
	Host Nation Approval (HNA) Connection Approval (CA)
	1 Jul 89

	
	
	

	Defense Information systems Agency (DISA)
	Technical Reference Model for Information Management.  Version 1.3
	31 Dec 92 

	
	
	

	EKMS 702.03
	Electronic Key Management System (EKMS) Services


	Sep 92

	EKMS 702.04
	Electronic Key Management System (EKMS) Registration Manuals


	Sep 92

	EKMS 702.05
	Electronic Key Management System (EKMS) Ordering Manuals


	Sep 92

	EKMS 702.06
	Electronic Key Management System (EKMS) Accounting Manuals


	Sep 92

	
	
	

	NFPA 70-90  
	National Electrical Code


	1990

	
	
	

	USDA/REA PE-90
	REA Specification for Totally Filled Fiber Optic Cable
	28 May 86

	
	
	

	United States European Command (USEUCOM) Directive 100-16 
	HNA Procedures for Communications‑Electronics Equipment
	13 Aug 84

	
	
	

	USEUCOM Directive 100-18
	Connection Approval Procedures for Communications‑Electronics Equipment
	5 Feb 86


M.  Air Force Documents.
	AFOSH STD 127-25
	Confined Spaces 
	Nov 90

	
	
	

	AFOSH STD 127-51
	Communications Cable and Antenna System
	24 Sep 80

	
	
	

	AFOSH STD 161-9
	Exposure to Radio Frequency Radiation
	12 Feb 87

	
	
	

	AFR 127-12
	Air Force Occupational Safety, Fire Prevention, and Health Program
	31 May 90

	 
	 
	

	AFR 205-4
	Industrial Security Program Regulation
	23 Jul 85

	
	
	

	AFR 205-16
	Computer Security Policy
	28 Apr 89


N.  Technical Orders (T.O.).
	T.O.31W3-10-12
	Standard Installation Practices, Air Force Communications Command (AFCC) (E-I STD)-Outside Plant Cable Placement
	1 May 86

	
	
	

	T.O.31W3-10-13
	Standard Installation Practices, AFCC (E-I STD)-Outside Plant Cable Splicing
	15 Jul 80

	
	
	

	T.O.31W3-10-14
	Standard Installation Practices, AFCC (E-I STD)-Outside Plant Cable Termination
	1 Mar 84

	
	
	

	T.O.31W3-10-16
	Standard Installation Practices, AFCC (E-I STD)-Outside Plant Cable Pressurization
	31 Dec 84

	
	
	

	T.O.31-10-6
	Standard Installation Practices, AFCC (E-I STD)-Cable Racks, Troughs, and their  Supports
	15 Aug 73

	
	
	

	T.O.31-10-7
	Standard Installation Practices, AFCC (E-I STD)-Terminating and Soldering Electrical Connections
	15 Apr 73

	
	
	

	T.O.31-10-9
	Standard Installation Practices, AFCC (E-I STD)-Marking Site Layout
	20 Oct 72

	
	
	

	T.O.31-10-10
	Standard Installation Practices, AFCC (E-I STD)-Anchoring Devices for Ground C-E Equipment
	1 Mar 73

	
	
	

	T.O.31-10-11
	Standard Installation Practices, AFCC (E-I STD)-Cross Connections
	15 May 75

	
	
	

	T.O.31-10-12
	Standard Installation Practices, AFCC (E-I STD)-Metal Ducts and Conduits
	15 Jul 73

	
	
	

	T.O.31-10-14
	Standard Installation Practices, AFCC (E-I STD)-RF Connectors and Cables
	14 Dec 79

	
	
	

	T.O.31-10-34
	Standard Installation Practices, Fiber Optic Communication Cables, and Connectors
	15 Apr 88

	
	
	

	T.O.31Z-10-4
	Electromagnetic Radiation Hazards
	15 Oct 81


III.  Availability of Documents.

Copies of the applicable documents not included as part of this contract or as Government Furnished Information (GFI) may be obtained from the respective sources listed in subparagraph A.

A.  Sources and Ordering Information.
1.  Federal Information Processing Standards (FIPS).

United States Department of Commerce

National Technical Information Service

5285 Port Royal Road

Springfield, VA 22161

2.  Military Standards, Specifications, and Regulations (MIL-STDs, DoD-STDs).

Naval Publications and Forms Center

5801 Tabor Avenue

Philadelphia, PA 19120-5099

3.  National Computer Security Center (NCSC) Documents.

Office of Standards and Products

National Computer Security Center

Fort Meade, MD 20755-6000

4.  National Institute for Standards and Technology (NIST) (formerly National Bureau of Standards, NBS) Documents.

National Institute for Standards and Technology

US Department of Commerce 

Washington, DC 20234

5.  Code of Federal Regulations (CFRs).

Superintendent of Documents

US Government Printing Office

Washington, DC 20402

6.  DDN Network Information Center Requests for Comments (RFCs).

DDN Network Information Center

SRI International

Rm EJ291

333 Ravenswood Ave

Menlo Park, CA 94025-3493

Online copies are available via FTP or Kermit from NIC.DDN.MIL 

7.  American National Standards Institute (ANSI) Documents.

American National Standards Institute

11 West 42nd Street

New York NY  10036

8.  Electronic Industries Association (EIA) Standards.

Electronic Industries Association

2001 Pennsylvania Avenue NW

Washington DC  20006

9.  Institute of Electrical and Electronics Engineers (IEEE) Standards.

Institute of Electrical and Electronics Engineers

445 Hoes Lane

PO Box 1331

Piscataway NJ  08855-1331

Tel:  (800) 678-4333

10.  International Standards Organization (ISO) Documents.

American National Standards Institute

1430 Broadway 

New York, NY  10018

11.  National Fire Protection Association (NFPA).

National Fire Protection Association

Batterymarch Park

Quincy, MA  02269
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