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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore - Base Period
	1
	Lot
	$1,397,549.00
	$1,397,549.00 NTE

	
	T&M

Counterintelligence Field Activity (CIFA) Insider Threat Initiative, Phase One:  Defense Threat Reduction Agency (DTRA) Project, as described in the attached statement of work, dated 5 Aug 2004 (Encore 00256.00).  Computer Sciences Corporation (CSC) proposal, dated August 20, 2004, is incorporated by reference.

The period of performance is 365 calendar days (14 Sep 2004 - 13 Sep 2005).

Time-and-Materials (T&M) - Not-to-Exceed (NTE) - the contractor is authorized to invoice monthly for actual labor hours performed and other direct costs (ODCs) as they are incurred.  In accordance with DFARS Subpart 239.73, Acquisition of Automatic Data Processing Equipment by DoD Contractors, the contractor shall submit the documentation required to the Contracting Officer for approval prior to entering into any equipment lease or purchase agreement.

PURCHASE REQUEST NUMBER: H9CI01400182


	

	
	
TOT ESTIMATED PRICE
	$1,397,549.00 NTE

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0002
	Encore - Option Year (OY) 1
	1
	Lot
	$1,315,176.00
	$1,315,176.00 NTE

	OPTION
	T&M

CIFA Insider Threat Initiative, Phase One:  DTRA Project, as described in the attached statement of work, dated 5 Aug 2004 (Encore 00256.00).  CSC proposal, dated August 20, 2004, is incorporated by reference.

The period of performance is 365 calendar days (14 Sep 2005 - 13 Sep 2006).

T&M - NTE - if this option is exercised, the contractor is authorized to invoice monthly for actual labor hours performed and ODCs as they are incurred.  In accordance with DFARS Subpart 239.73, Acquisition of Automatic Data Processing Equipment by DoD Contractors, the contractor shall submit the documentation required to the Contracting Officer for approval prior to entering into any equipment lease or purchase agreement.


	

	
	
TOT ESTIMATED PRICE
	$1,315,176.00 NTE

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0003
	Encore - OY2
	1
	Lot
	$1,365,046.00
	$1,365,046.00 NTE

	OPTION
	T&M

CIFA Insider Threat Initiative, Phase One:  DTRA Project, as described in the attached statement of work, dated 5 Aug 2004 (Encore 00256.00). CSC proposal, dated August 20, 2004, is incorporated by reference.

The period of performance is 365 calendar days (14 Sep 2006 - 13 Sep 2007).

T&M - NTE - if this option is exercised,  the contractor is authorized to invoice monthly for actual labor hours performed and ODCs as they are incurred.  In accordance with DFARS Subpart 239.73, Acquisition of Automatic Data Processing Equipment by DoD Contractors, the contractor shall submit the documentation required to the Contracting Officer for approval prior to entering into any equipment lease or purchase agreement.


	

	
	
TOT ESTIMATED PRICE
	$1,365,046.00 NTE

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0004
	Encore - OY3
	1
	Lot
	$1,416,679.00
	$1,416,679.00 NTE

	OPTION
	T&M

CIFA Insider Threat Initiative, Phase One:  DTRA Project, as described in the attached statement of work, dated 5 Aug 2004 (Encore 00256.00).  CSC proposal, dated August 20, 2004, is incorporated by reference.

The period of performance is 366 calendar days (14 Sep 2007 - 13 Sep 2008).

T&M - NTE - if this option is exercised, the contractor is authorized to invoice monthly for actual labor hours performed and ODCs as they are incurred.  In accordance with DFARS Subpart 239.73, Acquisition of Automatic Data Processing Equipment by DoD Contractors, the contractor shall submit the documentation required to the Contracting Officer for approval prior to entering into any equipment lease or purchase agreement.


	

	
	
TOT ESTIMATED PRICE
	$1,416,679.00 NTE

	
	
CEILING PRICE
	

	
	
	


FOB:  Destination

Section C - Descriptions and Specifications
CLAUSES INCORPORATED BY FULL TEXT

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 5 Aug 2004
	Contract Number:
	DCA200-02-D-5006

	Task Order Number:
	0038

	Encore Tracking Number:
	00256.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitor (TMs).

a.  Primary TM.
	Name:
	

	Organization:
	Counterintelligence Field Activity (CIFA)

	DoDAAC:
	H9CI01

	Address:
	1755 Jefferson Davis Highway, Arlington VA  22202

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	



b.  Alternate TM.
	Name:
	

	Organization:
	Counterintelligence Field Activity (CIFA)

	DoDAAC:
	H9CI01

	Address:
	251 18th Street, Arlington, VA  22202

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Counterintelligence Field Activity (CIFA) Insider Threat Initiative, Phase One:  Defense Threat Reduction Agency (DTRA) Project
3.  Background.  In recent years, there have been numerous convictions of U.S. Intelligence Community personnel for espionage-related offenses.  The damage assessments commissioned in the wake of these prosecutions boldly underscore the failure of the policy, programs and procedures, intended to protect the IC from the threat of betrayal by one of our own, a trusted insider.  Time and again, these assessments have revealed, at a minimum, a widespread lack of commitment to security and counterintelligence and to the necessary partnership between them.  In October 2003, the Deputy Under Secretary of Defense, Counterintelligence and Security (DUSD CI&S), called upon CIFA to develop a plan for the implementation of a plan to address the threat to the Department of Defense (DoD) posed by the trusted insider.  The goal of the resulting Insider Threat Initiative inside CIFA’s Directorate of Operations is the development of an aggressive, comprehensive, and institutionalized insider threat program which leverages the expertise and recommendations of the Information Assurance, Security, and Counterintelligence communities as well as others identified as valuable contributors to this process.  The charter of the Insider Threat Program initiative calls upon DoD to ensure the Insider Threat Initiative is institutionalized, that is, a program grounded in established policy authority and sustained with effective and sustainable architecture, infrastructure, data handling and applications for analysis, modeling and simulation.  The CIFA/DTRA Project anticipated herein represents an important first step toward creating effective and lasting technology that can be used across DoD.  A successful outcome - a first-phase Initial Operational Capability (IOC) that meets the criteria herein - will be both responsive to DTRA’s requirements, while offering the potential for broader applications within DoD and across the Intelligence Community.

The organizing principles of this broader Insider Threat Initiative include the development of Information Systems Auditing and monitoring;  the development of Integrated Information Architecture; development of a robust Insider Threat education, training, and awareness program; achieving a greater synchronization of those DoD components charged with personnel security and CI; and obtaining the unyielding policy support necessary to facilitate the sweeping changes necessary to support the implementation and enforcement of an effective insider threat program.  With regard to the development of an Integrated Information Architecture, the Insider Threat Initiative seeks to incorporate relevant data into a CIFA system upon which DoD can rely in its aggressive effort to confront the witting and unwitting destructive insider.  To achieve a fully functional and responsive information platform, DoD ultimately requires integrated databases capturing information on security violations, operational anomalies, and foreign contacts made attendant to overseas travel or foreign visits to the United States.  Available operational data and intelligence regarding FIS activity, terrorist activity and counterespionage leads must also be incorporated.  To this end, CIFA will develop systems able to detect, mitigate and investigate insider threats.  A first step in that comprehensive system is development of the first phase system described in this statement of work.  Working in collaboration with DTRA, CIFA seeks a contractor to develop:

· A capability to gather, process, and correlate data from DTRA and other sources

· A knowledge-based approach to identify and document normal and abnormal activities and “behaviors”

· Methods and systems to identify the abnormal behavior and analyze for potential insider threat(s)

· A dissemination system to share appropriate results

4  Objective.  To investigate and model “Insider Threats,” to include possible links to FIS or terrorist organizations (hereinafter referred to as the Insider Threat).  The Project will use DTRA data, as well as other data, processes and subject matter experts, together with CIFA technology experts to address the challenge spelled out by the Deputy Under Secretary of Defense for Counterintelligence and Security who has called for a comprehensive, aggressive and institutionalized plan to counter the insider threat.  While the system developed under the Project will address a particular problem at DTRA - aggressive targeting of DTRA personnel overseas - the System that results from this effort is the first step toward implementing that plan constructed for the Insider Threat challenge, first at DTRA and over time across DoD.

4.1  Overview.  The contractor shall construct a system environment wherein data, tools, methods and rules can be evaluated for effectiveness in discovering aggressive targeting by FIS of DTRA personnel overseas. While CIFA anticipates that the system will help in the processing, correlation and analysis of DTRA data, it is expected that the contractor will be mindful of CIFA’s need to accomplish similar data analysis with multiple clients in the same and similar Insider Threat areas. For instance, while not every CIFA customer will have the same data as DTRA, they nonetheless are subject to aggressive targeting of their personnel overseas. The system to be built should have a generic capability to make customer data more amenable to correlation, automation and eventual modeling.  CIFA will provide Project execution, oversight, and management for the DO Insider Threat Program for the Insider Threat Initiative out of the Office of the Under Secretary of Defense for Intelligence (USD (I)).  This SOW is for a one-year period.  An IOC shall be delivered at the end of six months, followed by an incremental improvement four months later.  The last two months are devoted to operational tests and lessons learned for follow-on work.  The contractor, together with CIFA DIS, DIV, DO and DA, to include personnel from the Counterintelligence Law Enforcement Center (CILEC) and others, will interact as required to accomplish all tasks.

4.2  Standards and References.  The following documents form the guidelines for how CIFA intends to execute systems engineering activities across the enterprise.  It should be noted that no single reference is used in its entirety; rather the appropriate engineering approaches are tailored to meet the needs of CIFA. Most, if not all, of the latest versions of these referenced documents are available on the World Wide Web or on “CIFA fyi”, CIFA’s Intranet home page.  Draft or unpublished versions of CIFA documents can be obtained through the CIFA Configuration Management (CM) Master Library.  This document contains no references to other Government (non-DoD) agency standards.  The following standards are applicable to CIFA:

· ANSI/EIA 632, Processes for Engineering a System, Jan 1999

· IEEE 12207.0, Institute of Electrical and Electronics Engineers (IEEE)/Electronic Industries Alliance (EIA) Standard for Information Technology - Software life cycle processes, Mar 1998

· ISO/IEC 15288, International Standards Organization/International Electrotechnical Commission Life Cycle Management - System Life Cycle Processes, 1 Nov 2002

· IEEE 12207.1, Institute of Electrical and Electronics Engineers (IEEE)/Electronic Industries Alliance (EIA) Standard for Information Technology - Life Cycle Data, Apr 1998

· IEEE 12207.2, Institute of Electrical and Electronics Engineers (IEEE)/Electronic Industries Alliance (EIA) Standard for Information Technology - Implementation Considerations, Apr 1998

· IEEE 1220, Institute of Electrical and Electronics Engineers (IEEE) Standard for Application and Management of the Systems Engineering Process, Jan 1999

· MIL-STD-498, Software Development and Documentation, 5 Dec 1994

· MIL-STD-499B, Systems Engineering, Draft, 6 May 1994

4.4.1  Other Documents.
· Systems Engineering Handbook, v2.0, INCOSE, Jul 2000

· Capability Maturity Model for Software, Version 1.1, CMU/SEI-93-TR-24, Software Engineering Institute, Feb 1993

· Systems Engineering Capability Maturity Model (CMM), Version 1.0, CMU/SEI-94-HB-04, Software Engineering Institute, Dec 1994

· Systems Engineering Management Guide, Defense Systems Management College, Jan 1990

· Systems Engineering Fundamentals, Defense Systems Management College, Jan 2001

· DAU Program Managers Tool Kit, v1.0, Defense Acquisition University, Dec 2002

· Department of Defense Joint Technical Architecture (JTA)

4.4.2  Other Related Plans and CONOPS.
· CIFA Enterprise Architecture Program Plan (Draft), 25 Apr 2003

· CIFA Requirements Management Plan (Draft), Sep 2003

· CIFA Data Management CONOPS (Draft), Nov 2003

· CIFA Data Acquisition CONOPS (Draft), Oct 2003

· CIFA Configuration Management Plan (Draft), Oct 2003

· CIFA IV&V Master Plan, Nov 2003

· CIFA SOW for High Performance Knowledge Engineering and Processing

· CIFA Standard Project Life Cycle (To be published)

· DoD Insider Threat Mitigation: Final Report of the Insider Threat Integrated Process Team, 24 Apr 2000

· Insider Threat: Operating Principles, Office of Integrated Defense, CIFA/DO, Jun 2004

· CIFA Insider Threat Initiative:  Implementation Plan, (Draft), Office of Integrated Defense, CIFA/DO, Jun, 2004

· Information Assurance: Legal, Regulatory, Policy and Organization Consideration, 3d Edition, 17 Sep 1997

5  Scope.  This SOW describes specific tasks to be performed working with DTRA, the CIFA Knowledge Management Group (KMG) and other CIFA offices as required, as well as coordination with other DoD agencies, to produce an operational system to enhance DoD’s Insider Threat capabilities.

· Task Area 1 - Enterprise IT Policy and Planning
· Task Area 2 - Integrated Solutions Management
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
6.  Requirements.  All requests for Government decisions on complex subjects, such as issues identified or surfaced in briefings or meetings; recommendations for process and other improvements; requests for purchases; and any similar items requiring a decision by the Government shall, when directed, be accompanied by a one page “technical report” (TR) summary sheet.  The TR shall be in a separately provided Government format and shall address the following:

· Background - Information pertinent to the subject issue

· Issue - Description of the issue

· Options - Possible alternative solutions

· Recommendation - contractor’s best judgment as to the proper course of action to resolve the issue

Any backup material needed to assist the decision maker shall be provided in a separate attachment as necessary.  Throughout the performance period, the contractor will be required to comply with CIFA requirements processes, systems engineering processes, and other related CIFA policies, procedures and guidelines.

6.1  Task 1 - Project Management.  The contractor shall prepare a Project Management Plan to be presented at the contract Kick-Off meeting.  The contractor shall provide a single point of contact for Project management services.  The contractor shall provide a detailed work management plan identifying how the tasks will be accomplished and will be presented and discussed in detail at the Start Work meeting/Post Award meeting five days after contract award. Resumes will be provided prior to the start.  The Start Work meeting/Post Award meeting will be conducted by TM, Assistant TM and the Technical POC.  Any backup material needed to assist the decision maker shall be provided in a separate attachment as necessary.

6.2  Task 2 - Problem Formulation and System Design.  The contractor shall work with DO, the CIFA KMG, other CIFA offices, and DTRA to develop the approach for using data provided by, among others, the DTRA Operations, Security and Counterintelligence Directorate.  Owing to the complexity and sensitivity of the mission area, the contractor shall perform knowledge engineering with all DTRA and CIFA stakeholders to define the problem-set, including the number of data sets required, as quickly as possible. This task also includes the design of the System.

6.3  Task 3 - Establishing the CIFA Site as Part of the DTRA Network.  The contractor shall work with DTRA and CIFA and others as required to establish the system as part of the DTRA network.  If practicable, the contractor site may also become a node on the DTRA network. DTRA has the experience in accomplishing this task, as will take the lead, with contractor assistance.

6.4  Task 4 - Insider Threat Investigation Rules.  The contractor shall work with DTRA, CIFA DO and DA, the Knowledge Management Group and others as specified to develop and/or document investigation rules useful to identify aggressive targeting.  Those rules will be used on the extracted data specified in Task 5.  Those investigation rules will be documented and incorporated as part of the CIFA Knowledge Base.  To the extent practicable, those rules shall remain flexible, open, modifiable, and sharable.  These rules shall be documented and designed to serve as the foundation for additional rules.  These rules shall be vetted with CIFA and DTRA Legal Counsel as necessary.

6.5  Task 5 - Data Preparation, Extraction and Delivery.  The contractor shall prepare all data for analysis.  Where necessary, the contractor shall perform entity extraction from free text.  The contractor shall procure a commercial off-the-shelf (COTS)/Government off-the-shelf (GOTS) data extraction tool if needed.  The contractor shall assist the Government in understanding and evaluating data conversion, interfacing, performance and scalability issues, and any other adoption and system integration issues.  The actual data preparation (or “ingest”) shall be performed by the contractor.  Work shall be performed at CIFA facilities, with demonstrations of the System prototype at Government facilities.  All work shall be at the SECRET collateral level.

6.6  Task 6 - System Development.  The contractor shall integrate COTS/GOTS currently used in CIFA and FTTTF and shall develop code and processes as required to implement the System.  This task will deliver the System’s IOC.  The IOC shall include, inter alia, the capabilities to:

· Query, access, correlate and link DTRA data, and store those data in a database

· Document/develop investigation rules used to analyze the data, and save those rules in the database, and eventually in the CIFA Knowledge Base

· Extract entities from free text, where possible, and make those data available in the CIFA Knowledge base for use by such GOTS/COTS applications as currently used in CIFA and FTTTF for analysis and reporting. At a minimum, the system shall allow the user to do the following:

· View original source documents

· Perform link analysis and, if possible, view results in GIS and timeline analysis tools

· Permit drag-and-drop of analysis to desktop reporting tools

· Contribute to automated Insider Threat analysis by identifying obvious and non-obvious relationships

6.7  Task 7 - Evaluation and Enhancements.  The contractor shall be responsible for conducting demonstrations, tests and evaluations of all System software, systems and processes.  The contractor shall make every effort during this phase to engage DTRA, where practicable, in the design, planning, execution and after-action efforts with the System.  Demonstrations of progress shall be given monthly.  The contractor shall capture and document engineering, performance, and lessons learned, including observations concerning the effectiveness of the hardware/software and integration issues connected with scalability, interfaces, and other factors relevant to deployment decisions and implementation.  The contractor shall provide an enhanced System deliverable at the end of this task.

6.8  Task 8 - Follow-On Evaluations.  The contractor shall include as part of its Final Report a plan for extending and modifying the System, and for performing additional work on the Insider Threat problem for DTRA and a broader community.  The Final Report shall include:

· Recommendations about other tools and methods that could be used to investigate Insider Threats

· Recommendations about hardware, software and analytical and reporting tools to enhance the System

· Other recommendations about additional data, tools, methods, processes and systems that could enhance Insider Threat obvious and non-obvious relationship discovery

7.  Place of Performance.  Work will be performed primarily at the contractor’s facility.  Deliveries and any briefings or other reports shall be made to the Government point of contact in Arlington, VA, with a courtesy copy to the TM.

8.  Period of Performance.  The period of performance consists of a base period of 365 calendar days (14 Sep 2004 - 13 Sep 2005), with three option year (OY) periods, as follows:

· OY1 - 365 calendar days (14 Sep 2005 - 13 Sep 2006)
· OY2 - 365 calendar days (14 Sep 2006 - 13 Sep 2007)

· OY3 - 366 calendar days (14 Sep 2007 - 13 Sep 2008)

Option periods will be exercised at the discretion of the U.S. Government, with a notice of intent to be issued in writing from the Contracting Officer no less than 30 days prior to the intended option period start date.  Such notice of intent does not bind the Government to exercise the option.  Any/all options will be performed officially by formal modification of this order.

9.  Deliverables.  A contract data requirements list (CDRL) is provided at Appendix A.  Progression from one phase of activity shall be coordinated with the TM and PM.  All deliverables are subject to review and acceptance by the TM or PM based on recommendations from the CIFA systems engineering/development and IV&V groups.  Operational deliverables, including systems services, software, hardware, or modifications to operational components that warrant functional verification shall have test plans, tests, and test results/reports prepared by the contractor.  Government acceptance plans, tests, and test results/reports shall be based upon contractor-developed test materials and recommendations.  The Government will review deliverables and accept or reject them within 5 days of receipt.  The contractor shall consider the deliverable accepted if a Government response has not been provided within the 5-day review time.  A rejected deliverable shall be reworked and resubmitted within 10 working days of contractor notification.

9.1  Documentation Preparation.  All documentation, and software integration and functional deliverables will require Government acceptance and approval by the TM or PM.  By mutual agreement with Government, the contractor may tailor the content of various documents and reviews (by reductions in scope and/or content), as long as relevant and pertinent data and information are presented or submitted.  Documentation should be in CIFA-approved formats, if applicable.  For each deliverable, TM or PM review and approval will be completed within 5 days after receipt and be provided after completion to the contractor.  The contractor shall update user and technical documentation when block updates occur.

9.2  Delivery Instructions.  All deliverables shall be submitted to the CIFA CM Master Library with a CIFA Data Submittal Form (DSF).  An item submitted to the CIFA CM Master Library must include:

· Completed DSF

· Softcopy of the item(s) - The softcopy may be provided by email, CD-ROM, or other softcopy media formatted as directed by CIFA in a standard MS Office or PDF file format.  The contractor shall also ensure that any softcopy can be printed without requiring modification on standard CIFA printers using standard U.S. sized paper (letter size - 8.5x11 inches, legal size - 8.5x14 inches, or tabloid size - 11x17 inches).  Items requiring special sized paper will require TM or PM approval first.  All documentation shall use fixed dates - documents submitted with dynamic date fields will be rejected.

· Hard copy of the item(s) - Hardcopy is required for items larger than 20 pages of printed material.  Submitter shall ensure the library finds the quality of the hardcopy legible and of sufficient quality for copying.

· If requested by the Government, the contractor shall provide the original deliverable, or a reproducible copy of any such deliverable, within five (5) working days of receipt of the request.

9.3  Progress Reports.  The contractor shall submit Project data for the work performed hereunder to the CIFA Project management staff, as designated by the TM, by the date identified in Appendix A.  The contractor shall provide the CIFA Project management staff with a written monthly status report that reflects the major efforts relative to the Insider Threat system.  Reports shall be in CIFA-provided format.  The written monthly status report shall include:

· Summary of project and contract activities

· Description of work completed and plans for following month

· Status of Deliverables and Milestones

· Reference meetings attended and meetings planned for the future

· Project schedule depicting status of deliverables/milestones

· Cumulative budgeted and actual hours/dollars in relation to funding level

· Budgeted total and budgeted monthly hours

· Actual hours expended to date for the reporting period

· Actual costs expended to date and for the reporting period (based on actual hours)

· System schedule/cost variances (for >10% variance include explanation / analysis)

· Other Direct Cost/Charge (ODC) progress/costs (including ODC items, licenses and customized third party deliverable)

· Issues and resolutions (with a single page Technical Report for each issue with backup, if any)

· Resource planning/status (FTE status and staffing actions, critical hardware/software delivery, etc.)

· Topics or issues identified by the Government TM or PM (in a single page Technical Report with backup, if any)

9.4  Data Rights.  Government Purpose Rights (GPR) shall apply to all data pursuant to services and deliverables provided under this task order.

10.  Security Classification.  The contractor shall provide personnel to handle classification up to and including the SECRET level.  The contractor shall insure that all technical personnel and the Project manager have appropriate clearances in accordance with the Security Specifications (DD Form 254) of the contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  The Government does not anticipate providing any equipment, property, or information.

12.  Other Considerations.
12.1  Travel.  No long distance travel is anticipated.  If travel is determined necessary, all travel shall have prior written approval from the TM, and will be reimbursed in accordance with the Joint Travel Regulations (JTR).

12.2  Non-Disclosure Agreements.  In the course of performing duties for CIFA the contractor may encounter instances when evaluation of other contractor data, equipment, or software may be required; and due to the interrelationship of our contractor workforce assigned to CIFA, all contractors assigned to a CIFA contract shall sign a non-disclosure agreement in accordance with DFARS 227.7103-7 and/or a CIFA Non-Disclosure agreement.

12.3  Organizational Conflict of Interest.  In day-to-day duties, the contractor employees will encounter situations in which they are performing functions that are advisory in nature to the Government which may involve products, or services from other companies.  The contractor shall provide employees training concerning the implications involved in any violation of FAR Part 9.5 Organizational and Consultant Conflicts of Interest.  This shall be evident by the contractor providing to the Government a signed sheet stating that their employees acknowledge that they are aware of and understand the impact of this part of the FAR.

12.4  Assignment of Personnel.  All personnel planned to work on classified activities associated with this System shall have at least a DoD SECRET clearance prior to beginning work on any classified activities. Personnel with a current Single Scope Background Investigation (SSBI) and TOP SECRET/ SENSITIVE COMPARTMENT INFORMATION (TS/SCI) clearance shall be available if required.  Due to the sensitive nature of these requirements as they relate to national security, the contractor shall have prior written approval from the TM for any reassignments of personnel, positions or projects.  Any new personnel to be assigned to this task order shall have prior written approval from the TM.

12.5  Policy and Procedures.  All contractor personnel working at or on a CIFA contract must comply with all CIFA Security and Administrative policy and procedures.  Copies of all current policy and procedural documents can be located on the CIFA Homepage under the heading CIFA Directory.

12.6  Invoices.  Invoices shall be completed in accordance with the actual contract, purchase order, or task order issued by the contracting activity.  In addition to the contracting requirement, CIFA requires that duplicate Invoices be sent to the address listed below along with a complete invoice breakout to include:  the name of the individual, billable hourly rate, number of hours worked, and any other documents necessary to support the total invoice amount.  This includes documentation to support “Other Direct Costs.”

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

14.  Technical Points of Contact.
Project Manager (PM).
251 18th Street, Suite 400, Arlington, VA  22202

Voice:

Fax:

E-Mail:

Task Monitor (TM).
251 18th Street, Suite 1200, Arlington, VA  22202

Voice:

Fax:

E-Mail:

Business Manager.
251 18th Street, Suite 1200, Arlington, VA  22202

Voice:

Fax:

E-Mail:

Security Monitor.
CIFA Security Manager

251 18th Street, Suite 1200, Arlington, VA  22202

Voice:

Fax:

E-Mail:

APPENDIX A
Contract Data Requirements List (CDRL)
	CDRL
	Task
	Deliverable
	Delivery Date

	A101
	1
	Monthly Status Reports
	Monthly

	A102
	1
	Contract Kick-off Meeting, to Include Project Management Plan and Work Breakdown Structure
	5 Days After TO Award

	A201
	2
	Knowledge Engineering Report and System Design Document
	60 Days After TO Award

	A301
	3
	Establish CIFA on DTRA Network
	60 Days After TO Award

	A401
	4
	Investigation Rules
	90 Days After TO Award

	A501
	5
	Procure, Prepare and Deliver Data
	120 Days After TO Award

	A601
	6
	System IOC
	6 Months After TO Award

	A701
	7
	Evaluation and Lessons Learned
	7 Months After TO Award

	A702
	7
	Enhanced Operational System
	10 Months After TO Award

	A801
	8
	Evaluation and Final Report
	12 Months After TO Award


· NOTE 1.  Format is CIFA standard format or Government specification.  Number and format of copies shall be according to CIFA CM Operating Procedure.

· NOTE 2.  Any classified information shall be submitted as separate Appendices.

· NOTE 3.  An electronic copy of each UNCLASSIFIED deliverable shall be provided to the Encore Contracting Officer at encore@scott.disa.mil.

Section F - Deliveries or Performance
Delivery Information
	CLIN
	DELIVERY DATE
	QUANTITY
	SHIP TO ADDRESS
	UIC

	
	
	
	
	

	0001
	14 Sep 2004 - 13 Sep 2005
	1 Lot
	N/A
	N/A

	
	
	
	
	

	0002
	14 Sep 2005 - 13 Sep 2006
	1 Lot
	N/A
	N/A

	
	
	
	
	

	0003
	14 Sep 2006 - 13 Sep 2007
	1 Lot
	N/A
	N/A

	
	
	
	
	

	0004
	14 Sep 2007 - 13 Sep 2008
	1 Lot
	N/A
	N/A


Section G - Contract Administration Data
CLAUSES INCORPORATED BY FULL TEXT

Accounting and Appropriation Data
AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

AMOUNT:  $1,397,549.00

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
H9CI01400182
$1,397,549.00

Total Task Order Amount
$1,397,549.00
DITCO Point of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Computer Sciences Corporation (CSC)

DUNS:  043991108

CAGE Code:  52939

Contractor POC:

E-Mail Address:

Phone Number:

Fax Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
CREDIT CARD METHOD OF PAYMENT
If payment is to be made via credit card, contact the Contracting Officer listed above.
Section I - Contract Clauses
CLAUSES INCORPORATED BY FULL TEXT

52.217-9 - OPTION TO EXTEND THE TERM OF THE CONTRACT (MAR 2000).

(a)  The Government may extend the term of this contract by written notice to the Contractor within 10 calendar days (insert the period of time within which the Contracting Officer may exercise the option); provided that the Government gives the Contractor a preliminary written notice of its intent to extend at least 30 calendar days (60 days unless a different number of days is inserted) before the contract expires.  The preliminary notice does not commit the Government to an extension.


(b)  If the Government exercises this option, the extended contract shall be considered to include this option clause.


(c)  The total duration of this contract, including the exercise of any options under this clause, shall not exceed 17 Sep 2008.

(End of clause)

