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Section B - Supplies or Services and Prices
	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$1,360,103.43
	$1,360,103.43

	
	T&M

Critical Infrastructure Detection, Analysis, and Reporting (CIDAR), in accordance with the attached statement of work (SOW), dated 14 May 2004 (00268.00).  Northrop Grumman Information Technology (NGIT) proposal dated, 23 Jun 2004, and as revised 13 Jul 2004, is incorporated by reference.

The period of performance is 418 calendar days (9 Aug 2004 through 30 Sep 2005).

The contractor is authorized to invoice monthly for actual hours performed or other direct costs (ODCs) as they are incurred.

PURCHASE REQUEST NUMBER: H98230S2040352


	

	
	
TOT ESTIMATED PRICE
	$1,360,103.43

	
	
CEILING PRICE
	

	
	ACRN AA Funded Amount
	$1,360,103.43


FOB:  Destination

Section C - Descriptions and Specifications
CLAUSES INCORPORATED BY FULL TEXT

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 14 May 2004
	Contract Number:
	DCA200-02-D-5010

	Task Order Number:
	0052

	Encore Tracking Number:
	00268.00

	Follow-on to Encore Contract and Task Order Number:
	Not applicable


1.  Task Monitors (TMs).
a.  Primary TM.
	Name:
	

	Organization:
	S2K

	Address:
	9800 Savage Road, Suite 6329

Fort George G. Meade MD  20755

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	S2K

	Address:
	9800 Savage Road, Suite 6329

Fort George G. Meade MD  20755

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  Critical Infrastructure Detection, Analysis, and Reporting (CIDAR)

3.  Background.  Supervisory Control and Data Acquisition (SCADA) systems, process control systems, control networks, and industrial automation systems are essential components of national critical infrastructure.  These electronic information systems provide automation support to civil and commercial industry applications such as electric power generation and distribution, gas/oil production and distribution, water/wastewater re-distribution, rail transportation, air traffic control, bio/chemical production, manufacturing, building automation, and weather modeling.  SCADA systems are also used extensively in Government defense applications such as permiter security and facility access control systems, ship navigation and propulsion, aircraft control and stabilization, RADAR and missle early warning systems, GPS and satellite systems, and nuclear energy production.  A SCADA system is a combination of hardware, software, and protocols integrated into a network for the purpose of automating the flow of data between field devices and a central controller.  This architecture enables operations personnel to monitor and interactively control infrastructure sensors and actuators from a local or remote human machine interface (HMI).  Advances in Information Technology (IT) in the last decade have resulted in dramatic increases in SCADA popularity and market share across the world.

3.1  To effectively analyze SCADA, it is necessary to maintain a holistic view of an entire network infrastructure.  IT and communications networks are often integrated into and interface with SCADA systems.  The ability to analyze SCADA data requires expertise in all three information domains (information technology systems, communications systems, control systems).  It is also necessary for critical infrastructure analysts to have a keen understanding of the unique operating conditions, technologies, protocols, and configurations commonly found in a SCADA or control systems environment.

3.2  To conduct practical analysis and experimentation on SCADA and control systems, creation of a modeling and simulation laboratory is required.  The SCADA laboratory will support proof-of-concept demonstration and facilitate custom application development.

3.3  This opportunity was brought to the contract by an Encore industry partner.
4.  Objectives.  The primary objective of this SOW is to acquire a contractor that will provide research, analysis, and development support.  In addition, the contractor will also establish a classified research laboratory while maintaining an unclassified workspace to conduct open source analysis.  Work to be performed in the execution of this mission includes the areas listed below:

· Research/Recommend methods to analyze SCADA

· Conduct gap analysis on Government infrastructure to support CIDAR

· Develop a laboratory for research, analysis and development

· Design/Develop a prototype CIDAR system

· Model/Simulate user interfaces using supplied data
· Test/Evaluate the CIDAR system
· Provide operations, support, and training for CIDAR
5.  Scope.  Work performed by the contractor under this task order is intended to support a broad range of technical, engineering, operational, sustainment and management functions pertaining to responsibilities.  These include the Encore contract Task Areas as listed below.  Due to the evolving nature of Government needs, the specific tasking to be acquired under this SOW will be specified in detail sub-tasks issued to the contractor over the period of performance.

· Task Area 2 - Integrated Solutions Management
· Task Area 5 - Requirements Analysis
· Task Area 7 - Information and Knowledge Engineering
· Task Area 8 - Custom Application Development
· Task Area 9 - Product Integration
· Task Area 10 - Test and Evaluation
· Task Area 11 - Licensing and Support
6.  Specific Tasks.  Implementation of individual subtasks will be based on Government direction and associated funding.
6.1  Integrated Solutions Management.  Prepare a Task Order Management Plan describing the technical approach, organizational resources, and management controls to be used to meet the cost, performance, and schedule requirements through the execution of the task order.  Provide a monthly status report monitoring the quality assurance, progress/status reporting and program review applied to the task order.  The contractor will also provide attendance at all appropriate meetings as directed by the Government.  Subtasks and requirements will be added as they are identified.

Deliverables:
Task Order Management Plan
Monthly Status Report
6.2  Requirements Analysis.  Conduct classified and unclassified research on SCADA and control systems.  Recommend methods to analyze SCADA protocols and data.  Recommend methods for transforming SCADA related data into existing or new product forms.  Examine and evaluate existing analysis tools, databases and platforms including supporting network hardware and software, IT infrastructure and information systems security issues.  Develop a specification for an analysis laboratory environment that addresses software, hardware, and network connectivity requirements including CIDAR system requirements.  Perform gap analysis on existing Government infrastructure to determine assets required to conduct and support CIDAR.  Identify specific equipment resources, both existing equipment that can be leveraged in support of SCADA analysis, and new equipment acquisition requirements.  Incorporate these findings into the gap analysis assessment and requirements specifications document.  Conduct market survey of leading vendor product offerings.  Subtasks and requirements will be added as they are identified.

Deliverables:
CIDAR Requirement Specifications Document
Gap Analysis Assessment
Market Survey and Product Purchase Plan
6.3  Information and Knowledge Engineering.  Using findings from Requirements Analysis, design and establish a classified SCADA laboratory.  Laboratory equipment may include SCADA and control systems hardware, software, network communications devices, test equipment, and analysis workstations.  Laboratory configuration management and accountability procedures will be employed.  Subtasks and requirements will be added as they are identified.

Deliverables:
SCADA Laboratory Architectural Design Documentation
Configuration Management Document
6.4  Custom Application Development.  Design, develop, document and test custom applications and their infrastructures to demonstrate a proof-of-concept prototype CIDAR capability.  Standard and proprietary applications may be modified to develop capabilities to conduct protocol and data analysis and reporting.  Bridging applications and techniques will be developed as required.  Subtasks and requirements will be added as they are identified.

Deliverables:
CIDAR System Design Document
CIDAR Conceptual Prototype
CIDAR Test Plan
6.5  Product Integration.  Research potential solutions for modeling and simulation of human-machine interfaces (HMI) for the purpose of representing functionality and system operations.  This capability is intended to improve situational awareness.  Subtasks and requirements will be added as they are identified.

Deliverable:
MIMIC Board Concept of Operations Document
6.6  Test and Evaluation.  Provide technical test and evaluation support to a prototype CIDAR system to include early operational assessments and developmental testing.  Evaluation of interconnected systems includes SCADA and control systems and supporting infrastructure systems.  Subtasks and requirements will be added as they are identified.  Testing and evaluation includes but is not limited to:

· General test and evaluation planning and execution

· Analysis of test requirements

· Identification of performance measures

· Interoperability and interface analysis

Deliverables:
CIDAR Test Data Report
CIDAR Test Analysis Report
6.7  Licensing and Support.  Provide operational and/or sustainment support services for all aspects of the CIDAR systems and applications.  As requested by the Government, provide support to operations, test, transition, and sustainment for current and future CIDAR applications.  Support meetings and interface with other organizations and entities related to the operations and sustainment of CIDAR systems.  As necessary, conduct appropriate CIDAR life-cycle systems engineering, training and support.  In support of Tasks 6.1 through 6.6 above, the contractor may be required to acquire and operationally support hardware and software products required to satisfy performance of those tasks.  Activities under this task may include, but are not limited to the following:

6.7.1  Application Procurement and Installation.  Provide support services for all aspects of procuring and installing approved standard/common/migration applications/systems/hardware/software.  Applications may be required to be integrated with existing infrastructure or built with new infrastructure.

6.7.2  Application Operations Support.  Provide systems operation support services to include technical and administrative support for standard/common/migration applications or systems.  Activities include application/system and network administration services, maintenance of documentation related to system and network operations, routine system problem identification and correction and Local Area Network (LAN) administration.  Deliverables (as required):

· Hardware and Software Products

· Hardware and Software Licenses

· Hardware and Software Maintenance Agreements

For the purposes of this proposal, the contractor should use $300,000 as the estimated value of the material ODCs.  Additional subtasks and requirements will be added as they are identified and funded.

7.  Place of Performance.  Work will be performed primarily at the Government site with certain elements performed at the contractor’s site.  Periodic meetings and daily coordination and discussions may be conducted at a Government site.  Temporary work locations are expected within the state of Maryland if and when access to special technologies and systems is required.  Although specific durations and locations outside the state of Maryland can’t be specified at this time, temporary work is expected at remote offices, user locations and commands, 3rd party service providers, mission systems locations, as well as Washington, DC  For the purposes of this proposal, the bidders should use $20,000 as the estimated value of travel ODCs.

8.  Period of Performance.
8.1  Base Period of Performance.  The base period of performance is 418 calendar days (9 Aug 2004 - 30 Sep 2005), with possible follow-on work.

8.2  Follow-on Work.  Any follow-on work beyond the base period of performance will be based on 365/366 days beginning the day after the last day of the previous period of performance.

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	6.1
	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final - 30

	6.1
	Monthly Status Report
	Contractor-Determined Format
	Standard Distribution*
	Monthly, by 5th Workday

	6.2
	CIDAR Requirement Specifications Document
	Contractor-Determined Format
	Standard Distribution*
	180 Days After Contract Award

	6.2
	Gap Analysis Assessment
	Contractor-Determined Format
	Standard Distribution*
	180 Days After Contract Award

	6.2
	Market Survey and Product Purchase Plan
	Contractor-Determined Format
	Standard Distribution*
	180 Days After Contract Award

	6.3
	SCADA Laboratory Architectural Design Documentation
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.3
	Configuration Management Document
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	CIDAR System Design Document
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	CIDAR Conceptual Prototype
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.4
	CIDAR Test Plan
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.5
	MIMIC Board Concept of Operations Document
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.6
	CIDAR Test Data Report
	Contractor-Determined Format
	Standard Distribution*
	TBD

	6.6
	CIDAR Test Analysis Report
	Contractor-Determined Format
	Standard Distribution*
	TBD

	
	Additional Deliverables Will be Specified as Part of Each Subtask
	Format Will be Specified as a Part of Each Subtask
	Number of Copies Will be Specified as Part of Each Subtask
	Due Date in Calendar Days Will be Specified as Part of Each Subtask

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer at encore@scott.disa.mil; 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  The requirements of this task order requires contractor access to up to and including TOP SECRET-SCI with additional security requirements identified in the DD Form 254 to be provided upon contract award.  Recognizing the limited number of TS/SCI cleared SCADA and Control Systems Engineers in the workforce, the Government will provide clearance sponsorship for additional contractor personnel.  The contractor is encouraged to utilize expeditious clearance processing options to bring appropriately skilled professionals to this program.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI).  As defined in subtasks.

12.  Other Pertinent Information or Special Considerations.

a.  Proposal Handling Instructions.  Classified management and technical proposals shall be delivered directly to the Government TM:  National Security Agency, Fort George G. Meade, Maryland; Operations Building 1, Room 1S041.  To ensure best value to the Government, key personnel resumes shall be included in the management volume.  The unclassified cost proposal shall be submitted directly to DITCO.


b.  Identification of Possible Follow-on Work.  It is anticipated that follow-on orders for products and services will be awarded following the base period of performance.  Additional products and services will be based on the evolution of the prototype, the needs of the organization, and funding levels available.


c.  Identification of Potential Conflicts of Interest (COI).  None noted at this time.


d.  Identification of Non-Disclosure Requirements.  None noted at this time.


e.  Packaging, Packing and Shipping Instructions.  None noted at this time.


f.  Inspection and Acceptance Criteria.  None noted at this time.

13.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards

 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Section G - Contract Administration Data
CLAUSES INCORPORATED BY FULL TEXT

Accounting and Appropriation Data

	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$1,360,103.43


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
H98230S2040352
$1,360,103.43
Total Task Order Amount
$1,360,103.43
DITCO Points of Contact
Contracting Officer
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contract Specialist
Name:

Organization:  DISA/DITCO-Scott (PL8232)

Phone No.:

E-Mail:

Contractor Point of Contact
Contractor Name:  Northrop Grumman Information Technology

DUNS:  064677243

CAGE Code:  1V4D7

Contractor POC:

E-Mail Address:

Phone Number:

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
