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Section B - Supplies or Services and Prices

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	Encore IT Solutions
	1
	Lot
	$1,034,779.82
	$1,034,779.82

	
	Subtask order to Task Order DCA200-02-D-5014/0049, in accordance with the statement of work (SOW), dated 2 Mar 2004.

CIFA/Information Dominance Center (IDC) Net Bridge Security Services, in accordance with the attached SOW, dated 2 Sep 2004 (00276.00).  Unisys proposal #04JBA049.DOC dated, 23 Sep 04, and as revised 27 Sep 04, is incorporated by reference.

The period of performance is 274 calendar days (30 Sep 2004 through 30 Jun 2005).

Time-and-Materials (T&M) - Not-to-Exceed (NTE).  The contractor is authorized to invoice monthly for actual hours performed or other direct costs (ODCs) as they are incurred.

PURCHASE REQUEST NUMBER: H9C101400181


	

	
	TOTAL ESTIMATED PRICE
	$1,034,779.82

	
	CEILING PRICE
	

	
	ACRN AA Funded Amount
	$1,034,779.82


FOB:  Destination

Section C - Descriptions and Specifications 

CLAUSES INCORPORATED BY FULL TEXT

ENCORE TASK ORDER (TO) STATEMENT OF WORK (SOW)
as of 2 Sep 2004
	Contract Number:
	DCA200-02-D-5014

	Task Order Number:
	0054

	Encore Tracking Number:
	00276.00

	Follow-on to Encore Contract and Task Order Number:
	DCA200-02-D-5014/0049


1.  Task Monitors (TMs)

a.  Primary TM.
	Name:
	

	Organization:
	Counterintelligence Field Activity (CIFA)

	Department of Defense Activity
Address Code (DODAAC):
	H9CI01

	Address:
	1755 Jefferson Davis Highway, Arlington VA  22202

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


b.  Alternate TM.
	Name:
	

	Organization:
	Counterintelligence Field Activity (CIFA)

	DODAAC:
	H9CI01

	Address:
	1755 Jefferson Davis Highway, Arlington VA  22202

	Phone Number:
	

	Fax Number:
	

	E-Mail Address:
	


2.  Task Order Title.  IDC-Net Bridge Security Services

3.  Background.  In 2002 INSCOM established the Information Dominance Center (IDC) network.  The network links the Information Operations Center (IOC) located at INSCOM HQ at Ft. Belvoir, VA to extension nodes consisting of Major Subordinate Commands (MSCs) and other selected organizations.  This is accomplished through the use of a Virtual Private Network (VPN) tunneled through JWICS.  The IDC VPN provides these extension nodes access to multi-source intelligence data, reachback analytical support, as well as a set of common data management, analytical and collaboration tools to enhance intelligence operations.  The IDC network has demonstrated itself as a value added business case for improving the intelligence analytical and collaboration model.

4.  Objectives.  CIFA intends to leverage the INSCOM lessons learned, enhance the present IDC network capabilities, and add the ability to provide discretionary access control and role base security to the network architecture implemented at CIFA.  The vision for the CIFA version of IDC network is embodied in the CI Coordination, Analytical, and Collaboration (CI-CAC) network.  The approach to reach this vision will be accomplished in three phases as defined below:

Phase I - Establish an IDC-like capability within the CIFA enterprise.  This capability will be modeled after the capabilities provided at Ft. Belvoir in  IDCNet. 

· The goal will be to provide CIFA the same capabilities as those provided by the INSCOM IDC but not necessarily using the same hardware and software.  This will be accomplished with the best available technology and leverage the capabilities of the DODIIS thin client technology.  

· Implement an environment to evaluate tools and technologies for integration into the CIFA CI-CAC enterprise.  It will also provide the capability for development of security services and a common CI Knowledge Layer.

Phase II - Focuses on developing and establishing the transition environment and conducting tool evaluations and demonstrations, it will include the start of integrating additional CI partners into the CI-CAC network.  The architecture will be enhanced to provide discretionary access control and role base security to enhance protection of the sensitive data maintained on the network while facilitating access to lower classification levels of critical intelligence data.  

Phase III - Evaluates candidate solutions to determine applicability to improving CIFA enterprise business processes.  The team will coordinate closely with the Base Task architecture team to determine or identify applicable changes to the enterprise N-tier architecture needed to support the IDC-Net effort.  

FINAL OPERATIONAL CAPABILITY:  At FOC the CI IDC-Net Bridge effort will link CIFA to INSCOM and other CI community players in order to improve Counterintelligence (CI) data, information sharing, coordination of collection and information dissemination, and collaboration.  It is the further intent of CIFA to leverage off of the successes IDC-Net has achieved to develop a robust architecture to support the CI community.

5.  Scope.  This SOW describes requirements for identification of required data to be made available to CI Analyst on the network based on present data used by the select target group of users.  The Government directs 5 users from this community (902d, NCIS, AFOSI, MCIA, and CENTCOM) be used to determine the data requirements for this SOW.  The data requirement will then drive the technical requirements of the other tasks and deliverables defined in this SOW.

6.  Specific Tasks.  
6.1  Task 1 - Project Assessment.
6.1.1  Subtask 1.  The contractor must assess the data used by each of the users identified in the scope of this SOW. The contractor must  determine the following. Identify the organizations within the community regardless of existing capability that each of the initial community users are obtaining CI data.  The users addressed in this requirement are those provided by separate correspondence by the Government at the initial technical meeting conduct just after contract award. The contractor will be successful in this task when they deliver a report that identifies all the data sources used by the users, their data schema, security scheme, and both the technical and operational points-of-contact for each data source.   The format of this report will be proposed by the contractor and approved by the Government.  The contractor shall submit their recommended report format within 21 days of contract award and the Government shall review and provide comments/approval within 10 days of receipt.  The contractor must also identify analytical and visualization tools currently in use by each of the organizations assessed during performance of this task.  This information will be provided as a deliverable and the contractor may create a report of their choice that provides at least the following minimum data:  organization, tool name, manufacturer/developer, point of contact of manufacturer/developer and organization that uses it, version of the tool, and comments on its value to the user.  Other data on the tool that the contractor deems important can be added to this report as well as that identified by the Government during technical meetings/discussion in the performance of this contract.  The contractor must develop a proposed schedule for assessment of the data sources of the above user that will be approved by the Government.  The contractor must submit their proposed schedule within 45 days of contract award.

6.2  Task 2 -  Data Access Design.
6.2.1  Subtask 1.  The contractor must design an architecture that allows access to data of the individual databases/data sources identified in Task 1.   The contractor design of the data access must address all the individual security requirements of the individual sources and provide security for the data that provide the following.  A security architecture that includes or provides similar functions as Security Assertions Markup Language (SAML) and security certificates to provide role based access (RBAC) to data.  Populate a Full Service Directory (FSD) derivative with appropriate data and prove full end-to-end RBAC with full user credentials in a pilot security architecture involving CIFA and CI participants.  Create a Data Access Filter (DAF) solution that includes or provides similar functions as Extensible Stylesheet Language Transformations (XSLT) to filter out data based on network and user privileges. The use of XML security gateways should also be evaluated and utilized to provide a best-of-breed solution.  Implement appropriate standards for FSD and Public Key Infrastructure (PKI) for digital signatures and workflow to support the signing and approval of documents for traversing networks and flowing into other network domains.  All solutions shall be in compliance with DoD, IC, and LE efforts and shall reuse solutions when applicable.

6.3  Task 3 - Develop Prototype.
6.3.1  Subtask 1.  The Government will provide a lab with all required equipment  and software necessary to support the IDC-Net Bridge effort.  The contractor shall develop a prototype that demonstrates compliance with the above requirements of the Data Access Design task and the following additional requirements. Develop a prototype that demonstrates the use of Web Services-Security for message integrity in web services. Use this prototype to show validation of the Simple Object Access Protocol (SOAP) body of web service-based messages in the client and the server.  Provide statistics on performance for digital signature and message digest-based message integrity in this model.  Investigate and propose near-term solutions to facilitate system authentication in CI-CAC network.  Develop custom components to recognize SAML assertions for application servers.  All solutions shall be in compliance with DoD, IC, and LE efforts and shall reuse solutions when applicable.

6.4  Task 4 -  System Engineering.
6.4.1  Subtask 1.   The contractor shall perform system engineering to ensure that all individual components of network prototype, when fully integrated, satisfy performance requirements.  The contractor’s system engineering effort shall consider all aspects of performance, quality factors, lifecycle cost, program schedule, risk, data processing reserves and growth, system flexibility, expandability, system safety, reliability, interoperability, configurability, portability, and supportability.  The contractor shall present the products of the engineering effort at technical exchange meetings.  The contractor shall plan, coordinate, and integrate the technical program tasks and requirements contained in this SOW and provide for integrated product development.  The contractor shall establish control over the internal system engineering processes to ensure that each version release cost, performance, and schedule requirements under this SOW are being met, to provide early indications of problems, to resolve problems, and to reduce risk.  The contractor shall provide written information to the Government on the requirements and status of associate contractor activities to ensure that performance and schedule requirements are being met provide early indications of problems, to resolve problems, and to reduce risk.

6.5  Task 5 -  Program Management/Configuration Management.
6.5.1  Subtask 1.  The contractor shall provide personnel for Program Management of this effort.  Areas covered by this task include management of contractor personnel, task tracking and management, and interfacing with Government personnel.  The contractor shall provide a team responsible for implementing Quality Assurance and Configuration Management for the effort.  The contractor shall implement a QA/CM process that will identify, control, account for, and audit changes to the program to ensure that the operational hardware, software, and documentation meet approved requirements and QA standards.  This team shall provide the guidance necessary to track modifications, and to reproduce any intermediate release or software builds from beta, production baselines and each release. Once the software is delivered the contractor shall provide the personnel required to execute the configuration management plan.  The contractor shall also be required to develop a Version Description Document (VDD) of the release of the software under this contract.  The contractor shall assist the Government and its team in establishing and maintaining configuration management for software releases, including fielded releases and releases under development.  The contractor shall minimize practices based on paper products and shall make maximum productive use of electronic management tools and capabilities. The contractor shall provide all information required for updating existing documentation.  For each software version release, the contractor shall provide written certification to the Government that the functional requirements have been met during formal testing activities. The contractor shall support a Functional Configuration Audit (FCA), for the last major version release of software.  The contractor shall establish an understanding of controls pertaining to the internal and subcontracted systems engineering processes, including subcontracted items and services, to ensure that version release costs, performance, and schedule requirements are being met, to provide early indications of problems, to resolve problems, and to reduce risk.

6.6  Task 6 - Test/Development Lab and Support.
6.6.1  Subtask 1.  The Government shall provide a development lab for the contractor to develop the required database/software called for in this SOW.  This LAN will be used both for development and test/evaluation for the effort as defined in the SOW.  The contractor shall provide the necessary technical support personnel (DBA, LSA) to administer the network and its components.

6.7  Task 7 - Procurement of Hardware and Software.
6.7.1  Subtask 1.  The contractor is not expected to purchase any hardware for this effort.  It may be necessary to procure some software to support this effort.  The contractor shall procure any required HW/SW based the best cost-savings to the Government as determined by both price and performance.  All purchases shall be approved by the Government before final procurement.

6.8  Task 8 - Travel.
6.8.1  Subtask 1.  All long distance or overnight travel will have prior written approval from the PM.  Local travel to Washington DC-area locations is defined as a requirement to be in two or more locations throughout the day.  For example, if a team member is required to be in the Crystal City Campus and Fort Belvoir in the same day, local travel will be authorized and reimbursed by the Government.  All day meetings at alternate DC-area locations will be submitted to the TM for consideration of reimbursement.  All travel will be reimbursed in accordance with the JTR.  The SOW calls for extensive coordination with 902d, NCIS, AFOSI, MCIA, and CENTCOM.

	Origination
	Destination
	No. of Trips
	No. of People

	CIFA Crystal City Campus
	CENTCOM
	2
	3
	 


Table 1 - Task 8 - Travel
7.  Place of Performance.  Place of performance will be split between the Contractor facility and the CIFA CS5 building.  The Contractor shall provide space for all personnel associated with the contract except those that are directly associated with development of the prototype.  These personnel will be provided adequate workspace within CIFA to perform their tasks.  The Government development facilities shall be accredited to the Secret level and can be accredited at TS/SCI level should the effort require classification at that level.  This SOW will require frequent interface with CIFA and DoD personnel.  The Contractor may be required to staff several positions located at CIFA.  Staffing at CIFA will be determined by the PM/COR.  Travel is authorized within the period of performance by Task.

8.  Period of Performance.  The period of performance must start immediately after issuance of the telivery order by the Contracting Officer.  All work shall be completed within 274 calendar days after contract award.  This will be a Time and Material effort.

9.  Delivery Schedule.
	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Data Source Report (soft and hardcopy)
	Contractor- Determined Format
	1
	90

	1
	Community Tools Report (soft and hardcopy)
	Contractor- Determined Format
	1
	90

	5
	Monthly Status Report
	Contractor-Determined Format
	1 Copy
	Monthly

	5
	Program Management Plan
	Contractor-Determined Format
	1 Copy
	30

	2, 4
	Technical Assessment/Architecture (soft and hardcopy)
	Contractor-Determined Format
	1 Copy
	120

	3, 4
	Comprehensive System Design of Pilot Security Architecture (soft and hardcopy)
	Contractor-Determined Format
	1 Copy
	180

	2, 3
	Pilot Deployment of Security Architecture 
	NA
	NA
	270

	4, 5
	Lessons Learned for Pilot (soft and hardcopy)
	Technical Report
	1
	365


10.  Facilities Management.
10.1  On-Site Support.  The contractor shall support the Government as required to ensure that Government technical and management needs are met. Essential portions of systems engineering and integration, process study and validation, and briefings shall be conducted onsite at the Government facility.  The Contractor shall purchase necessary equipment to complete the above tasks.  The Contractor shall present the Government with three quotes from external vendors.

10.2  Contractor Facility Support.  The contractor shall perform essential functions offsite at a Contractor-furnished facility, which allows for access by appropriate Government personnel for coordination.
10.3  Quality Assurance.  The contractor shall work independently, but will coordinate with the PMO office as necessary to ensure quality application of staffing resources for tasked work.  CIFA will designate a person to verify quality of work provided by the contractor.

10.4  Documentation. All documentation that fall within the work scope of this SOW shall adhere to the guidance provided by CIFA in the various program management documents.  All documentation shall be free of spelling and grammar errors.  For clarity, the Contractor will use active voice and follow the DoD effective writing principles for all documentation.  The current market version of Microsoft Word is the standard format for all documentation.  The Contractor shall deliver both hard- and soft-copy documentation, where required.

10.5  Personnel Standards of Conduct.  All personnel working on CIFA contracts must adhere to common positive and proactive standards of conduct normally found in successful private businesses and the DoD.  Contractor management is responsible for quickly resolving all issues with regards to Contractor employees, especially as relates to programmatic performance.  The Contractor must maintain continuity in expertise to ensure tasks are delivered on time.  The Contractor must establish or maintain the necessary relationships with all Government Contractors associated with this project.  The Contractor shall ensure all employees conduct themselves professionally as well as show proper tact and diplomacy while in liaison over project business.

10.6  Billing.  The Contractor must provide all billing/invoices to the CIO Budget office.  The CIO Budget office shall be responsible for internal coordination with the Program Manager/COR and shall return the invoice to the proper POC at the Contractor upon approval.

11.  Section 508 Accessibility Standards.  The following Section 508 Accessibility Standard(s) (Technical Standards and Functional Performance Criteria) are applicable (if box is checked) to this acquisition.

Technical Standards
 FORMCHECKBOX 
 1194.21 - Software Applications and Operating Systems

 FORMCHECKBOX 
 1194.22 - Web Based Intranet and Internet Information and Applications

 FORMCHECKBOX 
 1194.23 - Telecommunications Products

 FORMCHECKBOX 
 1194.24 - Video and Multimedia Products

 FORMCHECKBOX 
 1194.25 - Self-Contained, Closed Products

 FORMCHECKBOX 
 1194.26 - Desktop and Portable Computers

 FORMCHECKBOX 
 1194.41 - Information, Documentation and Support

The Technical Standards above facilitate the assurance that the maximum technical standards are provided to the Offerors.  Functional Performance Criteria is the minimally acceptable standards to ensure Section 508 compliance.  This block is checked to ensure that the minimally acceptable electronic and information technology (E&IT) products are proposed.

Functional Performance Criteria
 FORMCHECKBOX 
 1194.31 - Functional Performance Criteria

Section G - Contract Administration Data 
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Accounting and Appropriation Data

	AA:
	97X4930.5F20 000 C1013 0 068142 2F 255011

	AMOUNT:
	$1,034,779.82 


CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0001
H9CI01400181
$1,034,779.82
Total Task Order Amount
$1,034,779.82
DITCO Points of Contact
Contracting Officer
Contract Specialist
Contractor Point of Contact
Company:  Unisys, U.S. Government Group

DUNS:  150780674

CAGE Code:  4W798

Contractor POC:  Judith Butler-Adams

E-Mail Address:  judith.butler-adams@unisys.com
Phone:  (703) 439-5398

Fax:  (703) 439-3392

Electronic invoices may be sent to:
invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228.  Vendors may check the status of invoices at the following web site:

http://www.dfas.mil/money/vendor
