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AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT

Except as provided herein, all terms and conditions of the document referenced in Item 9A or 10A, as heretofore changed, remains unchanged and in full force and effect.

15A. NAME AND TITLE OF SIGNER (Type or print)

30-105-04

EXCEPTION TO SF 30

APPROVED BY OIRM 11-84

STANDARD FORM 30 (Rev. 10-83)

Prescribed by GSA

FAR (48 CFR) 53.243

a.  The purpose of this modification is the following:

1.  Incorporate Bloodworth Integrated Technology (BIT), Inc. proposal dated June 5, 2003.  This redistributes the costs among the various

 Line Items as shown on the following pages.

2.  Incorporate the attached DD254 into this contract.

b.  The total amount of the contract remains at $214,933.91.

c.  All other terms and conditions remain unchanged.

1. CONTRACT ID CODE

PAGE OF  PAGES

Y

1

12

16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or print)

16C. DATE SIGNED

BY

06-Jun-2003

16B. UNITED STATES OF AMERICA

15C. DATE SIGNED

15B. CONTRACTOR/OFFEROR

(Signature of Contracting Officer)

(Signature of person authorized to sign)

8. NAME AND ADDRESS OF CONTRACTOR  (No., Street, County, State and Zip Code)

9B. DATED (SEE ITEM 11)

X

DCA200-02-D-5020-0003

10B. DATED  (SEE ITEM 13)

X

9A. AMENDMENT OF SOLICITATION NO.

07-May-2002

11. THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS

The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offer  

is extended,

is not extended.

Offer must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended by one of the following methods: 

(a) By completing Items 8 and 15, and returning

copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submitted;

or (c) By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE 

RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN  

REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, 

provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.

12. ACCOUNTING AND APPROPRIATION DATA (If required)

13. THIS ITEM APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS.

IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.

A. THIS CHANGE ORDER IS ISSUED PURSUANT TO:  (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE

 CONTRACT ORDER NO. IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying 

office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(B).

C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

X

D. OTHER (Specify type of modification and authority)

Unilateral acceptance of BIT, Inc. proposal, dated June 5, 2003.

E. IMPORTANT:   Contractor

X

is not,   

is required to sign this document and return

copies to the issuing office.

14. DESCRIPTION OF AMENDMENT/MODIFICATION  (Organized by UCF section headings, including solicitation/contract subject matter

 where feasible.)

10A. MOD. OF CONTRACT/ORDER NO.

01

2. AMENDMENT/MODIFICATION NO.

5. PROJECT NO.(If applicable)

6. ISSUED BY

3. EFFECTIVE DATE

06-Jun-2003

CODE

DISA/DITCO-SCOTT

2300 EAST DRIVE

SCOTT AFB IL 62225-5406

HC1013

7. ADMINISTERED BY  (If other than item 6)

4. REQUISITION/PURCHASE REQ. NO.

CODE

HC1013

BLOODWORTH INTEGRATED TECHNOLOGY INC

12007 SUNRISE VALLEY DRIVE SUITE 105

RESTON VA 20191-3446

DIANE BLOODWORTH

FACILITY CODE

1LE94

CODE

gems@scott.disa.mil

EMAIL:

618-229-9773

TEL:

ARTHUR L. KRUSE / CONTRACTING OFFICER


SECTION SF 30 BLOCK 14 CONTINUATION PAGE 

SUMMARY OF CHANGES  

SECTION A - SOLICITATION/CONTRACT FORM 

                The total cost of this contract was decreased by $0.00 from $214,933.91 to $214,933.91. 

                The 'issued by' organization has changed from 

                                DISA/DITCO-SCOTT

                                2300 EAST DRIVE

                                SCOTT AFB IL 62225-5406

                                 to 

                                DISA/DITCO-SCOTT

                                2300 EAST DRIVE

                                SCOTT AFB IL 62225-5406

                The 'administered by' organization has changed from 

                                DISA/DITCO-SCOTT

                                2300 EAST DRIVE

                                SCOTT AFB IL 62225-5406

                                 to 

                                DISA/DITCO-SCOTT

                                2300 EAST DRIVE

                                SCOTT AFB IL 62225-5406

                The contractor organization has changed from 

                                BLOODWORTH INTEGRATED TECHNOLOGY INC

                                DIANE BLOODWORTH

                                12007 SUNRISE VALLEY DRIVE, SUITE 105 (DU

                                RESTON VA 20191

                                 to 

                                BLOODWORTH INTEGRATED TECHNOLOGY INC

                                12007 SUNRISE VALLEY DRIVE SUITE 105

                                RESTON VA 20191-3446

                                DIANE BLOODWORTH

                The remittance organization has changed from 

                                BLOODWORTH INTEGRATED TECHNOLOGY INC

                                DIANE BLOODWORTH

                                12007 SUNRISE VALLEY DRIVE, SUITE 105 (DU

                                RESTON VA 20191

                                 to 

                                BLOODWORTH INTEGRATED TECHNOLOGY INC

                                12007 SUNRISE VALLEY DRIVE SUITE 105

                                RESTON VA 20191-3446

                                DIANE BLOODWORTH

SECTION B - SUPPLIES OR SERVICES AND PRICES 

        CLIN 0002 

                The unit price amount has decreased by $60.64 from $108,365.21 to $108,304.57. 

                The total cost of this line item has decreased by $60.64 from $108,365.21 to $108,304.57. 

        CLIN 0003 

                The estimated/max cost has increased by $60.64 from $21,000.00 to $21,060.64. 

                The total cost of this line item has increased by $60.64 from $21,000.00 to $21,060.64. 

SECTION C - DESCRIPTIONS AND SPECIFICATIONS 

The following have been added by full text: 

        STATEMENT OF WORK
GEMS TASK ORDER (TO) STATEMENT OF WORK (SOW)
14 Nov 2002
	Contract Number:
	DCA200-02-D-5020

	Task Order Number:
	0003

	GEMS Tracking Number:
	00008.00

	Follow-on to GEMS Contract and Task Order Number:
	This is a New Requirement


1.  Task Monitors (TMs).  

      2.  Task Order Title.  Defense Information Technology Security Certification and Accreditation Program ( DITSCAP).  Support for the Joint DISN Control System (JDCS)

      3.  Background.  The Joint DISN Control System (JDCS), Version 1.0, is part of the Defense Information Systems Agency’s (DISA’s) implementation of the JDCS Concept of Operations.  As such, JDCS is one of several Defense-in-Depth elements that support the Global Information Grid (GIG).  Specifically, the JDCS supports DISA’s integrated approach to managing and controlling the diverse systems, networks, and applications within its area of responsibility (AOR) by providing the integrated management functions and tools needed to manage the major components of the DISN.  The JDCS consists of the Integrated Network Management System (INMS), a fault management/trouble ticketing system (TMS), a configurations management system (CMS), a report management system (RMS), and a global Web interface. These tools enable DISA’s telecommunications/network managers as well as engineers, administrators, and network control specialists to manage the DISA portion of the GIG {DISN}.

 4.  Objectives.   The JDCS shall implement a secure means to safeguard information and systems against                                             sabotage, tampering, denial of service, and misuse of information by unauthorized persons.  This security requirement shall be accomplished through employment of administrative, physical, communications, emanations, hardware, software, and network security.  The JDCS shall conform to “DISN Long-Haul Security Classification Guide, July 1998”, or later approved version of this document and the INMS Security Classification Guide dated October 2000.  The objective of this task order is to ensure that all DITSCAP requirements as they relate to the JDCS are in place and properly documented. 

5.  Scope     Task Area 1- Task Order Management

                    Task Area 2-  Information Technology Management Support
6.  Specific Tasks.   To support the JDCS DITSCAP requirements, the following work will be performed:
6.1  Task 1 - Enterprise Management Controls.
6.1.1  Subtask 1 - Integration Management Control Planning.  Provide the technical and functional activities as required for integration of all tasks specified within this PWS.  Include productivity and management methods such as quality assurance, progress/status reporting and task reviews.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2  Subtask 2 - Task Order Management.  Prepare a Task Order Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  
Deliverables:
Task Order Management Plan
6.2 Task 2 – DITSCAP Support. 

Assist the DISA DISN project manager in coordinating with all RNOSCs, the GNOSCs, and the DAA to ensure DITSCAP compliance for INMS, RMS, and TMS.   The contractor shall possess a complete knowledge and understanding of all phases of the DITSCAP.  Additionally, the contractor shall ensure compliance of all network systems with the Secret and Below Interoperability (SABI) program guidance where applicable.  Specifically, the contractor shall:

· Conduct a program review and assessment to ensure INMS, RMS, and TMS meet all DITSCAP and SABI requirements.

· Provide liaison with the GNOSC, RNOSCs, and DAA to ensure personnel realize mission criticality of full DITSCAP compliance, understand implication and impact of requirements on DAA and user representatives, and understand the effectiveness of successful information assurance programs to current operations. 

· Communicate with the RNOSCs and GNOSC user representatives to establish chain of responsibility for all levels and phases of DITSCAP compliance.

· Develop a DITSCAP compliance and reporting system that organizes the RNOSC system documentation, tracks system upgrades, and system vulnerabilities, additions, and changes from both Headquarters and Field Activities.

· Monitor GNOSC and RNOSC system life cycle change procedures to ensure they have been completed and are compliant with all DITSCAP requirements.

· Establish a system to track new Information Assurance Vulnerability Assessment (IAVA) bulletins, ensuring visibility of IAVAs to all network systems administrators, assessing their applicability to the network, and tracking the compliance status.

· Be responsible for the currency of all DITSCAP related publications.  A list of these publications is compiled at Attachment A.

· Be responsible to the DISN Program Manager for other duties relating to the DITSCAP and SABI programs as assigned.  These duties and their resultant deliverables will be discussed and agreed upon with the Program Manager in advance.

Deliverables:  Provide a weekly status update to the DISN INMS Program Manager to include compliance status of all network segments, progress made and any significant issues encountered.  Provide a monthly report to the DISN INMS Program Manager, in contractor determined format, that provides the status of DITSCAP compliance throughout the INMS, RMS, and TMS systems. 

Attachment A.        Program Documentation to be Maintained

Integrated Network Management System (INMS)  – System Test Plan and Procedures for NeuralStar 6.0 dtd 27 Nov 2001

Joint Defense Information Infrastructure Control System (JDIICS) System Security Authorization Agreement (SSAA) dtd 29 Feb 2000

INMS System Test Plan dtd 30 Nov 1999

INMS Test and Analysis Report for the RNOSC – Scott and Columbus dtd 30 Nov 1999

INMS Training Plan for NeuralStar Systems Administrator Course (4 days) and NeuralStar Operator Course (1 day) for the European RNOSC dtd 15 Mar 2000

JDIICS Security Features User’s Guide dtd 29 Feb 2000

JDIICS Risk Management Plan dtd 29 Feb 2000

JDIICS Trusted Facility Manual (TFM) Final dtd 9 Mar 2000

JDIICS Configuration Management Plan Final dtd 29 Feb 2000

INMS Training Plan for NeuralStar Systems Administrator Course (4 days) and NeuralStar Operator Course (1 day) for the Pacific RNOSC dtd Feb 2000

INMS Training Plan for NeuralStar Systems Administrator Course (3 days) and NeuralStar Operator Course (1 day) dtd 3 Nov 1999

7. Place of Performance.   The majority of work will be performed at a contractor site located as close as possible to 5275 Leesburg Pike Falls Church VA 22041.   It is anticipated that travel-- possibly two trips per year, per location--will have to be performed at:

DISA-PAC Regional Network Operations and Security Center (RNOSC)

DISA-EUR Regional Network Operations and Security Center (RNOSC)

DISA-Central Regional Network Operations and Security Center 

DISA CONUS Regional Network Operations and Security Center (RNOSC)

DISA Columbus Network Operations Center (NOC)

8. Period of Performance.  Dec 9, 2002 through Dec 8, 2003.    Additionally, there will also be two, one-year option periods.  

9. Delivery Schedule.  

	SOW Task#
	Deliverable Title
	Format
	Number
	Calendar Days After TO Start

	1
	Task Order Management Plan
	Contractor-Determined Format
	Standard Distribution*
	Draft - 15

Final - 30

	2
	Weekly Status Report
	Contractor-Determined Format
	2 Copies to TM; Letter Only to KO
	 7 

	2
	Program Documentation
	Contractor-Determined Format
	Standard Distribution*
	Initial-90

Whenever updated

	
	
	
	
	

	* Standard Distribution:  1 copy of the transmittal letter without the deliverable to the Contracting Officer (DITCO/AQSS32); 1 copy of the transmittal letter with the deliverable to the Primary TM


10.  Security.  Work will be classified at the Secret level at present, but could go to Top Secret in the future.   In the event work is reclassified as Top Secret a DD Form 254 will be generated by the program office.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI). Soft copies of documents listed in Program Documentation.

12.  Other Pertinent Information or Special Considerations.  None.
a. Identification of Possible Follow-on Work.  Work will be of a continuing nature, award of option year efforts is anticipated

b.  Identification of Potential Conflicts of Interest (COI).  None

     c.  Identification of Non-Disclosure Requirements.  No.


d.  Packaging, Packing and Shipping Instructions. None


e.  Inspection and Acceptance Criteria.  None

SECTION F - DELIVERIES OR PERFORMANCE 

The following Delivery Schedule item for CLIN 0003 has been changed from:

	         
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	UIC 

	 
	 
	 
	 
	 

	 
	POP 09-DEC-2002 TO

08-DEC-2003 
	N/A 
	N/A

FOB:  Destination 
	 


To:

	         
	DELIVERY DATE 
	QUANTITY 
	SHIP TO ADDRESS 
	UIC 

	 
	 
	 
	 
	 

	 
	POP 09-DEC-2002 TO

08-DEC-2003 
	N/A 
	N/A

FOB:  Destination 
	 


SECTION G - CONTRACT ADMINISTRATION DATA 

The following have been added by full text: 

Additional Accounting and Appropriation Data

AA:  97X4930.5F20 000 C1013 0 068142 2F 255011

CLIN/SubCLIN
Purchase Request Number
Obligated Amount

0002/0003
RADA27NOV028186 and RADA27NOV1286M         No Change

The following have been modified: 

Contractor Point of Contact:

Contractor Name:
Bloodworth Integrated Technology (BIT), Inc.

TIN:


52-1745948

DUNS:


83-605-1870

CAGE Code:

1LE94

Contractor POC:
Liz Gallagher

Email Address:

lgallagher@bitspi.com
Phone Number:

703-295-0700, ext. 101

Electronic invoices may be sent to:

invoicereceipt@scott.disa.mil
Questions regarding invoices may be directed to (618) 229-9228

Vendors may check the status of invoices at the following web site:
http://www.dfas.mil/money/vendor
“Remit To” Address (Reference Basic Contract, Modification #P00001):
Checks: 
Commerce Funding Corporation
Wire Transfer:
Bank of America


P.O. Box 18199




ABA #051000017


Merrifield, VA  22118




Account of Commerce Funding Corp.









Account #0000-1121-4241









Contact: Branch #1654
SECTION J - LIST OF DOCUMENTS, EXHIBITS AND OTHER ATTACHMENTS 

The following have been added by full text: 

        DD254
	DEPARTMENT OF DEFENSE

CONTRACT SECURITY CLASSIFICATION SPECIFICATION

(The requirements of the DOD Industrial Security Manual apply to all security aspects of this effort.
	
	1. CLEARANCE AND SAFEGUARDING
	

	
	
	a. FACILITY CLEARANCE REQUIRED
	

	
	
	TOP SECRET 
	

	
	b. LEVEL OF SAFEGUARDING REQUIRED
	

	
	
	NONE
	

	2. THIS SPECIFICATION IS FOR: (X and complete as applicable)
	
	3. THIS SPECIFICATION IS: (X and complete as applicable)
	

	  X
	a. PRIME CONTRACT NUMBER


DCA200-02-D-5020 – 0003, Mod 01
	
	    X
	a. ORIGINAL (Complete date in all cases)


	DATE (YYMMDD)

020507

	
	b. SUBCONTRACT NUMBER
	
	X
	 b. REVISED (Supersedes

all previous specs)
	Revision No.

   1
	DATE (YYMMDD)

030501



	
	c. SOLICITATION OR OTHER NUMBER

  G00008.00
	DUE DATE (YYMMDD)
	
	
	c. FINAL (Complete item 5 in all cases)


	DATE (YYMMDD)

	4. IS THIS A FOLLOW-ON CONTRACT?                YES     x   NO. If yes, complete the following:


	

	Classified material received or generated under               (Preceding Contract Number) is transferred to this follow-on contract.
	​​​​​​​​​​______________

	5. IS THIS A FINAL DD FORM 254?              YES     X  NO. If yes, complete the following:


	

	In response to the contractor's request dated ______________retention of the identified classified material is authorized for the period of
	

	6. CONTRACTOR (Include Commercial and Government -Entity (CAGE) Code)
	
	

	a. NAME, ADDRESS, AND ZIP CODE 

Bloodworth Integrated Technology, Inc. 

12007 Sunrise Valley Drive, St 105

Reston, VA 20191
	b. CAGE CODE

1LE94
	c.  COGNIZANT SECURITY OFFICE

Defense Security Service

Fairfax Field Office
7010 Little River Tpk St 310

Annandale, VA  22003
	

	
	
	
	

	7.SUBCONTRACTOR
	
	

	a. NAME, ADDRESS, AND ZIP CODE


	b. CAGE CODE


	c.  COGNIZANT SECURITY OFFICE


	

	8. ACTUAL PERFORMANCE
	
	

	
	b. CAGE CODE


	c. COGNIZANT SECURITY OFFICE 


	

	9. GENERAL IDENTIFICATION OF THIS PROCUREMENT

     Technical support for the DISN Network Management & Engineering programs.
	
	

	Technical Support for the  programs.
	

	10. THIS CONTRACT WILL REQUIRE ACCESS TO:
	YES
	NO
	11. IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL:
	
	YES
	NO

	a.  COMMUNICATIONS SECURITY (COMSECI INFORMATION
	
	X
	a. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT ANOTHER CONTRACTOR'S FACILITY OR A GOVERNMENT FACILITY
	
	X
	

	b. RESTRICTED DATA
	
	X
	b. RECEIVE CLASSIFIED DOCUMENTS ONLY
	
	
	x

	c. CRITICAL NUCLEAR WEAPON DESIGN INFORMATION
	
	X
	c. RECEIVE AND GENERATE CLASSIFIED MATERIAL
	
	X
	

	d. FORMERLY RESTRICTED DATA
	
	X
	d. FABRICATE, MODIFY, OR STORE CLASSIFIED HARDWARE
	
	
	X

	e. INTELLIGENCE INFORMATION:
	
	
	e. PERFORM SERVICES ONLY
	
	
	X

	    (1) Sensitive Compartmented Information (SCI)
	
	X
	f.  HAVE ACCESS TO U.S. CLASSIFIED INFORMATION OUTS1DE THE U.S., PUERTO RICO, U.S. POSSESSIONS AND TRUST TERRITORIES
	
	X
	

	    (2) Non-SCI
	
	X
	g. BE AUTHORIZED TO USE THE SERVICES OF DEFENSE TECHNICAL INFORMATION CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
	
	X
	

	f. SPECIAL ACCESS INFORMATION
	
	X
	h. REQUIRE A COMSEC ACCOUNT
	
	
	X

	g. NATO INFORMATION
	
	X
	i. HAVE TEMPEST REQUIREMENTS
	
	
	X

	h. FOREIGN GOVERNMENT INFORMATION
	
	X
	j. HAVE OPERATION SECURITY (OPSEC) REQUIREMENTS
	
	
	X

	i. LIMITED DISSEMINATION INFORMATION
	
	X
	k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
	
	
	X

	j. FOR OFFICIAL USE ONLY INFORMATION
	X
	
	1. OTHER (Specify)
	
	
	X

	k. OTHER (Specify)
	
	X
	
	
	
	


DD Form 254, DEC 99                                                                                          Previous editions are obsolete 

	12. PUBLIC RELEASE. Any information (classified or unclassified) pertaining to this contract shall not be released for public dissemination except as provided by the Industrial Security Manual or unless it has been approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submitted for approval prior to release 

to the Directorate for Freedom of Information and Security Review, Office of the Assistant Secretary of Defense (Public Affairs) * for review

	            Direct     X      Through (Specify):

1. Contracting Officier; 2. DISA Public Affairs Officeir (PAO); correspondence 3. DISA Congressional Affairs(CA). “ Public release of SCI/SAP material is not authorized.” 



	

	

	 * In the case of non-OoD User Agencies, requests for disclosure shall be submitted to that agency.

	13. SECURITY GUIDANCE. The security classification guidance needed for this classified effort is identified below. If any difficulty is encountered in applying this guidance or if any other contributing factor indicates a need for changes in this guidance, the contractor is authorized and encouraged to provide recommended changes; to challenge the guidance or the classification assigned to any information or material furnished or generated under this contract; and to submit any questions for interpretation of this guidance to the official identified below. Pending final decision, the information involved shall be handled and protected at the highest level of classification assigned or recommended. (Fill in as appropriate for the classified effort. Attach, or forward under separate correspondence, any documents/guides/extracts referenced herein. Add additional pages as needed to provide complete guidance.)

SEE CONTINUATION PAGES

	

	

	

	14. ADDITIONAL SECURITY REQUIREMENTS requirements, in addition to ISM requirements, are established for this contract. (If Yes, identify the pertinent contractual clauses in the

 contract document itself, or provide an appropriate statement which identifies the additional requirements. Provide a copy of the requirements to the cognizant Security office.

    X    YES              NO

  “The contractor will abide by DIAMs 50-4 and 50-5, Volumes I and II, and DCID 1/21”  “ DoD Regulation  5400.7, DoD Freedom of  Information Act Program”



	

	(Use Item 13 if additional space is needed.)

	

	15. INSPECTIONS Elements of this contract are outside the inspection responsibility of the cognizant security office. (If Yes, explain and identify specific areas or elements carved out and the activity responsible for inspections,   (Use Item 13 if additional space is needed.)

   X    YES        NO

  The DISA  Security Division (MPS6) will be responsible for inspection of SCI under this contract. 



	

	16. CERTIFICATION AND SIGNATURE. Security requirements stated herein are complete and adequate for safeguarding the classified information to be released or generated under this classified effort.  All questions shall be referred to the official named below.

	a. TYPED NAME OF CERTIFYING OFFICIAL
	It. TITLE
	C. TELEPHONE (Include Area Code)

	 Art Kruse
	Contracting Officer
	

	d. ADDRESS (Include 2ip Code)
	17. REQUIRED DISTRIBUTION

	
	
	a. CONTRACTOR

	
	
	b. SUBCONTRACTOR

	
	
	c. COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR

	a. SIGNATURE
	
	d. U.S. ACTIVITY RESPONSIBLE FOR OVERSEAS SECURITY ADMINISTRATION

	
[image: image2.wmf]

	
	a. ADMINISTRATIVE CONTRACTING OFFICER

	
	X
	I. OTHERS AS NECESSARY


DD Form 254 Reverse, DEC 99 (EF)    

BLOCK 11 IN PERFORMING THIS CONTRACT, THE CONTRACTOR WILL continued:

Reference Item 11a: Contract performance is restricted to DISA controlled facitities within the NCR. The using contractor or Government activity will provide security classification guidance for the performance of this contract." 
Reference Item 11c: All classified information received or generated under this contract is the property of the U.S. Government. At the termination or expiration of this contract, the U.S. Government will be contacted for proper disposition instructions.

Reference Item 11g: The contractor must prepare and forward DD Form 1540 and DD Form 1541 to COR  for authorization BEFORE the services may be requested. Technical information on file at DTIC will be made available to the contactor if the contractor requires such information.The contractoring officer will clarify the field of interest relating to the contract.     

BLOCK 13 SECURITY GUIDANCE continued:

a.
General Information:

1.
The COR must be notified and approve the receipt and/or generation of classified information under this contract.

2.
All classified information received and/or generated under this contract is the property of the U.S. Government regardless of proprietary claims. Upon completion or termination of this contract, the U.S. Government will be contacted for destruction or disposition instructions.


3.
All classified visit requests by contractors shall be forwarded to the COR for approval and need-to-know certification before being sent to the facility to be visited.  

    Agency: 

       DISA  

5275 Leesburg Pike  

       Falls Church, Va.  22041

     Contractor: 

       Bloodworth Integrated Technology, Inc. 

      12007 Sunrise Valley Drive, St 105

       Reston, Va. 20191 

        Top Secret  Level  required.

        To provide technical support for the DISN contract.

          Safeguarding requirements: None    

CONTRACT NUMBER: DCA200-02-D-5020 -- 03

b.
Reference Documents:


1.
DODD 5220.1, 7 June 1982, Information Security Program, with Changes 1 & 2.


2.
DODD 5220.1R, 1 June 1986, Information Security Program Regulations, with Change 1.


3.
DODD 5220.8‑R, May 1991, Physical Security Program.


4.
DODD 5220.22M, Jan 1995, National Industrial Security Program Operating Manual (NISPOM).


5.
DODD 5200.28, March 1988, Security Requirements for Automated Information Systems (AIS).


6.

DODD 5400.7‑R, March 1997, DOD Freedom of Information Act, CFR285.


7.

DODD C‑5200.5, 21 April 1990, Communications Security (COMSEC) (U).


8.

DODD C‑5200.19, Control of Compromising Emanations.


9.

DODI 5200.40, Dec. 1997, DOD Information Technology Security Certification and Accreditation Process (DITSCAP).


10.
DOD 5220.28‑STD, Dec 1985, Trusted Computer Evaluation Criteria.


11.
DCAC 310‑90‑1, Nov 1983, Physical Security Measures for Defense Communications Facilities.


12.
DISAI 630‑230‑19, July 1996, DISA Security Requirements for Automated Information Systems.


13.
DISN Long‑Haul Security Policy, March 1995.


14.
DISN Long‑Haul Security Classification Guide, July 1998.


15.
NSA Manual 90‑2(U), Oct. 1989, COMSEC Material Control Manual.


16.
NSTISSAM TEMPEST 2/95, Dec. 1995, Red/Black Installation Guidance.


17.
NTISS No. 4002, June 1986, Classification.Guide for COMSEC Information


18.
NTISS No. 4005, National COMSEC Instruction.


19.
Electronic Intrusion Threat to National Security and Emergency Preparedness Telecommunications, Dec. 1994.


20.
Natural and Technological Disaster Threats to National Security and Emergency Preparedness Telecommunications, Aug. 1993.


21.
Trusted Facility Manual (TFM).

22.
Configuration Management Plan (CMP).


23.
Functional Requirements and Operational Procedures (FROP).


24.
Risk Management Plan (RMP).

Block 14 ADDITIONAL SECURITY REQUIREMENTS:

OPSEC requirements apply. The contractor shall comply with special OPSEC requirements contained in the contract or addendum thereto.

(End of Summary of Changes) 
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