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‘I ASSURE’ TASK ORDER (TO) 

MODIFICATION OF 

STATEMENT OF WORK (SOW)
as of 15 Mar 2001
	Contract Number:
	DCA200-00-D-5019

	Order Number:
	0001

	Tracking Number:
	

	Previous Order Number:
	Not Applicable


1.  Points of Contact

2. Order Title: JOINT CERT DATABASE V4.0 (JCD V4.0) AND JOINT THREAT INCIDENT DATABASE (JTID) DEVELOPMENT
3.  Background: The Joint Task Force for Computer Network Defense (JTF-CND) is responsible for determining when the Department of Defense (DOD) is under a computer network attack or is experiencing a computer network incident which has strategic implications, and for coordinating and directing the responses to the attack.  An attack with strategic implication is one that affects DOD’s ability to project, deploy, or employ forces.  The JTF-CND executes its mission through DOD service components and other communities such as the Law Enforcement and Intelligence Community.  The key operational requirement for the JTID development effort is to provide the JTF-CND and the JTID users the capability to globally communicate intelligence information to Commanders-In-Chief (CINCs) and service components. 

The Joint CERT Database (JCD) V3.0 is a centralized database which was initiated by both the JTF-CND and the DOD Computer Emergency Response Team (DOD CERT), and technically managed by DISA/JIEO/IAESO.  Service and Agency CERTs extract data from their production system database and upload the data into a separate source database.  The data is then pulled into a joint “global” database currently located at LIWA. The JCD V3.0 has the capability to perform data collection and management.  It provides for enhanced data querying, and the capability to report and/or upload DoD network incident data.  This common joint database system will provide rapid and secure retrieval of information for decision support analysis.  It reduces data duplication and provides web-based interfaces for data querying and report viewing. The JCD V3.0 will reside at DISA with the back-up system located at LIWA.

This Statement of Work addresses the tasks associated with developing and implementing the Joint Threat Incident Database (JTID) system that will be hosted on the JWICs.  The development of JTID will require the modification of the functionality provided by the current JCD V3.0 (hosted on the SIPRNET), resulting in a new version that will be referred to as JCD V4.0.

The D6/Joint Information Engineering Organization (JIEO)/Information Assurance Engineering Support Organization (IAESO) will serve as the Task Manager (TM) for all vendor-acquired engineering support.  The TM will produce all documents required for contract support including: the SOW; tracking deliverables and milestones; and providing guidance on security and engineering issues. The TM will provide monthly status reports to the JTF-CND for all JCD/JTID related contract efforts.

4. Objectives: 
The purpose of this project is to develop and implement a JTID system and to augment JCD V3.0 in order to satisfy JTID requirements. JCD V4.0 and the JTID system will provide the JTF-CND and other JTID users the capability of fusing/combining all-source predictive intelligence data, and disseminating the intelligence information among CINCs and service Components. JCD V4.0 and JTID system shall have the capability to provide data that allows the intelligence community to make short and long-range alerts.  The system will also be used to assist the intelligence community in analyzing on-going incidents and describing the threat intentions and capabilities.  The JCD V4.0 and JTID systems shall be scalable to support future JTF-CND requirements. 

5.  Scope:

This document applies to the integrated development of JCD V4.0 and JTID.  The contractor shall provide engineering and technical services including development, integration, installation, and maintenance throughout the project development process.  The contractor shall provide information assurance expertise where needed, particularly in requirements gathering.  Based on the complexity of the system and the immaturity of requirements, the contractor may propose an incremental development approach. 

JCD V4.0 and JTID Development Work Breakdown Structure (WBS): 

The WBS for the JCD V4.0 and JTID project will consist of the following activities:

Specify the JCD V4.0 and JTID requirements,

Develop a design that satisfies the JCD V4.0 and JTID requirements,

Implement proposed JCD V4.0 and JTID design, 

Test, evaluate, and demonstrate the overall JCD V4.0 and JTID system designs, 

Deliver the requested JCD V4.0 and JTID system.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Implementation Guidance (STIG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN), and Shared Data Environment (SHADE). Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

6.  Specific Tasks:

6.1
Task 1 - Contract-Level and TO Management: 

6.1.1 Subtask 1.1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation, and related functions.
6.1.2 Subtask 1.2 - TO Management. 

Contractor shall develop and deliver a Management Plan/Plan of Accomplishment (MP/POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout TO execution.  The plan will include the description of management controls, key activity milestones, deliverables, schedules, assumptions, additional government furnished equipment/government furnished information (GFE/GFI) as required, and other relevant information. The contractor shall not proceed to commence the development effort without an approved MP/POA from the Government.

Deliverable:   MP/POA due 45 working days after the award of the TO. 
6.1.2.1  Subtask 1.2.1.   Contractor shall host a Technical Interchange Meeting (TIM) to ensure a

common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverable:  1.  Technical Interchange Meeting, NLT 15 days after contract award.  

2. TIM minutes and briefing/support materials in written format NLT five (5) working days after the meeting. 

6.1.2.2  Subtask 1.2.2.  Contractor shall provide In-Progress Monthly Reviews (IPRs).  These reviews will address at a minimum the information contained in the Monthly Status Reports.  Depending on contract performance other information may be included in the IPRs.  The contractor shall provide briefings slides, to the Government TTM three (3) working days prior to the scheduled IPR.   

Deliverable:   1.  Briefing Package is due three (3) days prior to the review.

                      2.  Minutes in written documentation due NLT five (5) working days after the review.

6.1.2.3  Subtask 1.2.3.  Contractor shall provide Monthly Status Reports.  The reports will include the status of the work progress, funding profiles, program schedule, problems encountered, potential solutions, potential management/technical problems (with  potential solutions) that may impact cost/schedule, and other information as deemed important to the TO.  

Deliverable:  Status Report NLT (5) working days after the end of the monthly performance period.  

 6.2 
Task 2  JCD V4.0 and JTID Requirements Analysis and Architecture Development:
The objective of this task is to identify and specify JTID requirements and develop JCD V4.0 and JTID Operational and System Architectures.  Contractor shall use the DOD CERT/JTF-CND JCD/JTID System Requirements Specification (dated 25 Feb 00), and the JCD/JTID Requirements (dated 10 May 00) (and appendices) as the initial functional requirements.  The contractor shall review the existing Joint Threat Incident Database prototype (developed by JTF CND) to determine if it is feasible to leverage it for the new JCD V4.0 and JTID System development.  

6.2.1 Subtask 2.1:  JCD V4.0 and JTID System Requirements Specifications (SRS):

The contractor shall review the existing government-developed JCD/JTID SRS(s), gather the additional requirements from the end-users (to include the integration of COTS tools), and shall develop the JCD V4.0 and JTID SRS.  This subtask shall collect the user requirements from the JCD/JTID community (i.e., Army, Navy, Air Force, Marines, Law Enforcement, and Intelligence Community), to include the data interchange, and user interface requirements. The contractor shall maintain a Requirements Traceability Matrix that will be available to the government TTM upon request. 

Deliverable:  
1.   JCD V4.0 and JTID SRS due 1 April 2001.  



2.  Requirements Traceability Matrix due within (5) days of request.  

6.2.2  Subtask 2.2:  JCD V4.0 and JTID Operational Architecture Development.  The contractor shall consider the following components as a minimum, in developing the operational     architecture:

· Scope, purpose, intended users, and environment depicted,

· Definition of terms,

· High-level graphical description of the operational concept (high-level organizations involved, missions, geographic configuration, connectivity, etc.),

· Operational nodes, activities performed at each node, connectivity & informational flow between nodes,

· Information exchange between nodes, relevant attributes of the exchange such as media, quality, quantity, and level of interoperability required,

· Host and network security.

Deliverable:
JCD V4.0 and JTID Operational Architectures.  The initial architecture is due 

fifteen (15) working days after approval of  the SRS. Updates are due NLT ten (10) working days after each successive design iteration. 

6.2.3  Subtask 2.3:  JCD V4.0 and JTID System Architecture Development.  The contractor shall consider the following components, as a minimum, in developing the system architecture:

· Physical connections,

· Location and identification of key nodes,

· Circuits, network maps,

· System components (Hardware/Software),

· System interfaces,

· Host and network security processes,

· Detailed information exchange requirements. 

Deliverable:  
JCD V4.0 and JTID System Architecture. The initial system architecture is due NLT ten (10) working days after the operational architecture has been approved.
6.2.4 Subtask 2.4:  JCD V4.0 and JTID System Requirements and Architectures Review Brief.

The contractor shall provide a System Requirements and Architecture Review Brief to the Government.  The purpose of this brief is to provide both the contractor and the government an opportunity to ensure both understand the requirements of the proposed system architecture.  The contractor shall submit the minutes of the meeting to the government within five (5) days after conclusion of the meeting.  The contractor shall develop and provide to the Government, prior to the System Requirements and Architecture Review Brief, a draft of the following deliverables 

(some of these documents will be updated with more detail as development progresses):

Deliverables:

1. Database and Application Design. This will be a high-level description, and will include, at a   minimum, Logical Database Schemas and identification of major software modules. 

2. Interface Control Specifications.  This document will identify the interface requirements for the components (hardware, software, external systems, etc.) of this system.

3. Network Topography.  This document will provide a detailed network map (WAN, LAN) for the system.  It will include, at a minimum, the graphical network representation, host and network component descriptions, and a description of the processes associated with host and network components.  

4. Hardware Specifications.  This document will provide a recommend list of the hardware needed to support the development and implementation of this system.

5. COTS Software Specifications.  This document will list and describe the functionality of the COTS software (e.g., operating systems, OLAP, Oracle RDBMS, application development tools, etc.) used to support this system.

6. System Security Specifications.  This document will provide a description of the recommend approach to provide host and network information assurance.

7. System Wide Strategies.  This document will include procedures or strategies for archival, disaster recovery, error handling, and change management, etc.

8. System Operations and Maintenance Manuals.  These documents will provide the outlines for the production version of the JCD V4.0 and JTID system operations and maintenance manuals.

9. JCD V4.0 and JTID Configuration Management Plan. This document will provide the configuration management process for the TO.
10. Briefing Package or support materials for both database systems due three (3) days prior the  review.

11. Review minutes in written format NLT five (5) days after the review. 
12. Architectural Review Brief    21May2001
6.3   Task 3.   JCD V4.0 and JTID System Development:

The objective of this task is to develop and implement JCD V4.0 and JTID system which shall incorporate and satisfy the SRS.

6.3.1 Subtask 3.1:  JCD V4.0 and JTID System Development Plan (SDP). 

 The contractor shall develop the JCD V4.0 and JTID System Development Plan. The contractor shall update the development plan with each successive development iteration. 

Deliverable:
1.  JCD V4.0 and JTID System Development Plan.  The SDP is due NLT 

fifteen (15) working days after the approval of the SRS.  Updates to the SDP are due NLT ten (10) working days after each development iteration.

6.3.2   Subtask 3.2:  JCD V4.0 and JTID Databases Development.  The contractor shall address the database modeling requirements, initial data interchange, data structures, and schemas necessary to capture and present CND threat information.  

Deliverable: 
JCD V4.0 and JTID Database Design. This deliverable will contain the detailed

design, Logical and Physical Database Schemas, entity relationships, performance requirements, 

and the data dictionary for each system .  The deliverable is due NLT ten (10) working days 

after each design iteration  is approved .
6.3.2 Subtask 3.3:  JCD v4.0 and JTID Applications Design and Development.

The contractor shall design and develop the applications necessary to stage, process, analyze, and present the JTID resident data sets for each database system.  The contractor shall design and develop the applications necessary to satisfy the requirements in the SRS. 

Deliverable:   
1.  JCD V4.0 and JTID Application Designs.  This deliverable will contain the 

detailed application designs for each system.  The deliverable is due NLT ten (10) working days after each successive design iteration.  



2.  JCD V4.0 and JTID Design Reviews.  This deliverable will provide for a review of the JCD 4.0 and JTID database and applications.  The review is due NLT five (5) working days after submission of the designs to the government.



3.  JCD V4.0 and JTID Computer Software Configuration Items (CSCIs).  This deliverable will include the development of the software components needed to satisfy the requirements in the SRS.

6.3.3 Subtask 3.4:   JCD V4.0 and JTID Systems, Test and Evaluation.  The contractor shall 

conduct the JCD V4.0 and JTID systems test and evaluation.  The JCD V4.0 and JTID system acceptance test shall insure the system satisfies the operational and performance requirements as outlined in the SRS.  

Deliverable:  
1.  JCD V4.0 and JTID Acceptance Test Plans.  This deliverable is due NLT 

fifteen (15) working days after each design iteration is approved. 

2. JCD V4.0 and JTID Test Report.  This deliverable is due NLT thirty (30) days

 after each development iteration.

6.3.4 Subtask 3.5:  JCD V4.0 and JTID System Installation. The contractor shall install the 

operational system after government test and acceptance of each iteration. 

Deliverable:  
1. JCD V4.0 and JTID System Installation. This deliverable provides for the 

installation of the operational system after government acceptance of each iteration.  This 

deliverable is due NLT thirty (30) days after government test and acceptance.

2. System Documentation.  This deliverable includes the final operational 

versions of the systems documentation (e.g., System Operations Manual, System Maintenance Manuals, etc.). This deliverable is due NLT thirty (30) days after government test and acceptance.

6.3.6  Subtask 3.6:  SIPRNET to JWICS Development Support.  Contractor shall produce the information needed by DISA that enables DISA to develop data filters for the guard that permits data residing on a SIPRNET network to be transferred to a TOP SECRET network.  Required information is a description of the JCD/JTID data format, number and types of data, and the estimated volume of data.

Deliverable: 
JCD V4.0 Data Specification Report, due NLT ten (10) working days after each design iteration  is approved. 

6.4  Task 4:  JCD V4.0 and JTID Engineering Support.  The contractor will provide up to an additional 3650 hours of technical support to the JCD/JTID community.  This support will address JCD/JTID communities’ ability to provide data, as defined in the SRS documentation, to JCD V4.0 and JTID, and will provide support to keep the JCD and JTID systems operational at the JTF-CND level. 

Deliverable : Engineering Support.  The deliverable will provide a description of the support provided.  Deliverable is due NLT fifteen (15) days after total expenditure of hours.

6.5  Task 5:  Database Administration, Operational and Maintenance Support: 
6.5.1 Subtask 5.1:  Database Administration.  The contractor shall provide on-site Database Administrators  (DBA) support to all JCD and JTID Databases.  The DBA responsibility shall include but not be limited to database management (database creation, archive, backup, restoration, maintenance of users accounts, preparation of weekly database status and usage rates to be included in the monthly status report, etc.)  Prior to guard installation, the DBA shall also be responsible for the regularly scheduled transfer of data between networks.

6.5.2 Subtask 5.2:  Operational and Maintenance Support.  The contractor shall provide system engineering, operational, and maintenance support for the operational/production JCD system.  This support shall include, but not be limited to, the resolution of problems associated with customer functional requirements identified in the JCD Business Rules, problems associated with the existing data feeds, support for new data feeds, and the upgrade and resolution of problems associated with the DISA Ticket Management System (TMS) data feed.     

6.5.3 Subtask 5.3:  JCD/JTID System Performance Enhancement Support.  The contractor shall perform a  system assessment of the operational JCD and JTID database systems, and develop recommendations for upgrading the JCD/JTID hardware components.  The focus of the report will be on meeting the demands of a growing centralized data repository, and the improvement of JCD/JTID reliability, availability and maintainability.   The JCD/JTID Performance Assessment Report will identify potential problems areas, including current limitations in data storage and processing.  The report shall include a detailed list of equipment proposed for the JCD/JTID hardware upgrade, and a transition strategy for the implementation of government selected components into the current JCD/JTID.  Based upon Government approval, the contractor shall acquire hardware and software components in support of this upgrade effort.  The following are examples of items that may need to be purchased in support of the assessments being performed under this task order:

1.  Servers

2.  Workstations

3.  Storage devices

4.  Maintenance Support (HW & SW)

Deliverable : System Performance Assessment Report .  The deliverable will provide a description of the system performance and RAM .  Deliverable is due NLT fifteen (15) days after task completed.

6.5.4 Subtask 5.4:  DOD Agency Level JCD Interface:  The contractor shall develop an unclassified version of JCD V3.0 for deployment to NIPRNet.  This instance of JCD shall prevent unauthorized users from entering or viewing data using such security schemes as approved by the government.  The system shall be capable of supporting up to 25 concurrent users and shall store, for on-line viewing only, 90 calendar days of data specific to each authorized agency.  The contractor shall provide such systems administration as necessary to maintain this WWW site operational during normal business hours (5 days a week, except US government holidays, 8 hours a day) unless otherwise directed by the government.  The contractor shall develop updates to the System Architecture and Operational Architecture as called for and defined in Subtask 2.2 and Subtask 2.3.

Deliverable: Agency Level JCD Interface System.  Deliverable is due at the end of the Completion of SOW.

6.5.5 Subtask 5.5:  JCD v3.0 Category Report:  The contractor shall develop and deploy interfaces and the required code structure to the JCD V 3.0 supporting both predefined and ad-hoc reporting by event category; by organization (not limited to Service Component); and report data in terms of total number of attacks grouped by category.  In addition, the contractor shall make such changes to JCD and/or its interface that support the inclusion of a “Category 0” which designates a record as an exercise only record.  The contractor shall make such changes as required by this task and present the resulting interface for testing/approval to the government NLT 5 April 2001 for deployment NLT 12 April 2001.

Deliverable:  JCD v3.0 Category Report.

6.5.6 Subtask 5.6:  The contractor shall conduct such analysis as required to determine if DOD-CERT business processes require modification and what, if any, tools, automated systems, information collection repositories, or information retrieval/analysis interfaces are required to support these process and missions. The contractor shall conduct this analysis within the context of existing DOD-CERT/JTF-CND relationships and shall review and document the efficiency of existing automated information systems.  The Database Administrator(s) shall maintain the user authorization lists and shall, upon direction from the government, issue logins and passwords to authorized users.

Deliverable:  DOD CERT Business Process Analysis Report

7.  Place of Performance: 

7.1 Task 1: Primary place of performance.  The contractor shall perform the majority of work for this development at the Contractor’s facility.  With the exception of Task 5, minimal work will be performed at Government sites. 

7.2 Task 2:  Travel.  The contractor shall be required to travel locally in the Metropolitan Washington, DC, and Northern Virginia areas.  Some short-term (1-7days) CONUS travel may be required to other sites for system set-up, data gathering, and/or testing.   All travel will be for supporting the development IAW paragraph 6.0 of the SOW.  

# of Trips
                To/From



# of Days
# of Contractors

          2

San Antonio/Washington, D.C
     3

           2

          2

Norfolk/Washington, D.C.

     3

           2

          3                      TBD/Washington, D.C.                           3                           2

8.  Period of Performance: The period of performance for this Task Order is extended to 01 November 2001.
9.  Deliverable/Delivery Schedule:

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan/POA
	Contractor

Format
	Draft due  45  working days after award or

each iteration; Final due 5 working days after receipt of comments
	2
	Standard 

Distribution*
	Draft

Final 

	6.1.3
	Technical Interchange Meeting


	
	15 working days after award
	2
	
	Final

	6.1.3
	TIM Minutes


	Contractor

Format
	5 working days after TIM
	2
	Two copies to  TM Letter only to KO
	Final

	6.1.3.1
	Monthly Review Briefing (IPR) Package


	Contractor

Format


	3 working days prior to meeting
	2
	Two copies of briefing slides to TM
	Monthly

	6.1.3.1
	Monthly Review Minutes


	Contractor

Format 
	5 working days after the event
	2
	 Two copies to  TM Letter only to KO
	Monthly

	6.1.3.2
	Monthly Status Report


	Contractor

Format 
	5 working days after end of performance period
	2
	Two copies to TM  Letter only to KO 
	Monthly

	
	

	

	
	
	

	


	6.2.1
	JCD V4.0 and JTID SRS 


	Contractor

Format 
	Draft due on 1 Aril 2001;  Final due 5 working days after receipt of comments
	2
	Two copies to TM 

Letter only to KO
	Draft

Final

	6.2.1
	Requirements Traceability Matrix
	Contractor

Format
	5 working days after request
	
	
	

	6.2.1
	JCD V4.0 and JTID CMP Plans
	Contractor

Format
	Draft due 15 working days after each design iteration;  Final due 5 working days after receipt of comments 
	2
	Two copies to TM

Letter only to KO
	Draft

Final

	
	
	

	
	
	

	


	6.2.2
	JCD V4.0 and JTID Operational Architecture
	 Contractor

Format
	Initial due 15 working days after SRS; 10 working days after each new/revised design approved 
	2
	Two copies to TM 

Letter only to KO
	Initial

Updates

	6.2.3
	JCD V4.0 and JTID 

System Architecture 


	Contractor

Format
	Initial due 15 working days after SRS; 10 working days after each new/revised design approved


	2
	Two copies to TM

Letter only to KO
	Initial

Updates

	6.2.4
	JCD/JTID Sys Architecture Brief
	Contractor Format
	21May2001
	2
	Two copies of briefing slides
	

	
	
	

	
	
	

	

	6.2.4
	Database and Application Design
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	Interface Control Specifications
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	Network Topography
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	Hardware Specifications
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	COTS Software Specifications
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	System Security Specifications
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	System-wide Strategies
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	Systems Operations and Maintenance Manuals
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2 
	Two copies to TM

Letter only to KO
	

	
	
	

	
	
	

	

	6.2.4
	JCD V4.0 and JTID Configuration Management Plan
	Contractor

Format
	5 working days prior to Systems Requirements and Architectural Review Brief
	2
	Two copies to TM

Letter only to KO
	

	6.2.4
	Meeting Minutes
	Contractor

Format
	5 days after the event 
	2
	Two copies of minutes to TM

Letter only to KO
	Final

	6.2.4
	Technical Briefing Package
	Contractor

Format
	3 working days prior to the government briefing
	2
	Two copies of briefing slides to TM
	Final

	6.3.1
	JCD V4.0 and JTID System Development Plan
	Contractor

Format 
	10 working days after each iteration
	2
	Two copies to TM

Letter only to KO
	Draft

Final

	6.3.2
	JCD V4.0 and JTID Database Design
	Contractor

Format
	10 working days after each design iteration approved
	2
	Two copies to TM

Letter only to KO
	

	6.3.3
	JCD V4.0 and JTID Application Designs
	Contractor

Format
	10 working days after successive design iteration
	2
	Two copies to TM

Letter only to KO
	

	6.3.3
	JCD V4.0 and JTID Design Reviews
	Contractor

Format
	5 working days after submission of design to govt
	2
	Two copies of briefing slides to TM
	Final

	6.3.3
	JCD V4.0 and JTID Computer Software Configuration Items
	Contractor

Format
	TBD based on development cycle
	2
	Two copies to TM

Letter only to KO
	

	6.3.4
	JCD V4.0 and JTID System Acceptance Test Plans


	Contractor

Format 
	15 days after each design iteration approved
	2
	Two copies to TM

Letter only to KO
	Draft

Final

	6.3.4
	JCD V4.0 and JTID Test Report
	Contractor

Format
	30 days after each development iteration
	2
	
	Draft

Final

	6.3.5
	JCD V4.0 and JTID System Installation
	
	30 days after govt test and acceptance of each iteration
	1
	
	

	6.3.5
	JCD V4.0 and JTID System Documentation
	Contractor

Format
	30 days after gov't test and acceptance
	2
	Two copies to TM Letter only to KO
	Final

	6.3.6
	JCD V4.0 Data Specification Report 
	Contractor

Format
	10 working days after each design iteration
	2
	Two copies to TM Letter only to KO
	Final

	6.4
	Support Documentation
	Contractor

Format
	15 working days after expenditure of hours
	1
	
	

	5.3
	System Performance Assessment Report
	Contractor

Format
	15 Working days after task completed
	2
	Two copies to TM Letter only to KO
	Final

	5.4
	Component Level JCD Interface System
	Contractor Format
	Due at completion of task
	
	
	

	5.5
	JCDv3.0 Category Report
	Contractor Format
	Due NLT 5 April 2001
	2
	Two copies to TM Letter only to KO
	Final

	5.6
	DOD CERT Business Process Analysis Report
	Contactor 

Format
	Due 15 Working days after task completed
	2
	Two copies to TM Letter only to KO
	Final


*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

· Deliverables will be provided in contractor-determined format
· Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, white papers, etc., will be in MS Word, Office 97 version. Softcopy for briefings will be in PowerPoint, Office 97 version.
10.  Security/Clearance Requirements:  DOD 5200.2-R Personnel Security Program, requires DOD Military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, AKP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  

The program manager, task managers, developers, system administrators, and site surveyors are ADP-I positions and require access to TOP SECRET/SCI.  Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require access to SECRET.  The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the positions.  

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within 5 working days, assign qualified personnel to any vacancy created.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): Government furnished information includes: existing JCD Configuration Management Plan (CMP); CERT/JTF-CND JCD/JTID System Requirements Specification (dated 25 Feb 00); the JCD/JTID Requirements (dated 10 May 00) (and appendices), and documentation of the prototype Joint Threat Incident Database (developed by JTF CND).
12.  Packaging, Packing, and Shipping: Not Applicable. There will be no hardware delivered under this DO. 
13.  Inspection and Acceptance: The parts of JTID that reside on the SIPRNET and on JWICS will be accredited to the appropriate levels.  JTID will satisfy DII COE and JTA requirements if appropriate.  

14. Other Pertinent Information or Special Considerations:  Special considerations 

include expertise in Oracle database management, and an understanding of Joint CERT Database 

community operations. 

a.  Identification of Possible Follow-on Work.  Possible follow-on work includes additional development to meet future requirements.

b.  Identification of Potential Conflicts of Interest (COI). Not Applicable. 
c. Identification of Non-Disclosure Requirements.  There is no proprietary data involved.  At government sites, contractor will have access to JCD and JTID incident data and analyst comments that are appended to the incident data.  The incident data will be sensitive-but-unclassified or SECRET.  The comments will be sensitive-but-unclassified, SECRET, or TOP SECRET.

DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)





A.  THE PURPOSE OF THIS MODIFICATION IS TO INCORPORATE REVISED STATEMENT OF WORK DATED 15 MAR 01.  AS A RESULT OF THIS REVISION, AMOUNT ON CONTRACT IS INCREASED FROM $975,360.00 TO 1,499,779.00, AN INCREASE OF 524,419.00.  PERIOD OF PERFORMANCE IS EXTENDED THROUGH 1 NOV 01 AND NOW READS 22 SEP 00 THROUGH 1 NOV 01.  TASC PROPOSAL DATED 6 APR 01 IS INCORPORATED BY REFERENCE.  





B.  ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority


				


 Unilateral – IAW TASC Proposal dated 6 Apr 01


		                                                                                                             





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED





  17 Apr 01





 16B.  UNITED STATES OF AMERICA





  BY  �














 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


LINDA K. GOFF


CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)





  











 X


 		 











		


  





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)


97X4930.5F20 000 C1013 0 068142 255011      MIPR: DJEMZ02122            NET INCREASE $514,136.27 





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


20000922





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5019/0001





9B.  DATED (SEE ITEM 11)


                                        





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   TASC, Inc.


   55 Walkers Brook Drive


   Reading, MA 01867-3297


   Attn: Glenn J. Pruszinski








   Cage: 4A457   DUNS: 069341972   TIN: 04-2393618	





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER: 			





3.  EFFECTIVE DATE





See Block 16C	





 4.  REQUISITION/PURCHASE REQ. NO.





DJEMZ02122





2.  AMENDMENT/MODIFICATION NO.	





   04				





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





                        








�PAGE \# "'Page: '#'�'"  �� Should this be “the JCD/JTID System Development”?  Throughout this task, we sometimes use “JTID system” and sometimes use “JCD/JTID System”.  Since I assume what we want is the integrated system, shouldn’t we use “JCD/JTID System” throughout the SOW, except where something is specific to JTID?  I can’t tell what the major components are.  For example, it appears that there is an integrated database proposed, but perhaps a separate JTID application?  Perhaps I need a basic block diagram showing how many databases and how many applications are involved.


�PAGE \# "'Page: '#'�'"  �� Since you are allowing flexibility in the scheduling of the increment design reviews and the actual delivery of the increments, you need the contractor to propose a plan for how many increments there will be, what requirements will be mapped to each increment, and when the increments will be delivered.  This is usually done in a System Development Plan.  We need to ask for this deliverable.  You could either show it as a deliverable under Subtask 2.2 directly or insert another subtask after the System Architecture task, since it may be difficult for the contractor to deliver a good plan until after the architecture is approved.  One possibility would be to expand Subtask 2.3 to be “JTID System Requirements and Architecture Review and System Development Planning” and add the System Development Plan as a deliverable there.


�PAGE \# "'Page: '#'�'"  �� The Subtask number is 2.1 not 6.2.1.  This comment applies to all subtasks of Task 2.


�PAGE \# "'Page: '#'�'"  �� Is ten days enough time to get the updates?  This comment applies throughout the SOW.


�PAGE \# "'Page: '#'�'"  �� Should have an actual due date for initial delivery.


�PAGE \# "'Page: '#'�'"  �� Is ten days enough time to get the updates?


�PAGE \# "'Page: '#'�'"  �� System Operations and Maintenance Manuals are not part of an architecture.  They should be separate deliverables in a different subtask.


�PAGE \# "'Page: '#'�'"  �� Recommend you change to Database and Application Design


�PAGE \# "'Page: '#'�'"  �� Recommend putting “JCD/JTID” in front of Database Design Document


�PAGE \# "'Page: '#'�'"  �� CDRL number incomplete


�PAGE \# "'Page: '#'�'"  �� Is the JTID application separate from the JCD application?  Are there any changes required to the JCD application?


�PAGE \# "'Page: '#'�'"  �� Do we need the contractor to draft the SSAA?
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