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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$1,510,732.00
	$1,510,732.00

	
	Provide DoD Public Key Infrastructure (PKI)  

Class 3 and Medium-Pilot Support in accordance with the attached statement of work.  Period of Performance is 1 Jan 01 through 30 Jun 01.  SAIC proposal (revised) is incorporated by reference.  Type of contract is time-and-materials. 

PURCHASE REQUEST NUMBER DD2MZ17575 and DD2MZ17607


	

	
	
TOT ESTIMATED PRICE
	$1,510,732.00 NTE

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011
	

	AMOUNT:  
	$1,396,381.37  (DD2MZ17575)
	 

	  
	$84,728.43 (DD2MZ17607)
	  


I ASSURE TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

As of  16 Nov 00

	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0002

	Tracking Number:
	00005.00

	Previous Order Number:
	N/A


1. Points of Contact:
2.
Order Title:  Department of Defense (DOD) Public Key Infrastructure (PKI) Class 3 and Medium-Pilot Support

3.
Background:  A public key-based digital signature and encryption system has been implemented within the Department of Defense (DOD).  The Public Key Infrastructure (PKI) provides public key certificates needed to support critical DOD applications, which afford confidentiality and authentication of network transactions as well as data integrity and non-repudiation.  Several organizations are currently using the present infrastructure with users numbering into the thousands.  As more and more DOD organizations come aboard, it is expected that there will be millions of DOD users utilizing application-level public key encryption within the next few years.

The purpose of this statement of work is to provide support for the implementation and maintenance support for the DOD Medium-Pilot and Class 3 PKI systems on NIPRNET and SIPRNet.  This SOW also provides for additional engineering, development, testing, training, installation, and maintenance support for the DOD Class 3 PKI assurance level. The DOD Class 3 PKI Service is critical to the development and implementation of the Target PKI and DOD’s Defense-in-Depth technical strategy.  

4. Objectives:  The objective of this contract will be to support the current DOD Medium-Pilot and Class 3 PKI implementations on both the SIPRNET and NIPRNET and to support the development and implementation of updates and new functions and features for the DOD PKI Systems.  This will involve development of scripts, engineering and architecture support, testing, participating in working groups, system integration, help desk support, training, and related research and studies. 
5.
Scope:  The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in the SOW are:    

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6. Specific Tasks:  The ‘I Assure’ contract task areas that this delivery order will support include:

6.1 Task 1 - Contract–Level  and TO Management
6.1.1 Subtask 1 – Integration Management Control Planning.   

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 
Subtask 2 - TO Management.

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO. 

6.2 Task Area 1 - Policy, Planning, Process, Program and Project Management Support

6.2.1
Subtask 1- Technical Interchange Meeting. 

Within 10 calendar days of TO award, The contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered will describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance. The contractor shall provide minutes within ten calendar days TIM. 

6.2.2 Subtask 2: In-Process Reviews and Minutes.

The contractor shall hold a monthly In-Process Reviews (IPRs) and provide written minutes regarding TO status, e.g., work progress, cost, funding profiles, and schedule data. The schedule for IPRs will be identified in the Management Plan.  IPRs will provide for an interchange between the government and contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing). 

6.3 Task Area 2: Standards, Architecture, Engineering and Integration Support

6.3.1 Subtask 1: DOD Class 3 PKI System Engineering and Life-Cycle Activities. 

The contractor shall perform the system engineering and life-cycle activities appropriate to the various DOD Class 3 PKI releases and Registration Authorities (RAs)/Local Registration Authorities (LRAs) releases.  The activities are identified in the sections below.  The contractor shall provide technical assistance to projects and programs, identified by the TM, that are planning and/or implementing use of DOD Class 3 PKI services and functions.  It is anticipated that assistance will be required for various projects and programs, for example CINC, Common Access Card (CAC) and PK Enabling.

6.3.2 Subtask 2: System Architecture and Security Requirements. 

The contractor shall review current government versions and proposed updates to the DOD PKI Roadmap, PKIX, FPKI, X.509, Certificate Policy (CP), appropriate Certification Practice Statements (CPS), and similar industry.  These documents will be provided at the TIM.  As needed, the contractor shall also review current government provided DOD and C/S/A standards and directives regarding implementation and use of the DOD PKI.  The contractor shall recommend technical, operational, and schedule requirements for future releases of the DOD Class 3 PKI. The contractor shall assist DISA with acquiring, consolidating, and reviewing existing and proposed system change requests, trouble reports and new function requests.  The contractor shall document the functional and operational requirements for a new DOD Class 3 PKI system release.  The contractor shall develop and maintain the System Requirements Specification.  The contractor shall develop procedures and the documentation for the DOD Certification Authorities (CAs), RAs, LRAs, and User Workstations in the SIPRNET environment.  The SIPRNET documents will address physical, personnel and operating processing and procedures on the SIPRNET.  The contractor shall develop and maintain the RA/LRA/CA and user workstation SIPRNET. For each integrated system release/version the contractor shall develop and maintain the Security Architecture.

6.3.3 Subtask 3: Software and System Engineering and Design.

The contractor shall maintain the documentation and components for both the NIPRNET and SIPRNET medium-pilot and DOD PKI system implementations.  In conjunction with the government, the contractor will review the current architecture, design, and implementation of the DOD Class 3 PKI system releases and associated RA/LRA releases and identify components and/or functions that could be improved or simplified.  The contractor shall evaluate the comprehensiveness of the information assurance architecture; and suggest appropriate architecture, design and implementation changes for enhancements.  The contractor shall, upon finalization of requirements of the future target PKI functions, review and prepare plans for adapting the DOD Class 3 PKI to accommodate the target PKI operations.  In addition; the following design considerations will be addressed for both the Class 3 and target PKI systems.  The automated file system and data backup tools and procedures; filesystem and data restoration procedures; subsystem failure mode analysis and tools, techniques and procedures to provide continuity of operations during identified failure modes; and recommendations for improvements. Upon government approval, the contractor shall prepare and execute test plans and procedures for capacity and performance analysis and testing of certificates issued and revoked, keys recovery and escrow, entries in the ID and Email directories, and Certificate Revocation Lists (CRLs) archived.  The contractor shall also conduct testing on the ability of the current and planned PKI systems to prepare and publish CRL’s with large numbers of revoked certificates, size and growth rate of audit logs, and similar information.  The contractor shall prepare test reports detailing the capacity testing results.   The contractor shall provide technical and procedural support for design reviews, working groups, and other activities relating to the development of the DOD Class 3 PKI program. The contractor shall document the results of any system engineering trade-off studies and the resulting design for each new release.  Upon government approval, the contractor will acquire needed PKI components, (i.e. directory servers, crypto modules, RAID devices, etc.) to support development and operation of the system.  For each integrated system release/version the contractor shall update the System Subsystem Design Description Update Document.

6.3.4 Subtask 4: Implementation and Integration.

The contractor shall maintain an appropriate development, integration and test lab, suitable for supporting the existing Class 3 PKI and developing new functions and features for future Class 3 releases with GFE.  GFE list is attachment A. The contractor shall develop new and/or modify existing software components, integrate the software and hardware components with COTS and GOTS software and hardware to create each new DOD Class 3 PKI system release.  The contractor shall conduct unit and component level testing.  The contractor shall evaluate vulnerability and exploitation reports and threats, such as CERT and IAVA Advisories, and assist the government in testing the IAVA’s for applicability to the DOD Class 3 PKI system components; develop and/or obtain updates to address applicable reports; and integrate the updates.  For each integrated system release, the contractor shall establish and document a software and hardware baseline and incorporate this information into the Configuration Management System. The contractor shall provide the System Software Source Baseline and the DOD RA/LRA software application and source code in media CD-ROM.

6.3.5
Subtask 5: Configuration Management.

The contractor shall develop and maintain the DOD Medium-Pilot and Class 3 PKI Configuration Management (CM) System to manage the PKI system configurations and documentation and to capture/manage Software Trouble Reports (STRs), Requirements Change Requests (RCRs), CM Plan updates, and revisions to the installed system(s) and the next release(s).  This task will include and executing the CM processes for the DOD Medium-Pilot and Class 3 PKI COTS and GOTS hardware/software configurations. The contractor shall provide an automated web-based process for capturing input such as STRs, RCRs, and new functionality for the CM process in contractor-determined format.  The contractor shall utilize the currently implemented, industry-standard tools and techniques for managing configuration control of the DOD Medium-Pilot and Class 3 PKI COTS and GOTS hardware and software components and configurations.  The contractor shall provide requested Configuration Management System reports (i.e. CM Plan updates, RCRs, STRs, etc.) in contractor-determined format.  The contractor shall update the draft DOD PKI Integrated Logistics Support Plan (ILSP) to incorporate DOD PKI Class 3 Release 3 requirements.  The draft ILSP will be provided to the contractor at the TIM meeting.

6.3.6
Subtask 6: PKI Configuration Control Board.  

The contractor shall support the Government in managing and conducting the configuration control process for the DOD PKI Systems.  The government will hold PKI CCB meetings; in support of defining and approving the functional capabilities for existing and future DOD PKI systems. The contractor shall provide inputs (i.e. STRs, RCRs, system design recommendations, cost analysis, etc.) to the PKI CCB and assist the Government in the evaluation and determination of future system corrections, updates, and/or enhancements. The contractor shall document PKI CCB meetings and deliver draft CCB minutes to the Government within 5 calendar days of the CCB meeting.  Upon Government approval the minutes will finalized and distributed to CCB members.  The PKI CCB processes and minutes will be documented in the contractor's Configuration Management System.  The contractor shall provide the government with access to CMS throughout the period of performance and deliver contents of the CMS in a contractor/government agreed upon format at the end of performance.

6.3.7  Subtask 7: Functional Test and Evaluation.

The contractor shall develop, maintain and deliver to the Government a PKI Functional Test Plan for each DOD PKI System developed. Contractor will highlight, within the PKI Functional Test Plan, those functional changes implemented for each new version and/or release.  The contractor shall functionally test each PKI installation against the PKI Functional Test Plan to verify operability as well as interoperability with the global PKI system. The contractor shall document the test results in the form of a Functional Test Report.  The contractor shall deliver a DOD Class 3 PKI Functional Test Plan and Functional Test Report. 

6.3.8
Subtask 8: Systems Security Assessment Support. 
The contractor shall provide support in performing the security test and evaluation of the DOD PKI systems submitted for security evaluation.  These activities may include site installation (NSA FANX-3), operational training, technical interchanges, responding to questions, resolution of security findings, and architectural modifications. The contractor shall provide a summary of the activities performed in the Security Evaluation Support Report.

6.4
Task Area 3: Solutions Fielding / Installation and Operations

6.4.1 Subtask 1: Engineering Trouble Shooting.

The contractor shall provide engineering trouble shooting for the resolution of level 3 help desk trouble ticket reports for the test and operational DOD Medium-Pilot and Class 3 PKI systems. The contractor shall provide a monthly report documenting the Engineering Trouble Shooting Activities.  

6.4.2
Subtask 2: DOD Medium-Pilot and Class 3 PKI System Operational Support.
The contractor shall support the operational NIPRNET and SIPRNET implementations of the DOD Medium-Pilot and Class 3 PKI at Defense Enterprise Computing Center (DECC) Chambersburg, DECC Denver, and Joint Interoperability Test Center (JITC) (NIPRNET only).  The contractor shall work closely with the Government TTM to determine engineering, architecture, and testing support activities within the scope of the SOW, and will ensure that adequate resources are applied to provide technical assistance to projects and programs, identified by the TM, that are planning and/or implementing use of DOD Medium-Pilot and Class 3 PKI services and functions.  It is anticipated that assistance will be required for various projects and programs.

6.4.3 Subtask 3: Operations and Maintenance.

The contractor shall provide support for operations and maintenance of the DOD Medium-Pilot and Class 3 PKI system.  This effort may include the correction of identified software trouble reports, documentation updates, and training for Root, Directory, and Certification Authority operations. The contractor shall provide on-site visit support to assist the site personnel with the operation, reconfiguration, and/or correction of an installed system release of the DOD Medium-Pilot and Class 3 PKI systems and/or component.  The contractor shall provide a Site Visit Summary Report of the activities accomplished during an on-site support visit within 5 calendar days of the visit. 

6.4.4 Subtask 4: System Installation.

The contractor shall configure, install, and test DOD Class 3 PKI systems at the designated sites listed in the table below.  These sites may be changed and/or other sites may be added at the discretion of the Government. The contractor shall develop and use a PKI Site Installation Plan, developed in contractor format, at each site to verify the systems installed and configured and operationally tested to operate within local systems (filter routers, DNS, mail server, etc) and global PKI networks.  The PKI Site Installation Plan, at a minimum, shall have a section that describes the DOD Class 3 Version new functionality, required system configuration, installation instruction, and operational acceptance test procedures.  For each site installed, the contractor shall deliver a Site Installation Report developed in a contractor-determined format.   For installations conducted at NSA, Defense Enterprise Computing Centers (DECCs), and the Joint Interoperability Test Command; the contractor shall plan, schedule, and resource to remain on site for up to 5 calendar days to ensure the system is operating properly and operators have been properly trained.  The contractor shall update the PKI Site Installation Plan to reflect changes for each new release and/or version. 

	Site
	Location
	Component

	National Security Agency Central Facility 
	Finksburg, MD
	Operational Root CA

	Defense Enterprise Computing Center (DECC)
	Chambersburg, PA
	Operational Subordinate CA and Directories

	DECC 
	Denver, CO
	Operational Subordinate CA and Directories

	National Security Agency FANX-3
	Baltimore, MD
	Test PKI (Root, Subordinate CAs, and Directories)

	Center for Standards 
	Ft Monmouth, NJ
	Test PKI (Root, Subordinate CAs, and Directories)

	Joint Interoperability Test Center (JITC)
	Ft Huachuca, AZ
	Test PKI (Root, Subordinate CAs, and Directories)


6.5
Task Area  4 -  Education, Training, Awareness, Certification and Accreditation and IA Support 

6.5.1 Subtask 1: Classroom Training.

The contractor shall provide subject matter expertise  (SME) support in the development and delivery of  PKI education, training, and awareness to the Government.  The contractor shall maintain and update, as appropriate, DOD PKI training materials to include but not limited to, the Basic Overview, End User, LRA, and RA training materials.  The government will provide GFI to the contractor for the training materials.  The contractor shall provide support for the scheduling, planning, set-up, execution, and follow-on activities related to the delivery of  PKI training.  Additional support shall be provided for reproduction and distribution of training materials, either through electronic, surface mail, or on-site delivery, as deemed necessary by the Government.  The contractor shall build, deploy and maintain an RA/LRA Training Lab at the contractor’s facility.  The lab will consist of GFE/GFI as specified in Attachment B.   The majority of the training sessions shall be held at the contractor’s site, however the contractor shall support on-site training sessions as deemed necessary by the Government.  Each training session will require a primary instructor and a system administrator supporting the instructor.  A total of  nine (9) PKI training sessions, estimated duration 5 days each, are planned.  An average number of eight (8) students are anticipated for each session.  Dates will be provided by the government and may change as necessary to accommodate the needs of the Government.  The contractor shall adhere to the specified dates unless directed otherwise by the Task Monitor, the Contracting Officer (CO), Contracting Officer’s Technical Representative (COTR), or other duly authorized government personnel. 

Proposed Training Dates


Proposed Location
   Jan 2001



         Contractor Facility NCR

   Feb 2001



         Contractor Facility NCR

   Mar 2001



         Contractor Facility NCR

   Apr 2001



         Contractor Facility NCR

   May 2001                                                 Contractor Facility, NCR

   Jun 2001                                                   Contractor Facility, NCR

Three Class Dates TBD             
          Location TBD

DOD Class 3 PKI training deliverables and updates will be developed in a contractor-determined format. 

6.5.2
Subtask 2: Demonstrations. 

The contractor shall provide support for PKI capabilities demonstrations to the C/S/A’s and other activities as specified by the Government.  Demonstrations may be at the contractor’s site, an official government site or other locale to be determined by the Government.  The contractor shall provide support for the planning, set-up, execution, removal of an ID/Email Certificate Server, ID/Email Directory Server, and LRA/RA workstations and any follow-on activities related to any demonstration activities.  This will include support for transportation of equipment to and from the demonstration site, as deemed necessary by the Government.  The exact locations of the demonstrations will be provided at the first TIM meeting.

6.5.3
Subtask 3: Operations Training.

The contractor shall also develop and deliver hands on training materials for the Root, CA and Directory operations for the DOD PKI.  The training will provide local system administrators and operators of the DOD Class 3 PKI systems with instruction on the day-to-day functions required to ensure correct operations, performance and Backup/ Recovery procedures at the PKI lab or on site.   The contractor will provide this training after systems installation. 

6.5.4 Subtask 4: Site Security and Certification and Accreditation.
The contractor shall support the sites’ designated Information Systems Security Officer (ISSO) in the resolution of security findings identified during the NSA System Security Assessment (SSA) and Site SSAA for the DOD Class 3 PKI Certification and Accreditation.   As part of this support, the contractor shall develop and maintain a  Security Findings and Resolution Matrix Report containing each finding and the corresponding resolution.  Contractor shall document all security findings in the form of a DOD Class 3 Version change request and submit it to the Configuration Management System for processing. 

7.
Place of Performance:
7.1 Primary Place of Performance.

Work will be performed at the contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated.

7.2
Travel.

The contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS travel may be required.  All travel will be for supporting the installation and support of the DOD Medium-Pilot and Class 3 PKI systems in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:
	Destination for         Installation
	Number of 

Personnel
	Number of Days (Includes 5 days to ensure system operations)*
	Number of 

Trips

	Finksburg, MD
	2
	7
	2

	Lithicum, MD
	2
	10
	2

	Chambersburg, PA
	2
	10
	6

	Denver, CO
	2
	10
	6

	Denver, CO 
	2
	12
	4

	Ft Huachuca, AZ
	2
	10
	3

	Ft Monmouth, NJ
	2
	3*
	1

	Three Class 

Locations TBD
	2 each trip


	7 each trip*


	3


* These installations and/or training locations do not require 5 day system operations time.

Additional travel must be approved by the Task Monitor and Contracting Officer’s Repre
sentative (COR).

8.
Period of Performance:

The period of performance for this Task Order is 181 calendar days starting 01 January 2001. 
9.
Deliverable/Delivery Schedule:
The initial due dates for deliverables provided in this Delivery Order Definition may be modified based on the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format. 

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies 
	Distribution 
	Frequency and Remarks

	6.1.2
	TO Management Plan
	A003/DI-MGMT-80347  (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar Days after TIM meeting
	2
	Standard Distribution*
	Draft – 15

Final - 30

	6.1.2
	Report
	A008/DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	
	Standard Distribution*
	Monthly, on 5th  workday

	6.2.1
	TIM Minutes
	A008/DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)


	Calendar  days after TIM meeting
	2
	Standard

Distribution*
	Final -10

	6.2.2
	IPR Minutes
	A008/DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)


	
	2
	Standard 

Distribution*
	Monthly, on 5th workday



	6.3.2
	System Requirements Specification
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after  TIM meeting
	2 
	Standard

Distribution*
	Draft – 60

Final - 75

	6.3.2
	RA/LRA/CA User Workstation Documentation (SIPRNET)


	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after  TIM meeting
	2
	Standard

Distribution*
	Draft – 60

Final - 75

	6.3.2
	System Security Architecture
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after Functional Test Report
	2
	Standard Distribution*
	Draft – 10

Final - 20

	6.3.3
	System Subsystem  Design Description Update
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2 
	Standard

Distribution*
	Draft – 60

Final -75

	6.3.3
	Technical Test Reports


	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	2 
	Standard

Distribution*
	 5th of the month 

	6.3.4
	PKI Systems Software Source Baseline 
	Contractor –Determined Format (one hard copy and one CD-ROM) 
	Calendardays after TM request


	2 
	Standard

Distribution*
	Draft – 20 

Final - 40

	6.3.4
	DOD PKI RA/LRA Applications S/W  Baseline
	Contractor –Determined Format (one hard copy and one CD-ROM)


	Calendardays after TM request
	2 
	Standard Distribution*
	Draft – 20

Final - 40

	6.3.5
	Configuration Management Reports
	Contractor –Determined Format (one electronic copy in Microsoft Word 97 and one hard copy) 
	
	2
	Standard

Distribution*
	5th of the month

	6.3.5
	Integrated Logistics Support Plan (ILSP)
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TIM meeting
	2
	Standard 

Distribution*
	Final - 45

	6.3.6
	CCB Minutes
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after CCB meeting
	2 
	Standard

Distribution*
	Draft – 5

Final - 15

	6.3.7
	Functional Test Plan
	A026/DI-NDTI-80566 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendardays after TM request
	2 
	Standard

Distribution*
	Final -30

	6.3.7
	Functional Test Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after  Functional Test 
	2 
	Standard

Distribution*
	Final - 20 

	6.3.8
	Security Evaluation Support Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM request

 
	2 
	Standard

Distribution*
	Draft – 10

Final - 20

	6.4.1
	Engineering Trouble Shooting Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	2 
	Standard

Distribution*
	10th  of the month

	6.4.3
	Site Visit Summary Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after site visit
	2 
	Standard

Distribution*
	Final - 5

	6.4.4
	Site Installation Plan
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days prior to site installation 
	2 
	Standard

Distribution*
	Final -20

	6.4.4
	Site Installation Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy
	Calendardays after installation
	2 
	Standard

Distribution*
	Final - 20

	6.5.1


	PKI Training

 Materials
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2 
	Standard

Distribution*
	 Final - 30

	6.5.3
	CA and Directory Operations Training Materials
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2 
	Standard Distribution*
	Final - 30

	6.5.4
	Site C&A Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after  Site C&A 
	2 


	Standard

Distribution*
	Final - 20

	6.5.4
	Security Findings and Resolution Matrix

Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after site C&A and/or NSA SSA 
	2 
	Standard

Distribution*
	Draft – 15

Final - 30


** Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and the deliverable to both the Primary and Alternate TM

Note 1: Cost and status reports are due 14 days after close of contractor’s accounting period. Equipment status report due 10 days after completion.

10.
Security: 

All personnel require access to information at the SECRET level.  

The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):
The Government-Furnished Equipment is Attachment A and B. 

The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task by task basis. As additional materials are required, The contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing PKI and IASE Web Site URL course media; and system security assessment plans, procedures and results for each delivered release of the DOD PKI and will be delivered at the TIM.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

12. Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.

13. Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

14. Other Pertinent Information or Special Considerations:   

The contractor shall maintain an integration and test laboratory in the NCR using GFE (Attachment A).

The contractor shall maintain a training facility capable of providing hands-on training for a minimum of 8 students within the NCR using GFE (Attachment B).

Year 2000 Compliance

All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

a. Identification of Possible Follow-on Work.    

Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued Life Cycle Management Activities per 6.3.1.

b.       
Identification of Potential Conflicts of Interest (COI). 

The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

b. Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the DOD PKI and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the DOD PKI and its multiple commercial components.


