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‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 27/Sep/2000 08 May 2001 05 July 200127 August 2001
	Contract Number:
	DCA200-00-D-5013

	Order Number:
	0002

	Tracking Number:
	0006

	Previous Order Number:
	


1.  Points of Contact

2.  Order Title: Information Assurance Training Product Updates
3.  Background: 

The Defense Information Systems Agency (DISA) Information Assurance Program Management Office (IPMO) has the mission to promote standardized DOD information assurance (IA) education, training, and awareness (ETA) throughout the Department.  In addition, IPMO is to support development of an IA career program within the DOD. The purpose of this task is to obtain contractor support to IA ETA product development for customers DOD-wide.  Elements of the overall program are incorporated in the specific tasks and sub-tasks outlined in Section 6 below. These tasks are consistent with the IPMO’s DOD-wide mission, with the DISA Corporate Plan, and with the DISA IA Program Plan.

The mission of DISA’s IA Education, Training, Awareness and Products Branch  (D253) is to develop products and provide analytic support to implement the DOD-wide IA ETA program. The program consists of three elements: computer, web and classroom-based training and awareness product development; professionalization support; and training and awareness dissemination. It is designed to promote IA awareness and skills throughout DOD, including agencies, CINCs, and CINC components. The first goal is to standardize and enhance the IA knowledge and skills of information system owners, managers, technicians, and users across the Department. The second goal is to support DOD outreach to civilian Departments and Agencies, and under PDD-63, to provide avenues for the products to reach the private sector. The program for DOD provides 

· Development and dissemination of IA distributive computer and web-based training (CBT/WBT) products and traditional classroom training and awareness courseware -- supporting DOD-wide system administrator/user certification -- and thereby increasing the Department’s overall ability to operate and maintain secure information systems and networks. 

· Courseware evaluations, certification standards and criteria, certification performance-based and tradi  

        tional tests, and databases to support implementation of the DOD IA personnel certification program. 

· Traditional classroom IA training of DOD IA courses for IA professionals, managers and users via 

        mobile training teams. 

· Awareness products for managers, IA professionals and users regarding IA related threats, issues and 

       emerging developments.

· ETA products supporting DOD-wide system administrator/user certification. 

· DOD level training for IA professionals, managers and users.

The DOD IA ETA program is essential to provide training courseware and awareness products for system administrators, ISSOs/ISSMs, and other IA personnel and users, whom otherwise would not receive training due to the inability of DOD classrooms to accommodate the demand. Training is built to national and DOD IA training standards, where they exist. Basic products are computer, web, and classroom-based training and awareness courseware; tests, evaluations and databases that support the development and implementation of the DOD-wide IA personnel certification program, and the dissemination of IA training and awareness products via distributive training media. These media include CD-ROM, the web, and delivery of classroom/platform instruction via mobile training teams.

4.  Objectives: This task supports key aspects of IPMO’s mission to promote IA related ETA throughout the DOD. The goal is to provide baseline training and awareness to support the DOD IA personnel certification, with particular emphasis on the DOD IA front line of defense, and to standardize and enhance IA knowledge and skills of information system owners, managers, technicians and users. The specific objective of this task is to update existing products to maintain their currency.

5.  Scope:

This task applies to DISA’s DOD-wide IA ETA program. It will provide the security planning assistance to the program management office. In addition, it will provide the IA content and delivery media necessary to produce high quality ETA products to a DOD and Federal-wide audience.  The contractor shall provide instructional system design, graphics design, multimedia programming and technical services supporting development, integration, and maintenance of IA ETA products throughout their lifecycle.  The contractor shall provide information assurance expertise where needed, and shall update the content to maintain its currency with evolving DOD IA policy, threats, vulnerabilities, emerging issues, and new procedures or processes. This task requires close coordination and collaboration with the IA ETA and Products Branch.  This team effort will result in continued superior award winning IA ETA products. 

DOD IA ETA Project Officer Work Breakdown Structure (WBS) 

The WBS for DOD IA ETA projects will consists of the following activities:

Update current IA ETA products

Specific services addressed in this SOW are:

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6. Specific Tasks:  
6.1  Task 1 - Contract-Level and TO Management 

6.1.1  Subtask 1 - Integration Management Control Planning. 

Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the DO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements through out the period of performance.  

Deliverable:  
Technical Interchange Meeting, NLT 10 days after contract award.  TIM minutes  

and briefing/support materials in written documentation due within five (5) days of the meeting.

6.1.2  Subtask 2 - TO Management. 

The contractor shall develop and deliver a Management Plan/Plan of Accomplishment (POA) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance, and schedule requirements throughout DO executions.  The plan will include the description of management controls, key activity milestone, deliverables, schedules, assumptions, and other relevant information. The contractor shall not proceed to commence the effort without the approved POA from the Government 

Deliverable:  Monthly Status Report; Management Plan of Action

6.2 
Task 2  IA Product Development.

6.2.1 Sub-Task 2.1.  CBT/WBT Product Development The objective of this sub-task is to engineer IA and INFOSEC related multimedia ETA products on a variety of presentation media. Web and CD based multimedia training and awareness products shall be refreshed, and existing multimedia materials will be tailored to ensure they continue to reflect the evolving nature of IA, and current technology.   The contractor shall develop high quality multimedia ETA products in CBT/WBT media.  The products shall be interactive.  It is anticipated that all will use a combination of still photography, text, animation, and audio.  For planning purposes, Level II or III web-delivered media is anticipated. 

The contractor shall, as necessary, evaluate and update current products, analyze and research imagery sources (e.g., news services) for appropriate visual images and audio sound bites to enhance the message conveyed in the training and awareness products. The number of multimedia training products and the duration of each individual product will be determined by the subject matter, and the government. For planning purposes the estimated duration of each of the required products is indicated in parens. 

· UNIX Security for System Administrators  (update) (4 hrs)

· SAIPR-UNIX (update) (1 hr)

· Web Security (update) (4)

· GCCS Training  (4)

· GCSS Training (update) (3.35)

The GCCS product will be based on, and update, existing GCCS training content. The target audience is the GCCS operator/operations planner. The product will provide an overview of the features of the system, including enhanced IA awareness. It will include virtual hands-on exercises and demos of key procedures and capabilities. The GCCS WBT will be capable of running on a UNIX as well as NT server.

The contractor shall modify the existing GCSS training WBT to conform to the latest operational version of GCCS (Version 3.0).  Changes include: the look and feel of the GCSS (CINC/JTF) Portal, the look and feel of the Drill Down Tool, how users can utilize the DDT, navigation of the queries and the number of ways to run queries in the Portal and COP-CSE.  The exercises and instruction sections on running queries must be updated and the modified GCSS WBT needs to reflect the new approaches and changes to querying the system and obtaining information.  The amount of effort estimated to make the changes is equivalent to developing a WBT of approximately 3 to 3.4 hours of “seat time” by the user.   

The contractor shall also add a section to be used for demonstrations of the GCSS V3.0 capability.  This section should be made up of back to back query examples run from the COP-CSE and Portal that contain no speaking instructions or CBT help screens.  

The contractor shall also provide 800 copies of the WBT at the end of development, which will be distributed by the GCSS Team.  

The products shall be web-based, DII compliant, and beta tested on the DISA net (Windows NT 4.0) as well as other Windows based operating systems and Service Packs commonly used by DOD components (e.g., Windows 95, Windows NT; Service Pack 3,4,5 etc., and Windows 2000) as part of the development and test process. The intent is for the WBT to be delivered via the internet or an intranet, with instructor support. Metrics will be required on usage, and a certificate of completion issued. Testing will be required for products supporting IA certification.  All product design will follow the IPMO CBT Style Guide unless a waiver is obtained from the Technical Task Manager, and the contractor shall make maximum reuse of existing media and tools (such as the automated IA Glossary). 

Deliverables: WBTs (on CD-ROM)

6.2.2 Sub-Task 2.2.  Mobile Classroom Update.  The contractor shall expand the UNIX mobile classroom from 5 to ten student laptop workstations and associated software and warranties, and upgrade the memory of the 12 NT mobile classroom laptops. Current UNIX suite laptop (5 student, 1 instructor, 1 as server) model is Dell Inspiron 5000 PPM, and has Pentium III/600Mhz, 128 MB RAM, and 12 GB hard drive, and NIC, and runs Solaris 7. Other equipment necessary will include external MS Intellimouse (or equivalent), power strip/surge protector, associated cables and hubs to integrate with the existing UNIX Deployable Training Suite, and 5 additional transportable case. The existing NT suite of 12 Hitachi Vision-Pro lab tops require replacement of the current RAM with a 128MB chip per laptop. The contractor will provide a summary of the purchase invoices.

Deliverables: 5 laptops with transportation case; 12 RAM upgrades (integrated into 12 existing laptops); Summary of Invoices 

7. Place of Performance: 

7.1  Primary place of performance.  The contractor shall perform the work for this development at the Contractor’s facility. 

7.2  Travel. The contractor shall be required to travel locally in the Metropolitan Washington DC and Northern Virginia areas, and between Hampton, VA and Northern VA.
8. Period of Performance: The period of performance for this Task Order is 365 days from the date of award.

9. Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM
	A001

UDI-A-23083A 
	5  days after award or event
	1 Hardcopy (HC)

1 Soft copy (SC)
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan of Action
	A002

DI-MGMT-80227
	30 days after award
	1 HC

1 SC
	Two Copies to TM   Letter Only to KO
	Final

	6.1.2
	Status 

Report
	A002

DI-MGMT-80227
	Monthly
	1 HC

1 SC
	Standard 

Distribution*
	Monthly

	6.2.1
	CBT/WBT

(on CD-ROM)
	Contractor

Format
	Specific schedule to be determined at TIM
	1 HC

1 SC
	One master and three copies to TM 

Letter only to KO
	· Draft: 90 days from start (DOS) of each product (UNIX Security; SAIPR-UNIX; Web Security; & GCCS & GCSS)

Beta: 180 DOS

Final: 270 DOS 

	6.2.2
	Summary of Invoices
	Contractor 

Format
	60 days after award
	1 HC

1 SC
	Standard 

Distribution*
	Final


*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and the deliverable to the Primary TM

· Deliverables, with the exception of CBTs/WBTs and courseware will be provided in contractor-determined format
· Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, whitepapers, etc., will be in Word, Office 97 version. Softcopy for briefings will be in PowerPoint, Office 97 version.
· CBT/WBT interface/format will be approved by the TM prior to the start of the effort
· Courseware format will be in contractor developed, government approved format
10. Security.  

While it is anticipated that all ETA products updated via this task will be unclassified, access to classified information may be required up to the level of SECRET.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.  Programming personnel will require ADP-II.

The required sensitivity level investigations will be initiated prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): GFE: NT classroom laptops and travel cases. GFI: copies of current products requiring update; government developed content for updates where it exists. GFE and GFI will be returned to the TM when no longer need to perform the task or at the conclusion of the contract, whichever occurs first. 

12.  Packaging, Packing, and Shipping: Not applicable 
13.  Inspection and Acceptance: Not applicable.
14. Other Pertinent Information or Special Considerations: 

a.  Identification of Possible Follow-on Work.  Not applicable.
b.  Identification of Potential Conflicts of Interest (COI).  Not applicable 
c.  Identification of Non-Disclosure Requirements.  Not Applicable
DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)


1.  THE PURPOSE OF THIS MODIFICATION IS TO INCORPORATE INTO THIS ORDER CSC PROPOSAL MODIFICATION DATED 31 AUG 01.  BY INCORPORATING THIS PROPOSAL MODIFICATION INTO THE ORDER THE FOLLOWING IS CHANGED:





A.  THE TOTAL OF THE ORDER IS CHANGED FROM: $1,044,645.59 TO: $1,294,635.09, AN INCREASE OF $249,989.50 (BLOCK 12 IS CHANGED TO READ


MIPR DD2MZ17774 $245,087.75, MIPR DD2MZ17581 $730,045.21 AND MIPR DJEMZ11276 $294,117.12, A TOTAL OF $1,269,250.08).








2.  ALL OTHER TERMS AND CONDITIONS OF THIS ORDER REMAIN THE SAME.
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)





UNILATERAL, CSC PROPOSAL MODIFICATION DATED 31 AUG 01





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED0





20010904





 16B.  UNITED STATES OF AMERICA





  BY  �








 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


ANNE KAREN KELLER


CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)
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THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)





97X4930.5F20 000 C1013 0 068142 2F 255011             MIPR: DD2MZ17774               NET INCREASE:  $245,087.75





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


20001228





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5013/0002





9B.  DATED (SEE ITEM 11)


                                 --------------------------------------------------------------------------------------------------       





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   CSC


   ATTN: Jody Christopher


   3170 FAIRVIEW PARK DRIVE (M/C N300)


   FALLS CHURCH, VA  22042						





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER: 			





3.  EFFECTIVE DATE





20010904





 4.  REQUISITION/PURCHASE REQ. NO.


 








2.  AMENDMENT/MODIFICATION NO.	





   03					





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





                        








