[image: image1.png]£a tug





‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

Revised 21 AUG 01
	Contract Number:
	DCA200-00-D-5017

	Order Number:
	0001

	Tracking Number:
	0008

	Previous Order Number:
	DCA100-95-D-0104, DO 116


1.  Points of Contact

2.  Order Title:  NATO and Coalition Security Policy and Interconnection Support 

3. Background: A mission of the Defense Information Systems Agency (DISA) Information Assurance Program Management Office (IPMO) is to provide security policy direction, guidance, and direction to the Department of Defense and the North Atlantic Treaty Organization (NATO), the Partnership for Peace. In accomplishing this mission, representatives from the IPMO’s International team assesses and ensures security compatibility and interoperability among the U.S. Department of Defense (DOD) security requirements, processes, and products with the member nations and organizations of the North Atlantic Treaty Organization, the Partnership for Peace initiative, and coalition based initiatives.  This assist in ensuring a consistent and compliant path leading to the certification and accreditation of computers, systems, and networks, by providing and developing information system security strategies, design, ecurity guidance, and measures that validate and enforce that minimum security requirements and standards of the DOD and NATO body have been met.  

4.  Objectives:  In support of DISA IPMO’s mission, this “I Assure” Task Order delineates contractor support in assuring that U.S., DOD, and the intelligence sharing capabilities with the NATO and coalition information systems and technology are secure and meet applicable certification and accreditation requirements.  Thus, the overarching objective of this task order is to ensure a consistent and compliant path leading to the accreditation of computers, systems, and networks, by providing and developing information system security strategies, design and evaluation guidance, and measures that validate and ensure that the security requirements and standards of  this common body have been met. 

5.  Scope:  The Contractor shall provide technical security expertise in DOD and NATO security policy, directives, and instructions.  This work includes, but is not limited to, ensuring compliance with the various security policies, assessing impacts of integrated, interdependent, and 

interconnected DOD, NATO, and coalition local subscriber environments’ security posture and topology, reviewing security relevant documentation, and preparing technical papers discussing the results of this analysis.  This work also includes participating in Connection compliance      efforts, ensuring compliance with policies and directives, participation in technical meetings, 

and the preparation of technical papers and reports.

The contractor shall comply with the appropriate DOD-approved architectures, programs, 
standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Implementation Guidance (STIG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  

Specific services addressed in this SOW are:
· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA support

6. Specific Tasks: The ‘I Assure’contract task areas will include (1) Task Order Management and (2) NATO and Coalition Support.  Task Order Management will be in the form of a Technical Interchange Meeting (TIM), Management Plan/Plan of Accomplishment (POA), Management and Status Reporting, and In-Process Reviews and Minutes.  NATO and Coalition Support will include Specific Support, in providing technical security expertise in DOD and NATO security policies, directives, and instructions; Technical Assessment/Remote Analysis; and White Papers, Briefings, Technical Reports and Other Deliverables. 

6.1
Task 1 - Contract-Level and TO Management 

6.1.1      Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.    Within 15 working days of TO award, the contractor will host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered will describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall provide minutes for this TIM within ten working days of meeting end.  The TIM minutes will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guideline. 

6.1.2.  Subtask 2 - TO Management. 

The contractor will:  prepare and submit a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution; provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the contract; prepare and submit a Management Plan that will address the tasks and associated schedules described in this SOW and any changes to the Delivery Order agreed to at the TIM, and will include, at a minimum, descriptions of tasks, as follows:
· methodology and technical approach for accomplishing the task

· organizational resources, structure and interfaces

· management controls

· key activities and milestones

· deliverables

· assumptions

· Government Furnished Equipment / Information (GFE/GFI) required

· personnel

· security

· schedule.

The Management Plan/Plan of Accomplishment will be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  The updated plan will be submitted to the Government for approval. 

The Management Plan/Plan of Accomplishment will serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan/Plan of Accomplishment will be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80347 as a guideline.

6.1.3  Subtask #1.3: Management and Status Reporting:  The contractor will provide through the contractor PMO, monthly reports regarding DO status, e.g., work progress, cost, funding profiles, and schedule data.  The Contractor Management and Status Report will be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80227 as a guideline.

6.1.4  Subtask #1.4: In-Process Reviews and Minutes:  The contractor will provide written minutes from all In-Process Reviews (IPRs) regarding DO status, e.g., work progress, cost, funding profiles, and schedule data. The schedule for IPRs will be identified in the Management Plan/Plan of Accomplishment.  IPRs will provide for an interchange at key milestones during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).  Minutes from IPRs will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guideline.

6.2  Task #2: NATO and Coalition Support
6.2.1  Subtask 2.1 - Specific Support. 

The contractor shall provide technical security expertise in DOD and NATO security policy,     directives, and instructions.  This work includes, but is not limited to, analyses which ensure compliance with the security policies; assess the impact of integrated, interdependent, and interconnected DOD, NATO, and coalition local subscriber environments’ security posture and topology; assess security relevant documentation; and, preparing technical papers which provide the methodology and the results of these analyses.

The contractor shall provide support in researching DOD and NATO security certification and accreditation activities, prepare certification and accreditation technical papers which identify relevant policy, technical, and management issues.  The contractor shall also provide technical expertise to assess the security impact of NATO and coalition integrated information systems sharing U.S. information.  The contractor shall participate in pre- and re-accreditation activities by documenting strategies and lessons learned in technical papers, in technical briefings, and in appendices to existing documentation.

The contractor shall provide technical support in preparing U.S. representatives for DOD and NATO sponsored working groups.  This support will include assessment and analysis of NATO security policies and associated working papers, writing technical papers that analyze and discuss changes in NATO security policy, procedures, and technologies.  The contractor shall also assist by participating in a wide body of NATO and Allied security forums such as the Information Systems Security Sub-Committee, Battlefield Information Collection and Exploitation System (BICES), and the Defense Information Technology Security Working Group (DITSWG).  As a part of this assistance, the contractor shall assess proposed information, communications, and security architectures and recommended solutions to ensure adequate protection of U.S. information and compliance with DOD and NATO security requirements.  Finally, the contractor shall prepare detailed technical summaries of U.S. participation in the DOD and NATO sponsored working groups.  These summaries shall be delivered within 10 working days following the completion of the meetings. DID DI-A-5011B.

6.2.2  Subtask 2.2 - Technical Assessment/Remote Analysis.


The contractor shall provide assessment and analyses of NATO security policy and associated working papers as required by the government.  These assessments and analyses shall not exceed 5 in number.  The results of the assessments and analyses shall be documented in the form of technical reports.  These reports shall not exceed 20 pages in length.  These assessments and analyses shall be delivered as specified in the Delivery Order Management Plan. DID DI-MISC-80508.

6.2.3  Subtask 2.3 - White Papers, Briefings, Technical Reports and Other Deliverables. 

The contractor shall prepare and present white papers, briefings, technical reports, and other      deliverables as requested by the Government.  These items shall address issues such as changes in policy, procedures, technologies, export policies, etc.  These items shall include discussions that result in solutions which can be accredited and which are security-compatible. These items shall not exceed 15 in number. Each item shall not exceed 20 pages in length.  This subtask also includes the deliverables specified in paragraph 7.2 of this SOW.  DID DI-MISC-80508.

7.  Place of Performance:  

7.1  Primary Place of Performance:  The work shall be performed at Government sites in the Washington metropolitan area and Contractor facilities in the Baltimore/Washington metropolitan areas.

7.2  Travel:  The contractor will be required to both locally in the national capital region and to and from European locations as identified in this paragraph.  All travel will be in support of the NATO and coalition security policy and interconnection work outlined in para 6 of this statement of work.  The projected travel, as tasked by the TM includes the following locations: 

	Purpose
	From
	To
	No. Trips
	No. People
	No. Days

	BICES BOD

BICES WGs
	Washington DC
	Brussels, BE
	5
	1
	7

	BICES – LOCE Coordination
	Washington DC
	London/RAF Molesworth, UK
	2
	1
	7

	BICES WG
	Washington DC
	Quebec City, Canada
	1
	1
	7

	BICES BOD
	Washington

DC
	Istanbul,

Turkey
	1
	1
	8

	BICES WG
	Washington DC
	Warsaw, PO
	1
	1
	8


8.  Period of Performance:  The period of performance for this Task Order is 365 calendar days from the date of award.

9.  Deliverable/Delivery Schedule:  The initial due dates for deliverables provided in this Delivery Order Definition may be modified based on the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format.

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies *
	Distribution **
	Frequency and Remarks

	6.1.1
	TIM Minutes
	Contractor format using

UDI-A-23083A for guidance
	14 calendar days after a TIM
	1 HC

1 SC
	Standard

Distribution
	Final

	6.1.2
	Management Plan/ Plan of Accomplishment
	Contractor format using

DI-MGMT-80347 for guidance
	Draft 14 calendar days after  TIM

Final 14 days after receipt of comments
	1 HC

1 SC
	Standard 

Distribution
	Final 14 days after receipt of comments



	6.1.3
	Management and Status Report
	Contractor format using 

DI-MGMT-80227 for guidance
	Monthly

See Note 1
	1 HC

1 SC
	Standard 

Distribution
	Final

	6.1.4
	In Process Review Minutes
	Contractor format using

UDI-A-23083A for guidance
	14 calendar days after a TIM
	1 HC

1 SC
	Standard

Distribution
	Final

	6.2.1
	Technical Summaries of NATO-sponsored Working Group and other Meetings
	DI-MISC-80508
	14 calendar days after completion of meeting
	1 HC

1 SC
	Standard

Distribution
	Final

	6.2.1
	Technical Reports
	DI-MISC-80508
	5 days from COR/ TIM notification 
	1 HC

1 SC
	Standard 

Distribution
	Final

	6.2.2
	Technical Assessment and Analyses
	DI-MISC-80508
	As specified at the TIM or in DOMP
	1 HC

1 SC
	Standard

Distribution
	Draft 30 days

Final 15 days after receipt of comments 

	6.2.3
	White Papers, Briefings, and Technical Reports
	DI-MISC-80508
	As specified at the TIM or in DOMP
	1 HC

1 SC
	Standard

Distribution
	Final


* Copies
· Hard copy (HC)

· Soft copy (SC)

** Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Procuring contracting Officer  and Contractor Officer 

Representative

· 1 copy of the transmittal letter and the deliverable to the Primary TM

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

10.  Security:  All personnel require access to information at the US/NATO TOP SECRET level.  All individuals will be U.S. citizens.  The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The Government will provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), the Certification and Accreditation Handbook for Certifiers, the Introduction to Certification and Accreditation, and the CM 55-15 (FINAL). The Government shall provide contractor personnel with access to the offices and facilities of DISA and other locations relevant to this effort.  The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits.  Government-furnished office space and DISA standard configuration equipment will be provided for one individual (standard government office environment). This includes office furnishings, office supplies, access to a personal computer, telephone support, facsimile, and access to photocopy and presentation equipment.
The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.   Final disposition of GFE will be handled through the customer’s property management department.

12. Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I Assure’ contract.

13.  Inspection and Acceptance:  See section E.1 of the ‘I Assure’ contract.

14.  Other Pertinent Information or Special Considerations:   

    a.  Year 2000 Compliance.  All information technology provided under, or in support of, this 

contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

b.  Identification of Possible Follow-on Work.  None.


c.  Identification of Potential Conflicts of Interest (COI).  None.


d.  Identification of Non-Disclosure Requirements.  None.

DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)





A.  THE PURPOSE OF THIS MODIFICATION IS CHANGE THE TASK MONITOR AND ALTERNATE TASK MONITOR AS INDICIATD ON THE ATTACHED STATEMENT OF WORK REVISION DATED 21 AUG 01.  AMOUNT ON CONTRACT REMAINS $249,800.00 AND THE PERIOD OF PERFORMANCE REMAINS 16 DEC 00 THROUGH 15 DEC 01.


 


B.   ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)








 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED





  23 AUG 01





 16B.  UNITED STATES OF AMERICA





  BY �








 


	





 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





   LINDA K. GOFF 


   CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)





  











    		


 	











  X





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)


AA:  97X4930.5F20 000 C1013 0 068142 2F 255011      DD2MZ17583     NO CHANGE





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)	


	


  2000 DEC 11





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5017/0001





9B.  DATED (SEE ITEM 11)


                                        





9A. AMENDMENT OF SOLICITATION NO.


                                        











X	





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   


   SCIENCE APPLICATIONS INTERNATIONAL CORPORATION


   ATTN: STEPHANIE A.JONES


   5109 LEESBURG PIKE, SUITE 202


   FALLS CHURCH, VA 22041	  





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES


 	


    1		1		/


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER:  				





3.  EFFECTIVE DATE





See block 16c	





 4.  REQUISITION/PURCHASE REQ. NO





  DD2MZ17583	





2.  AMENDMENT/MODIFICATION NO.	





   02				





   AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT





1.  CONTRACT ID CODE





                        








