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Contract Mod2

Contract Modified to include DII Guard Integration Support (Subtask 6.2.1).

Contract Mod1 

Contract Modified to include Maintenance Plans for 10 C2G systems.

‘I ASSURE’ TASK ORDER (TO)

STATEMENT OF WORK (SOW)
as of  2 July 2001
	Contract Number:
	DCA 200-00-D-5021

	Order Number:
	DO-02

	Tracking Number:
	

	Previous Order Number:
	


1.  Points of Contact

2. Order Title: Multiple Security Levels (MSL) XTS-300 Engineering Support.  This task provides technical expertise to the Defense Information Systems Agency (DISA), Communications Security Engineering Division, MSL Project in accordance with the Statement of Work (SOW).  The MSL Project supports engineering of secure solutions that enable the exchange of data between enclaves of different security levels.  Currently fielded solutions MSL solutions are based upon the WANG XTS-300 hardware and the STOP Operating System.

3. Background: The MSL Engineering Project supports the Center for Information Assurance Engineering  (CFIAE) and the Information Systems Security (INFOSEC) Program Management Office (PMO) by developing, testing, fielding and providing Life Cycle Support for MSL technologies that provide secure interoperable capabilities throughout the Department of Defense (DOD).  The MSL Engineering Program requires the technical expertise of Information Assurance (IA) and INFOSEC professionals to provide engineering, integration and life cycle support of MSL technologies for Commanders-in-Chiefs, Services and Agencies (C/S/A) sites.

4. Objectives: The objective of this task is to provide technical support to the MSL Engineering Project.  This will be accomplished through the development, evaluation and testing support of guard technologies that meet C/S/A MSL requirements.  All MSL systems are to be Year 2000 (Y2K) compliant.  In addition, the contractor will provide the ability to assemble and test systems at the MSL Integration and Test Laboratory at the Operational Support Facility (OSF), Sterling VA.

5. 
Scope: This document applies to the MSL project, which includes the implementation of new MSL solutions, evaluation of commercial off the shelf Guards and enhancement of currently fielded MSL technologies.  The contractor shall provide engineering and technical services including development, integration, configuration management and maintenance of MSL systems.

The new SAGE Guard solution will be a COTS product upon the completion of the SOW and will be targeted to replace current C2G solutions.  Current C2G customer sites will be able to leverage existing hardware and operating system currently supporting the C2G.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: C2G Technical Support

· Task Area 3: SAGE Prototype Development

6. Specific Tasks:
6.1 Task 1 - Contract-Level and TO Management

6.1.1      Subtask 1 - Integration Management Control Planning. The contractor shall support bi-weekly In Process Reviews (IPRs).  IPRs will be between the TM and contractor Program Manager at the Columbia Pike Office, Falls Church VA.  Purpose of the IPR will be to discuss the progress of the Tasks, answers any questions and discuss any relevant contract issues.  The contractor shall ensure all deliverables meet the requirements of the contract and are on time.  The contractor will maintain copies of all deliverables for the life of the contract.   

6.1.2     Subtask 2 - TO Management. The contractor shall provide a monthly status report detailing the current overall progress of the delivery order.  Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories and costs by labor categories. The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing the requirement and establishing firm dates for the Contract Deliverable Requirements List (CDRL).  The contractor shall prepare a Plan Of Accomplishment (POA), which will address any changes made in the TIM and serve as the vehicle that establishes firm dates for incremental deliverables.  The contractor shall address all task and sub-task areas within the SOW during the TIM.

Deliverables:


  1. POA



15 Days after TIM

  2. Monthly Status Reports
By the 15th of the following month

6.2 Task 2 – C2G Technical Support.
6.2.1 Subtask 1 – C2G Integration and Technical support, Contractor shall provide technical support in support of the MSL Integration and Test Laboratory (MITL) at the Operational Support Facility, Sterling, VA. Such support shall include maintenance (bug fixing) of the currently fielded C2G, integration of new Wang hardware and software products (e.g., STOP O/S) into the C2G, engineering requirements analysis and support to the MITL to ensure the smooth operation of specified equipment within the laboratory. All such activities will be documented in CDRL W001 the monthly status report.  Provide engineering integration of DII Guard into the MSL Integration and Test Laboratory.   Provide 12 month maintenance plan support for 10 C2G systems and peripherals.  C2G components covered by Maintenance Plan include the XTS 300 Platform and dedicated terminals, STOP Operating System and C2G Application.  Support for software components covers technical assistance to resolve problems or provide software patches.  Support for hardware components covers on site repair of hardware or shipping a replacement if component cannot be repaired.  Maintenance Plan does not include the Sun Queue Manager hardware or the Sun Operating System.  Serial number of systems will be provided as a separate document.

Deliverables:


  1. Status Reports


Due Monthly, Include in Monthly Status Reports from task 1

6.3 Task 3 - SAGE Prototype
6.3.1 Subtask 1 – Develop and test a prototype SAGE based simple FTP guard for both high to low and low to high transfers using the XTS-300 with the following capabilities:

a. Dirty-word/clean-word filter, with X-Windows graphical user interface (GUI)-based site-configurable dirty-word/clean-word list editor;

b. Drop in FELT filter capability.

c. X-Windows GUI-based interface, for human “intercept, review, and release” of files that fail the Guard’s automated security policy checks.

6.3.2 Subtask 2 – Testbed Integration. Integrate a Trusted Guard into the DISA testbed that includes the necessary high-side and low-side source and destination systems and networking infrastructure. The contractor shall unpack, install, connect and conduct sufficient system integration tests to ensure the complete demonstration system is operational

6.3.3 Subtask 3 - Follow-on Requirements Analysis.  Perform a requirement analysis to specify additional user interface features that should be added to the prototype Guard. This requirements analysis task would entail working with DISA, and current users, to identify both existing capabilities that need to be duplicated, and new capabilities that should be added to enhance/extend functionality, including support of alternate or additional communications protocols/mechanisms, such as SMTP or a direct sockets interface.

Deliverables:


  1. Operational Prototype 

Due 90 Days from award

  2. Supporting Documentation 
See Section 9, Deliverable/ Delivery Schedule

  3. Prototype Status Reports
Due Monthly, Include in Monthly Status Reports

7 Place of Performance: The contractor shall perform the majority of work for this development at the Contractor’s facility.  Minimal work will be performed at Government site, MSL Integration and Test Laboratory is located at the Operational Support Facility, Sterling.  The contractor’s proposal for this DO shall clearly delineate and justify numbers and category types of personnel who perform the work. 

7.1 Travel:  The contractor shall be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TTM. 

8 Period of Performance: The period of performance for this work shall be 12 calendar months from the award.

9 Deliverable/ Delivery Schedule:

	Task#
	Deliverable Title
	CDRL#/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Monthly Status Reports
	Contractor Format

Word Office 97
	By the 15th of the following month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM, ATTM & Business Office*
	Monthly

	6.1.3
	POA
	Contractor Format

Word Office 97

MS Project
	15 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on  TIM

	

	6.3.1
	SAGE Guard Prototype
	Contractor Format
	90 Days after TIM
	1 soft
	Soft to TTM and ATTM
	Conducted in the OSF

	6.3.2
	Guard Security Integration Test Plan (ITP) 
	A145/ DI-NDTI-80566
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Application Trusted Facility Manual
	A126/DI-TMSS-81352
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Operator and Reviewer of Errors Manual
	A010/DI-ILSS-80872
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Installation Guide


	A010/DI-ILSS-80872
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Security Test Procedures
	A118/DI-NDTI-80603
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Risk Assessment Results
	A142/DI-MISC-80508
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Security Concept Of Operations
	A030/DI-MISC-80508
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Vulnerability Countermeasure Guidance
	A120/ DI-NDTI-81351
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Guard Training Manual
	A030/DI-MISC-80508
	120 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	


1 copy of monthly status report to the Business Office – dunnettm@ncr.disa.mil and thompsol@ncr.disa.mil.

10 Security:  All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer. Highest level of security classification is US TS/SCI.  Additional compartments may be added as surveys and analysis reveals their necessity.  

11 Government-Furnished Equipment (GFE)/ Government Furnished Information (GFI): Government furnished equipment (GFE) and contractors acquired Government owned equipment shall be used for this Statement of Work (SOW) under this delivery order.  An estimated equipment/ Information is provided below.  A detailed list will be provided by the TTM upon award of the contract.  

· 1 XTS-300 with peripherals

· 2 Sun Ultra 10 Workstations

· Access to MSL Integration Lab

12 Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

13 Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.

14 Other Pertinent Information or Special Consideration:  Special considerations include expertise in Trusted Operating System and a background in Information Security.  

The C2G Application version 3.1 (or later) is owned and maintained by the Government, Defense Information Systems Agency (DISA) and is a Government Off the Shelf (GOTS) product. Distribution of the C2G Application version 3.1 (or later) is under the authority of DISA.  DISA owns the sole rights to the C2G Application version 3.1 (or later) source code and all supporting documentation. The contractor shall only deploy, install, or distribute the C2G Application version 3.1 (or later) at the direction of the TTM.

a. Identification of Possible Follow-on Work:  Upgrades of software, hardware, and software licenses as needed.

DSG installation and support.

1 - Install DSG Systems

2 - On site Training and Integration Support

3 - Limited Security Test and Evaluation Support of Installed DSG systems

b. Identification of Potential Conflicts of Interest (COI):  At any point during the performance of the contract, if either the government or contract perceive a conflict of interest, they are required to inform the other party for resolution.

c. Identification of Non-Disclosure Requirements

15 Evaluation Criteria:  This is a best value award.  The evaluation criteria for this award will be based on technical understanding of the task, past performance: technical and management, quality management, and cost.  Past Performance: technical and management past performance is the most important factor.  Technical understanding is second in importance, but significantly more important than cost/price.

Past performance will evaluate the offeror’s recent work in this task area or in a similar task area and the ability to deliver a quality product on time within budget.  Management controls in place supporting cost, schedule, and performance.

Technical understanding will assess the proposed solution from a technical capability, innovation and scalability perspective.  In addition, the proposed management, including electronic commerce capability and schedule will be evaluated as well as proposed performance metrics.

Cost will evaluate reasonableness, realism, and completeness.

Evaluation will be conducted via oral proposal.  Proposal will be limited to 1 hour with an additional 30 minutes for questions and answers.  Presentation will be in powerpoint and will address all of the Task Areas covered by this contract.


Criteria




Weight


Past Performance



60%


Technical Understanding of the Tasks
40%

DESCRIPTION OF AMENDMENT/MODIFICATION 





a.  This modification is issued to incorporate revised statement of work dated 2 Jul 01.  As a result of this revision, amount on contract is increased by $113,227.93 from $380,734.80 to $493,962.73.  Getronics’ proposal dated 20 Aug 01, revised 23 Aug 01, is incorporated by reference. 





b.    All other terms and conditions remain unchanged. 
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STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  








 D.  OTHER (Specify type of modification and authority)





Unilateral – IAW Getronics proposal dated 20 Aug 01, revised 23 Aug 01 			





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED








 28 Aug 01





 16B.  UNITED STATES OF AMERICA








�














 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





LINDA K. GOFF


CONTRACTING OFFICER





15C. DATE SIGNED





 








15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)














E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)





  











  X	











    


  





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)


 97X4930.5F20 000 C1013 0 068142 2F 255011                 DJEMZ12009      Increase:  $111,007.77  





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


 10 Jan 01





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5021-0002





9B.  DATED (SEE ITEM 11)


                                        





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  





   Getronics Government Solutions, LLC


   7900 Westpark Drive


   McLean, VA 22102-4299





   DUNS NO: 175301720   CAGE CODE: 0GS16  TIN:  411571110


  			





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





         N/A             





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER: 			





3.  EFFECTIVE DATE





  See block 16c





 4.  REQUISITION/PURCHASE REQ. NO.





N/A





2.  AMENDMENT/MODIFICATION NO.	





   03							





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





           N/A             








