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FAR (48 CFR).243
 ‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
As of 30 January 2002 07 March 2002
	Contract Number:
	DCA200-00-D-5018

	Order Number:
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	Tracking Number: 
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1.  Points of Contact

2. Order Title: NIPRNet/Internet Gateway Security Engineering Support.  This task provides technical expertise to the Defense Information Systems Agency (DISA), and Communications Security Engineering Division in accordance with the Statement of Work (SOW).  The NIPRNet/Internet Security Project supports engineering of solutions that enhance the perimeter defense of the entire Department of Defense (DoD) community at the boundary points between the NIPRNet and the public Internet.

3. Background: The NIPRNet/Internet Engineering Project supports the Center for Information Assurance Engineering (CFIAE) and the Information Assurance (IA) Program Management Office (PMO) by developing, testing, and providing secure interoperable solutions throughout the Department of Defense (DOD).  The NIPRNet/Internet Engineering Program requires the technical expertise of Information Assurance (IA) professionals to provide security policy, engineering, and integration  for Commanders-in-Chiefs, Services and Agencies (C/S/A) sites.  The first layer of defense-in-depth for DOD is the NIPRNet/Internet gateways.  The current perimeter defense plan considers these access points the only connections to the wide area public infrastructure.  Accordingly, the security solution at these points has to balance the competing requirements of security, performance, and availability.  

4. Objectives: The objective of this task is to provide technical support to the NIPRNet/Internet Engineering Project.  This will be accomplished through the following phases:  

1. Evaluation Phase - Evaluation of the current perimeter defense plan to include security policy, gateway configuration, capabilities and architectures.

2. Proposal Phase - Propose DOD Perimeter Defense Plan based on current defense-in-depth requirements, risk assessment, best security practices, technical capabilities.

3. Development Phase - Develop, evaluate, and test viable solutions to the proposed DOD Perimeter Defense Plan to include a more secure NIPRNet/Internet gateway.

In addition, the NIPRNet/Internet Engineering Project is focused on the following secure interoperability requirements:

1. The  examination, to the extent necessary to understand  the current architecture, limitation of the current, physical limitation of the current facilities hosting the current gateways, and security functionality at the current  gateways.

2. The development of interoperable solutions to support a more secure data transfer and access between the NIPRNet and the Internet .

3. The development of interoperable solutions to support secure data transfer from United States (US) systems [i.e. Global Command and Control System (GCCS)] to coalition networks in support of contingency & joint operation.

5. 
Scope: This document applies to the NIPRNet/Internet project, which includes the examination of current architecture and current security policy, development/recommendation of new security policy, evaluation of commercial off the shelf firewalls, intrusion detection and security appliances, and the implementation of these solutions.   The contractor shall provide engineering and technical services including development and integration. 

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).
· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering, and Integration Support

6. Specific Tasks:
6.1 Task 1 – Contract-Level and TO Management
6.1.1 Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 – TO Management.   

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  The contractor shall provide a monthly status report monitoring the quality assurance, progress/status reporting and program reviews applied to the TO.    Within the monthly status report, the contractor shall provide the following information: sub-tasks worked, hours expended by labor categories and costs by labor categories.  The contractor and the government shall hold an initial Technical Interchange Meeting (TIM) within 15 days after contract award for the purpose of reviewing the requirement and establishing firm dates for the Deliverables.  TIMs will be held quarterly.  The contractor shall address all task and sub-task areas within the SOW during the TIM.

Deliverables:


  1. TO Management Plan

15 Working Days after TIM

  2. Monthly Status Reports
By the 15th of the following month

6.2
Task 2:  Policy and Planning Support.  

The contractor shall review and be familiar with all instructions and policies that apply to networking technologies.  At a minimum the following instructions and policies shall be reviewed and understood by all contract Senior and Intermediate level Engineers.  Accordingly, newer versions of draft documents should be consulted once available:

a.
DoD Inst. 5200.28, Security Requirements for Automated Information Systems

b. DoD Inst. 5200.40, DoD Information Technology Security Certification and Accreditation Process (DITSCAP)

c. DoD 5200.28-STD, DoD Trusted Computer System Evaluation, 

d. DoD Directive 8500.aa (draft) Information Assurance, October 11, 2000

e. DoD Inst. 8500.bb (draft) Information Assurance Implementation, October 12, 2000

f. Information Assurance Technical Framework (IATF), Release 3.0, September 2000

g. Common Criteria

h. CJCSI 6510.01C, (draft) Information Assurance Implementation, November 2000

i. CJCSM 6510.01 (draft) Information Assurance Implementation Manual

j. DISA Enclave Security Policy

At the direction of the TM prepare technical point papers that address current issues that comply with current regulations and standards.

Deliverables:


  1.  Technical Point Papers

As Required By TM (Maximum of 5)

6.3
Task 3 - Evaluation of Current Gateway Infrastructure.
The contractor shall provide engineering support for the development of a new NIPRNet/Internet gateway security solutions.  The first step in this process to conduct an evaluation of the current perimeter defense plan to include security policy, gateway configuration, capabilities and architectures. The contractor will present a comprehensive final report to summarize all their findings.

6.3.1
Subtask 1 – Discover Existing NIPRNet Architecture.  

The contractor shall conduct review of the existing DISA gateways starting from a “big picture” evaluation.  Through interviews, document reviews and site visits, the contractor shall develop an understanding of the current and near-term architecture, limitation of that architecture, physical limitation of the current facilities hosting the current gateways, and security functionality at the current  gateways,   At a minimum, the contractor shall evaluate the hardware, software, and security policy that is being utilized.  There will be no more than 15 sites to be examined, several with the same architecture.  A complete list of sites will be provided after award of contract.  Site Surveys will only be conducted to a few representative sites.  For planning purposes, travel should be planned for a maximum of 5 trips, 4 CONUS and 1 OCONUS.  Each trip should last 2-4 days each.  The contractor in this task shall interact with other DISA organizations and conduct site surveys.  At the completion of each site survey, the contractor shall prepare and deliver a site survey report with their findings.    

6.3.2
Subtask 2 – Analysis of Current Gateway Architecture.  

The contractor shall analyze the security effectiveness of the current gateway infrastructure between the NIPRNet and Internet once they know what equipment and policy is being used.  This analysis shall include but not restricted to analysis of the current hardware, hardware configuration, security policy, and existing routing protocols at the sites mentioned in subtask 1.  The contractor’s primary objective is to evaluate the effectiveness of the gateway architecture based on the current DoD and DISA security policies and with current industry standards.  The contractor shall also examine the system’s ability to handle future upgrades.  At a minimum, the contractor will examine the effectiveness of the architecture in terms of confidentiality, integrity, availability and virus protection.  The contractor will work with operational units in DISA to make a complete evaluation.  The TTM will facilitate meetings and workgroup sessions. 

6.3.3
Subtask 3 – Other Aspects to Examine 
The contractor shall examine the services, protocols and ports which are currently being utilized through these gateways.  Special notice will be made to protocols with a high security risk.  The contractor, working with the TTM, will determine which protocols and ports need the most attention due to its vulnerabilities.  Since each gateway has it’s own traffic trend, the contractor will make an overall evaluation as well as a per site study.  At the conclusion of the subtasks in Task 2, the contractor shall provide a final report to the government with its findings.  The format and content shall be agreed upon between the contractor and the TTM.   

Deliverables:


  1. Site Survey Trip Reports

10 working days after each trip

  2. Final Evaluation Report

90 Days after contract Award  

6.4
Task 4 - Development of  Secure Perimeter Gateway   
6.4.1
Subtask 1 – DOD Perimeter Defense Plan.

The contractor shall propose a DOD Perimeter Defense Plan based on current defense-in-depth requirements, risk assessment, best security practices, technical capabilities.  If possible, the contractor will evaluate industry standard being utilized by some major Internet service providers.  To satisfy this requirement, the contractor shall use information gathered from Task 2 and work closely with the TTM in the development.  Once this plan is accepted, it will be used to develop the gateway solution.

6.4.2
Subtask 2 – Secure Gateway Solutions.  

The contractor shall evaluate and integrate Commercial Off the Shelf products along with Government products to produce a  secure gateway solution that implements the DOD Perimeter Defense Plan.  The contractor will work closely with the TTM on the progress of evaluation of commercial products to ensure all products  meet the government’s needs and standards.   If possible, the contractor will evaluate industry standard being utilized by some major Internet service providers.  Other considerations should include but not limited to possible DMZ placement at these gateways, placement of firewalls, egress filtering, different routing techniques, placement of proxies and domain name service at these gateways.  

6.4.3
Subtask 3 – Solution Analysis  

The contractor shall  conduct performance testing of the proposed solutions.  This includes, but is not limited to, bandwidths analysis, through-put analysis, and delay analysis.    The solutions shall exhibit  the security, reliability, performance and availability requirements.

The contractor shall include evaluation test results in the monthly reports describing testing efforts for each of the technologies.

Deliverables:


 1.  Current draft documents by March 25, 2002
 2. Gateway Solutions Report
60 Days after final Site Survey

  3. Performance Test Report
60 Days after Solutions Report

6.5
Task 5 - Enhanced NIPRNet Gateway Security, Columbus and Ft. Belvior NOCs
The objective of this task is to improve the security of the NIPRNet gateway at the Columbus, Ohio and Ft. Belvior, VA Network Operations Centers (NOCs) through improved dynamic intrusion detection (ID) and situation visualization capabilities using Arbor Networks Peakflow DoS (PFD) security tools utilizing DISA NETFLOW data management system

6.5.1 Subtask 5.1.  As a second-tier subcontractor to BBN, Arbor Networks will install Peakflow DoS (PFD) system consisting of two collector nodes and one controller node and integrate these systems into the NOC operations.  PDF is a secure, distributed, collection management and analysis capability, founded on DISA's current NETFLOW data management system, which detects, traces, and recommends countermeasures for network traffic anomalies.  The PDF system will trace the origin of attacks, including attacks that utilize spoofed addresses and provide countermeasures to mitigate the impact of malicious attacks by notifying network operators through SNMP traps, syslog, and email along with recommended countermeasures or other appropriate actions.

6.5.2 Subtask 5.2.  Arbor Networks will support NOC operations, including providing on-the-job instruction to NOC operators, during the period of performance, analyze NETFLOW intrusion detection (ID) data, and provide a near real time, dynamic visualization of the ongoing intrusion detection picture. PDF will be assessed for improved dynamic situation understanding and analyzed for broader utility within the NIPRNet gateway infrastructure.

6.5.3 Subtask 5.3.  BBN Technologies will provide CONOPS, new policies and procedures that will support the new security architecture and leverage the new security tools at the Columbus and Ft. Belvior NOCs.

Deliverables:

  1.  
Analysis Results & Recommendations Report to at least include the followings:  interface compatibility, functionality, and network performance.  
15 Working days after analysis

  2.  
CONOPS, policies, procedures
Update status biweekly, current draft documents by March 25, 2002
6.6    Task 6 -  Interim Gateway Laboratory Test Facility  

The objective of this task is to ensure uninterrupted test and evaluation laboratory capabilities during the relocation of the current laboratory test facility to a new location.

6.6.1 Subtask 6.1.  COMTEK will host/provide continuous and uninterrupted Gateway Laboratory Test Facility capabilities during the relocation of the present Test Facility from its current location at the NIPRNet Engineering Assessment Facility  (NEAF) at the Parkridge No. 3 complex in Reston, VA to the new NEAF at the Eagle Technology Center.

6.6.2 Subtask 6.2.  BBN will coordinate technical activities at the COMPTEK interim facility including testing of experimental architectures and vendor products, conducting product performance evaluations, planning prototype deployments, and making appropriate recommendations to DISA. 

Deliverables:

  1.  
Analysis Results & Recommendations Report   5 Working days after evaluation

7 Place of Performance: The primary place of performance will be at the contractor site.  Work at the government site is permitted at the request of the TTM.     

8 Travel:  The contractor shall be required to travel to support this contract.  Work shall be performed at Government and contractor sites within the Washington D.C. area as required by the TTM. This work will also require travel to other government and industry locations outside the Washington D.C. area to perform site surveys at selected locations.  Any additional travel outside the Washington, DC metropolitan area will only be conducted with prior coordination with and approval of the TTM.  When feasible, the government will schedule meetings and other events so that a single trip will satisfy the travel requirements of several tasks.  For planning purposes, one trip to each site, maximum of 5 sites, as mentioned in section 6.2.    Working days are defined as Monday to Friday with the exclusion of federal holidays.

9 Period of Performance: The period of performance for this work shall be from the time the contract is awarded through 365 days.  Extension of the contract is granted until March 25, 2002.

10 Deliverable/ Delivery Schedule:

	Task#


	Deliverable Title
	CDRL#/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Management Plan
	Contractor Format

Word Office 2000
	15 Days after TIM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on  TIM

	6.1.2
	Monthly Status Reports
	Contractor Format

Word Office 2000
	By the 15th of the following month
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Monthly

	

	6.2
	Technical Point Papers
	Contractor Format

Word Office 2000

	As Required By TTM
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	Based on  TIM/POA, Max of 5

	
	
	
	
	
	
	

	6.3.1
	Site Survey Trip Reports
	Contractor Format

Word Office 2000

	10 working days after completion of survey
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.3.2
	Final Evaluation Report
	Contractor Format

Word Office 2000
	90 Days after contract award
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	

	6.4.1
	DOD Perimeter Defense Plan
	Contract Format 

Word Office 2000
	Current draft documents by March 25, 2002
	1 hard

1 soft
	Hard copy to 

TTM, soft to TTM and ATTM
	

	6.4.2
	Gateway Solutions Report
	Contractor Format

Word Office 2000
	60 Days after final Site Survey
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.4.3
	Performance Test Report
	Contractor Format

Word Office 2000
	60 Days after Solutions Report
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.5.1
	Analysis Results & Recommendations Report
	Contractor Format

Word Office 2000
	15 Working days after analysis of Pilot results
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.5.2
	Analysis Results & Recommendations Report
	Contractor Format

Word Office 2000
	15 Working days after analysis of Pilot results
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.5.3
	CONOPS, policies, procedures
	Contractor Format

Word Office 2000
	Update status biweekly, current draft documents by March 25, 2002
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	

	6.6.1
	Analysis Results & Recommendation Report
	Contractor Format

Word Office 2000
	5 Working days after evaluation
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	

	6.6.2
	Analysis Results & Recommendation Report
	Contractor Format

Word Office 2000
	5 Working days after evaluation
	1 hard

1 soft
	Hard copy to TTM, soft to TTM and ATTM
	


11 Security: All contractor personnel assigned to this task shall be U.S. citizens and possess at least Secret security clearances.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. ADP level I is required for all levels of information classification.  Unclassified reports prepared under this task order shall be marked For Official Use Only unless otherwise stated by the Task Officer..  Additional compartments may be added as surveys and analysis reveals their necessity. 

12 Government-Furnished Equipment (GFE)/ Government Furnished Information (GFI): Government furnished equipment (GFE) and contractors acquired Government owned equipment shall be used for this Statement of Work (SOW) under this delivery order.  A detailed list will be provided by the TTM upon accomplishment of the Site Survey Reports.    

13 Packaging, Packing, and Shipping:  Vendor will be responsible for shipping required equipment to government installation and testing sites.

14 Inspection and Acceptance:  The Technology deliverables will comply with DOD Instruction 5200.40 DITSCAP and be accredited at highest level of the connection it supports.  Documentation deliverables will be grammatically correct and technically accurate.  Inspection of deliverables will be conducted at the government site.  

15 Other Pertinent Information or Special Consideration:  Special considerations include expertise in Perimeter Defense, Intrusion Detection Systems, and a background in Information Security and Info.  

a. Identification of Potential Conflicts of Interest (COI):  At any point during the performance of the contract, if either the government or contract perceive a conflict of interest, they are required to inform the other party for resolution.

b. Identification of Non-Disclosure Requirements

16 Evaluation Criteria:  This is a best value award.  The evaluation criteria for this award will be based on technical understanding of the task, past performance: technical and management, quality management, and cost.  Technical understanding of the task is the most important.  Past Performance: technical and management past performance is the second important factor, significantly more important than cost/price.

Technical understanding will assess the proposed solution from a technical capability, innovation and scalability perspective.  It must be a realistic approach in understanding the technical issues.  In addition, the proposed management, including electronic commerce capability and schedule will be evaluated as well as proposed performance metrics.  

Past performance will evaluate the recent work performed in this task area or in a similar task area and the ability to deliver a quality product on time within budget.  Management controls in place supporting cost, schedule, and performance.

Evaluation will be conducted via oral proposals.  Proposals will be limited to 1 hour with an additional 30 minutes for questions and answers.  Presentations will be in PowerPoint and will address all of the Task Areas covered by this contract.

