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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$440,914.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

0GS16

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5021

2001Feb20

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0004

DD7MZ10014

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

7900 WESTPARK DR., SUITE 1103  TIN: 

411571110  DUNS 175301720

MCLEAN VA  22102-4299

GETRONICS GOVERNMENT SOLUTIONS, LLC

QUANTITY

ORDERED/

ACCEPTED*

20.

DCA200

DISA/DITCO/DTS6/LINDA GOFF

2300 EAST DRIVE, GOFFL@SCOTT.DISA.MIL, 

618-229-9486, FAX: 9440

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$440,914.00
	$440,914.00

	
	Provide Information Assurance (IA) Requirements Analysis and Integration Support in accordance with the attached statement of work.  Period of performance is 21 Feb 01 through 20 Dec 01.  This is a time-and-materials order.  Getronics proposal dated 24 Jan 01 is incorporated by reference. 

PURCHASE REQUEST NUMBER DD7MZ10014 


	

	
	
TOT ESTIMATED PRICE
	$440,914.00 NTE

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	DD7MZ10014 

	AMOUNT:  
	$432,268.63
	 

	  
	  
	  

	
	
	

	
	
	

	
	
	


‘I ASSURE’ TASK ORDER (TO)
STATEMENT OF WORK (SOW)
as of 20 Feb 2001
	Contract Number:
	DCA200-00-D-5021

	Order Number:
	0004

	Tracking Number:
	00019.00

	Previous Order Number:
	


1.  Points of Contact

2.  Order Title: Information Assurance (IA) Requirements Analysis and Integration Support

3.  Background:  D7 is the DISA focal point for integrated functional user requirements for the Global Information Grid (GIG).  D7 collaborates with D2, D3, D6, and D8 to ensure functional requirements are translated into informational technology capabilities, which are acceptable to the user community. D7 supports integration of all functional requirements for the entire DoD customer base that includes the areas of Command and Control, Intelligence, and Mission/Combat Support.  These efforts will lead DoD to an interoperable GIG and to global integration and interoperability. D7 is currently working Informtion Assurance requirements processes in support of DISA’s D2, D3, and D6 directories. In order for DISA to be prepared and responsive to the external community, the work detailed in this Statement of Work is required. These tasks provide support to the collective leadership of DISA and D7.
4.  Objectives: The purpose of this delivery order is to provide technical support and analysis for key IA initiatives for which D7 has been asked to support. This effort supports the D7 work in gathering and identifying IA requirements both within DISA and with external customer community. 
5.  Scope: This TO will also provide the technical analyses and evaluations that are not available from in-house D7 staff. It is anticipated that work/deliverables from this task will be incorporated into key government produced IA requirements products.  In addition, this task will require detailed knowledge of CINC functional operations and awareness of unique CINC sensitivities and management style.  The issues involved in the task are expected to be uniquely challenging and require experienced senior analytical capabilities.  
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

6.  Specific Tasks:
6.1 Task 1 - Contract-Level and TO Management: 
6.1.1 Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2    Subtask 2 - TO Management. 

Prepare TO Management Plan describing the technical approach, organizational resources and

management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, configuration management, security management, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). The monthly status report will include expended hours by individuals and a summary of work accomplished during the report period.  The contractor will prepare trip reports for all trips conducted in support of this TO.



Deliverables: 
TO Management Plan 

Task Order Management Plan Monthly Status Report

Trip Reports
6.2 Task 2 –Define and Document Requirements for IA Products and Capabilities.  

The contractor shall assist the government in developing requirements and providing analysis support for successful and emerging IA programs.  The contractor shall provide technical support and assist the government in the development of requirements analysis baseline documents in support of specific DISA IA programs.  The baseline documents may be developed in accordance with the formal Chairman of the Joint Chiefs of Staff Instruction for Requirements Generation System (CJCSI 3170.01A) or in a more detailed requirements document.  The contractor shall provide technical assistance and requirements analysis for the following areas/programs:

6.2.1 Subtask 1 – Information Superiority Situational Awareness (ISSA).
The contractor shall assist the government to document CINC/JTF Commanders requirements for timely information on mission impacts when critical information is unavailable and/or compromised.  Work under this TO will be in support of an initial limited scope prototype at a yet to be determined warfighting CINC.  The contractor shall provide technical support and assist the government in developing both the short-term prototype user requirements and long-term target requirements baseline. The contractor shall assist the government in maintaining an inventory of existing and new ISSA requirements and an analysis of priorities based on the requirements baseline, and support the government in coordination of DISA/DOD/Service/Agency/CINC participation.  

At a minimum the contractor will work with the government staff to identify warfighter mission functions for the ISSA.  For this effort, the contractor will review existing doctrine, publications, other available studies and documents to help define what mission functions need to be included in the ISSA to meet user requirements.  In addition to the identification of the ISSA requirements, the contractor will first identify and document J3/J4/JTF critical information elements for the ISSA and then will identify and document J2/J6/and other critical information elements for the ISSA.  The contractor will work with the government staff to define mission areas and obtain validation from other CINC and JTF sources using a collaborative environment or other appropriate methods and tools that will require conus and oconus travel.  This may also include the organization and conducting of user working groups and user interviews.  User preferences and requirement for user screens and descriptions will be included.

Deliverables: 


Initial user requirements for Limited Scope Prototype

Validated ISSA Requirements from Prototype Demonstration

Long-term ISSA Requirements

6.2.2 Subtask 2 - Enterprise Sensor Grid

The Contractor shall assist the government in defining and documenting requirements for a DoD Sensor Grid to support a Computer Network Defense (CND).  A DoD Sensor grid is mandated in the draft DoD CND directive.  The contractor will assist the government in identifying the scope and requirements by coordinating with offices in the Secretary of Defense as well as CINCS, services, and agencies using a collaborative environment.  The contractor will provide technical assistance and analysis to assist the government to document the DoD requirements and any appropriate CJCSI 3170.01A documents that may need to be prepared. 

Deliverables: 


Initial DoD Enterprise Sensor Grid Requirements Analysis Report

Final DoD Enterprise Sensor Grid Requirements Analysis Report

6.2.3 Subtask 3 - Ports and Protocols Management Process

The contractor shall assist the government in defining the implementation requirements for a process to manage and enforce port and protocol use across the DOD community.  At a minimum, the contractor will be involved in activities to define necessary ports and protocol implementation instructions through DISA/DOD/Service/Agency/CINC working groups, participation in DoD IPTs to identify necessary policy changes, participation in DoD working group to identify initial list of approved ports and protocols, update briefs to MCEB and DoD Executive Board, and provide recommendations on issues arising during this period of performance.  The contractor will also participate in the collection and sorting of user ports & protocol functional/technical requirements.  

Deliverables:


Ports and Protocol Management Process Implementation Requirements Analysis Report




Initial List of approved ports and protocols




Requirements for Engineering Support for Application Developers
6.2.4 Subtask 4 - Electronic Business

The Contractor shall assist the government with defining and documenting user requirements for a DoD security architecture.  This work will be performed working closely with DISA’s D6 Engineering and the Joint Electronic Commerce Program Office. The contractor will assist the government to establish workgroups to define requirements and provide technical analsyis.  Workgroups will consist of both government and industry representatives.

Deliverables: 


Initial DoD Electronic Commerce/Business Security Requirements Analysis Report

Final DoD Electronic Commerce/Business Security Requirements Analysis Report
6.2.5 Subtask 5 - Other IA Requirements.  

The contractor may be required to provide technical assistance and analysis in at least two, but not more than 4 other program/project areas.  These may include, update of DISA IA Requirements Baseline for the DISA IA program, security issues related to wireless communications, and Multi-level Security/Secret and Below Interoperability (MLS/SABI).  The government will provide written notification when a task is requested under this subtask.  The contractor will provide the requirements analysis within 30 days after being notified by the government.

Deliverables:


IA Requirements Analysis Report
6.3 Task 3– Prototype Support. 
D7 is supporting DISA’s D6 Engineering organization in the development of an Information Assurance situational awareness tool for the CINC J3s and J4s and Joint Tactical Forces (JTF) commanders currently called Information Superiority Situational Awareness (ISSA).  The initial high level requirements were used to develop a concept capability.  A prototype is being developed to demonstrate the technical feasibility and user acceptability.  It is planned that D7 and D6 will partner will a warfighting CINC (either PACOM, EUCOM, or CENTCOM) to define initial user requirements and demonstrate the resulting prototype.  The contractor will assist in the development of a CONOPS for an ISSA prototype that will be located and operated at a selected CINC location.  The contractor will also provide assistance in the establishment and conduct of the prototype user evaluation as well as documenting user requirements and preferences.  As a minimum, this prototype assistance will include technical analysis reviews, the documentation of lessons learned, and the development of user screen designs.

Deliverables:

Technical input and development of a Concept of Operations

Analysis of user Feedback

Prototype Planning History Report

Technical assistance and demonstration of the prototype History Report

++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

7.  Place of Performance:  Primary place of performance shall be at the contractor’s site. Contractors shall be based in their own facilities, with travel to Government facilities in the metropolitan Washington, DC area for data gathering, meetings, testing, etc. The contractor will be required to take at least 5 trips to military locations in both conus and oconus.  Potential sites are as follows:  1 trip to Tampa, FL: 1-2 trips to JFCOM in Norfolk, VA; 2 trips to either PACOM or EUCOM; and 1 trip to Scott Air Force Base, IL.
8.  Period of Performance:    


a.
 The period of performance is 303 calendar days after date of award.

 
b.
 This TO is a time and materials (T&M) contract type.
9. Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TO Management Plan
	A003/DI-MGMT-80347
	CDAA**
	2
	Standard Distribution*
	Draft - 30

Final - 45

	6.1.2
	Task Order Management Plan Monthly Status Rpt.
	A008/DI-MGMT-80368
	30 CDAA
	2
	Standard Distribution*
	Monthly, on 5th workday

	6.1.2
	Trip Reports
	As Needed To Document Deliverables
	5 Days After Each Trip
	2
	Standard Distribution*
	Each Trip

	6.2.1
	Initial User Rqts for Lmted Scope Prototype
	As Needed To Document Deliverables
	March 1, 20001
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.1
	Validated ISSA Rqts from Prototype Demo
	As Needed To Document Deliverables
	303 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.1
	Long-term ISSA Rqts
	As Needed To Document Deliverables
	275 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.2
	Init DoD Enterprise Sensor Grid Rqts Anal Rpt
	As Needed To Document Deliverables
	February 1, 2001
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.2
	Final DoD Enterprise Sensor Grid Rqts Anal Rpt
	As Needed To Document Deliverables
	200 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.3
	Ports and Protocol Management Process Implementation Rqts Anal Rpt
	As Needed To Document Deliverables
	150 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.3
	Init List of approved Ports and Protocols
	As Needed To Document Deliverables
	150 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.3
	Rqts for Engineering Support for Application Developers
	As Needed To Document Deliverables
	245 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.4
	Init DoD EC/Bus Security Rqts Anal Rpt
	As Needed To Document Deliverables
	120 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.4
	Final DoD EC/Bus Security Rqts Anal Report
	As Needed To Document Deliverables
	210 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.2.5
	IA Rqts Anal Rpt
	As Needed To Document Deliverables
	 30 Days After Notification
	4
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.3
	Technical Input & Development of Concept of Operations
	As Needed To Document Deliverables
	60 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.3
	Anal of user feedback
	As Needed To Document Deliverables
	270 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.3
	Prototype Planning

History Report
	As Needed To Document Deliverables
	150 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later

	6.3
	Tech. Assist & Demo of the Prototype History Report
	As Needed To Document Deliverables
	270 CDAA
	2
	Standard Distribution*
	Init Due on Due Date, Final Due 15 Days later


*Standard Distribution
· 1 hard and soft copy of the transmittal letter and the deliverable to the Primary TM

· 1 hard and soft copy of the transmittal letter and the deliverable to the Alternate TM

· Soft Copies will be provided in Microsoft 2000 or compatible format.

**CDAA-Contract Days After Award


++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++++

10.  Security:  UNCLASSIFIED; however, contractor personnel will require a SECRET security clearance to access specific data bases/systems and obtain access to specific locations.
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): 

11.1 GFE:  Contractor personnel shall be given access to necessary databases, systems and reference material. Any required equipment to execute the TO will be provided by the contractor. No other GFE is anticipated under this TO. 

11.2  GFI:  The following documents will be provided by the Government as GFI as a source of reference for the technical approach.  The contractor should follow their processes to implement the concepts as specified in these documents:

· Associated Security reference documents

· Associated ISSA reference documents

· Other documents as needed during the course of this TO

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure’ contract.

13.  Inspection and Acceptance: See paragraph E.1 of the ‘I Assure’ contract.

14.  Other Pertinent Information or Special Considerations:   


a.  Identification of Possible Follow-on Work.  None.

b. Identification of Potential Conflicts of Interest (COI).  None

c.  Identification of Non-Disclosure Requirements.   None

