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DISA/DITCO/DTS6/ANNE KAREN KELLER

2300 EAST DRIVE, KELLERA@SCOTT.DISA.MIL,

 618-229-9504, FAX: 9440

SCOTT AFB IL  62225-5406

ORDER FOR SUPPLIES OR SERVICES

PAGE 1 OF

2

SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$549,906.37

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

52939

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED
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39. DATE RECEIVED

(YYYYMMMDD)

40.
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41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5013-

2001Mar08

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0006

DD2MZ17627

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

LINDA K. GOFF

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

3160 FAIRVIEW PARK DRIVE    DUNS 

122430226

FALLS CHURCH VA  22042

COMPUTER SCIENCES CORPORATION

QUANTITY

ORDERED/

ACCEPTED*

20.

DISA/DITCO/DTS6/KIMBERLY A JOHNSON

2300 EAST DRIVE,CALVERTK@SCOTT.DISA.MIL

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	QUANTITY
	UNIT
	UNIT PRICE
	AMOUNT

	0001
	
	1.00
	Lot
	$549,906.37
	$549,906.37

	
	DEFENSE INFORMATION SYSTEMS NETWORK (DISN) Certification Activities.  This is part A of task order 00025.  Services will be provided IAW the attached statement of work.  Period of performance is    12 Mar 2001 through 11 Mar 2002.  This is a time-and-materials order.  CSC revised proposal dated 7 Mar 2001 is incorporated by reference.   

PURCHASE REQUEST NUMBER DD2MZ17627 


	

	
	
TOT ESTIMATED PRICE
	$549,906.37 NTE

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011
	DD2MZ17627 

	AMOUNT:  
	$539,123.89
	 

	  
	  
	  


IASSURE TASK ORDER (TO)

STATEMENT OF WORK (SOW)

DISN CERTIFICATION

2 March 2001

	Contract Number:
	DCA200-00-D-5013

	Order Number:
	0006

	Tracking Number:
	00025A

	Previous Order Number:
	DCA200-00-F-5280 GS35F5656H


1.  Points of Contact

2. Order Title: Defense Information Systems Network (DISN) Certification Activities  

3. 
Background:   The Defense Information Systems Agency, Information Assurance Program Management Office (IPMO), Information Assurance Implementation Branch, D251, executes the Department of Defense (DOD) Defense Information Systems Agency’s mission to provide site, information system certifications, and system risk assessments. DISA’s information systems and networks shall be certified and accredited in accordance with the DOD Information Technology Security Certification and Accreditation Process (DITSCAP), DOD Instruction 5200.40. Certification support is required for the DISA DISN Activities, such as, the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems. This task delineates Contractor support in assuring that DOD transport platforms, information systems, and technology are secure and meet the security guidelines established by the DOD and DISA.  In attaining this goal, the Contractor shall support the DISA D251 Certification and Accreditation Team in the certification process.  This process includes, but not limited to, data collection, preparation of security test and evaluation  (ST&E) plans and procedures, execution of the ST&E at sites/locations within the National Capital Region, United States and overseas locations, and post certification activities, as directed.  The contractor shall support on-site ST&Es, participation in technical meetings, preparation of technical papers, executing the technical testing and automated tools for vulnerability analysis, and developing the certification and/or system assessment report(s).  The reports will be completed and left on location at the end of each test/assessment. 

4. Objectives: This “I ASSURE” Task Order will support a key aspect of the Defense Information Systems Agency (DISA) Information Assurance Program Management Office (IPMO) mission to support the warfighter, by ensuring the DISN transport platforms, information systems, and networks undergo a thorough certification process. The certification activity will follow the process as outlined in the Defense Information Technology Security Certification and Accreditation Process, DODI 5200.40.  The contractor will augment the government certification team(s) by providing information systems technical authorities for evaluating the security of the DISN, as directed.  The contractor shall ensure that the DISN certification initiatives are in concert with the appropriate DOD-approved architectures, programs, standards and guidelines.

5.  Scope: The Contractor shall augment the DISA D251 certification team with information system technical security professionals.  The contractors must have a working knowledge of DOD security policy, DOD security directives, and instructions, in addition to a working knowledge of DISA’s AIS security policy.  This work includes, but is not limited to: ensuring system certification and compliance validation in accordance to the DOD and DISA security policies; assessing impacts of integrated, interdependent, and interconnected DOD local subscriber environments’ security posture; analyzing systems topology and architectures; executing technical test procedures; and running automated systems tools, as directed.  In addition, the contractor shall review security relevant documentation, and prepare technical white papers, as directed. The contractor shall provide information assurance expertise where needed, particularly in assessing the system capabilities, determining threats (vulnerabilities), countermeasures, and acceptable risk. The contractor shall update, as directed, the security documents, including the Security Policy, System Security Authorization Agreement, the Security Test and Evaluation Plan and Procedures and other security documentation as directed. The contractor shall also deploy with the Government team to locations identified by the Task Monitor to accomplish certification activities.  This approach provides program office additional insight into the development of the security policy and implementation of a secure operational environment.  This task requires close coordination and collaboration with the D251 Technical Implementation Branch Certification and Accreditation Team.  DISN Certification tasking will consists of the following activities, at a minimum, the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems. As stated above, the contractor will perform hands-on technical and non-technical security test and evaluations of specified transport platforms, systems, and networks, as directed by TM.  This includes the execution systems automated tools to determine vulnerabilities and resolution to correct vulnerabilities identified during testing. This tasking shall also include developing a strategic plan to manage the planning and scheduling of Multiple Security Level (MSL) resources.  

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks: The ‘IAssure’ contract will include (1) Task Order Management in the form of a Technical Interchange Meeting (TIM), Management Plan, Management and Status Reporting, and In-Process Reviews and Minutes.  (2) DOD and Defense Agency Support will include Specific Support, in providing technical security expertise in DOD security policies, directives, and instructions; Technical Assessment/Remote Analysis; and White Papers, Briefings, Technical Reports and Other Deliverables. 

6.1
Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the contract level needed for the program management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.    Within 15 days of task order award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements between the contractor and the government.  Topics covered shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall provide minutes for this TIM within 15 days of meeting end.  The TIM minutes shall be developed in a contractor specified format using Data Item Description 

(DID) UDI-A-23083A as a guideline. 

6.1.2.  Subtask 2 - TO Management. 

The contractor shall prepare and submit a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution; provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the contract; prepare and submit a Management Plan that will address the tasks and associated schedules described in this SOW and any changes to the Delivery Order agreed to at the TIM, and will include, at a minimum, descriptions of tasks, as follows:

methodology and technical approach for accomplishing the task

organizational resources, structure and interfaces

management controls

key activities and milestones

deliverables

assumptions

Government Furnished Equipment / Information (GFE/GFI) required

personnel

security

schedule.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  
The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  The updated plan shall be submitted to the Government for approval.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80347 as a guideline.

6.1.3 Subtask #1.3:  Management and Status reporting.  The contractor shall provide, through the contractor PMO, monthly status reports regarding DO status, e.g. work progress, cost, funding profiles, and schedule data.  The Contractor Management and Status Report shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80227 as a guideline. 

6.1.4 Subtask #1.4: Process Reviews and Minutes.  The contractor shall provide written minutes from all In-Process Reviews (IPRs) regarding DO status, e.g., work progress, cost, funding profiles to include a running balance of the expenditure, and schedule data.  The schedule for IPRs shall be identified in the Management Plan, or as directed by the Task Manager.  IPRs shall provide for an interchange at key milestones during the execution of the task order (e.g. approval of system requirements, review of the system design, reviewing the results of security testing and compliance assessments).  Minutes from IPRs will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guidance.

6.2  Task #2: Education, Training, and Awareness, Certification and Accreditation and IA Support

6.2.1  Specific Support. 

The contractor shall provide technical security expertise and support in information technology security planning, preparing, executing and evaluating security and risk assessments in accordance to the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DODI 5200.40.  This shall include, but not be limited to, 34 locations in the continental United States, Alaska, and overseas.  The DISN certification initiatives shall analyze the implemented security architecture(s), standard operating procedures, security documentation, and environment of the transport/system/network of the DISN, as directed.  Additionally this assessment includes, but is not limited to, review of system and site risk analysis results, certification/accreditation plans and procedures (development to full execution), security test reports, the System Security Authorization Agreement (SSAA), running of information system security automated tools and manual test procedures, as directed, performing on-site physical, personnel, information systems, information, communications security, and documentation security assessments. The DISN certification activities, at a minimum will include the Asynchronous Transfer Mode (ATM), Bandwidth Manager (BWM), DISN Video (DVS-G), Virtual Private Networks (VPN), Satellite systems, Internet Protocol router systems. Contractor may be required to purchase identified software and hardware items to full fill the certification mission.  The TM will direct the purchase.  Deliverable will be as directed by assessment team leader.  Input to site reports maybe the only desired deliverable, at the discretion of the team leader.  Team leader may direct a formal report.  The formal report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508.

6.2.1.1  The contractor shall identify the necessary elements that will lead to successful certification and accreditation.  The contractor shall develop white papers and briefings supporting the security status and accreditation strategy as tasked by the TM. The contractor shall develop and/or update the system’s Security Test and Evaluation Plan and Procedures, as directed. In addition to considering all of the security disciplines, the contractor shall consider the following components, as the minimum, in developing the Security Test and Evaluation Procedures and then assessing the platform/system:

· Physical connections

· Operating System Configuration

· Location and identification of key nodes

· Circuits, network maps

· System components (Hardware/Software)

· System interfaces

· Host and network security processes

· Communications (encryption devices, splitters, etc)

· Detailed information exchange requirements

Report of all initiatives shall be delivered to the TM and/or Team Leader as directed.  On site reports will be in draft format and shall be delivered to the team leader during the assessment. The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.2  The contractor shall execute the security assessment checklist(s), provided by the Government team lead, and the systems assessment automated tool(s), as directed.  The contractor shall analyze the data from the checklist and the raw data from the systems assessment automated tool(s) and provide a clear interpretation to the Team Leader.  The contractor shall provide the completed security assessment checklist to the Team Leader with negative responses explained and clear and concise analyses of the automated tool vulnerability output, in a format specified by the team leader. The contractor shall consider the following components as the minimum, in assessing the system operational architecture:

· Scope, purpose, intended users, environment depicted

· Definition of named system terminology’s

· High-level graphical description of the operational security

concept (high-level organizations involved, missions, geographic configuration, connectivity, topology, etc.)

· Operational nodes, security activities performed at each node, 

connectivity & informational flow 

· Information exchange, relevant attributes of the exchange such

as media, data type, and the level of interoperability 

· Host and network security features and mechanisms 

· Formal report shall follow guideline of DI-MISC-80508.

The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.3  The contractor shall, at the conclusion of each certification/assessment activity, provide a written report.  The report will, at a minimum identify the location, the findings (security shortfalls), name of system/platform tested with IP addresses (as directed), and the requirement that the vulnerability or finding are identified from. This report with the information listed in the paragraph will be a minimum of For Official Use Only. The report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description DI-MISC-80508 as a guideline.

6.2.1.4  The contractor shall, at the conclusion of each 

certification/assessment/activity, assist in the preparation and execution of post assessment activities as directed by the Team Leader. 

6.2.1.5  The Contractor shall provide technical expertise to support the DISN Security Accreditation Working Group (DSAWG) and Service/Agency DISN CAP meetings. (DSAWG a minimum of 24 meetings, 8 hours each) The contractor shall provide a report of the minutes of the DSAWG and Service/Agency DISN CAP Meeting Minutes. The minutes will be in detail and cover all discussion and decisions of the DSAWG.  The minutes/report shall be developed in a contractor-specified format, approved by the Government, using Data Item Description UDI-A-23083A as a guideline)

6.2.1.6   The Contractor shall generate technical white papers, 

as directed by TTM. The contractor shall use the Data Item Description DI-MISC-80508 as a guideline.

6.2.1.7  Execution of ST&E Plan and Procedures, automated tools.  The contractor shall provide the hands on execution of the manual ST&E plans and procedures and the chosen automated tool, as directed by the Test Directors.  The contractor shall provide the technical analysis of the raw data results from the execution of the ST&E plan and procedures and the automated tool(s).  The contractor shall assist in writing the test report, in the format specified by the Test Director.  The contractor shall assist in developing the pre-briefs and outbriefs to the site being tested.  The contractor will provide a technical narrative of the contractor(s) that will assist in each certification and accreditation activity.  The narrative will be emailed to the Test Director(s) five days prior to the test taking place. The contractor shall support site security assessments visits and operational testing  (OT) as tasked by the TM. The contractor shall document security related findings and recommendations for improving the security posture based on the onsite/operational testing.  Testing will occur at identified locations in the continental United States and Over Seas locations. The contractor shall use the Data Item Description DI-MISC-80508 as a guideline.

Place of Performance: 

7.1 Primary place of performance. The contractor shall perform the majority of work for this development at Government facilities in the United States, including Hawaii and Alaska, as well as in Over Seas locations (Europe/Asia).  

TRAVEL The contractor shall be required to travel in the United States, including Hawaii and Alaska, as well as overseas in Europe and Asia.  Testing will be a minimum of five days in length.  All travel will be for supporting the development IAW paragraph 3.0 and 6.0 through 6.2.1.7 of the SOW. This travel, as tasked by the TM, includes the following locations:
National Capital Region 
1 Person 

PACOM Honolulu HI       
1 Person 7 Days (3 trips minimum)


Europe



1 Person 7 Days (4 trips minimum)

Continental US


1 Person 5 Days (27 trips minimum)

7.  Place of Performance: The contractor shall perform the majority of work for this development at Government facilities in the United States, including Hawaii and Alaska, as well as in Over Seas locations.  

	PURPOSE
	FROM
	TO
	# TRIPS
	# CONTRACTOR
	# DAYS

	Certification/ Compliance Validations
	NCR
	EUROPE
	4
	1
	5DAYS EA

	
	
	ASIA
	2
	1
	5DAYS EA

	
	
	CONUS ex:CA/AZ/MO/UT/

OH/FL/SC/NC/HI
	23
	1
	5DAYS EA

	
	
	NOTE:  Trips may vary.  Several European and Asian trips may be consolidated in one action; therefore, the TDY may be longer than 2 weeks for such trips. Conus includes Alaska


8.  Period of Performance: The period of performance for this Task Order is 365 days from the date of award.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM

Minutes
	UDI-A-23083A


	15 days after award 
	4
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan/

POA 
	DI-MGMT-80347


	15 days after receipt of TIM Minutes/ updates to plan 5 days from update
	1 HC

1 SC
	Two Copies to TM   Letter Only to KO
	Final

	6.1.3
	MonthlyStatus Rpt
	DID-MGMT-80227
	Last Thursday of Month
	2
	Two Copies to TM; Letter Only to KO
	

	6.1.4
	Process review Minutes
	UDI-A-23083A 
	10 days after process review
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1
	Formal report
	DID- MISC-80508
	Formal - 10 days from completion and/or as directed by team leader
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.1
	Reports
	DID-MISC-80508
	3 days from formal tasking
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.2
	Checklist/report
	DI-MISC-80508


	Immediate in field in test environment (report as directed by Test Director)

Trip reports 10 days from conclusion of trip

	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.3
	Report
	DI-MISC-80508


	10 days from end of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final

	6.2.1.5
	Minutes working groups/meetings
	UDI-A-23083A
	3 days after conclusion of meeting
	3
	Three Copies to TM; Letter Only to KO
	

	6.2.1.6
	whitepapers
	DID-MISC-80508
	5 days from assignment
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1.7


	Report on the execution of ST&E Plan and Procedures, automated tools.  
Trip Report
	DI-MISC-80508


	Immediate in field in test environment

(report as directed by Test Director)

Trip reports 10 days from conclusion of trip
	1 HC

1 SC

2
	Two Copies to TM; Letter Only to KO
	Final


*Standard Distribution
1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

1 copy of the transmittal letter and the deliverable to the Primary TM

Deliverables will be provided in contractor-determined format
Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, whitepapers, etc., will be in Word, Office 97 version. Softcopy for briefings will be in PowerPoint, Office 97 version.
10.  Security.  All personnel require access to information at the SECRET level.  

The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): The Government shall provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the Defense Information Technology Security Certification and Accreditation Process (DITSCAP), CJCSI 6211.02A, DISN and Connection Systems, DODD5200.28, Security Requirements for Automated Information Systems, 21 March 1988, and DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation, 30 Dec 1997. Government directives, regulations, publications can be downloaded from “//web7.whs.osd.mil” and “//iase.disa.mil”. The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits. 

The contractor must identify any additional GFE/GFI within 14 days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.   Final disposition of GFE will be handled through the customer’s property management department.  Contractor purchased software and hardware: Contractor will purchase hardware and software, as identified by the TM, to full fill testing requirements.  

12.  Packaging, Packing, and Shipping: Not applicable 
13.  Inspection and Acceptance: Not applicable.
14.  Other Pertinent Information or Special Considerations:  Information Systems Security Certification (e.g., CISSP CISA, NSA ISSO) will be considered a plus. 
    a.  Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

a.  Identification of Possible Follow-on Work.  Not applicable.

b.  Identification of Potential Conflicts of Interest (COI).  Not applicable 
c.  Identification of Non-Disclosure Requirements.  Not Applicable
