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	11.  THIS ITEM APPLIES ONLY TO AMENDMENTS OF SOLICITATIONS

	 FORMCHECKBOX 
  The above numbered solicitation is amended as set forth in Item 14.  The hour and date specified for receipt of Offers
 FORMCHECKBOX 

is extended,
 FORMCHECKBOX 

is not extended.

Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods:
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	a.  The purpose of this modification is to incorporate revised statement of work dated 29 Jan 02.  As a result of this change, amount on contract is increased by $136,457.00 from $766,970.00 to $903,427.00.  TASC is authorized to bill 2 installments of $66,890.68 each.  Period of performance is revised to read 12 Feb 01 through 11 Apr 02.  TASC proposal dated 6 Feb 02 is incorporated by reference.  
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FAR (48 CFR).243

I ASSURE TASK ORDER (TO)

STATEMENT OF WORK (SOW)

As of 29 January 2002

Contract Number:

Order Number:

Tracking Number:

Previous Order Number:

1. Points of Contact:

2. Order Title: Department of Defense (DOD) Public Key Infrastructure (PKI) Class 3 Engineering and Policy Support

3. Background: The Department of Defense (DOD) is currently undergoing a modernization of its information infrastructure.  The objective is to better achieve joint strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources - data, voice, and imaging - to support strategic, operational, and administrative functions in both peacetime and during periods of national crisis.  One critical component to effective information assurance is the implementation of a Public Key Infrastructure (PKI).  A DOD PKI will act as a foundation to support a variety of DOD applications to verify identification and authentication of individuals, verify the integrity and originator of data, and provide data confidentiality. 

The Deputy Secretary of Defense issued Management Reform Memorandum (MRM) #16 directed the Defense Information Systems Agency (DISA) and the National Security Agency (NSA) to undertake the necessary steps to establish a DOD PKI.  A Policy Memorandum was signed on 12 August 2000 by the Deputy Secretary of Defense which summarized the use of the DOD PKI and established timelines for implementation.  The DOD PKI will establish a centralized infrastructure for key management, digitally signing certificates, managing revocation of compromised certificates and identifying certificate information that is no longer accurate.  The central infrastructure will provide certificate directory service, archiving all certificates and revocation lists, and provide the tools and procedures for personnel responsible for user registration.  The registration process will use agents who are trusted by the infrastructure and who will authenticate the identity of entities that will be certified by the PKI.

In both industry and government, a PKI model is evolving to provide PKI services at different levels of assurance.  The DOD PKI policy defined PKI assurance levels at Class 5, Class 4, and Class 3, with Class 5 being the highest assurance level.  Currently the DOD is planning to provide both Class 3 and Class 4  assurance levels.  A Class 3 assurance PKI, developed by DISA and NSA using commercial servers and applications, became operational on 2 April 1998.  It consists of a small number of regional Certification Authorities (CAs) and a number of registration authorities (RAs) supporting a larger number of local registration authorities (LRA).  Each RA controls a group of LRAs.  The LRAs work with the users to initiate requests for certificates, which are then signed, issued, and managed by the CAs.

 DOD recognizes the need to provide a range of information security services for secure interoperability with both government, private industry and our allied partners.  For external business transactions using a PKI, the DOD must be able to operate with non-DOD entities and establish a policy and process for establishing third party trust relationships. DOD supports  interoperability by making available to the community an External Certification Authority (ECA) certification process. DOD has ensured that ECAs participating in the DOD’s PKI will operate at a Class 3 assurance level.  A Request for Information (RFI) (reference (j)) was released to private industry third quarter FY98 for comment.  DOD has approved four ECA pilots as of the second quarter FY00.  The selected ECA vendors are currently providing certificate services to several DOD applications and are working to test compatability with other DOD applications.  Data collected from these various ECA pilots will be utilized in the cost/benefit analysis for any DOD PKI outsourcing decisions. DOD will maintain, continuously update, and publish on the DISA ECA website a list of all certified ECAs so that contractors and vendors may make informed decisions about which ECA to employ for electronic business transactions.

Implementing the Target PKI architecture requires action from NSA and DISA as well as the C/S/As.  NSA and DISA are responsible for developing and procuring the various government PKI products such as the common registration platform, developing the specifications for commercial products, and acquiring the commercial products for the centralized infrastructure.  The C/S/As will be responsible for acquiring the local infrastructure products and user applications.  While DISA and NSA will operate the centralized infrastructure, the local registration, management and life cycle support will be the responsibility of the C/S/As.

Currently, the DOD is implementing the Class 3 Release 2 PKI.  This includes implementing a key recovery system with limited key recovery capabilities.  The Target PKI architecture will require enhanced key escrow and key recovery capabilities.  As a key recovery policy is developed and adapted for DOD, key escrow capabilities will be enhanced and implemented for later Class 3 Versions.  In addition, key recovery system technology for the Class 3 PKI will migrate to the Class 4 PKI and require smart card technology.

4. Objectives:  This contract provides continued technical PKI and PKI ECA support.  This support includes, but is not limited to technical documentation, policy development, and related research and studies. 
5. Scope:  This contract is to provide support to the PKI Project Management Office (PMO) in the development and implementation of the Class 3 PKI and the Class 4 PKI, interim and target ECAs, migration to future PKI releases, and interfaces with the Global Directory Services.  This contract also provides support for the development and implementation of a Key Recovery System.  

The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1:  Policy, Planning, Process, Program and Project Management Support
· Task Area 2:  Standards, Architecture, Engineering and Integration Support
6. Specific Tasks:  The ‘I Assure’ contract task areas that this delivery order will support include:

6.1
Task 1 – Contract-Level and TO Management

6.1.1
Subtask 1 – Integration Management Control Planning.
Provide the technical and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 – TO Management.

Prepare TO Management Plan describing the technical approach, organizational resources and managment controls to be employed to meet the cost, performance and schedule requrements throughout TO execution.  Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program review applied to the TO.

6.2     Task Area 1 – Policy, Planning, Process, Program and Project Management  

            Support

6.2.1
Subtask 1 – Technical Interchange Meeting.

Within 15 calendar days of TO award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the TO requirements and to establish firm delivery dates for each deliverable.  The contractor shall prepare a plan which will address any changes addressed in the TIM and serve as the vehicle that documents firm delivery dates for incremental deliverables.

6.2.2
Subtask 2 – In-Process Review(s).

The Contractor shall conduct a monthly Program Management Review (PMR), and System Design Review (SDR) with Government and attend the biweekly In-Process IPR) held at the Project Level.

6.3     Task Area 2 – Standards, Architecture, Engineering and Integration Support

6.3.1 Subtask 1 – Overall Engineering and Programmatic Support

The contractor shall perform research and technical studies of PKI products, legislation, technology and government and industry trends to implement DOD’s Class 3 PKI, future releases and the Target Class 4 PKI. The contractor shall assess and analyze existing DOD PKI technical architecture, policy, procedures and documentation and make recommendations to the DOD PKI PMO for enhancements to the PKI regarding performance, security, legal enforcement, maintenance, interoperability and compliance to policy and standards.  The contractor shall identify to the PMO the criteria for the Target Class 4 architecture.  The contractor will be required to represent the program at government and industry forums, working groups and other meetings as appropriate to meet deliverables.  The contractor shall evaluate the DOD PKI technical strategy and architecture and identify risks and problems to the DOD PKI PMO incorporating audit results (see 6.3.2) in the format of a PKI Architecture Risk Assessment and Recommendations Report.  The contractor shall be responsible for updating technical documentation, procedures, and policy based on approved recommendations from the DOD PKI PMO.

6.3.2
Subtask 2 – Compliance Audits

The contractor shall design, develop, coordinate, conduct and report Certification Authority compliance audits for DOD PKI RA and LRA workstations to ensure all equipment is in compliance with the Certificate Policy Version 5.2 and its Certificate Practice Statement (CPS).  There are 25 DISA locations that require compliance audits.  In addition, the contractor will perform compliance audits on the PKI operating environments at Defense Enterprise Computing Centers (DECC) Detachment Chambersburg and DECC Detachment Denver.   The contractor shall provide a compliance audit plan.  The contractor shall also provide comments and discrepancies in a written report in accordance with the RA and LRA CPS. 

6.3.3
Subtask 3 – Common Access Card (CAC)

The contractor shall be responsible for developing PKI documentation in support of the DOD Common Access Card (CAC), to include modifying and maintaining the Real-time Automated Personnel Identification System (RAPIDS) Workstation and Verifying Official Certification Practice Statement.  The contractor shall make recommendations for modifications and implementations of policy, and on technical issues as they relate to the CAC.

6.3.4
Subtask 4 – DOD Class 3 PKI Documentation Maintenance

The contractor shall evaluate and update the Class 3 PKI documentation as appropriate to ensure compliance with policy and standards.  
6.3.5
Subtask 5 – Overall Interim External Certification Authority/External Certification Authority (IECA/ECA) Plan and Development

The contractor shall develop an overall ECA plan that defines the role of ECAs in the DOD PKI.  The contractor shall provide guidance to DISA on modifying the Defense Federal Acquisition Regulation (DFAR) clauses to address the legal concerns with bringing the ECAs under the DOD Root.  The contractor shall develop a Root Integration Plan that defines how ECA vendors will be brought under the DOD Root.  The contractor shall develop an IECA to ECA Transition Plan, and an ECA Backup and Contingency Plan that details an alternative way to supply non-DOD entities with certificates should the ECA program not meet stated objectives.  The contractor is responsible for implementing all plans as appropriate.  The contractor shall develop an ECA Application Developers Guidance that aids software developers in developing applications based on the X.509 certificates issued by the DOD PKI and ECAs.
6.3.6
Subtask 6 – IECA System Activities Related to the DOD PKI Release 3.0

The contractor is responsible for updating all IECA documentation in accordance with any changes to the X.509 CP and/or other policy and documentation for Release 3.0 of the DOD PKI (See 6.2.5).

6.3.7
Subtask 7 – IECA Lessons Learned

The contractor shall develop a document that captures the IECA operational lessons learned to support the transition to ECAs.

6.3.8
Subtask 8 – Key Recovery System

The contractor shall be responsible for developing and documenting the long-term capabilities of the DOD Class 3 PKI Key Recovery System.  The contractor shall provide a Key Recovery Practice Statement.  The contractor shall update and modify DOD PKI key recovery documentation and make recommendations for modifications or implementations of policy.  The contractor shall provide technical support in developing C/S/A key recovery systems.  

6.3.9
Subtask 9 – PKI Archive 

The contractor shall develop an archival policy for private key escrowing.  The contractor shall develop configuration management strategies and procedures for key escrow in compliance with PKI policies and standards.  The contractor shall identify and document the archival of digital signatures for authentication and non-repudiation.

6.3.10
Subtask 10 – PKI Archive 

The Contractor shall demonstrate knowledge of the most efficient and cost-effective Load Balancing technology available for fail-safe, 24x7 access critical services.  The Contractor shall research products, conduct testing, and make a recommendation to the government based upon the products ability to perform the following:  Distributing requests across a pool of servers according to user-configurable load-balancing criteria, automatically detects changes in server status and routes requests accordingly, administrators can add and remove servers without bringing down the site or service, can be easily managed through SSL, and available in a hot-backup configuration for no Single Point of Failure. 
7. Place of Performance
7.1
Primary Place of Performance

The work shall be performed at Government sites and contractor facilities in the Washington metropolitan area.

7.2
Travel

The contractor shall be required to travel locally in the National Capitol Region.  Some short-term (1 – 3 days) CONUS travel may be required.  All 1 – 3 day travel will be for supporting compliance auditing of the DOD PKI RA and LRA workstations and DECC Detachments Chambersburg and Denver in accordance with paragraph 6.3.2 of this SOW.  There are 25 DISA locations that require compliance audits.  Of these, approximately 18 are in the National Capitol Reqion.  The projected travel, as tasked by the TM includes the following CONUS locations:

	Destination
	Number of Personnel
	Number of Days 

	Needham, MA
	1
	4

	Chambersburg, PA
	1
	1

	Letterkenny Army Depot, PA
	1
	1

	Denver, CO
	1
	1

	Indian Head, MD
	1
	1

	St. Louis, MO
	1
	1

	Oklahoma City, OK
	1
	1

	Scott AFB
	1
	1


8. Period of Performance: The period of performance for this Task Order is 60 days from the date of award.

9. Deliverables/Delivery Schedule:

	SOW Task#
	Deliverable Title
	DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TO Management Plan
	DI-MGMT-80347
	30 calendar days after TIM
	2
	Standard 

Distribution*
	Draft - 15

Final - 30

	6.1.2
	Status Reports
	DI-MGMT-80368
	
	2
	Standard Distribution*
	Monthly, on 15th workday

	6.2.1
	TIM Plan
	DI-MGMT-80368
	10 calendar days after TIM 
	2
	Standard 

Distribution*
	Draft - 15

Final - 30

	6.3.1
	Migration Plan for Class 3 to Target Class 4
	DI-MGMT-80368
	30 July 00
	2
	Standard Distribution*
	Final due 

30 July 00

	6.3.1
	PKI Architecture Risk Assessment and Recommendation Report
	DI-MGMT-80368
	30 July 00
	2
	Standard Distribution*
	Final due 

30 July 00

	6.3.2
	Compliance Audit Plan 
	DI-NDTI-80566
	1 Feb 01
	2
	Standard Distribution*
	Final due

15 Feb 01

	6.3.2
	Audit Results Report
	DI-MISC-80508
	1 July 01
	2
	Standard Distribution*
	2 weeks after completion of each audit.

	6.3.3
	RAPIDS Workstation & VO CPS
	DI-MISC-80508
	20 Nov 00
	2
	Standard Distribution*
	31 Jan 2001

	6.3.4
	DOD Class 3 Documentation
	DI-MISC-80508
	Ongoing
	2
	Standard Distribution*
	Ongoing task

	6.3.5
	ECA Plan
	DI-MISC-80508
	Draft - 15 Feb 01

Final – 15 Mar 01
	2
	Standard Distribution*
	Draft - 15 Feb 01

Final – 15 Mar 01

	6.3.5
	ECA Root Integration Plan
	DI-MISC-80508
	Draft  

1 July 01

Final

1 Aug 01
	2
	Standard Distribution*
	Draft 

30 June 01

Final

31 July 01

	6.3.5
	IECA to ECA Transition Plan
	DI-MISC-80508
	Draft

1 July 01

Final

1 Aug 01
	2
	Standard Distribution*
	Draft

30 June 01

Final

31 July 01

	6.3.5
	ECA Backup and Contingency Plan
	DI-MISC-80508
	Draft

1 July 01

Final 

1 Aug 01
	2
	Standard Distribution*
	Draft

31 July 01

Final

31 Aug 01

	6.3.5
	ECA Application Developers Guide
	Contractor-determined format
	Draft

1 July 01

Final

1 Aug 01
	2
	Standard Distribution*
	Draft

31 July 01

Final

31 Aug 01

	6.3.6
	IECA documentation update for PKI Release 3.0
	DI-MISC-80508
	15 Jan 01
	2
	Standard Distribution*
	28 Feb 01

	6.3.7
	IECA Lessons Learned
	Contractor-determined format
	Draft - 30 Jun 00 Final - 30 July 00
	2
	Standard Distribution*
	Draft - 31 May 00 Final - 30 June 00

	6.3.8
	Key Recovery Documentation
	DI-MISC-80508
	Draft – 30 Sept 01 Final – 30 Oct 01
	2
	Standard Distribution*
	Draft – 30 Sept 01 Final – 30 Oct 01

	6.3.9
	PKI Archival Policy
	DI-MISC-80508
	Draft – 30 Sept 01 Final – 30 Oct 01
	
	Standard Distribution*
	Draft – 30 Sept 01 Final – 30 Oct 01

	6.3.10
	Commercial Product Evaluation Report
	DI-MISC-80508
	As directed by TO
	2
	Standard Distribution*
	Draft – 15

Final – 30




* Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer

· 1 copy of the transmittal letter and the deliverable to both the Primary and Alternate TM

10. Security: The work performed will be unclassified.

The contractor shall follow the standards established in the DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R required DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (IS)s, be assigned to positions which are designated at one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive, Non-critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  

Personnel supporting this task will be ADP-II positions and will require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:

DISA Security Division (D16)

ATTN: Personnel Security (D162)

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): There will be no GFE on this contract.  GFI will include existing PKI and IASE Web Site information.  All GFI will be available upon request.

12. Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure’ contract.

13. Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

14. Other Pertinent Information or Special Considerations: 
a.    Identification of Non-Disclosure Requirements.

The contractor must execute non-disclosure agreements.  

b.   Identification of Possible Follow-on Work – none.

c.   Identification of Potential Conflicts of Interest (COI) – none.

