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I ASSURE TASK ORDER (TO) 

STATEMENT OF WORK (SOW)

Modification 6, 20 Sep 01

	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0003

	Tracking Number:
	00027

	Previous Order Number:
	N/A


1.  Points of Contact:
2.
Order Title:  Defense Message System (DMS) Medium Grade Service (MGS) Integration Support

3. Background – DMS:  The Defense Message System capitalizes on existing and emerging messaging technologies to meet Department of Defense (DoD) requirements for secure, accountable, writer-to-reader organizational and individual messaging. DMS incorporates messaging, directory, security and management technologies. DMS must provide approved secure messaging and directory services to support closure of AUTODIN.  A contract was awarded to Lockheed Martin Federal Systems in May 1995 for the design, integration, testing, implementation and maintenance of DMS. The United States Air Force (USAF), Headquarters Standard Systems Group manages the DMS Contract (Contract Number F01620-95-D-0001. Other sources will become available through future Government commodity contracts.  For additional information the DISA DMS PMO maintains a public homepage at www.disa.mil/d2/dms/.

Background – PKI:  The Department of Defense (DOD) is currently undergoing a modernization of its information infrastructure.  The objective is to better achieve joint strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources - data, voice, and imaging - to support strategic, operational, and administrative functions in both peacetime and during periods of national crisis.  One critical component to effective information assurance is the implementation of a Public Key Infrastructure (PKI).  A DOD PKI will act as a foundation to support a variety of DOD applications to verify identification and authentication of individuals, verify the integrity and originator of data, and provide data confidentiality.

The DOD PKI will establish a centralized infrastructure for key management, digitally signing certificates, managing revocation of compromised certificates and identifying certificate information that is no longer accurate.  The central infrastructure will provide certificate directory service, archiving all certificates and revocation lists, and provide the tools and procedures for personnel responsible for user registration.  The DoD PKI certificate directory service will be provided by GDS.

Background - Medium Grade Services (MGS) secure COTS email:  MGS is a simple, cost effective and extremely efficient alternative to the Defense Message System “High Grade” messaging service.  MGS is enabling the Department of Defense to match messaging services to the criticality and security requirements of the mission.  More and more, MGS is taking on individual and organizational functions formerly performed by DMS High Grade and AUTODIN.  MGS leverages the DoD Public Key Infrastructure (PKI) and employs commercial off-the-shelf (COTS) products, exclusively.  It uses Simple Mail Transfer Protocol (SMTP) for messaging services, Light weight Directory Access Protocol (LDAP) for directory services, Secure Multipurpose Internet Mail Extension (S/MIME) for data encryption and digital signatures and X.509 Version 3 certificates (provided via software tokens) for individual identity.  It provides secure, interoperable messaging in an open, multi-vendor environment to tens of thousands of users worldwide, today. 

4. Objectives:  
a. DMS MGS:  A key objective of this contract will be to support the development, testing, pilot implementations, documentation, training and implementation of MGS capabilities across the Department, worldwide.  This will involve the setup and operation of test and help desk facilities, development of PK-enabled tools, drafting and updating technical and training documentation, assisting DoD system administrators and users with MGS pilot implementations, level three help desk support, and most significantly, the development, testing and implementation of an approved organizational messaging capability.

b. PKE/SEC-M:  The objectives of this task are two-fold.  One to PK enable applications as identified by the task monitor and to create a web site to serve as the SEC-Meade home page with links to all of the SEC-Meade project sites.

5. Scope:  The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in the SOW are:
· Task Area 1:
Project Management
· Task Area 2:
COTS Product Evaluation and Integration
· Task Area 3:
Pilot Implementations of MGS
· Task Area 4:
Training Support
· Task Area 5:
MGS Web Site
· Task Area 6:
Organizational Messaging Capability
· Task Area 7:
MGS Support Tools Development
· Task Area 8:
Development Support to SEC-M
· Task Area 9:
Support to White House Communications Agency (WHCA)
6. Specific Tasks:

6.1 Task 1 - Contract–Level and TO Management

6.1.1 Subtask 1 – Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.

6.1.2 Subtask 2 - TO Management.

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

6.1.3 Subtask 3: In-Process Reviews and Minutes.

The Contractor shall hold a monthly In-Process Reviews (IPRs) and provide information regarding TO status, e.g., work progress, cost, funding profiles, and schedule data. The schedule for IPRs will be identified in the Management Plan.  IPRs will provide for an interchange between the government and contractor, during the execution of the task order (e.g., approval of system requirements, review of the system design, reviewing the results of functional testing).

6.2 Task 2 - COTS Product Evaluation and Integration.

6.2.1 Subtask 1 - MGS Product Testing Strategy.

The Contractor shall assist the Government with the implementation of a strategy for testing the interoperability of COTS products used for MGS.  Through coordination with the Government and the selected vendor(s), the Contractor shall develop an overall strategy for the verification of vendor product features and their compliance with MGS requirements.  The Contractor shall determine the scope of the testing required and the test procedures to be used.  These recommendations will be summarized in an overall MGS Product Test Strategy document submitted to the Task Monitor.  The Contractor shall work with the applicable vendor(s) in evaluating whether the email product conforms to MGS requirements.  The Contractor shall test the products for interoperability, acceptance of DoD PKI Class 3 certificates, and user interfaces.  The tests will be conducted in accordance with the MGS Product Test Strategy.  Results of all email product evaluations will be made available on the DISA DMS/MGS Web page, on a continuous basis.  Other product evaluations may be documented in white papers, when directed by the task monitor.

6.2.2 Subtask 2 - Integration of PK-Enabled Applications with MGS.

Numerous DoD programs exist to serve the particular needs of different functional communities (finance, contracting, logistics, etc.).  These communities are not fully interoperable with each other, or with other DoD information systems.  There is a need to be able to transmit information within and between these communities securely.  

· The Contractor shall assist the Government with the identification and establishment of pilot opportunities across DoD functional communities for MGS support to their Public Key (PK) -enabled applications.  

· The Contractor shall validate key features of these pilot opportunities in a controlled test environment.  

· The Contractor shall document results of the pilot efforts, and shall make recommendations in an MGS PK-Enabled Application Test Report regarding steps necessary to fully integrate the application with MGS.

6.2.3 Subtask 3 - Industry Interaction.

The Contractor shall assist the Government with the planning and execution of MGS “Industry Days” or “Industry Forums.”  The purpose of these will be to present to interested commercial vendors the latest MGS profiles, product test and verification strategies and future prototyping plans.  The Contractor shall develop a detailed schedule of activities that must be completed in preparation for the industry forums.  The activities may include, but are not limited to, making arrangements for meeting facilities, development of agendas, preparing mailings and other information to be disseminated to interested vendors, preparation of presentation materials, providing administrative support for the event and other related activities required to ensure event success.

6.2.4 Subtask 4 – Integration of MGS with the Common Access Card (CAC).

MGS users will eventually use the Common Access Card for “hard token” authentication of secure e-mail transactions.  The Contractor will obtain the CAC and card reader hardware and software from available sources, as directed by DISA, and will complete tests of the integration of CAC functionality with MGS.  Test scripts will be documented, and will be contained in a CAC Integration Test/Status Report, to be delivered to the Government periodically, as requested, through the life of this Subtask. 

6.3 Task 3 - Pilot Implementations of MGS

6.3.1 Subtask 1 - MGS Pilot Implementation Strategy.

The Contractor shall develop a pilot implementation strategy that validates the secure messaging features of COTS email products approved for DoD use.  The strategy will include specific actions to evaluate the interoperability of the COTS email product in the DoD operational environment.  The strategy shall identify the detailed objectives of the pilot, the critical product features to be validated, the technical environment for the implementation, a detailed implementation schedule and the resources required.  From past experience, pilot implementations of MGS can be expected to follow a general pattern:

· First, establish local registration authorities (LRAs) that meet the registration authority (RA) requirements.  

· Second, train the local personnel on how to obtain certificates, from their organization's Certificate Authority (CA).  

· Third, provide user manuals and training to the users on how to use PKI with their e-mail systems.  

Sufficient MGS pilots have already been conducted such that prototyping (i.e. verification via initial implementation in a controlled test environment) should not be necessary.  Rather, the thrust of the pilot should be on rapid and effective implementations of MGS for maximum user populations while maintaining excellent performance and reliability standards.   MGS pilot implementations must focus on the user and system administrator communities, and should stress not only the provision of basic MGS capabilities to an organization, but also and more importantly, the ongoing support (“care and feeding”) of the new MGS users indoctrinated via the pilot.

6.3.2 Subtask 2 – MGS Pilot Implementations.

DISA is continuing to receive requests for pilot implementations of MGS.  The Contractor will coordinate response to these requests through the Task Monitor, and will make all administrative and technical arrangements necessary to support dispatching teams of contractor and DISA personnel to organizations and sites requesting MGS capabilities.  Once on site, the Contractor / DISA team will establish Local Registration Authorities (LRAs) that meet the DoD PKI registration authority requirements.  The team will train local system administrators and users in procedures required to be followed when obtaining digital certificates from the organization’s Certificate Authority (CA).  The team will also provide training, as necessary, to ensure the organization is functioning effectively as a new MGS customer.  This training will be centered on the MGS User Guides and Quick Reference Guides, which are currently published for each approved MGS product.  Upon its departure, the Contractor / DISA team will provide adequate copies of current version of the User Guides and Quick Reference Guides. 

6.3.3 Subtask 3 – Pilot Implementation Lessons Learned.

Each pilot implementation conducted by the DISA / MGS team will result in lessons learned.  The Contractor will document these lessons, and will use them to modify procedures and processes.  The Contractor will also distribute the lessons learned in the MGS Pilot Implementation Trip Report (see subtask 2, above).  Finally, the Contractor will post key lessons from pilots on the MGS Web site, when the Government directs or when in the opinion of the MGS Contractor team the lesson needs DoD-wide publicity. 

6.3.4 Subtask 4 – Pilot Implementation of Secure Web Services

The Contractor shall support the development, testing, integration and deployment of Secure Web Services pilots, as required and when directed by the Task Monitor.  These services shall feature usage of the DoD PKI, and secure COTS email, to the maximum extent feasible.  Commercial (COTS) products shall be employed, emphasizing minimum Government development.  These Services shall also feature innovative usage of emerging Knowledge Management features and functionality.  The Contractor shall dedicate a test facility space and appropriate technical staff for evaluating products and recommending product offerings to the Task Monitor.  The Contractor shall be prepared to support travelling to customer sites for demonstrations of secure Web services, followed by implementation and some limited support.  There is no specific deliverable associated with this Subtask beyond the trip reports required for all travel under this task order.  However, the Contractor shall be prepared to provide demonstrations and briefings on the subject on short notice, when directed by the Task Monitor.
6.4 Task 4 – Training Support

6.4.1 Subtask 1 - MGS Technical Manuals.

Detailed technical manuals (e.g. End Users Guides, Quick Reference Guides, Administrator Documentation, etc.) are a key contributor to the reliable implementation of MGS.  The Contractor shall be responsible for updating existing MGS technical manuals, and for the development of new manuals as additional COTS products and / or PK-enable tools developed and / or approved for use.  These manuals are specific to individual vendors, and change as the vendor product evolves.  Currently, the MGS COTS product suite includes:  Microsoft Exchange 5.5 and 2000, Lotus Notes R5, Netscape Communicator and Outlook 98, 2000 and Outlook Express.

6.4.2 Subtask 2 – MGS Training.

In order to support the DoD policy requiring all electronic mail sent within the DoD to be digitally signed using DoD Certificates by October 2002, the Contractor shall establish the capability to train DoD users on PKI and Medium Grade Services.  The Contractor must be able to support end user training in contractor facilities, as well as at Government facilities (“traveling road show”).  Upon request from the Task Monitor, the Contractor shall develop training materials and shall provide instructors (and classroom facilities, if applicable) to deliver formal MGS training as required.  SEC-M requires training under this subtask.

6.4.3 Subtask 3 - MGS Training Video and Interactive Compact Disc.

A key component of the MGS training detailed in subtask 2, above, involves the documentation of LRA and user processes and configuration procedures.  In the past, the MGS program has greatly facilitated its pilot implementations via a “Train the Trainer” concept, in which a small team of MGS Contractors and DISA personnel visit a Pilot site, and conduct MGS training for a cadre of system administrators and “power users.”  In this subtask, the Contractor will develop and produce a training video which captures the key aspects associated with the steps required for implementing PKI, and configuring email clients and servers to run MGS.  This video will be of high professional quality, will employ state-of-the-art graphics, and will eventually be required to be transferred to interactive Compact Disc media.  The Contractor is responsible for all actions associated with the development of scripts, formulation of “screen shots” depicting MGS configuration procedures, actual taping, editing and final production and copying.

6.5 Task 5 – MGS Web Site.

The DISA MGS program office uses the MGS Web site to support the implementation of MGS by providing information on the MGS program, processes and procedures, and general information including links to other DoD and vendor sites.  The Contractor shall continue to maintain and update the MGS Web site.  The Contractor will provide for additional pages to include discussion groups and forums, as required to support the DMS program.

6.6 Task 6 – Organizational Messaging Capability

6.6.1 Subtask 1 – Concept of Operations (CONOPs)

The employment of MGS for organizational messaging is a key initiative receiving increasing attention at the highest levels of the Department.  In support of this, the Contractor will draft and submit to the Task Monitor a Concept of Operations (CONOPs) for MGS.  This document will be employed to generate debate and consensus throughout the Department concerning the best plans and practices for migrating MGS from the secure individual messaging function it performs today, to a robust and reliable capability for organizational use.  

6.6.2 Subtask 2 – Organizational Messaging Proof of Concept

The CONOPs completed in Subtask 1, above, will be proven, via a series of tests on a  prototype system.  The Contractor will coordinate with the Task Monitor and DISA-D24 to assemble the hardware and software necessary for a prototype MGS organizational messaging system.  The prototype will be installed in contractor test facilities.  Specific tests and / or capability demonstrations will be formulated by the Contractor, and approved by the Task Monitor.  The prototype system will be permanently available for demonstrations, as well as for use as a test bed.  As a minimum, the system shall include:

· Both “sending organization” and “receiving organization” subsystems  

· The ability to connect to the Global Directory Service (GDS) to demonstrate the downloading of organizational certificates  

· A messaging handling capability, such as the Telos Automated Message Handling System (AMHS)

6.7 Task 7 – MGS Support Tool Development

6.7.1 Subtask 1 – Tool Need Determination

Through attendance at industry conferences and interaction with users the need for additional tools will be identified.  Once capabilities of a tool are identified the contractor shall prepare a white paper identifying the capabilities, the proposed timeline for development of the tool and all associated documentation, and any additional GFE required for development.  This same process shall be followed for enhancements or additions to existing tools.  No work on any tool shall be started beyond generation of the white paper until direction is received from the Task Monitor.

6.7.2 Subtask 2 – Tool Development and Testing

Once direction is received from the Task Monitor development shall begin.  The status of the development shall be reported against the proposed schedule as part of the Monthly Status Report.  The tool shall be fully tested and all documentation verified in the MGS lab before the tool is delivered to the Task Monitor.  The contractor shall support testing efforts by other government agencies as determined by the Task Monitor.  A “trust but verify” testing methodology shall be used to ensure the tools do not introduce vulnerabilities into the DOD network.  The MGS team shall support the tool through telephone support once the tool has been distributed.  All changes to tools shall be coordinated with the Task Monitor prior to implementation.

6.8 Task Area 8: Development Support to SEC-M

Once the Task Monitor approves candidate software applications, the Contractor shall implement PK Enabling capabilities within the application.  PK Enabling capabilities may include use of the Common Access Card for user authorization and authentication, implementation of digital signatures for non-repudiation and audit functions, and the use of cryptographic functions to ensure data integrity.  Progress shall be reported as part of the Monthly Status Report.  The PK Enabling process for each application shall be fully documented and the application shall be fully tested to ensure interoperability with the framework of DoD Public Key Infrastructure (PKI) prior to beginning the certification process with the Joint Information Testing Center (JITC).  In conjunction with the PK Enabling process, customer support will be provided for DITSCAP Accreditation/Re-Accreditation, as required.

In order to provide the best approach for PK-enablement of an application, the Contractor shall assess selected COTS tools.  Only tools that support X.509 certificates and have obtained Federal Information Processing Standards (FIPS) approval shall be evaluated and tested.  In addition, only tools that have developed their own cryptographic functions shall be evaluated while all tools including those comprised of wrappers shall be tested for ease of use, clarity of documentation and to obtain lessons learned.

The Contractor shall design and implement a command web site for SEC-M using Microsoft SharePoint server or other comparable COTS technology.  The web site shall include a Home Page with links to information on the Center’s mission, vision, organization and core competencies.  The site shall have links to the projects and services provided by the Center, with emphasis on the services that generate revenue for the Center.  The web site shall reflect the technical capabilities of the Center in order to catch the eye and interest of potential customers.  Innovative implementation of the SharePoint or other comparable COTS technology will be used to market the Center’s capabilities to external users and also to facilitate coordination between dispersed groups within the command.  The links to separate projects managed by the Center shall provide a consistent look and feel as the user moves from the Home Page to the project pages, for those projects that currently do not have a web site.  Project specific pages shall allow links to briefings, reports, or project demos provided by the government. The Home Page shall allow links to current news items in the form or briefings or documents provided by the government. The SEC-M web site shall comply with Section 508 of USC 29, also known as the Rehabilitation Act of 1998.  The Home Page shall include the capability to send e-mail to the SEC-M commander or designated representative.  The Home Page shall include links to relevant sites, to be identified by SEC-M.  Hosting the web site, and operations and maintenance of the web site shall be considered if directed by SEC-M.

The Contractor shall research other technologies that will improve the effectiveness of the SEC-M web site as a source of information and marketing sophistication.

6.9 Task Area 9: Support to White House Communications Agency (WHCA)

The White House Communications Agency (WHCA) is in the processes of upgrading its Information Technology (IT) Infrastructure and establishing knowledge management functionalities including secure messaging, video teleconferencing, secure web portal and mobile devices interoperability.  At the direction of the task monitor the contractor shall provide support for these WHCA activities.

6.9.1 Subtask 1 – Email Migration

The contractor shall support WHCA in migrating their current email system to a Microsoft Exchange system.  The contractor shall ensure all email and archives on the current system are migrated to the new system and that all data is accessible with the new email system.  The contractor will ensure the configuration of the Microsoft Exchange email system is ready to support current WHCA operations and will also support Defense Message System (DMS).

6.9.2 Subtask 2 – Configuration Management

Upon task initiation WHCA will provide the current configuration baseline documentation.  The contractor shall be responsible for updating and publishing this information as it changes.  The task monitor shall determine when an updated baseline is required.  As part of this task the contractor shall assist WHCA in determining a stable baseline for each workstation type and document this baseline in the architecture documentation.  Once a stable baseline has been determined and demonstrated all workstation types will be built to the new baseline.  The contractor will assist WHCA in ghosting the stable baselines and distributing to all workstations.

6.9.3 Subtask 3 – Enterprise Management

The contractor shall assist WHCA in determining the best implementation of aVirtual Private Network (VPN) and Enterprise System Management (ESM) tools.  The contractor shall support WHCA in creating decision briefings to support selecting the appropriate tools.  Once a tools selection has been made and at task monitor direction the contractor shall assist WHCA in implementing the selected tools.  All effected documentation will be updated to reflect the implementation details.

6.9.4 Subtask 4 – Security Management

The contractor shall support WHCA in the implementation of a security architecture to include all aspects of Information Assurance (IA).  This will include establishing secure firewalls and the associated DMZ.  As part of the IA infrastructure the contractor will assist WHCA in producing the necessary System Security Authorization Agreement (SSAA) and its several appendices and operators’ guides.  Engineering support for completing all Security Test and Evaluation (ST&E) tasks at WHCA, shall be provided by the Contractor.  Upon completion of ST&E, the Contractor shall coordinate with WHCA to complete all remaining SSAA documentation required for formal Authority To Operate (ATO) certification by the Designated Approval Authority (DAA).

6.9.5 Subtask 5 – Enterprise Migration and Improvement

The contractor shall support WHCA in analyzing all existing applications and assisting with development of a migration plan for these applications.  The contractor shall support WHCA in migrating these applications to the upgraded infrastructure as appropriate and directed by the task monitor.  Some of these application may be eliminated, some may be migrated to a COTS implementation and some may be rewritten to be Public Key Enabled and work within the new environment.  The contractor shall also assist WHCA in the creation and implementation of a collaborative work environment that supports Knowledge Management (KM).  The collaborative work environment will be created in close coordination with WHCA and as directed by the task monitor.

7. Place of Performance:

7.1  Primary Place of Performance

Work will be performed at the contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated below and / or designated by the Task Monitors.  Some work that directly supports program integration and control will require collocation with the Government in the Skyline office complex, Falls Church, VA, WHCA facilities and SEC-M, Ft. Meade, MD.  In addition to local travel to Government and industry facilities, site visits may be required to Government and industry facilities in CONUS and OCONUS.
7.2 Travel

The Contractor shall be required to travel locally in the National Capital Region.  Some short-term (1-7 day’s) CONUS travel may be required.  Travel will be for supporting the installation and support of MGS and / or GDS and for PK enabling of applications, in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:
	Destination
	Number of

Personnel
	Number of Days
	Number of

Trips
	Purpose

	Myrtle Beach, SC
	6
	5
	1
	PKI Conference (MGS)

	Hampton, VA
	6
	5
	1
	DMS Semi-Annual Conference (MGS)

	Tampa, FL
	2
	5
	2
	Coordinating activities with CINCs


Additional travel must be approved by the Task Monitor and Contracting Officer’s Representative (COR).

8. Period of Performance:

MGS:  The period of performance for Tasks 1 – 6 (the “MGS Tasks”) in this Task Order is February 12, 2001 – February 11, 2002. 

PKE/SEC-M:  The period of performance for Task 8 (the “SEC-Meade Tasks”) in this Task Order is July 1 – June 30, 2002.

WHCA:  The period of performance for Task 9 (the “WHCA Tasks”) in this Task Order is September 14, 2001 – February 11, 2002.

9. MGS Deliverable/Delivery Schedule:

The initial due dates for deliverables provided in this Delivery Order Definition may be modified based on the Technical Interchange Meeting (TIM) with the Technical Task Manager and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Plan of Accomplishment and any subsequent revisions to the Plan of Accomplishment.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format.
	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	TO Management Plan
	A003/DI-MGMT-80347  (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar Days after TIM meeting
	2
	Standard Distribution*
	Draft – 30

Final - 45

	6.1.2
	Monthly Status Report
	A008/DI-MGMT-80368 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	2
	Two Copies to TM; Letter Only to KO
	Monthly, on 10th Calendar day

	6.2.1
	MGS Product Test Strategy
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TO Award
	2
	
	Draft – 30

Final - 45

	6.2.1
	MGS COTS Email Product Test Reports
	A005/DI-MISC-80508 (one electronic copy in Microsoft SQL database accessed via the MGS web site)
	
	
	
	On-Going

	6.2.1
	Product Evaluation White Paper(s)
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	
	Standard

Distribution*
	As directed by Task Monitor

	6.2.2
	Integration of PK-Enabled Application Test Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.2.3
	MGS Industry Forum Materials
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.2.4
	Common Access Card Integration Test/Status Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.3.1
	MGS Pilot and Prototyping Strategy Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 15

Final – 30

	6.3.2
	MGS Pilot Implementation Trip Report
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	5th workday following return from trip

	6.3.2
	Report of Pilot Status
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Included in Monthly Status Report
	2
	Standard

Distribution*
	Monthly, on 10th Calendar day

	6.3.3
	Pilot Implementation Lessons Learned
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	10th workday following return from trip

	6.4.1
	MGS Technical Manuals
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	As COTS products change, and as required by Task Monitor


	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.2
	MGS Training Plan
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.2
	MGS Lesson Plans
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.2
	MGS Student Guides
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.2
	MGS Training Student Evaluations
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Upon completion of training sessions
	2
	Standard

Distribution*
	10th workday following training completion

	6.4.3
	MGS Training Video Tape and Interactive Compact Disc
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.5
	MGS Web Site updates
	A005/DI-MISC-80508 (one electronic copy in various formats published on the MGS web site)
	
	
	
	On-Going

	6.6
	MGS

Org Msg CONOPs
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)


	Calendar days after TO Award
	2
	
	Draft – 30

Final - 45

	6.7
	Tool Capability Proposal White Paper(s)
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	
	Standard

Distribution*
	As directed by Task Monitor

	6.7
	Tool User and administration Guide
	A005/DI-MISC-80508 (one electronic copy in Microsoft Word 97 and one hard copy)
	
	
	Standard

Distribution*
	As directed by Task Monitor


10. PKE/SEC-M Deliverable/Delivery Schedule:

The due dates for deliverables provided in this Delivery Order Definition may be modified based on input from the Task Monitor.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format.

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	6.8
	Business Process Analysis Report
	Contractor determined format
	Report due within 30 days of customer interview.
	2
	*Standard Distribution
	As required by Task Monitor

	6.8
	Requirements/ Security Analysis Report
	Contractor determined format
	Within 30 day after completion and acceptance of BPA Report
	2
	*Standard

Distribution
	As required by Task Monitor

	6.8
	Integration of PKE Developer Kits w/Application Report
	Contractor determined format
	Based on size and scope of candidate application
	2
	*Standard Distribution
	As required by Task Monitor

	6.8
	Customer Training
	Contractor determined format
	Within 10 days of application enablement completion

.


	
	
	As required by Task Monitor

	6.8
	PK-Enabling

Lessons Learned
	Contractor determined format
	Within 30 days of application enablement completion


	2
	*Standard Distribution
	As required by Task Monitor

	6.8
	Certificate Registration
	
	As requested by customer
	
	
	As required by Task Monitor

	6.8
	DITSCAP Accreditation/ Re-Accreditation
	
	As requested by customer
	
	
	As required by Task Monitor

	6.8
	PKE Developer Toolkit Survey
	Contractor determined format
	As COTS products change, and as required by Task Monitor
	2
	*Standard Distribution
	As required by Task Monitor

	6.8
	Toolkit Evaluation Report
	Contractor determined format
	As COTS evaluation copies become available
	2
	*Standard Distribution
	Draft – 10 days following completion

Final – 15 days

	6.8
	Toolkit Test Report
	Contractor determined format
	Upon completion of Toolkit Evaluation
	2
	*Standard distribution
	Draft – 10 days following completion

Final – 15 days

	6.8
	PKE Developers Toolkit Test Plan
	Contractor defined format
	30 days after Task Monitor notification
	2
	*Standard Distribution
	Final – 30 days

	6.8
	PKE Developers Toolkit Lessons Learned
	Contractor defined format
	Upon completion of PKE Toolkit Test Report
	2
	*Standard Distribution
	Final – 30 days

	6.8
	SEC-M web site 
	Contractor defined format
	As requested by customer
	
	
	As required by Task Monitor


11. WHCA Deliverable/Delivery Schedule:

The due dates for deliverables provided in this Delivery Order Definition may be modified based on input from the Task Monitor.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) format.

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	6.9
	White Paper(s)
	DI-MISC-80508 (one electronic copy and one hard copy)
	Calendar days after TM notification
	2
	*Standard Distribution
	As directed by Task Monitor

	6.9.2
	Baseline Architecture Configuration Documentation
	DI-MISC-80508 (one electronic one hard copy)
	Calendar days after TM notification
	2
	*Standard Distribution
	As required by Task Monitor

	6.9.3
	Decision Support Briefing
	DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	*Standard

Distribution
	As required by Task Monitor

	6.9.4
	Security Certification and Accreditation – SSAA documents
	DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	*Standard

Distribution
	Final – 15 days following completion of ST&E

	6.9.5
	Application Decision Paper(s)
	DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	*Standard Distribution
	As required by Task  Monitor


Standard Distribution

· 1 copy of the transmittal letter and the deliverable to the Primary TM

12. Security:
All personnel require access to information at the SECRET level.

The Contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The Contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The Contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

13. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government-Furnished Equipment is Attachment A and B.

The Contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task by task basis. As additional materials are required, The Contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing MGS documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.

14. Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure‘ contract.
15. Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.
16. Other Pertinent Information or Special Considerations:
The Contractor shall maintain an integration and test laboratory in the NCR using GFE (Attachment A).

Year 2000 Compliance

All information technology provided under, or in support of, this contract by the Contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.

To ensure Year 2000 compliance, the Contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the Contractor shall provide the Government with a copy of such Year 2000-compliance test documentation at no additional cost to the Government.

a. Identification of Possible Follow-on Work.

Upon completion of this task order it may be necessary for the Contractor to perform follow-on work for the continued support of MGS and PK enabling of application per 6.0

b. Identification of Potential Conflicts of Interest (COI).

The primary burden is on the Contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c. Identification of Non-Disclosure Requirements.

The Contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the MGS and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the MGS and its multiple commercial components.
DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)





1.  THE PURPOSE OF THIS MODIFICATION IS TO INCORPORATE REVISED STATEMENT OF WORK DATED 20 SEP 01.  AS A RESULT OF THIS REVISION, AMOUNT ON CONTRACT IS INCREASED BY $399,992.00 FROM $3,850,866.00 TO $4,250,858.00.  FUNDS PROVIDED IN THE AMOUNT OF $142,120.59 VIA MODIFICATION 04 ARE NOW AVAILABLE, THE SAF CAVEAT HAS BEEN REMOVED.  PERIOD OF PERFORMANCE FOR THIS TASK ORDER HAS BEEN EXTENDED THROUGH 30 JUN 02.  SRA REVISED PROPOSAL DATED 27 SEP 01 IS INCORPORATED BY REFERENCE.   


		


3.  ALL OTHER TERMS AND CONDITIONS REMAIN THE SAME.





























X





STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)





  UNILATERAL – IAW SRA REVISED PROPOSAL DTD 27 SEP 01





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED





   28 SEP 01





 16B.  UNITED STATES OF AMERICA





  BY   �














  














 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


LINDA K. GOFF


CONTRACTING OFFICER





15C. DATE SIGNED








  





15B.  CONTRACTOR/OFFEROR











15A.  NAME AND TITLE OF SIGNER (Type or print)














E.   IMPORTANT:    Contractor    x  is not,       is required to sign this document and return     copies to the issuing office. 





  (X)





  











 X











  





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)


97X4930.5F20 000 C1013 0 068142 2F 255011          W81PT601MPKE001   INCREASE: $392,149.01 AND RELEASE SAF on $142,120.59 (from Mod 04)            





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


 2001FEB 09





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5018-0003





9B.  DATED (SEE ITEM 11)


                                        





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   


   Systems Research & Applications Corp.


   4300 Fair Lakes Court


   Fairfax VA  22033





   DUN:  097779698    CAGE:  6R517				





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB  IL  62225-5406                               


                                                            


    BUYER:				





3.  EFFECTIVE DATE





See Block 16C		





 4.  REQUISITION/PURCHASE REQ. NO.





  See Block 12





2.  AMENDMENT/MODIFICATION NO.	





   06			





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE





                        








7
2

