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SEE SCHEDULE

MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$299,962.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

0T5L1

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED

RECEIVED

ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5017-

2001Mar07

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0007

DD8MZ10027

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

ANNE (KAREN) KELLER

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

MARY RUTH HAWORTH

10260 CAMPUS POINT DRIVE (DUNS 

148095086)

SAN DIEGO CA  92121

SCIENCE APPLICATIONS INTERNATIONAL CORP

QUANTITY

ORDERED/

ACCEPTED*

20.

DISA/DITCO/DTS6/ANNE KAREN KELLER

2300 EAST DRIVE, KELLERA@SCOTT.DISA.MIL,

 618-229-9504, FAX: 9440

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$299,962.00
	$299,962.00

	
	Information Assurance Support Services 

T&M - INFORMATION ASSURANCE SENSOR GRID MODELING, SIMULATION AND ASSESSMENT SUPPORT AS IN ACCORDANCE WITH SOW DTD 23 FEB 2001.  PERIOD OF PERFORMANCE OF THIS ORDER IS 07 MAR 01 THRU 06 MAR 02 AS IN ACCORDANCE WTIH SAIC PROPOSAL DTD 27 FEB 01 WHICH IS INCORPORATED BY REFERENCE. 

PURCHASE REQUEST NUMBER DD8MZ10027 


	

	
	
TOT MAX PRICE
	$299,962.00 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	$294,080.39    MIPR:  DD8MZ10027
	 

	  
	  
	  


‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
Amended 23 Feb 2001
	Contract Number:
	

	Order Number:
	Pending Assignment by Contracting Officer

	Tracking Number:
	Pending Assignment by Contracting Officer

	Previous Order Number:
	Not Applicable


1.  Points of Contact

2.  Order Title:  Information Assurance Sensor Grid Modeling, Simulation and Assessment Support

3.  Background:  The C4I Modeling, Simulation and Assessment (MS&A) Operational Support Division (DISA/D81) currently provides MS&A support to the DISA Deputy Director for Operations (D3) to evaluate current and planned Information Assurance (IA) infrastructure on the Defense Information Systems Networks (DISN).  D81 applies expert MS&A analytic methods in support of D3’s IA Sensor Grid program, focusing on the development and implementation of Joint Intrusion Detection Systems (JIDS) on the Non-Secure Internet Protocol Router Network (NIPRNET) and the Secure Internet Protocol Router Network (SIPRNET).  D81 envisions expanding it’s IA support needed in other critical areas of DISN operations and management for D3 and the Joint Task Force for Computer Network Defense (JTF-CND).  The foundation for this support is built on existing D81 capabilities to analyze and assess the performance of DISN networks and associated IA sensors through proven modeling and simulation capabilities, identify performance shortfalls, and develop resultant technical solutions for the Combatant Commanders (CINCs); the Global and Regional Network Operations Centers (GNOSC/ RNOSCs); the Regional Computer Emergency Response Teams (RCERTs); and the DOD CERT.  The GNOSC is managed by D33, and charged with the installation, operation, maintenance, and upgrading of JIDS hardware and software.  

The existing Sensor Grid allows the DOD CERT to monitor NIPRNET and SIPRNET network traffic, and to identify and report events fitting the profile of unauthorized network intrusions. Examples of such incidents include attempts by unauthorized users to overload a gateway or router port with multiple messages, leading to a "denial of service" attack; or unauthorized network scanning leading to the discovery of network elements.  Historically, JIDS have been deployed to monitor circuits based solely on individual DISA customer requests, disregarding optimum network placement to cover DISA's mission critical systems and applications. 

In addition to the Sensor Grid intrusion detection program, other IA areas involving protection of the DISN include network firewall deployment; network hardware and software security programs; and computer virus protection.   D33 has requested continued and expanded MS&A assistance from D81 to assist the GNOSC, DOD CERT, and JTF-CND with developing, implementing and optimizing IA and network security for the DISN.    

The requested work outlined in this Task Order directly relates to, and builds on, completed work and work in progress under an existing D81 Task Order awarded through another contract vehicle to provide IA MS&A support.

4.  Objectives:  The objective of this Task Order is to provide MS&A support to D3 and the JTF-CND for development, implementation, and optimization of current and planned network intrusion detection system (IDS) structure and elements on the global NIPRNET, SIPRNET, and the Defense Asynchronous Transmission Mode Information System (DATMS) networks; performing assessments and risk analyses of the sensor grid network and firewall infrastructures; identifying alternative courses of action to optimize IDS communication in the event of network element failures; ; and development of a multi-layer DISN network model to measure and assess end-to-end IA interdependencies across the data networks.

The tasks outlined in this Task Order are compliant with the DOD network security policy guidelines in accordance with DOD Directive O-8530.aa, "Computer Network Defense"; DOD IA Global Information Grid Policy 6-8510; the D3 Field Security Operations documents, "Enclave Security Policy" and "Network Infrastructure Security Technical Implementation Guide"; the D25 document, "JIDS Management Guide"; and the D33 document, "JIDS Concept of Operations".

This Task Order effort will provide DISA/D3 and the JTF-CND with quantitative bases for decision making as they consider making improvements to existing DISN network security structures.

5.  Scope:
The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

The scope of this effort comprises the following technical areas:

a. Sensor Grid Network Topology Architecture Assessment.  Determine optimum intrusion detection system placement needed to maximize network enclave coverage of DISA’s mission critical systems for the current global NIPRNET, SIPRNET and CONUS DATM-U.

b. Sensor Grid Vulnerability Assessments.  Determine the impact on JIDS communications during simulated failures of network nodes or links identified as over-utilized, weak, or critical points of failure. Develop course of action alternative solutions.

c. Network Attack Assessment.  Conduct a simulated network attack scenario in the CONUS NIPRNET model to determine it’s behavior and impact on the network, and the impact on JIDS communications. 

d. Multi-Layer INMS Model. Develop a DISN model based on the current INMS database, incorporating multi-layer DISN networks serving DOD communities of interest. 

In order to complete this effort, the following personnel expertise and skills are required:

-  Network Security and Information Assurance;

-  Systems and Software Engineering expertise;

-  Network Operations and Management expertise;

-  Experience with network configuration databases;

-  Personnel that possess DOD security clearances.

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management. 

6.1.1
Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2 Subtask 2 - TO Management. 

          
Prepare TO Management Plan describing the technical approach, organizational resources and

management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).

6.2
Task 2 - Sensor Grid Coverage Assessment. 
6.2.1 The contractor shall conduct network coverage assessments of currently placed ('as-is') JIDS, and determine the optimum JID placements ('to-be') on the network needed to maximize coverage of the below listed network infrastructure elements and critical system enclaves.  The contractor shall produce and deliver JID placement assessment reports, including recommendations for new JID installation or existing JID re-locations based on assessment results, for the following:

a. DISA-managed NIPRNET premise routers at the NIPRNET network operations center (NOCs) sites at CONUS, PAC, EUR;

b. SIPRNET premise routers at the NOC sites at the Joint Staff Support Center (JSSC) and the GCCS network management center (GMC); 

c. NIPRNET and SIPRNET network premise routers at the CONUS DECC sites, including Mechanicsburg; Oklahoma City; St. Louis; Columbus; and Ogden, and their detachments; 

d. NIPRNET and SIPRNET DMS server sites in CONUS, PAC, EUR and SWA;  

e. NIPRNET and SIPRNET STEP router sites in CONUS, PAC, EUR and SWA;

f. NIPRNET/Internet Gateway sites in PAC, EUR and SWA; and CONUS 

g. SIPRNET C2 Guard server sites in CONUS, PAC, EUR and SWA.

6.2.2 The contractor shall update the model topologies and data developed in Task 6.2.1 using new or revised network or sensor grid data when obtained by D81.  The contractor shall fully document all NIPRNET and SIPRNET sensor grid models during their development under this task.


6.2.3 The contractor shall maintain and enhance the existing WEB access of D81’s SIPRNET and NIPRNET sensor grid database.


6.2.4 The contractor shall assess the capabilities of JIDS and other COTS intrusion detection system products for suitability for use with DATMS, develop a plan for implementing a high-speed sensor grid on the CONUS DATMS-U, and determine an optimum sensor grid placement to maximize network intrusion detection monitoring of the CONUS DATMS-U backbone.  The contractor shall produce and deliver a report outlining the findings, recommendations, and plan for implementing a CONUS DATMS-U sensor grid.

6.3
Task 3 – Sensor Grid Traffic and Vulnerability Analyses
6.3.1 The contractor shall conduct vulnerability analysis of the NIPRNET and SIPRNET with respect to the sensor grid placements (“as is” and “to be”).  The result of the analysis shall identify potential weak points in the networks due to certain network component failures (node, link, or combination of node and link failures).  The results should also include impact of JID communications paths due to various failure scenarios.

6.3.2 The contractor shall characterize JIDS traffic across the NIPRNET and SIPRNET, identify deficiencies with respect to captured traffic (IP address), and make recommendation as what additional traffic should be captured to support the DISA DOD CERT operations.

6.4      Task 4 – Network Attacks Assessment.   The contractor shall develop network attack scenarios 

and perform impact assessment for both the current SIPRNET and NIPRNET Sensor Grid implementations.  The assessment shall identify network degradations due to different attacks. 

6.5
Task 5 – Multi-Layer INMS Model.  The contractor shall develop a multi-layer model based on the INMS database.  The multi-layer model shall be sufficient in detail, e.g. including all network components monitored by the INMS, to perform application impact assessment due to certain network attacks.  The contractor shall develop a concept report that addresses the potential IA interdependencies and vulnerabilities across the interconnected network components.  The concept report shall also incorporate the capabilities of currently available network security products, and be capable of developing alternative solutions to incorporate these products.  Finally, the concept report shall provide a capability to optimally provide information assurance, network security, and intrusion detection that maximizes high-speed network security and intrusion detection coverage. 

6.6 Task 6 – Sensor Grid Implementation Program Support.  The contractor shall provide support to 

the implementation of the Sensor Grid Implementation Program. This shall include the analysis of current sensor grid capability and the recommendation of new technology of intrusion detection sensor to support future DISN architecture.  

7.  Place of Performance:  

The primary place of performance will be at the DISA/D81 Government facility, including the Virginia Square sixth floor office area and the DISA Network Modeling Simulation Center (DNMSC).  Administrative Task Order work may be performed at the contractor’s facility as required, and as approved by DISA/D81.  Periodic local travel between the contractor’s facility, the DISA/D81 facility, and the DISA HQ facility will be required in order to complete the tasks.  The contractor will be required to attend informational meetings and conduct data gathering at DISA facilities as required, and as coordinated by the Task Monitor.  The majority of the technical work will be performed at the DISA/D81 facility and in the DNMSC.   The Government will provide access to necessary facilities and computer resources to include office space and the DNMSC computer laboratory.  Contractor travel necessary to execute this Task Order will be limited to the Washington Metropolitan area.

8. Period of Performance: 

The period of performance is 365 calendar days after TO award. 

9. Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	Integration Management Control Plan
	DI-MGMT-80347
	15 calendar days after TO award
	1
	Standard 

Distribution*
	---

	6.1.2
	Task Order Management Plan
	DI-MGMT-80004
	15 calendar days after award
	1
	Standard 

Distribution
	---

	6.1.2
	Monthly Status Report
	DI-MGMT-80227
	Monthly
	1
	Standard 

Distribution
	Monthly, on 10th workday of each month

	6.2
	Sensor Grid Coverage Assessment Report
	DI-MISC-80508 

Technical Report – Study / Services and Models
	30 June 2001
	1
	Standard 

Distribution
	---



	6.3
	Sensor Grid Traffic and Vulnerability Analyses Report 
	DI-MISC-80508 

Technical Report – Study / Services and Models
	31 August 2001
	1
	Standard 

Distribution
	---



	6.4
	Network Attacks Assessment Report


	DI-MISC-80508 

Technical Report – Study / Services and Models
	31 October 2001
	1
	Standard 

Distribution
	---



	6.5
	Multi-Layer INMS Model Report
	DI-MISC-80508 

Technical Report – Study / Services and Models
	31 January 2002
	1
	Standard 

Distribution
	---



	6.6
	Sensor Grid Implementation Program Support Report
	DI-MISC-80508 

Technical Report – Study / Services and Models
	15 March 2002
	1
	Standard 

Distribution
	---




*Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6)

· 1 copy of the transmittal letter and the deliverable to the Primary TM

All deliverables shall be provided in the appropriate electronic and hard copy formats.

10.  Security: 

This Statement of Work is unclassified.  Contractor personnel performing the work must possess a current U.S. Secret clearance at a minimum. Contractor support will be in conformance with the DD 254 pertaining to this contract.  

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):
The Government will furnish, and make available for use, ADP, computer, and support equipment necessary for the contractor to perform the work at the government site, including computer hardware and software, from the time of contract award through the period of performance.  Multiple Unix workstations and Pentium PCs will be provided for use by the contractor.  The serial numbers and bar codes of each individual hardware component of each workstation and PC are on file at the Government's facility, and will be provided upon contract award.  All GFE will remain at the Government's facility during the entire TO period of performance.  All applicable ADP and computer equipment GFE is Y2K compliant.

12. Packaging, Packing, and Shipping:  

All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the “I-Assure” contract.

13. Inspection and Acceptance:
All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the “I-Assure” contract.  Final acceptance of all work performance, reports, and other deliverables under this TO shall be completed by the COR, or other individual designated by the COR or the KO.

14. Other Pertinent Information or Special Considerations:  None.

