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FAR (48 CFR).243

‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
Amended 08 February 2002
Contract Number:
DCA200-00-D-5017 (SAIC)
Order Number:
0007
Tracking Number:
00028

Previous Order Number:
Not Applicable
1.  Points of Contact

2.  Order Title:  Information Assurance Sensor Grid Modeling, Simulation and Assessment Support

3.  Background:  The C4I Modeling, Simulation and Assessment (MS&A) Operational Support Division (DISA/D81) currently provides MS&A support to the DISA Deputy Director for Operations (D3) to evaluate current and planned Information Assurance (IA) infrastructure on the Defense Information Systems Networks (DISN).  D81 applies expert MS&A analytic methods in support of D3’s IA Sensor Grid program, focusing on the development and implementation of Joint Intrusion Detection Systems (JIDS) on the Non-Secure Internet Protocol Router Network (NIPRNET) and the Secure Internet Protocol Router Network (SIPRNET).  D81 envisions expanding it’s IA support needed in other critical areas of DISN operations and management for D3 and the Joint Task Force for Computer Network Operations (JTF-CNO).  The foundation for this support is built on existing D81 capabilities to analyze and assess the performance of DISN networks and associated IA sensors through proven modeling and simulation capabilities, identify performance shortfalls, and develop resultant technical solutions for the Combatant Commanders (CINCs); the Global and Regional Network Operations Centers (GNOSC/ RNOSCs); the Regional Computer Emergency Response Teams (RCERTs); and the DOD CERT.  The GNOSC is managed by D33, and charged with the installation, operation, maintenance, and upgrading of JIDS hardware and software.  

The existing Sensor Grid allows the DOD CERT to monitor NIPRNET and SIPRNET network traffic, and to identify and report events fitting the profile of unauthorized network intrusions. Examples of such incidents include attempts by unauthorized users to overload a gateway or router port with multiple messages, leading to a "denial of service" attack; or unauthorized network scanning leading to the discovery of network elements.  Historically, JIDS have been deployed to monitor circuits based solely on individual DISA customer requests, disregarding optimum network placement to cover DISA's mission critical systems and applications. 

In addition to the Sensor Grid intrusion detection program, other IA areas involving protection of the DISN include network firewall deployment; network hardware and software security programs; and computer virus protection.   D33 has requested continued and expanded MS&A assistance from D81 to assist the GNOSC, DOD CERT, and JTF-CND with developing, implementing and optimizing IA and network security for the DISN.    

The requested work outlined in this Task Order directly relates to, and builds on, completed work and work in progress under an existing D81 Task Order awarded through another contract vehicle to provide IA MS&A support.

4.  Objectives:  The objective of this Task Order is to provide MS&A support to D3 and the JTF-CNO for development, implementation, and optimization of current and planned network intrusion detection system (IDS) structure and elements on the global NIPRNET, SIPRNET, and the Defense Asynchronous Transmission Mode Information System (DATMS) networks; performing assessments and risk analyses of the sensor grid network and firewall infrastructures; identifying alternative courses of action to optimize IDS communication in the event of network element failures; ; and development of DISA’s Enterprise Sensor Grid (ESG) and Information Assurance (IA) Strategic Plans.

The tasks outlined in this Task Order are compliant with the DOD network security policy guidelines in accordance with DOD Directive O-8530.aa, "Computer Network Defense"; DOD IA Global Information Grid Policy 6-8510; the D3 Field Security Operations documents, "Enclave Security Policy" and "Network Infrastructure Security Technical Implementation Guide"; the D25 document, "JIDS Management Guide"; and the D33 document, "JIDS Concept of Operations".

This Task Order effort will provide DISA/D3 and the JTF-CNO with quantitative bases for decision making as they consider making improvements to existing DISN network security structures.

5.  Scope:
The contractor shall comply with the appropriate DOD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

The scope of this effort comprises the following technical areas:

a.
Sensor Grid Network Topology Architecture Assessment.  Determine optimum intrusion detection system placement needed to maximize network enclave coverage of DISA’s mission critical systems for the current global NIPRNET and SIPRNET.

b.
DISA Enterprise Sensor Grid (ESG) and Information Assurance (IA) Strategic Plans.  Develop Strategic Plans to guide the implementation and evolution of DISA’s ESG and IA programs.  This shall include analysis of the current sensor grid and IA capabilities, and the evaluation and recommendation of new IDS and IA technologies to support future DISN architecture.
In order to complete this effort, the following personnel expertise and skills are required:

-  Network Security and Information Assurance;

-  Systems and Software Engineering expertise;

-  Network Operations and Management expertise;

-  Experience with network configuration databases;

-  Personnel that possess DOD security clearances.

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management. 

6.1.1
Subtask 1 - Integration Management Control Planning.

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

6.1.2
Subtask 2 - TO Management. 

     Prepare TO Management Plan describing the technical approach, organizational resources and

management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW).

6.2
Task 2 - Sensor Grid Coverage Assessment. 
6.2.1
The contractor shall conduct network coverage assessments of currently placed ('as-is') JIDS, and determine the optimum JID placements ('to-be') on the network needed to maximize coverage of the below listed network infrastructure elements and critical system enclaves.  The contractor shall produce and deliver JID placement assessment reports, including recommendations for new JID installation or existing JID re-locations based on assessment results, for the following:

a. DISA-managed NIPRNET premise routers at the NIPRNET network operations center (NOCs) sites at CONUS, PAC, EUR;

b. SIPRNET premise routers at the NOC sites at the Joint Staff Support Center (JSSC) and the GCCS network management center (GMC); 

c. NIPRNET and SIPRNET network premise routers at the CONUS DECC sites, including Mechanicsburg; Oklahoma City; St. Louis; Columbus; and Ogden, and their detachments; 

d. NIPRNET and SIPRNET DMS server sites in CONUS, PAC, EUR and SWA;  

e. NIPRNET and SIPRNET STEP router sites in CONUS, PAC, EUR and SWA;

f. NIPRNET/Internet Gateway sites in PAC, EUR and SWA; and CONUS 

g. SIPRNET C2 Guard server sites in CONUS, PAC, EUR and SWA.

6.3
Task 3 – Update Model Topologies.  As directed by the TM, the contractor shall update the model topologies and data developed in Task 6.2.1 using new or revised network or sensor grid data when obtained by D81.  The contractor shall fully document all NIPRNET and SIPRNET sensor grid models during their development under this task.


6.3.1  Subtask 1 - The contractor shall provide updated NIPRNET and SIPRNET JIDS GIF files as required  by D81 to update the JIDS Visualizer applet.  

6.4
Task 4 – Information Assurance and Enterprise Sensor Grid (ESG) Implementation Program Support.  

6.4.1 IA and ESG Program Support.  The contractor shall provide program development support for the implementation of the IA and Enterprise Sensor Grid Programs. The contractor shall develop white papers defining operational and management requirements for DISA’s IA and ESG.   The contractor shall develop Strategic Plans for DISA’s IA and ESG, and the planned Federated DOD-wide Computer Network Enterprise Sensor Grid (CNDSG) to be managed by DISA. .

6.4.2

IA and ESG Technical Analysis Support.  The contractor shall conduct technical analyses of DISA’s current IA infrastructure and sensor grid, and develop required IA and ESG technical capabilities for current and future DISN architecture.  The contractor shall conduct technical  analyses of emerging intrusion detection systems (IDS) technology and provide recommendations for implementing new IDS technologies to enhance current sensor grid capabilities and to support the future DISA ESG and CNDSG architectures.  
7.  Place of Performance:  

The primary place of performance will be at the DISA/D81 Government facility, including the office area and the DISA Network Modeling Simulation Center (DNMSC).  Administrative Task Order work may be performed at the contractor’s facility as required, and as approved by DISA/D81.  Periodic local travel between the contractor’s facility, the DISA/D81 facility, and the DISA HQ facility will be required in order to complete the tasks.  The contractor will be required to attend informational meetings and conduct data gathering at DISA facilities as required, and as coordinated by the Task Monitor.  The majority of the technical work will be performed at the DISA/D81 facility and in the DNMSC.   The Government will provide access to necessary facilities and computer resources to include office space and the DNMSC computer laboratory.  Contractor travel necessary to execute this Task Order will be limited to the Washington Metropolitan area.

8.
Period of Performance: 

The period of performance is changed from 06 March 2002 to 06 September 2002 as a result of a no cost extension.

9.
Deliverable/Delivery Schedule: 

SOW Task#
Deliverable Title
CDRL/DID#
Due Date
Copies
Distribution
Frequency and Remarks

	SOW Task #
	Deliverable Title
	CDRL/DID#
	Due Date
	Cop-ies
	Distribution
	Frequency and Remarks

	6.1.1
	Integration Management Control Plan
	DI-MGMT-80347

	15 calendar days after TO award
	1
	Standard Distribution*
	

	6.1.2
	Task Order Management Plan
	DI-MGMT-80004
	15 calendar days after award; update 15 working days after task is modified
	1
	Standard Distribution*
	

	6.1.2
	Monthly Status Report
	DI-MGMT-80227
	Monthly
	1
	Standard Distribution*
	Monthly, on 10th workday following close of contractor’s monthly accounting period

	6.2
	Sensor Grid Coverage Assessment Report
	DI-MISC-80508  Technical Report-Study/ Services and Models
	Revised report due 06 September 2002
	1
	Standard Distribution*
	

	6.3
	 Updated JIDS Model Topologies
	DI-MISC-80508 Technical Report - Study / Services and Models
	 As required by TM
	1
	Standard Distribution*
	

	6.3.1
	 Updated GIF Files for JIDS Visualizer applet
	DI-MISC-80508 Technical Report - Study / Services and Models
	 As required by TM
	1
	Standard Distribution*
	

	
	 
	
	
	
	
	

	6.4.1
	IA and Enterprise Sensor Grid Program Support Report
	DI-MISC-80508 Technical Report-Study/ Services and Models
	White papers and Strategic Plan drafts as required by TM; final Strategic Plan drafts 06 March 2002
	1
	Standard Distribution*
	

	6.4.2
	IA and ESG Technical Analysis and RecommendationsReport
	DI-MISC-80508 Technical Report-Study/ Services and Models
	06 September 2002
	1
	Standard Distribution*
	


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

All deliverables shall be provided in the appropriate electronic and hard copy formats.

10.  Security: 

This Statement of Work is unclassified.  Contractor personnel performing the work must possess a current U.S. Secret clearance at a minimum. Contractor support will be in conformance with the DD 254 pertaining to this contract.  

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):
The Government will furnish, and make available for use, ADP, computer, and support equipment necessary for the contractor to perform the work at the government site, including computer hardware and software, from the time of contract award through the period of performance.  Multiple Unix workstations and Pentium PCs will be provided for use by the contractor.  The serial numbers and bar codes of each individual hardware component of each workstation and PC are on file at the Government's facility, and will be provided upon contract award.  All GFE will remain at the Government's facility during the entire TO period of performance.  All applicable ADP and computer equipment GFE is Y2K compliant.

12.
Packaging, Packing, and Shipping:  

All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the “I-Assure” contract.

13.
Inspection and Acceptance:
All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the “I-Assure” contract.  Final acceptance of all work performance, reports, and other deliverables under this TO shall be completed by the COR, or other individual designated by the COR or the KO.

14.
Other Pertinent Information or Special Considerations:  None.

