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IASSURE TASK ORDER (TO)

STATEMENT OF WORK (SOW)

DITSCAP, DODI 5200.40 Update

14 June 2001

	Contract Number:
	DCA200-00-D-5013

	Order Number:
	0005

	Tracking Number:
	00032

	Previous Order Number:
	DCA100-00-F-4097


1.  Points of Contact

2.  Order Title: Defense Information Technology Security Certification and Accreditation Process (DITSCAP) Update, Modification No. 02.

3. 
Background: The Office of the Assistant Secretary of Defense directed the Defense Information Systems Security Program (DISSP) to create standardized requirements and processes for accreditation of computers, systems, and networks.  The security process improvement-working group developed the Department of Defense Information Technology Security Certification and Accreditation Process (DITSCAP) in response to this tasking.  ASD/C3I signed the DITSCAP as DOD Instruction 5200.40 in December 1997.  The DITSCAP presents a single DOD methodology leading to and maintaining the certification and accreditation of information systems.  The Information Assurance Support Environment (IASE) was developed to provide various INFOSEC services throughout the Department of Defense.  The objective is to achieve uniform certification and accreditation through common interpretation and practice of the Certification and Accreditation (C&A) activities.  The activities are documented in the DITSCAP Application Document, July 2000.  A common body of security requirements, consistent with the objectives of the DOD Goal Security Architecture (DGSA), the Joint Technical Architecture (JTA), and the Common Operating Environment (COE) is necessary to protect the DOD Community.

4.  Objectives: The specific objectives of this effort are to update the DITSCAP DOD Instruction 5200.40, based on Service/Agency input, update the Application Document, which details the C&A activities, and develop a risk assessment methodology.  The risk assessment methodology must be incorporated into the DITSCAP.

5.  Scope: The contractor shall update the latest version of the DITSCAP, update the DITSCAP Application Document, and develop and incorporate a risk assessment methodology into the DITSCAP.  The contractor shall also attend the DITSCAP working group meetings.  The contractor shall take the minutes of the meetings, and send the minutes to the Chairperson, DITSCAP Working Group for dissemination In addition, the contractor shall review security relevant documentation, as directed, and prepare technical white papers on DITSCAP functions, as directed.

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 4: Education, Training and Awareness, Certification and Accreditation and IA Support

6.  Specific Tasks: The ‘IAssure’ contract will include (1) Task Order Management in the form of a Technical Interchange Meeting (TIM), Management Plan/Plan of Accomplishment (POA), Management and Status Reporting, and In-Process Reviews and Minutes.  (2) DOD and Defense Agency Support will include Specific Support, in providing technical security expertise in DOD security policies, directives, and instructions; Technical Assessment/Remote Analysis; and White Papers, Briefings, Technical Reports and Other Deliverables. 

6.1
Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the contract level needed for the program management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.    Within 15 days of task order award, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the task order requirements between the contractor and the government.  Topics covered shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  The contractor shall provide minutes for this TIM within fifteen days of meeting end.  The TIM minutes shall be developed in a contractor specified format using Data Item Description 

(DID) UDI-A-23083A as a guideline. 

6.1.2.  Subtask 2 - TO Management. 

The contractor shall prepare and submit a TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution; provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the contract; prepare and submit a Management Plan that will address the tasks and associated schedules described in this SOW and any changes to the Delivery Order agreed to at the TIM, and will include, at a minimum, descriptions of tasks, as follows:

methodology and technical approach for accomplishing the task

organizational resources, structure and interfaces

management controls

key activities and milestones

deliverables

assumptions

Government Furnished Equipment / Information (GFE/GFI) required

personnel

security

schedule.

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  
The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  The updated plan shall be submitted to the Government for approval.

The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80347 as a guideline.

6.1.3 Subtask #1.3:  Management and Status reporting.  The contractor shall provide, through the contractor PMO, monthly status reports regarding DO status, e.g. work progress, cost, funding profiles, and schedule data.  The Contractor Management and Status Report shall be developed in a contractor specified format using Data Item Description (DID) DI-MGMT-80227 as a guideline. 

6.1.4 Subtask #1.4: Process Reviews and Minutes.  The contractor shall provide written minutes from all In-Process Reviews (IPRs) regarding DO status, e.g., work progress, cost, funding profiles to include a running balance of the expenditure, and schedule data.  The schedule for IPRs shall be identified in the Management Plan, or as directed by the Task Manager.  IPRs shall provide for an interchange at key milestones during the execution of the task order (e.g. approval of system requirements, review of the system design, reviewing the results of security testing and compliance assessments).  Minutes from IPRs will be developed in a contractor specified format using Data Item Description (DID) UDI-A-23083A as a guidance.

6.2  Task #2: Education, Training, and Awareness, Certification and Accreditation and IA Support

6.2.1  Specific Support. 

The contractor shall update the latest version of the DITSCAP (DODI 5200.40), update the DITSCAP Application Document, and develop and incorporate a risk assessment methodology into the DITSCAP DI-MISC-80508.

6.2.2  The contractor shall attend the DITSCAP working group meetings, minimum of 8 meetings annually.  The contractor may act as the DITSCAP technical authority at the Action Team Meetings for the revision of the DITSCAP.  In this capacity, the contractor will collect, consolidate, review and comment on Service/Agency input to the DITSCAP revision.  The contractor will be responsible for incorporating all accepted inputs into the draft DITSCAP as well as develop specific sections of the DITSCAP as directed by the TM.  The contractor will assist in the staffing and coordination of all drafts of the revised DITSCAP.    The contractor shall take the formal minutes of the meetings, and send the minutes to the Chairperson, DITSCAP Working Group for dissemination to the working group within three days from end of DITSCAP Working Group meeting.   Minutes shall be in Chairperson’s identified format.  DI-MISC-80508.

6.2.3  The contractor shall review DITSCAP security relevant

documentation; such as SSAAs, as directed.  The contractor shall prepare a report of the analysis of the DITSCAP security documentation.  The contractor shall deliver the report to the TM no later than 10 days from assignment. DI-MISC-80508.

6.2.4   The contractor shall review or prepare technical 

White papers on DITSCAP functionality, as directed.   The white papers review report with technical inputs and results of the analysis shall be  delivered to the TM three days from assignment.  The contractor shall have five days to develop and deliver assigned white papers to the TM.  DI-MISC-80508.

6.2.5  The contractor shall develop and incorporate into an 

appendix of the DITSCAP, a risk assessment methodology.  The contractor shall follow guidelines as established by the National Security Agency for developing risk assessments.  The guidelines can be downloaded from www.fas.org/irp/nsa/rainbow.htm.  The developed risk assessment methodology must be user friendly (easy to read and administer). A draft risk assessment methodology shall be delivered to the TM 120 days from task award.  The Government shall take 30 days to review the risk assessment and to get Government inputs to the risk assessment back to the contractor.  The contractor shall incorporate the identified Government changes to the risk assessment and get the final to the TM 30 days from receipt of risk assessment comments.  The Government will have 15 days to review risk assessment and an addition 5 days to get final comments to contractor.   Contractor shall incorporate final comments into document and return to TM within 30 days.  DI-MISC-80508.

7.  Place of Performance: The contractor shall perform the majority of work for this development at the contractor facility.  The working group meetings shall be held in Government facilities in the National Capital Region.  There is currently no anticipated temporary duty locations identified in this contract.

8.  Period of Performance: The period of performance for this Task Order is from the date of award to 30 September 2001.

9.  Deliverable/Delivery Schedule: 

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.1
	TIM

Minutes
	UDI-A-23083A


	15 days after award 
	4
	Standard 

Distribution*
	Final 

	6.1.2
	Management Plan 
	DI-MGMT-80347


	15 days after receipt of TIM Minutes/ updates to plan 5 days from update
	1 HC

1 SC
	Two Copies to TM   
	Final

	6.1.3
	MonthlyStatus Rpt
	DID-MGMT-80227
	Last Thursday of Month
	2
	Two Copies to TM; 
	

	6.1.4
	Process review Minutes
	UDI-A-23083A 
	10 days after process review
	2
	Two Copies to TM; 
	

	6.2.1
	Updated DITSCAPdoc, updated application document, and risk assessment methodology process in an appendix to DITSCAP
	DID- MISC-80508
	Draft update status in report format the second Wednesday of each month.  Final update, in Government approved format, no later than 1 Sept 2001
	2
	Two Copies to TM; 
	

	6.2.2
	Formal Minutes of DITSCAP working Group Meetings;Update the DITSCAP
	DID-MISC-80508
	4 days from end of meeting
	2
	Two Copies to TM; 
	Minimum of 8 meeting annually

	6.2.3


	Report on the analysis of the review of DITSCAPsecurity documentation
	DI-MISC-80508


	10 days from assignment 
	1 HC

1 SC

2
	Two Copies to TM; 
	

	6.2.4
	Review and/or prepare technical white papers
	DI-MISC-80508


	5 days from assignment of tasking.
	1 HC

1 SC

2
	Two Copies to TM; 
	

	6.2.5
	Risk Assessment Methodology developed and placed  in an appendix of SSAA
	DI-MISC-80508
	Draft risk assessments methodology DITSCAP 120 days from task award date, 60 days later the contractor shall give to TM final risk assessment.  50 days from this date the contractor will give the TM a final risk assessment with all the approved government inputs incorporated into the risk assessment. 
	1 HC

1 SC

2
	Two Copies to TM; 
	


*Standard Distribution
1 copy of the transmittal letter and the deliverable to the Primary TM

Deliverables will be provided in contractor-determined format
Deliverables will be provided as follows: 1 hardcopy, one softcopy. Softcopy for reports, minutes, whitepapers, etc., will be in Word, Office 97 version. Softcopy for briefings will be in PowerPoint, Office 97 version.
10.  Security.  All personnel require access to information at the SECRET level.  

The contractor shall follow the standards established in DOD 5200.2-R, DOD Personnel Security Program.  DOD 5200.2-R requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five working days, assign qualified personnel to any vacancy created.

Contractor personnel, with access to DOD facilities, shall observe local DOD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.

Access to government facilities will be granted on a need-to-know and a clearance basis.

11. Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI): The Government shall provide the Contractor with appropriate policy, guidance, access to pertinent government systems, and documentation.  The Government shall provide the documentation and background information necessary to perform the tasks.  This documentation includes, but is not limited to, the DODD5200.28, Security Requirements for Automated Information Systems, 21 March 1988, and DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation, 30 Dec 1997. Government directives, regulations, publications can be downloaded from “//web7.whs.osd.mil” and “//iase.disa.mil”. The Government shall coordinate contractor visits with each organization to be visited, as applicable, and provide the contractor with a point of contact with whom to coordinate the details of any required visits. 

The contractor must identify any additional GFE/GFI within 14 calendar days following the initial TIM.  Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor will coordinate requirements with the Task Monitor (TM) and Contracting Officer’s Representative (COR).  The Government will facilitate the contractor's access to the data required in support of this work effort.   Final disposition of GFE will be handled through the customer’s property management department. 

12.  Packaging, Packing, and Shipping: Not applicable 
13.  Inspection and Acceptance: Not applicable.
14.  Other Pertinent Information or Special Considerations:  Information Systems Security Certification (e.g., CISSP CISA, NSA ISSO) will be considered a plus. 
    a.  Year 2000 Compliance.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, the years 1999 and 2000, and leap year calculations, to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  To ensure Year 2000 compliance, the contractor shall, at a minimum, test a representative sampling of the information technology, or the same type of information technology, that will be provided under the contract.  Year 2000 compliance testing will be accomplished and documented in accordance with generally accepted commercial standards/practices.  If requested, the contractor shall provide the Government with a copy of such Year 2000 compliance test documentation at no additional cost to the Government.

a.  Identification of Possible Follow-on Work.  Not applicable.

b.  Identification of Potential Conflicts of Interest (COI).  Not applicable 
c.  Identification of Non-Disclosure Requirements.  Not Applicable
DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)


1.  THE PURPOSE OF THIS MODIFICATION IS TO INCORPORATE INTO THIS ORDER CSC PROPOSAL MODIFICATION DTD 19 JUL 01. BY INCORPORATING THIS PROPOSAL MODIFICATION INTO THE ORDER THE FOLLOWING IS CHANGED:





    A.  THE END OF THE PERIOD OF PERFORMANCE IS CHANGED TO 30 SEP 2001.





    B.  TASKS ARE ADJUSTED TO MORE ACCURATELY REFLECT WORK BEING PERFORMED AS SPECIFIED IN REVISED SOW.





    C.  TIM MINUTES DELIVERABLE ARE REMOVED.





    D.  THE TOTAL OF THE ORDER IS CHANGED FROM: $74,977.55 TO: $95,150.45, AN INCREASE OF $20,172.90.  (BLOCK 12 NOW READS TOTAL $93,284.75.  ORDER INCREASED FROM: $73,507.40 TO: $93,284.75, AN INCREASE OF $19,777.35.)





2.  ALL OTHER TERMS AND CONDITIONS OF THIS ORDER REMAIN THE SAME.





























X





STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





30-105





NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











  











 D.  OTHER (Specify type of modification and authority)





UNILATERAL, CSC PROPOSAL MODIFICATION DTD 19 JULY 2001





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





FACILITY CODE                      





 16C.  DATE SIGNED0





20010801





 16B.  UNITED STATES OF AMERICA





  BY  �








 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


ANNE KAREN KELLER


CONTRACTING OFFICER





15C. DATE SIGNED














15B.  CONTRACTOR/OFFEROR














15A.  NAME AND TITLE OF SIGNER (Type or print)











E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return      copies to the issuing office. 





  (X)
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THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)





    97X4930.5F20 000 C1013 068142 2F 255011                     MIPR: DD2MZ17648                            NET INCREASE:                 $19,777.35             





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





10B.  DATED (SEE ITEM 13)


20010306





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5013/0005





9B.  DATED (SEE ITEM 11)


                                 --------------------------------------------------------------------------------------------------       





9A. AMENDMENT OF SOLICITATION NO.


                                        











X





CODE  





8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


   CSC


   ATTN: BILL COX


   3170 FAIRVIEW PARK DRIVE (M/C N300)


   FALLS CHURCH, VA  22042						





 (X)





 














HC1013          





HC1013          





PAGE  OF  PAGES





  1		1	


          2  





7.  ADMINISTERED BY (If other than Item 6)                  CODE





     





                                                   


                                                        


Payment Office: DITCO1                          SCD: C  





5.  PROJECT NO (If applicable)





                      





6.  ISSUED BY			CODE


    DEFENSE INFORMATION SYSTEMS AGENCY                      


    DITCO/DTS6                                                   


    2300 EAST DRIVE                                         


    SCOTT AFB, IL  62225-5406                               


			





3.  EFFECTIVE DATE





20010801





 4.  REQUISITION/PURCHASE REQ. NO.


 








2.  AMENDMENT/MODIFICATION NO.	


   02					





AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT


     			





1.  CONTRACT ID CODE
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