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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$4,001,965.00
	$4,001,965.00

	
	Information Assurance Support Services 

T&M - Information Assurance (IA) Operations and Project Implementation support as in accordance with SOW dated 05 Mar 01.  Period of performance of this order is from 27 Mar 01 thru 26 Mar 02 as in accordance with Artel proposal dated 21 Mar 01which is incorporated by reference.  

PURCHASE REQUEST NUMBER DFSMZ17569 , DHQLGL01MPS0011, and DHQLGL02MPS0001 


	

	
	
TOT MAX PRICE
	$4,001,965.00 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AB: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR: DFSMZ17569 $1,754,200.98  AVAILABLE FUNDS AND MIPR DFSMZ17569    SUBJECT TO AVAILABILITY OF FUNDS (SAF)  $1,384,980.39
	 

	  
	MIPR: DHQLGL02MP20001 $323,529.41   MIPR: DHQLGL01MPS0011 $460,784.31


	  


‘I ASSURE’ TASK ORDER (TO)

TECHNICAL DISCUSSION

as of 5 MARCH 2001
	Contract Number:
	DCA200-00-D-5012

	Order Number:
	0003

	Tracking Number:
	00046

	Previous Order Number:
	DCA100-95-D-0103 Delivery Order 0114


1.  Points of Contact
2.  Order Title – Information Assurance (IA) Operations and Project Implementation Support
3.  Background:  As manager of the Defense Information Infrastructure (DII), the Defense Information Systems Agency is charged with securing the adequate protection of the DII against information attacks and Information Warfare (IW).  The DII extends from the national level, through the commanders of the combatant commands (CINCs), through the CINCs’ sub-unified commands, joint task forces, component commands, and supporting organizations and agencies to individuals. Fulfilling this responsibility includes developing an integrated DOD-wide protection and operational restoration capability to counter security threats to, incidents within, and attacks on DOD information technology.  Part of this development necessarily includes advising and assisting users and operators of the DII.  This advice and assistance will include providing penetration testing of DISA and DISA customer systems and Information Assurance (IA) vulnerability resolution in support of DISA and DISA customers. 

3.1.  Authority.  The Assistant Secretary of Defense for Command, Control, Communications, and Intelligence (ASDC3I), directed the establishment of the Defense Information Systems Agency (DISA) Information System Security (INFOSEC) Task Force.  One recommendation from this task force was to institutionalize the required security control process via the DISA Field Security Operations (FSO), D331, at Letterkenny Army Depot, Chambersburg, PA.  The restrictions of budget and personnel available within DOD preclude accomplishment of subject effort completely "in-house".  Contractor information assurance (IA) technical support is necessary to supplement Government efforts to reduce security risks to DISA information systems and the communications infrastructure.

3.2.  Previous Work.  This Statement of Work (SOW) is a continuation of the work performed under the following contract: DCA100-95-D-0103 Delivery Order 0114.

4.  Objectives:  Provide technical support for DISA customers to include, but not be limited to the CINC locations and other Federal Government agencies to obtain and maintain C2 accreditation, and continuously enhance overall site security.

The contractor shall comply with the appropriate DISA and DOD-approved architectures, programs, standards and guidelines, such as:

· Defense Information Infrastructure (DII) Strategic Technical Guidance (STG),
· DII Common Operating Environment (COE),
· DII Standard Operating Environment (SOE),
· DISA Security Technical Implementation Guides (STIGs),
· FSO Penetration and Testing SOP,
· Defense Information Systems Network (DISN), and
· Shared Data Environment (SHADE).
5.  Scope:  The work is focused in the following areas:

· Resolution of IA deficiencies, and implementing the solutions on DISA WESTHEM  systems. 

· Project Management support for IA technology insertion at DISA and DISA customer locations.

· Implementation of security based technology upgrades into the DISA and DISA customer information system environment (e.g. audit servers and intrusion detection systems)

· Enhancing information system and security planning, training, and other technical support (e.g. updates to IA tool CONOPs).

· Support desk for the DISA and DISA customer information system environment (e.g. audit servers and intrusion detection systems)

Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

· Task Area 4: Education, Training, and Awareness, Certification and Accreditation, and IA Support

6.  Specific Tasks:

6.1
Task 1 – Contract-Level and TO Management. 

6.1.1
Subtask 1 – Integration Management Control Planning.  Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW.  Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level.  Provide the centralized administrative, clerical, documentation and related functions.                                                                                  

6.1.2
Subtask 2 – TO Management. Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  Provide a Monthly Status Report (MSR) monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO (as appropriate to the specific nature of the SOW). 

Deliverable:
1.  Management Plan due twenty (20) working days after the award of the TO

2.  MSR due NLT ten (10) working days after the end of the contractor’s monthly accounting period
6.1.3
Subtask 3 – Technical Interchange Meeting. Contractor shall host a Technical Interchange Meeting (TIM) to ensure a common understanding between the contractor and the Government on the TO requirements.  The contractor shall describe the technical approach and the organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance.  

Deliverable:
1.  Technical Interchange Meeting to be conducted NLT 15 days after contract award

2.  TIM notes in written format are due NLT five (5) working days after the meeting

6.1.4.
Subtask 4 – Progress Reviews/Project Briefings.  The contractor shall conduct a formal In Progress Review within 90 days of task award and quarterly thereafter.  The contractor’s Technical Task Leader (TTL) and appropriate members of the technical team will meet no less frequently than every 90 days with the appointed Government TM, either in person or via teleconference or a combination of both.  The purpose of these meetings will be to informally discuss progress, request assistance as required, and deal with issues raised during the execution of the task.  The contractor shall document these meetings in Quarterly Review Notes and report the occurrence of these and any other meetings in the MSRs.

Deliverable:
1.  Quarterly Progress Review briefings

2. Quarterly Progress Review notes in written format due NLT five (5) working days after the briefing

6.1.5.
Subtask 5 – FSO Time Accounting System.  The contractor shall ensure that time utilized on each specific project, in support of the various FSO customers, is accounted for monthly by project in the FSO provided time accounting system.

Deliverable:    1. Time Accounting System Report

6.1.6.
Duplication of Effort.  Ensure that there is minimum duplication of effort in the execution of all work specified in this SOW.  Build upon work previously accomplished by the Government, the contractor, or other contractors to the fullest extent practical.

6.1.7.  Cooperation/Coordination with Other Contractors.  There may be multiple contractors (i.e. from more than one contract vehicle and/or company) supporting FSO and other DOD activities, tasked to work on the same or related activities.  The contractor shall work with these other contractors as required to accomplish Government requirements, goals, and objectives as efficiently and effectively as possible.  This may include, but is not limited to sharing or coordinating information resulting from the work required by this SOW or previous Government efforts, and/or working as a team to perform tasks in concert. 

6.1.8.   Personnel Management.  Provide and manage a complete, comprehensive team of highly qualified personnel able to accomplish the tasks specified in this SOW.

6.1.9 TO Staffing.  The contract team shall provide the optimum mix of personnel of various

labor categories and technical expertise to perform the tasks specified in this SOW in the technical environments specified in this SOW.  Technical contractor personnel shall meet DISA System Services Provider (SSP) Level I certification requirements.  In addition, contractor personnel performing duties as defined in IA Deficiency Evaluation and Resolution (6.2) task of this TO, must be certified at Level II, in accordance with the DISA SA Certification Program.  Required certifications must be obtained not later than ninety (90) days following the assignment of the individuals to the TO.  The Government will provide the training materials (to include CBT and CD), laboratory environment, and the test to enable compliance with this requirement.  Classroom attendance in Government conducted training will be made available on a space available basis only.  However, the inability to attend Government conducted training will not be justification for noncompliance.   

6.2 Task 2 – IA Deficiency Evaluation and Resolution.  The contractor shall provide expert

security vulnerability analysis, guidance, recommendations, and deficiency resolution implementation to DISA WESTHEM sites and DISA CENT/SOCOM’s Southwest Asia (SWA) AOR. FSO conducts Security Readiness Reviews (SRRs) at various DOD locations.  The purpose of these reviews is to determine operating system integrity, the installation and implementation of the specific access control products, application interfaces, life-cycle procedures and support, and other conditions to ensure compliance with the appropriate Security Technical Implementation Guide (STIG).  The goal is certification of information systems, and constantly improving DOD security.  On-site support is necessary due to:

· The sensitive nature of system access

· The requirement for daily face-to-face interaction with on-site Government technical personnel (e.g. executive software and security personnel) to determine and implement optimum solutions for security vulnerabilities

· Requirements for system access and documentation unique to each site

· The requirement for site personnel to completely understand each security fix for maintenance purposes, and to reduce the risk of vulnerability reoccurrence.

6.2.1 On-site Support.  The contractor shall provide technical security vulnerability support on-site at the locations, as specified in SOW paragraph 7.1 below. All activities associated with this task shall be reported as part of the MSR.  


Deliverable:
1.  Monthly Status Report

6.2.2
Vulnerability Analysis, Recommendations for Resolution, and Planning.  The contractor shall analyze, determine and recommend methods, approaches, and step-by-step plans with the technical justification required to resolve open SRR findings and other existing vulnerabilities.  The contractor shall generate up to 10 of these recommendations per month per site in precise technical detail.  The contractor shall maintain a status log of these analyses, and include each analysis and the updated log in the MSR.


Deliverable:
1.  Monthly Status Report

6.2.3
Resolution Implementation.  The contractor shall implement resolutions for the analyzed deficiencies.  Nominally this requirement is an average of 10 resolutions per month.  Provide status of the resolution implementation efforts in the MSR.


Deliverable:
1.  Monthly Status Report

6.2.4
SRR Implementation Support.  The contractor shall provide SRR support before, during, and after each SRR.  All activities associated with this task shall be reported as part of the MSR.  The activities are listed below:

· Ensure the on-site Government technical personnel have received and understand the SRR preparation checklists provided by FSO.

· Prepare the site for SRR data collection by the SRR team through installation tools and gathering of required documentation 

· For each SRR, confer with site personnel and FSO representatives to develop a resolution plan to prioritize and resolve findings identified during the SRR.  Site personnel will enter the plan into their SRR data base comments.  The resolution plan shall include an approach to fix the finding listing key activities, milestones, and any concerns or obstacles.

· The contractor shall participate, at the direction of FSO, in SRRs at the supported locations.  This activity will utilize the SRR Checklists and STIG criteria to determine system vulnerabilities and resolve these vulnerabilities.


Deliverable:
1.  Monthly Status Report

6.2.5   WESTHEM Resolution Support.  The contractor shall place a full-time Resolution Support professional at specific on-site locations, as specified in SOW paragraph 7.1 below.  The specific skills required at those locations are also specified in SOW paragraph 7.1 below.  Although the contractor personnel are assigned for duty at those specific locations, the contractor shall support similar resolution requirements at other DISA WESTHEM locations based on those sites having a critical need for resolution support. Provide status of the resolution implementation efforts in the MSR.


Deliverable:
1.  Monthly Status Report

6.2.6   AOR Resolution Support.  The contractor shall place a full-time Resolution Support professional (INFOSEC Analyst) at DISA Central Regional Network Operations and Security Center (Central RNOSC) (Government facility in Manama, Bahrain) to conduct in-theater support to USCENTCOM, DISA CENTCOM and the Field Security Operations.  An average of 25% travel to supported locations within the AOR will be required. All activities associated with this task shall be reported as part of the MSR.   The following support will be provided:

· Provide new installation systems security support

· Focal point for AOR ISSO/ISSM/SA security support

· Primary focus in providing resolution support to the JTF (PSAB) and the Coalition JTF

· Track and maintain accountability and progress of ongoing resolution utilizing ISS and other security products provided

· Conduct additional ISS Scans (at least monthly) and take immediate action on High Risk vulnerability resolution

· Focal point for FSO support to the AOR, to include Training, System Administrator Level II certification, and other requirements

· Provide technical assistance for IAVA resolution

· Participate as a Team Member for on-site FSO provided SRR activities

· Conduct coordination between AOR and RCERTs in response to known events or incidents


Deliverable:
1.  Monthly Status Report

6.2.7
Security Technical Implementation Guidance.  FSO, with support from other DISA organizations, provider organizations (i.e. Central Design Activities and Software Support Organizations), and from other contract vehicles, generates STIGs.  DISA and their customers use the STIGs as guidance and requirements to secure their operating environment.  The contractor shall provide detailed technical input into the DISA STIGs based on technical expertise and lessons learned, as associated with the work specified in this SOW.  This input shall be submitted via participation in the annual FSO sponsored STIG working groups.  The applicable STIGs are listed below:

· MVS

· Logical Partition

· Windows/NT

· Network Infrastructure

· Tandem

· UNIX

· Web Server

· Database

· Desktop Application

· Enclave

Use the latest version of the appropriate STIG as a guide for the amount of detail and writing style for the required STIG inputs.  Nominally this requirement is an average of twice per month. All activities associated with this task shall be reported as part of the MSR.  

Deliverable:
1.  Monthly Status Report

6.3
Project Management.  The contractor shall provide management and implementation support for DISA projects and processes assigned to FSO.  All activities associated with this task shall be reported as part of the MSR.

6.3.1  
Project Management Support.  The contractor shall provide project management support, which addresses the organization, scope, methodologies, tools and resources used during the project life cycle.  FSO’s project life cycle management is a structured approach to information systems development, maintenance, and operation.  Historically, this requirement has sustained a nominal level of 6 projects concurrently.  All activities associated with this task shall be reported as part of the MSR.  The contractor shall assist FSO with the following project management responsibilities:

·   Preparing project plans for inserting technology into supported sites.  Project plans include: 

· Defining project scope, definition, and objectives  





· Preparing the Work Breakdown Structure (WBS).  The WBS defines project tasks to include: software development, software and hardware installations, maintenance, training, procurement, and documentation.

· Estimating labor hours, equipment and creating the project budget and acquisition plan

· Creating and publishing baseline project schedules & any associated documentation (e.g., engineering plans, customer briefings, “White Paper”, training and fielding plans). 

· Provide standalone documentation (e.g. CONOPs and SOPs) to operationalize FSO supported projects 
· Specify external and internal physical characteristics and document system designs
· Develop (i.e. integrate) and test the designed systems
· Provide life cycle support by tracking software licensing and hardware counts

· Provide project performance assessment and progress through integrated management (e.g., metrics)

· Provide personnel to staff the FSO IA Tools Support Desk on an 8 hour per day 5-day per week basis.  The support desk shall be staffed with Level 1 technician support.  Level 1 support includes: 

· Receiving, documenting, following-up and tracking trouble calls

· Resolving the trouble call or if necessary forwarding the issue to the Level 2 technicians


Deliverable:
1.  Monthly Status Report 

6.3.2
IA Tool Technical Support.  The contractor shall provide technical support to all of the IA tool implementation activities performed by the FSO (e.g. intrusion detection systems, firewalls, “honey pots”, and VPNs).  The contractor shall perform a technical review of all FSO IA tool implementation plans and provide recommendations to increase the efficiency and operational effectiveness of the implementation.  The contractor shall provide their recommendations in the MSR.


Deliverable:
1.  Monthly Status Report

6.3.3  
Audit Server Implementation Support.  The contractor shall support the integration of the Audit Server into the DOD environment.  The Audit Server provides an evidentiary original machine audit record and a human readable method for maintaining audit logs of DOD systems. This is an integrated suite of hardware and software products that is centered on Oracle as the systems DBMS.  The audit servers presently support the audit management of 5 to 50 mid-tier UNIX and Windows/NT servers. All activities associated with this task shall be reported as part of the MSR.  This task includes the following:
· Audit Server Enhancements.  The contractor shall provide system enhancements to implement features required for fielding the system, as directed by FSO.

· Site Requirements Analysis.   The contractor shall perform site requirements analysis for DOD sites.  This analysis will be used to determine the specific level of work to be performed and the types of equipment needed during each site installation. 

· Site Implementations.  The contractor shall perform all stages of implementation including: pre-deployment configuring and staging of the equipment, security compliance testing, shipping of the equipment from FSO, and on-site installation of the Audit Server at the analyzed locations.

· Conduct Training.  The contractor shall conduct training during the installation and provide all required training materials for operator familiarity with the Audit Server components.

· Documentation.  The contractor shall produce trip reports, to include lessons learned, summarizing the outcome of all site installations, to enhance the implementation and life cycle operations of subsequent implementations.  The contractor shall also maintain and enhance the Audit Server CONOPs and support the development of other required documentation to ensure fielding of the Audit Server.

· Post-Installation Support.  The contractor shall provide support for the Audit Server after installation support, to include closure of Audit Server SRR findings.  The contractor shall support and coordinate life cycle management issues with the involved sites to include Level 2 support to the FSO IA Tools Support Desk.


Deliverable:
1.  Monthly Status Report

6.3.4
AXENT OmniGuard Enterprise Security Manager (ESM)/Intruder Alert (ITA) Implementation Support.    The contractor shall support the implementation and training on the AXENT suite of products. All activities associated with this task shall be reported as part of the MSR.  
· Site Requirements Analysis.   The contractor shall perform site requirements analysis for DOD sites.  Nominally, this requirement will be 10 locations per year.  This analysis will be used to determine the specific level of work to be performed and the quantities and types of licenses and equipment needed, during each site installation.

· Site Installations.  The contractor shall perform site installations of the OmniGuard ESM/ITA products at the analyzed locations.

· Conduct Training.  The contractor shall conduct training during the installation.  As required, the contractor shall also provide ESM/ITA training classes and provide all required training materials for operator familiarity with the OmniGuard ESM/ITA products.

· Documentation.  The contractor shall produce trip reports, to include lessons learned, summarizing the outcome of all site installations, to enhance the implementation and life cycle operations of subsequent implementations.  The contractor shall also maintain and enhance the Axent OmniGuard CONOPs and support the development of other required documentation to ensure fielding of the Axent OmniGuard.
· Post-Installation Support.  The contractor shall provide support for ESM/ITA after installation, to include closure of ESM/ITA SRR findings.  Support and coordinate life cycle management issues with the involved sites.  This support shall include Level 2 support for the FSO Tools Support Desk.


Deliverable:
1.  Monthly Status Report

6.3.5 
Internet Security Systems (ISS) Real Secure Implementation Support.    The contractor shall provide support for the implementation of the Windows/NT based ISS Real Secure suite of products. All activities associated with this task shall be reported as part of the MSR.  
· Site Requirements Analysis.   The contractor shall perform site requirements analysis for DOD sites.  Nominally, this requirement will be 35 locations per year.  This analysis will be used to determine the specific level of work to be performed and the quantities and types of licenses and equipment needed, during each site installation.

· Site Implementations.  The contractor shall perform all stages of implementation including: pre-deployment configuring and staging of the equipment, security compliance testing, shipping of the equipment from FSO, and on-site installation of the ISS Real Secure System at the analyzed locations.

· Conduct Training.  The contractor shall conduct training during the installation and provide all required training materials for operator familiarity with the ISS Real Secure products.

· Documentation. The contractor shall produce trip reports, to include lessons learned, summarizing the outcome of all site installations, to enhance the implementation and life cycle operations of subsequent implementations.   The contractor shall also maintain and enhance the ISS Real Secure CONOPs and support the development of other required documentation to ensure fielding of the ISS Real Secure products.

· Post-Installation Support.  The contractor shall provide support for ISS Real Secure after installation, to include closure of ISS Real Secure SRR findings.  The contractor shall support and coordinate life cycle management issues with involved sites to include Level 2 support for the FSO IA Tools Support Desk.


Deliverable:
1.  Monthly Status Report

6.3.6  
Joint Intrusion Detection (JID) Implementation Support.  The contractor shall provide support for the installation and integration of JID devices at DOD sites.  All activities associated with this task shall be reported as part of the MSR.  
· Site Requirements Analysis.   The contractor shall perform site requirements analysis for DOD sites.  Nominally, this requirement will be 35 locations per year.  This analysis will be used to determine the specific level of work to be performed and the quantities and types of licenses and equipment needed, during each site installation.

· Site Implementations.  The contractor shall perform all stages of implementation including: pre-deployment configuring and staging of the equipment, security compliance testing, shipping of the equipment from FSO, and on-site installation of the JID systems at the analyzed locations.

· Conduct Training.  The contractor shall conduct training during the installation and provide all required training materials for operator familiarity with the JID systems.

· Documentation. The contractor shall produce trip reports, to include lessons learned, summarizing the outcome of all site installations, to enhance the implementation and life cycle operations of subsequent implementations.   The contractor shall also maintain and enhance the JID CONOPs and support the development of other required documentation to ensure fielding of the JID Systems.

· Post-Installation Support.  The contractor shall provide support for JID systems after installation, to include closure of JID SRR findings.  The contractor shall support and coordinate life cycle management issues with involved sites to include Level 2 support for the FSO IA Tools Support Desk.


Deliverable:
1.  Monthly Status Report

7.0   Place of Performance:  The contractor’s proposal for this TO shall clearly delineate and justify numbers and category types of contractor personnel who shall perform work at each location.  This list shall be maintained and provided to the Government with each MSR.  Personnel assigned to this TO shall also perform TDY to other Government locations, as required by the Government in support of this effort.   

7.1   DISA WESTHEM Defense Enterprise Computing Centers (DECCs) and DECC Detachments and CINC Locations.  The contractor shall place personnel at designated sites full-time starting after TO award, for the duration of the TO.  The following list of on-site positions and locations may change during the course of the contract year.  The number may increase to reflect changes in the requirements, or decrease based on changes of on-site requirements due to the consolidation of sites, or the moving of processing functions from one site to another site. Numbers, job categories and expertise of these personnel shall be sufficient to cover the work specified in the SOW.  The Government’s minimum estimates of required staffing levels and personnel expertise for each place of performance, is as follows.  Locations follow:

	Location
	Skill Set Required
	Total

	DECC Columbus, OH
	Unix
	1

	DECC Detachment Jacksonville, FL
	Tandem
	1

	DECC Oklahoma City, OK
	Windows/NT
	1

	DECC Detachment San Antonio, TX
	1-Unix

1-Honeywell
	2

	DISA Central RNOSC, Manama, Bahrain
	INFOSEC Analyst
	1

	Total

	
	6


The list of on-site positions and the locations may change during the course of the contract year.  The number may increase to reflect changes in the requirements, or decrease based on changes in on-site requirements due to the consolidation of sites, or the moving of processing functions from one site to another site. The contractor may propose a different staffing set and level.  The contractor shall minimize staffing levels by employing contractor provided analysis, resolution support, and other contractor workload across multiple sites when practical.  The table above does not include the contractor facility and FSO support requirements:

7.2  FSO Location.  The remainder of the contractor’s team shall perform SOW work at the DISA FSO facility (and at the contractor’s facility, as specified in the following SOW paragraph).  The FSO facility is located at Letterkenny Army Depot, Chambersburg PA. 

7.3  Contractor’s Facility.  A portion of the contractor’s team may physically reside and accomplish work at the at the contractor’s facility.  The following caveats shall apply:

· For the purposes of this SOW, “reside” means to, physically work at least 3 full duty days a week on average at the location specified (to include TDY to other Government facilities).

· If directed by the Government, the contractor shall assign contractor personnel working at their facility to perform work specified in the SOW at Letterkenny Army Depot, up to five days per week.  

7.4   Travel.  Local travel within the National Capital Region and to Letterkenny Army Depot, Chambersburg, PA is required and authorized.  Travel will be required to the Office of the Secretary of Defense (OSD), DISA locations, the CINCs and their sub-unified commands, joint task forces, component commands, joint commands, and supporting organizations and DOD agencies. The Government will review for approval all travel orders under this TO prior to the travel taking place.  The Contractor shall provide an estimate of required travel to support this effort.  A general list of DISA supported customers is outlined below (organized by parent combatant command).  In addition to these are all DISA locations.

	DOD Organization
	Location

	PACOM
	Camp Smith, HI

	USFK
	Yongsan, Korea

	USFJ
	Yokota AB, Japan

	Alaskan Cmd
	Anchorage, AK

	JIATF West
	Alameda, CA

	USARPAC

DLA-PAC

MARFORPACs
	Camp Smith, HI

	SPACECOM
	Colorado Springs, CO

	EUCOM
	Stuttgart, GE

	STRATCOM
	Bellevue, NE

	TF 124
	Oklahoma City, OK

	TF 134
	Pearl Harbor, HI

	TF 164
	Naples, IT

	TF 294
	Travis AFB, CA

	TF 214
	Cheyenne, WY

	TF 204
	Barksdale AFB, LA

	CENTCOM
	Tampa, FL

	JTF-SWA
	Eskan Village, KSA

	CJTF-Kuwait
	Kuwait City, Kuwait

	JFCOM
	Norfolk, VA

	JWFC
	Chesapeake, VA

	JTF-6
	El Paso, TX

	TRANSCOM
	Belleville, IL

	SOCOM
	Tampa, FL

	JSOC
	Fayetteville, NC

	SOCOM TF
	Little Creek, VA

	SOCOM TF
	Coronado, CA

	USASOC
	Fayetteville, NC

	SOUTHCOM
	Miami, FL

	JIATF East
	Key West, FL

	JTF-B
	Tegucigalpa, Honduras

	SOCSOUTH
	Roosevelt Roads, Puerto Rico


	DISA WESTHEM Organization
	Location

	DECC DET-Chambersburg
	Chambersburg, PA 

	DECC DET-Charleston
	Charleston, SC

	DECC-Columbus
	Columbus, OH

	DECC DET-Dayton
	Dayton, OH 

	DECC DET-Denver 
	Denver, CO 

	DECC DET-Huntsville 
	Huntsville, AL

	DECC DET-Indianapolis
	Indianapolis, IN

	DECC DET-Jacksonville
	Jacksonville, FL

	DECC-Mechanicsburg
	Mechanicsburg, PA

	DECC DET-Montgomery
	Montgomery, AL

	DECC DET-Norfolk
	Norfolk, VA

	DECC-Ogden
	Ogden, UT

	DECC-Oklahoma City
	Oklahoma City, OK

	DECC DET-Puget Sound
	Puget Sound, WA

	DECC DET-Rock Island 
	Rock Island, IL 

	DECC DET-San Diego
	San Diego, CA

	DECC DET-Slidell 
	Slidell, LA 

	DECC-St. Louis
	St. Louis, MO

	DECC DET-Warner Robins 
	Warner Robins, GA 


8.  Period of Performance:  The period of performance is 365 days from the date of TO award with a planned start date of 27 March 2001 through 26 March 2002.

9.  Deliverable/Delivery Schedule:
	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	1.1.1.1.1 Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Management Plan
	Contractor format using DI-MGMT-80347 for guidance
	20 working days after award 
	1 HC

1 SC
	**Standard 

Distribution
	Draft &

Final 

	6.1.2
	Monthly Status Report


	Contractor format using DI-MGMT-80227 for guidance
	10 working days after end of accounting period
	1 SC
	**Standard 

Distribution
	Monthly

	6.1.3
	Technical Interchange Meeting (TIM)
	N/A
	15 working days after award
	N/A
	N/A
	One Time

	6.1.3
	TIM Notes


	Contractor format using UDI-A-23083A for guidance
	5 working days after TIM
	1 HC

1 SC
	**Standard 

Distribution
	One Time

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	Days after award:

90

180

270

360
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.4
	Progress Review

1st Review

2nd Review

3rd Review

4th Review
	Contractor format using DI-A5011B and

UDI-A-23083A for guidance
	5 working days after Progress Review
	1 HC

1 SC
	**Standard 

Distribution
	Quarterly

	6.1.5
	Time Accounting System Report
	As provided by FSO
	10 working days after end of accounting period
	1 SC
	**Standard 

Distribution
	Monthly


* Copies

· Hard copy (HC)

· Soft copy (SC) Soft copy for reports, minutes, white papers, etc., will be in MS Word, Office 97 version. Soft copy for briefings will be in PowerPoint, Office 97 version.

**Standard Distribution
· 1 copy of the transmittal letter without the deliverable to the Contracting Officer (KO/DITCO/DTS6).

· 1 copy of the transmittal letter and the deliverable to the Primary TM.

Note 1:  Cost and status reports are due 14 days after close of contractor’s accounting period.

10.
Security/Clearance Requirements:  The following security requirements shall apply to this effort.

10.1.
Access to Information/Personnel Security Clearances
10.1.1.
Classified Information.  All contractor personnel performing work under this effort will have access to classified information at least up to and including SECRET.  Therefore, all contractor personnel must have a minimum of a SECRET security clearance.  All contractor personnel performing work at CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies will require a Top Secret clearance and Sensitive Compartmented Information (SCI) access to perform their duties on this TO. 

10.1.2.
Sensitive Information.  Some contractor personnel will have access to customer Sensitive Information, and access to customer computer operating systems containing this information.  Contractor personnel meeting any of the conditions listed below, will have designated ADP I sensitive positions in accordance with paragraph 3-614 DOD 5200.2-R, Personnel Security Program, dated January 1987.  The following personnel must have a within scope Single Scope Background Investigation (SSBI):

· Personnel who will perform work on-site at CINCs and their sub-unified commands, joint task forces, component commands, and supporting organizations and agencies

· Personnel who will electronically access customer information systems

· Personnel who will handle Sensitive Information in the course of performing work specified in this TO.

10.2.
Contractor Generated Documents.  Contractor personnel will generate or handle documents that contain FOUO information, at both Government and contractor facilities.  Contractor shall have access to, generate, and handle classified material only at government facilities.  All contractor deliverables shall be marked at a minimum FOUO, unless otherwise directed by the Government.  The contractor shall comply with the provisions of the DOD Industrial Security Manual for handling classified material and producing deliverables. The contractor shall comply with DISA Instruction 630-230-19.

10.3.
Security Procedures.  All contractor personnel working on or managing this effort shall strictly adhere to DISA and DOD security regulations and procedures.

10.4.
Sensitive Data Stored at Contractor Facilities.  The contractor shall ensure that FSO and customer data stored at contractor facilities is protected in compliance with the FSO Security Standard Operating Procedures.

11.
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  Paragraph H.12 of the ‘I Assure’ contract applies.  The Government will provide the following GFE and GFI.

a. All contractor personnel performing work at a Government location will be furnished with a Government office environment.  This includes office furnishings, office supplies, personal computer, telephone support, and access to facsimile, photocopy and presentation equipment. 

b. The DISA Field Security Operations Division Technical Library will be available for use for proposal preparation and throughout the life of the TO.  It contains the following information.

· Results/reports of all Security Readiness Reviews (SRRs) to date and results of other agency audits

· Latest versions of the Security Technical Implementation Guidance (STIGs) and corresponding checklists

· SRR database definition and SRR Process Guide

· Vendor Integrity Statements 

· Other deliverables from previous IA related work/contracts.

· DOD and other agency regulations, guides, instructions and other documents related to IA.

· Numerous other security and technical information including product documentation.

c. The contractor shall identify any additional GFI or special requirements for GFE beyond that stated in the SOW within 14 calendar days following the initial TIM.  As additional information is required, the contractor shall coordinate requirements with the Government’s TM and COR.  The Government will facilitate the contractor’s access to the data required in support of this work effort; this will include the initial contacts with DISA individuals for the purposes of conducting site surveys, and interviews.
12.  Packaging, Packing, and Shipping:  All packaging, packing and shipping requirements shall be in accordance with paragraph D.1 of the ‘I Assure’ contract.
13.  Inspection and Acceptance:  All inspection and acceptance requirements shall be in accordance with paragraph E.1 of the ‘I Assure’ contract.  In addition, the contractor shall comply with the following criteria.

13.1.  Acceptance Criteria.  Unless otherwise noted, the Government shall have fifteen (15) working days to review and comment on deliverables.  The Government may accept a deliverable, accept a deliverable subject to the incorporation of comments, or reject a deliverable.  Draft deliverables that are acceptable are normally accepted subject to incorporation of the comments into the final version.  A draft deliverable may meet the criteria of accuracy, functionality, completeness, professional quality and overall compliance, but the assumptions, outside circumstances or Government guidance upon which the draft document was developed may have changed.  In these circumstances one or more subsequent versions of the draft document may be required and the contractor shall develop subsequent versions of drafts based on Government direction if the Government requires additional drafts prior to the final version.  Government comments on documents that are rejected will be sufficiently specific with respect to the deficiencies in the criteria of accuracy, functionality, completeness, professional quality and overall compliance so that it clear as to what actions are required to bring the deliverable into compliance. 

13.2.  Rejection Procedures.   After notification that a deliverable did not meet the acceptance criteria, the contractor shall return updated/corrected versions fifteen (15) workdays after receipt of Government comments.  Upon resubmission, the acceptance criteria set forth in the paragraph above will apply.  Any deficiencies then identified will be resolved after discussions between the contractor and the Government.

14.  Other Pertinent Information or Special Considerations:
14.1
Identification of Possible Follow-on Work.  Possible follow-on work includes additional efforts to meet future requirements in the areas of IA readiness, operational planning, training, and exercise support. 
14.2  
Identification of Potential Conflicts of Interest (COI).  There are neither existing nor potential COIs on this TO. 
14.3  
Identification of Non-Disclosure Requirements.  Paragraph 8.0 of the ‘I Assure’ contract applies.  All contractor personnel working on this effort must execute nondisclosure agreements prior to commencement of their starting work on this effort.  (This includes access to the FSO Technical Library before contract award, for proposal preparation).  For the purposes of this TO, all related customer information is classified no lower than Unclassified Controlled Information (Comply with the appropriate contract paragraph).

14.4
Compliance.  The contractor shall comply with the following DOD-approved architectures, programs, standards and guidelines: 

· Technical Architecture Compliance

· C4ISR Architecture Framework

· Technical Architecture Framework for Information Management (TAFIM), version 3.0

· Joint Technical Architecture, version 2.0

· Defense Information Infrastructure Common Operating Environment

· Standard Operating Environment

· DOD Energy Star & DOD PCMCIA

· DISA Security Technical Information Guides

The contractor shall ensure that all contractor workstations connected to the FSO LAN and/or containing customer sensitive data are configured in compliance with the DISA STIG applicable for that operating system.

14.5.
Exchange of Information With Other Organizations.  This project could require contractor personnel to exchange classified information with representatives of: ASD/C3I, the Joint Staff, NSA, DIA, CINCs, and the Services.  

Proposed public releases shall be submitted to DISA Headquarters for processing.  The submission shall be addressed to:

DISA Headquarters

Corporate Exchange Office

ATTN:  Ms. B. McDonald

701 South Courthouse Road

Arlington, VA 22204-2199

(703) 692-9270

The contractor shall not distribute material or documents generated under this statement of work to anyone including contractor offices or personnel not directly involved on this project until written approval is received from DISA FSO.  The contractor shall deliver required work efforts in both draft and final versions according to schedule data.  All final deliverables will be published under DISA cover unless directed otherwise by the Government.  Final paper deliverables shall be printed on 8.5” by 11” paper, double-sided print in the numbers indicated.  One (1) final paper deliverable shall remain unbound.  Draft deliverables shall be delivered in double-sided print and remain unbound.  The contractor shall also deliver one (1) copy of each deliverable on 3.5” high-density diskettes in Microsoft Word for Windows (version 7.0 or earlier) format.  All delivered electronic media shall be free of malicious code (including but not limited to boot sector and Word Macro viruses).  Unless specified, the maximum number of deliverables will be no more than five (5) copies.  For deliverables relating to format DISA publications (i.e., instructions, standard operating procedures, supplements, circulars), the contractor shall use format provided in DISAI 210-20-2, Preparation and Processing of DCA Numbered Publications.

All specified draft and final security deliverables become the property of DISA.  The details of any and all security countermeasures that the contractor may develop under this contract become the property of DISA.

