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‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 26 Sep 2001
	Contract Number:
	 DCA200-00-D-5019

	Order Number:
	0008

	Tracking Number:
	 00050

	Previous Order Number:
	Not applicable.  This is new work.


1.  Points of Contact

2.  Order Title:  Department of Defense (DoD) Public Key Infrastructure (PKI) Programmatic and Engineering Troubleshooting Support.  

3.  Background:  The DoD Public Key Infrastructure (PKI) provides public key certificates needed to support critical DoD applications, which afford confidentiality and authentication of network transactions as well as data integrity and non-repudiation.  Several organizations are currently using the present infrastructure with users numbering into the thousands.  As more and more DoD organizations come aboard, it is expected that there will be millions of DoD users utilizing application-level public key encryption within the next few years.  Such an increase in the customer base will certainly result in an increase in requests for assistance from Users to resolving their PKI related problems.  The level of complexity in trouble-shooting PKI problems goes beyond the normal bounds of system/network administration.  It requires highly skilled engineers who are experienced in the varied technical disciplines encompassing a PKI environment.

The purpose of this statement of work is to seek contractor support to provide programmatic and engineering services.
4.  Objectives:  The objective of this Statement of Work (SOW) is to provide sustaining contractor expert programmatic and system engineering support to the DoD PKI implementations to minimize User disruptions due to programmatic conflicts and technical anomalies.  (In accordance with the DOD PKI Roadmap Version 5.0, dated 18 December 2000, DOD PKI Implementation Plan, Version 3.0 dated 13 November 2000 and with the DOD X.509 Certificate Policy, Version 5.2 dated 13 November 2000.)

5.  Scope:    The requested support is for the continuous evolution of the DoD Public Key Infrastructure. 
The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

· Task Area 3: Solution Fielding/Installation and Operations

6.  Specific Tasks:
6.1
Task Area 1 - Contract-Level and TO Management 

 6.1.1    Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2    Subtask 2 - TO Management. 

          
Prepare TO Management Plan describing the technical approach, organizational resources and

         
management controls to be employed to meet the cost, performance and schedule requirements

thoughout TO execution. Provide a monthly status report monitoring the quality assurance, progress/status reporting, and program reviews applied to the TO.

6.1.3. Subtask 3 – Technical Interchange Meeting.

Within ten days of award of the Delivery Order, the contractor shall host a Technical Interchange Meeting (TIM) with the government to ensure that there is a complete understanding of the Statement of Work requirements between the contractor and the government.  Topics covered shall describe the technical approach, organizational resources and management controls to meet the cost, performance, and schedule requirements throughout the period of performance. The contractor shall provide minutes for this TIM within ten days of meeting end. The TIM minutes shall be developed using Data Item Description (DID) UDI-A-23083A as a guideline. 

6.1.4. Subtask 4 – Management Plan/Plan of Accomplishment (POA).

The contractor shall prepare and submit a Management Plan that addresses any changes to the Statement of Work agreed to at the TIM, and shall include descriptions of task, namely:

· methodology and technical approach for accomplishing the tasks

· organizational resources, structure and interfaces

· management controls

· key activities and milestones

· operating procedures and guidelines

· deliverables

· assumptions

· Government Furnished Equipment / Information (GFE/GFI) required

· personnel

· security

· schedule

The Management Plan/Plan of Accomplishment will serve as the vehicle that establishes firm delivery dates for incremental deliverables, the operating procedures and guidelines. Further,  included are a procedures for establishing a PKI Engineering Troubleshooting Activity (PETA), and shall be developed using Data Item Description (DID) DI-MGMT-80347 as a guideline. 

6.1.5. Subtask 5 – Management and Status Reporting.

The contractor shall provide, through the contractor PMO, monthly reports regarding Delivery Order status, e.g., work progress, cost, funding profiles, schedule data, issues and any items requiring government response.  The Contractor Management and Status Report shall be developed using Data Item Description (DID) DI-MGMT-80227 as a guideline.

6.1.6 Subtask 6 – In-Process Review Minutes.

The contractor shall provide, through the contractor PMO, written minutes from all In-Process Reviews (IPRs) regarding Delivery Order status, e.g., work progress, cost, funding profiles, schedule data, issues and any items requiring government response.  Minutes from IPRs shall be developed using Data Item Description (DID) DI-MGMT-80247 as a guideline.

6.2. Task  Area 2 – Standards, Architecture, Engineering and Integrations Support

6.2.1. Subtask 1 – Programmatic and Engineering Support

The contractor shall provide programmatic and engineering support.  This involves such functions as: a thorough understanding of the evolution of the DOD Public Key Infrastructure systems architecture, software systems, and hardware configurations; analysis of reported problems to isolate probable causes; system and network engineering troubleshooting through problem re-creation or simulation effects; instituting appropriate fixes to problems; performance testing of software releases; engineering analysis of the PKI hardware components functionality, connectivity and performance; and documentation of all engineering troubleshooting activities from problem inception until resolution, to include inputs into the development of PKI Frequently Asked Questions (FAQs); and initiating Engineering Change Proposals (ECPs) into the DoD PKI Configuration Management (CM) process.  Also required would be, but is not limited to, development and maintenance of PKI schedules based on government identified requirements, Program Management Plan development and maintenance, and budget justification support.  Any technical reports developed during this activity shall use Data Item Description (DID) DI-MISC-80508 as a guideline.

6.3  Task Area 3 – Solution Fielding/Installation and Operations

6.3.1     Subtask 1 – Solution Fielding/Customer Support


The contractor will develop, operate, and manage a DOD PKI customer support center for the purpose of providing technical and functional information and responding to C/S/A PKI and Interim External Certification Authority (IECA) customer inquiries.  The contractor will develop and maintain a database as directed by the government using tools available on the DISANet to track and process trouble reports and logs.   The contractor will field customer inquiries, prepare responses, coordinating responses with the DOD PKI Team, and provide the responses to the customers. The contractor will ensure that inquiries and their responses are posted on the DOD PKI public web site. The contractor will maintain a suspense log and provide monthly status reports to the DOD PKI Team on the customer support.  This report will be part of the monthly status reports for the project.  It will contain the total number of inquiries received in aggregate and by categories, number of inquiries closed and number left open.  The report will also contain the cumulative total open inquiries and the reason for them and their planned disposition.  Based on the lessons learned from these inquiries, the contractor will make recommendations to the DOD PKI Team for policy, customer training, procedure changes and other areas, if applicable.  As appropriate, the contractor will develop frequently asked questions (FAQ’s) and responses and document lessons learned.
7.  Place of Performance: Work shall be performed at 5111 Leesburg Pike and 5600 Columbia Pike, both located in Falls Church, VA.  Local travel between these offices will be accepted.   

8.  Period of Performance:  The period of performance will be from the task order date of award through 30 September 2001. 
9.  Deliverable/Delivery Schedule:   
	SOW Task#
	Deliverable Title
	DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Task Order Mgmt.  Plan
	DI-MGMT-80368
	5th day each month
	
	Two Copies to TM; Letter Only to KO
	Monthly, on 5th day

	6.1.3
	Technical Interchange Meeting (TIM) Minutes
	Contractor-Determined Format


	10 days from date of TIM

(TIM + 10 days)
	5
	Standard 

Distribution
	Once after initial TIM, unless additional TIMs need to be conducted.

	6.1.4
	Management Plan/Plan of Accomplishment Report
	DI-MGMT-80347


	 10 days from TO award date
	5
	Standard 

Distribution
	Draft 15

Final - 30

	6.1.5.
	Monthly Status Reports
	(DID) DI-MGMT-80227
	5th day each month
	5
	Standard 

Distribution
	Monthly, on 5th day

	6.1.6.
	In-Process Review Minutes
	(DID) DI-MGMT-80247
	5th day each month
	5
	Standard 

Distribution
	Monthly, on 5th workday


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

· All document deliverables shall be delivered in one hardcopy and one softcopy (3.5-inch diskette) in an MS Word (Windows) format.  
10.  Security:  : The security classification level expected for work under this SOW is 
UNCLASSIFIED. Contractor personnel working on this SOW must be US Citizens and have an active DoD SECRET clearance .  All personnel require access to information at the SECRET level, DOD 5200.2-R, DOD Personnel Security Program, requires DOD military and civilian personnel, as well as DOD consultant and contractor personnel, who perform work on sensitive automated information systems (ISs), be assigned to positions which are designated as level ADP-II.  This designation equates to Critical Sensitive and Non-Critical Sensitive.  The contractor will assure that individuals assigned to the sensitive positions, as determined by the Government, have completed the appropriate forms. 

Other personnel, including subordinate contractors, supporting this task are ADP-II positions and require either a DOD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.
The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor will forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to:

DISA Security Division (D16)

ATTN: Personnel Security (D162)

5111 Leesburg Pike, Suite 100


Falls Church, VA 22041-3206. 

DISA retains the right to request removal of contractor personnel, regardless of prior clearance or adjudication status, whose actions, while assigned to this contract, clearly conflict with the interests of the Government.  The reason for removal will be fully documented in writing by the Contracting Officer.  When and if such removal occurs, the contractor will, within five days, assign qualified personnel to any vacancy created.  Contractor personnel will require access to the DISANET LAN. Contractor personnel shall adhere to the local security policies and procedures of DISA facilities visited in conjunction with this SOW.
 
11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  
The government will provide offices with workstations, desks, chairs and telephones for the contractor at the above locations. The government will provide a listing and copy of GFE/GFI as applicable at the initial TIM.  GFI will include, but not limited to the following documents:

a) X.509 Certificate Policy for the DoD, 13 November 2000

b) DoD PKI Roadmap, 18 December 2000

c) DoD Medium Assurance PKI Functional Specification, 20 October 1998

d) PKI Software Design Description  (SDD), 27 February 1998

e) PKI System/Subsystem Design Description (SSDD), 27 February 1998

f) CONOPS PKI Version 2.0, 27 July 1999

g) CONOPS PKI Class 3, 10 November 1999

h) Class 3 PKI System Architecture, 03 November 1999

i) Class 3 PKI Security Requirements

j) PKI Configuration Management Plan, 18 October 1999

This information/documents may be obtained from the DOD PKI Bookshelf at the following web site:  https://iase.disa.mil.

12.  Packaging, Packing, and Shipping: See paragraph D.1 of the ‘I Assure’ contract.
13.  Inspection and Acceptance: See section E.1 of the ‘I Assure’ contract.

14.  Other Pertinent Information or Special Considerations:  


a.  Identification of Possible Follow-on Work.  This TO may be modified at a later date to extend the period of performance as well as to add additional requirements/resources in the event that a new requirement and the appropriate funding is identified. 

b. Identification of Potential Conflicts of Interest (COI).  The primary responsibility is on the contractor to identify any organizational conflict of interest.  The Government will identify and evaluate such conflicts.  

c. Identification of Non-Disclosure Requirements.  The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.
d. Other Special Consideration.  All information technology provided under, or in support of, this contract by the contractor and all subcontractors shall be Year 2000 compliant.  Year 2000 compliant means, with respect to information technology, that the information technology accurately processes date/time data (including, but not limited to, calculating, comparing, and sequencing) from, into, and between the twentieth and twenty-first centuries, and the years 1999 and 2000 and leap year calculations.  Also to the extent that other information technology, used in combination with the information technology being acquired, properly exchanges date/time data with it.  
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See block 16C





6.  ISSUED BY			CODE
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    SCOTT AFB, IL  62225-5406                               


                                                            


    BUYER:				





5.  PROJECT NO (If applicable)
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8.  NAME AND ADDRESS OF CONTRACTOR  (No., street, county, State and ZIP Code)                                                                  


  


   TASC, Inc.


   55 Walkers Brook Drive


   Reading, MA 01867-3297


   Attn: Glenn J. Pruszinski





   Cage: 4A457   DUNS: 069341972   TIN: 04-2393618	





CODE  











X





9A. AMENDMENT OF SOLICITATION NO.


                                        





9B.  DATED (SEE ITEM 11)


                                        





10A.  MODIFICATION OF CONTRACT/ORDER NO.


DCA200-00-D-5019/0008





10B.  DATED (SEE ITEM 13)


2001 APR 09





11.  THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS  





          The above numbered solicitation is amended as set forth in item 14.  The hour and date specified for receipt of  Offers      is extended,     is not extended.


Offers must acknowledge receipt of this amendment prior to the hour and date specified in the solicitation or as amended, by one of the following methods.


( a )  By completing Items 8 and 15,  and returning _01_ copies of the amendment;  ( b ) By acknowledging receipt of this amendment on each copy of the offer submitted; or  ( c )  By separate letter or telegram which includes a reference to the solicitation and amendment numbers.  FAILURE OF YOUR ACKNOWLEDGMENT TO BE RECEIVED AT THE PLACE DESIGNATED FOR THE RECEIPT  OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER.  If by virtue of this amendment you desire to change an offer already submitted, such change may be made by telegram or letter, provided each telegram or letter makes reference to the solicitation and this amendment, and is received prior to the opening hour and date specified.





12.  ACCOUNTING AND APPROPRIATION DATA (If required)     





NO CHANGE                       





THIS APPLIES ONLY TO MODIFICATIONS OF CONTRACTS/ORDERS


IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED IN ITEM 14.
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E.   IMPORTANT:    Contractor       is not,       is required to sign this document and return         copies to the issuing office. 





15A.  NAME AND TITLE OF SIGNER (Type or print)











15C. DATE SIGNED














 16A.  NAME AND TITLE OF CONTRACTING OFFICER (Type or print)





 


LINDA K. GOFF


CONTRACTING OFFICER





 16B.  UNITED STATES OF AMERICA





  BY  �











 16C.  DATE SIGNED





 26 Sep 01





FACILITY CODE                      





 A.  THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT ORDER NO. IN ITEM 10A.





                                                                                                                 





 B.  THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office, appropriation date, etc.) SET FORTH IN ITEM 14, PURSUANT TO AUTHORITY OF FAR 43.103(b).


                                                                                                                  





 D.  OTHER (Specify type of modification and authority


				


 UNILATERAL – IAW TASC PROPOSAL DATED 26 SEP 01	





  











 C.  THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:











NSN 7540-01-152-8070


PREVIOUS EDITION UNUSABLE





30-105





STANDARD FORM 30 (REV. 10-83)


PRESCRIBED BY GSA


FAR (48 CFR) 53.243





x





























DESCRIPTION OF AMENDMENT/MODIFICATION (Organized by UCF section headings, including solicitation/contract subject matter where feasible.)





A.  THE PURPOSE OF THIS MODIFICATION IS TO EXTEND THE PERIOD OF PERFORMANCE UNTIL 15 OCT 01 AT NO ADDITIONAL COST TO THE GOVERNMENT.  PERIOD OF PERFORMANCE NOW READS: 10 APR 01 THROUGH 15 OCT 01.  TASC   AMOUNT ON CONTRACT REMAINS $299,990.00.





B.  THIS MODIFICATION ALSO CHANGES THE TASK MONITOR AS INDICATD ON THE ATTACHED REVISED SOW.





C.  ALL OTHER TERMS AND CONDITIONS REMAIN UNCHANGED.





15B.  CONTRACTOR/OFFEROR
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