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SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$1,049,357.00
	$1,049,357.00 

	
	Information Assurance Support Services 

FFP - DOD Global Directory Service (GDS) Implementation Support as in accordance with SOW dated 13 April 2001.  Period of Performance of this order is from 01 Jun 01 through 31 Dec 01 as in accordance with SRA proposal dtd 29 May 01 which is incorporated by reference. 
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SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	MIPR: DD2MZ17746 $1,028,781.37  
	 

	  
	  
	  


I ASSURE TASK ORDER (TO)

STATEMENT OF WORK (SOW)
as of 13 April 2001
	Contract Number:
	DCA200-00-D-5018

	Order Number:
	0005

	Tracking Number:
	00053.00

	Previous Order Number:
	


1. Points of Contact:

2. Order Title: Department of Defense (DoD) Global Directory Service (GDS) Implementation Support
3. Background – PKI: The Department of Defense (DoD) is currently undergoing a modernization of its information infrastructure.  The objective is to better achieve joint strategic and tactical requirements for the future in the most cost-effective manner.  Vital to success is the establishment of a secure means of moving a variety of information resources - data, voice, and imaging - to support strategic, operational, and administrative functions in both peacetime and during periods of national crisis.  One critical component to effective information assurance is the implementation of a Public Key Infrastructure (PKI).  A DoD PKI will act as a foundation to support a variety of DoD applications to verify identification and authentication of individuals, verify the integrity and originator of data, and provide data confidentiality.
The DoD PKI will establish a centralized infrastructure for key management, digitally signing certificates, managing revocation of compromised or expired certificates and identifying certificate information that is no longer accurate.  The central infrastructure will provide certificate directory service, archiving all certificates and revocation lists, and provide the tools and procedures for personnel responsible for user registration.  The DoD PKI certificate directory service will be provided by GDS.

Global Directory Service (GDS): The goal of the GDS effort is to provide a NIPRnet/SIPRnet enterprise Directory Service across the entire DoD.  Today, individual Agencies, Services, CINCs and Application providers are implementing individual directories to meet their needs.  Each of these are known to the GDS as an Authoritative Data Source (ADS).  The GDS will integrate existing directory information from each ADS and provide a common interface to the user DoD-wide.  This common interface may provide multiple views of the Directory information depending on the user's query and access privileges.  Because information is owned and maintained by multiple authoritative sources, local directories will continue to exist.  The GDS will serve to integrate the existing directories, providing a single search capability for the user.  The GDS must be scaleable to meet the needs of the entire DoD.  These needs include directory services for joint and coalition forces, mobile forces including network extensions, directory services for PKI-enabled applications and directory access control for some portion of the directory information.  Standards and protocols used for directory access, directory replication and directory-enabled applications are evolving.  The GDS will use widely implemented, standards-based Commercial-Off-The-Shelf (COTS) products and services to the maximum extent possible to minimize government development and associated sustainment costs.  A major objective of this task order is to facilitate the development of the GDS in the form of architectures, topologies, engineering analysis, prototypes and integration.

The current GDS architecture consists of a metadirectory, a master directory, replicated GDS directories, and support components (e.g., firewalls).  Metadirectory technologies obtain and correlate information from multiple ADSs and provide the correlated information to the GDS enterprise directory for global distribution and access.  In the target GDS architecture, directory data will be replicated at multiple locations to ensure global availability.  The initial GDS capability provides name, e-mail address, a DoD PKI certificate containing the message encryption key, telephone number, and unique identifier for each person.  Services and applications to be initially supported by GDS include a DoD white pages capability and Defense Message System (DMS) Medium Grade Service (MGS) secure COTS email.  The GDS will be a central repository for basic information about all DoD military, DoD civilians, and selected contractor personnel when fully populated.

4. Objectives:  The objective of this task order is to provide Information Technology (IT) engineering and technical services in support of the Defense Information Systems Agency (DISA).  The purpose of this document is to detail resources required to perform system architecture design and implementation, configuration management, quality assurance, systems engineering, documentation, security certification, system deployment, and training support to the Global Directory Service (GDS) Project Management Office.
5. Scope: The Contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:
· Task Area 1:  Policy Planning Process Program and Project Management Support

· Task Area 2:
Standards, Architecture, Engineering, and Integration Support

· Task Area 3:
Solution Fielding/Installation and Operations
· Task Area 4:  Education, Training and Awareness, Certification and Accreditation, and IA Support
6. Specific Tasks:

6.1 Task 1: 

Contract–Level and Task Order Management

6.1.1 Subtask 1:
Integration Management Control Planning

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

Completion of this subtask requires the definition of productivity and management methods, emplacement of a support structure for the execution of defined methods, and enforcement of personnel compliance. Productivity and management methods include a Quality Assurance Program and conduct of Contract and Task Order level Program Reviews.  Support structure elements provide the centralized administrative, clerical, documentation and related functions.

The Contractor shall develop, implement, and maintain a Quality Assurance (QA) Program.  The quality assurance program shall ensure the required quality, functionality, and utility are delivered, are cost effective to maintain, and are maintained throughout the life of the contract.  The Contractor shall collect and analyze quality assurance data in support of decisions in the areas of system engineering and maintenance.  Systems engineering and maintenance decisions are in the areas of system requirement satisfaction assessment, technology insertion, scenario studies, maintainability, and continuous improvement.  The goal of the program is to ensure products of high quality and utility are consistently generated.

6.1.2 Subtask 2: 
TO Management

Prepare TO Management Plan describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirement throughout TO execution. 

The Management Plan shall be updated as required during the performance of this task to reflect changes and further definition of program criteria and milestones.  All modifications to the Management Plan shall be submitted to the Government for approval before execution.  The Management Plan shall serve as the vehicle that establishes firm delivery dates for incremental deliverables.  The Management Plan shall detail the coordinated interaction between system development and integration activities and the maintenance of existing GDS capabilities.  

The Contractor shall provide a Work Breakdown Schedule (WBS) and submit it to the Government for approval.  This chart will outline all resources working against this task, major tasks, individual tasks assigned and level of effort (LOE) for task completion.

Upon completion of this task order, the Contractor shall provide an informal report outlining lessons learned.  This report shall include areas of improvement in the engineering and administrative processes and policies within the GDS PMO.  This is a non-technical report.  Where applicable, these constructive suggestions will be incorporated into the PMO processes and policy.  The PMO shall provide an acceptance/non-acceptance letter to the contractor rating Quality of Product and Service, Timeliness of Performance, Business Relations, and Customer Satisfaction.  Details on these areas of evaluation are outlined in Section 7.

6.2
Task 2:
Policy Planning Process Program and Project Management Support

6.2.1
Subtask 1:
In-Process Review(s)

The Contractor shall conduct a monthly Program Management Review (PMR) with weekly In-Process Review (IPR) complete with a coordinated agenda, briefing materials, and documented minutes of the IPR.  Attendance at the IPRs will include the Government, the Contractor, and other individuals/organizations as designated by the Government.  The first IPR shall be held within 30 days after contract award with the remaining IPR schedule documented in the Task Order Management Plan.  Each IPR shall address financial and schedule status, proposed changes to the Master Schedule, technical accomplishments, issues and risks, and planned activities.  Reviews provide the appropriate forum for an interchange between the government and contractor during the execution of the task order and support the review of system and security architecture proposals, review of the system, unit, and functional test results amongst other relevant topics.  The IPRs shall also address selected technical and programmatic topics as directed by the Government.  The Contractor shall submit monthly Cost/Schedule Status Reports, quarterly Contract Funds Status Reports and monthly Program Schedule and Status Reports.  The status report shall monitor the quality assurance, progress/status reporting, and program reviews applied to the TO.

Special emphasis shall be placed on risk management immediately prior to major program decision points (major milestones), prior to deployment of capability, and as part of planning for each capability increment.  As part of each major project review, the Contractor shall brief the major risks anticipated for at least the next twelve months of the project and the risk mitigation plans for dealing with each.  

6.2.2
Subtask 2: 
Configuration Management


The objective of this subtask is to provide configuration management activities for the GDS baseline.  This task includes documentation, change management, infrastructure and system software archive, and all phases of system integration configuration management required to achieve Capability Maturity Model (CMMI) Level 2/3 certification.

6.2.3
Subtask3:
System Configuration Management

The Contractor is responsible for the overall technical configuration management of the GDS baseline.  This function ensures that the system baseline is maintained IAW the procedures established for baseline maintenance (e.g., Capability Maturity Model Integration standards), and will abide by all of the procedures documented in the GDS Configuration Management Plan.  Configuration Management Activities include:

· Management of the software development (if required) and integration environments

· Software and hardware license management and inventory

· Maintenance of the Configuration Management Plan (CMP)

· Schedule for and activities related to GDS Capability Increment release

· Facilitation of the Configuration Control Board (CCB)

· Change Management and Defect Tracking with associated metrics

· Participation in Test Readiness Reviews (TRR)

· Maintain system baseline integrity and version archive for future reconstruction

The Contractor will maintain and enforce compliance with the Configuration Management Plan (CMP).  Maintenance of the physical/logical procedures and associated documentation will continue to be an iterative process as the system requirements, support technologies mature, and the system moves through a natural life cycle.  The Contractor shall establish a standard and emergency release schedule, accept system enhancements and associated documentation from system engineers, ensure a complete delivery, and conduct archive activities.  New system enhancements / modifications shall not compromise the existing system baseline in such a manner that a retrograde to a previous functioning version can not be accomplished.
6.2.4
Subtask 4:
Documentation Configuration Management

The Contractor shall conduct physical control audits for each GDS Capability Increment release to ensure documentation maintenance is coordinated with system maintenance.  The Contractor shall ensure that required documentation is delivered with system fixes / enhancements / deliveries, the proper format is adhered to, and that documentation configuration management procedures are followed IAW the GDS Configuration Management Plan.  

6.3
Task 3: 
Standards, Architecture, Engineering, and Integration Support

6.3.1
Subtask 1: 
GDS Roadmap, Implementation Plan, ORD, Guidelines and Policy

The Contractor shall demonstrate a technical understanding and approach for satisfying the full set of GDS requirements formulated, documented, and approved IAW the GDS Configuration Management Plan and the JDSWG Charter.  The Contractor shall support the extension and validation of the GDS system roadmap.  The Contractor will review new strategy papers, recommended standards being issued by U.S. and international standards organizations and other DMS, PKI and related program documentation to determine the changes and enhancements required in the GDS roadmap.  This roadmap refinement shall extend GDS through the next decade.  Other evaluations may be documented in white papers, when directed by the task monitor.  The Contractor shall develop a GDS Implementation Plan in accordance with the GDS Roadmap, and deployment strategy.  In addition, the Contractor shall support the development of GDS Policy, guidelines, directives and/or an Operational Requirements Document (ORD) as required for the DoD. 

6.3.2
Subtask 2: 
GDS System and Security Architecture.

The Contractor shall resource this subtask with an individual charged with responsibility as the  “System Architect”.  The System Architect shall report to the GDS Chief Engineer; participate in technical exchange meetings; review all issues associated with GDS attainment of documented system/security requirements and aid the PMO in arriving at a resolution strategy. The System Architect shall review the current GDS architecture, assess the full set of approved system requirements, and shall develop a proposed architecture that encompasses all GDS requirements within a sound technical solution.  The System Architect shall investigate all viable technology options and should be prepared to present multiple architecture diagrams complete with assessments of the merits and risks of each approach.  The System Architect will lead the effort to define, model, and document the objective architecture and a series of transitional architecture(s).  Methods and standards used to model and document the system architecture shall be established by the System Engineering Team with all documentation resulting from subtask execution maintained in accordance with the GDS Configuration Management Plan.  The System Architect will attend System Engineering Team and JDSWG meetings to coordinate architectural issues.  Recommended requirement changes will be assessed by the System Architect and the assessment provided to the GDS PMO.   The System Architect shall support preparation and coordination of the GDS System and Security Architecture.  This will be accomplished through participation in design and engineering meetings with members of the PMO, and other associated technical personnel.  During these design sessions, the system architecture will identify architecture issues and engage the participants in discussion of possible solutions.  The process will attempt to attain consensus, and the results will be used to generate System Decision papers.  The System Decision papers will be coordinated with all parties and used to update and revise the GDS System Architecture.  The System Architect should utilize their expertise in commercial, industry, foreign and other government Public Key Infrastructures and Directory Service to design and lead implementation of future GDS Architecture(s). 

A key element of moving from an architectural model to a full system design is the definition and design of interfaces between the various system components (to include application, device, and processes interfacing with the directory service as a user).  The System Architect will produce interface documentation.

The architecture shall include provisions for Interim External Certificate Authorities (IECAs)/External Certificate Authorities (ECAs), full system security accreditation, additional distribution directories, replication services, worldwide directory synchronization, and support for Coalition, Allied, Tactical, and band-width restricted users.  The architecture shall consider documented requirements for data integrity and data synchronization and shall incorporate those within the system architecture.  The GDS architecture shall also address the final migration of the DoD PKI directories to GDS, incorporation of Certificate Revocation Lists (CRLs) and automated CRL updates, and the suggested phasing and deployment schedule for implementation.  The GDS System Architecture document shall be updated and submitted for Government approval.  Once the Government has approved the new architecture and implementation plan all related system and security documentation shall be updated as required.

All system requirements generated during the execution of Subtask 2 shall be approved and agreed upon prior to the design phase.  Work outside the scope of the task order and direction of the GDS Systems Engineering Team shall not be expensed to the contract.  The Contractor shall validate the detailed requirements allocation against the requirements baseline.  The Contractor shall demonstrate that the detailed requirement set for each component is complete, consistent, and testable.  The Contractor shall provide preliminary design documentation prior to the preliminary design review (PDR).  The design review will cover, but is not limited to, requirements addressed within the design, application programming interface(s), user interface(s), error handling, performance, constraints, toolkits required, security components, and risk areas.

All research to pursue a new technology for potential inclusion in the system / security architecture must be approved by the GDS Systems Engineering Team.

6.3.3
Subtask 3: 
System / Security Architecture Implementation

The Contractor shall be responsible for implementation of the Government approved system and security architecture within a controlled lab environment for the purpose of architecture validation, evaluation, and evolution.  The Contractor shall perform multiple phases of evaluation to include, but not limited to, integration, interoperability, performance, and security assessments.  Additional evaluation in support of Joint Interoperability Test Center (JITC), Allied, Coalition, Tactical, and low bandwidth constraints, may require modification of the lab to emulate JITC test constraints or selected user environments.  Modifications to the system or security architecture to achieve successful implementation will be documented in the system architecture diagram / model / documentation.  Execution of this task shall result in system implementation and the development of Detailed System Design Documentation.  Additional technical manuals (e.g., Administrator Guide, Installation Procedures, etc.) may be required and delivered upon notification of the Task Manager.    

Execution of this subtask requires the contractor to establish a lab with sufficient hardware, software, and network connectivity to conduct system development, evaluation, practice deployment, and configuration management. The Contractor shall maintain a diagram of the lab with network and hardware characteristics, machine configuration and software inventory, and designated use for each lab component.  Modifications to the lab shall be configuration managed to monitor the impact of changes upon the operation and performance of the system and security architecture.

6.3.4
Subtask 4: 
Commercial Product Evaluation Strategy

The Contractor shall assist the Government with selection/definition and implementation of a product evaluation strategy.  This strategy will serve as a standard, consistent measure of Commercial-Off-The-Shelf (COTS) products under consideration for inclusion in the GDS architecture.  Through coordination with the Government and the selected vendor(s), the Contractor shall develop an overall strategy for the verification of vendor product features, compliance with GDS requirements and industry standards, interoperability, extensibility, and reliability.  The Contractor shall determine the scope of the evaluation required and the test procedures to be used.  These recommendations will be summarized in an overall GDS Product Evaluation Strategy document submitted to the Task Monitor.  The Contractor shall work with the applicable vendor(s) in evaluating whether the products conform to and satisfy GDS requirements.  The Contractor shall test products for interoperability, acceptance of DoD PKI Class 3 certificates, potential impact upon planned GDS support to the DoD PKI Class 4 CAC, compliance with industry and government standards, extensibility, scalability, reliability, and user interface features.  Tests shall be conducted in accordance with the GDS Product Evaluation Strategy.  The evaluation shall be conducted in the GDS test lab at the contractor’s facility.  The GDS test lab shall be comprised of Government Furnished Equipment (GFE) identified in Attachment A as a minimum, and will have the ability to communicate electronically with other Government test facilities.  Product evaluations may be documented in white papers, when directed by the task monitor.

6.3.5
Subtask 5: 
Evaluation of Industry COTS Products.

The Contractor shall demonstrate knowledge of commercial product capabilities to include but not be limited to Meta Directory, Enterprise Directory, Web Server, Crypto-accelerators, Load Balancing solutions and Security tools.  The Contractor shall support Commerce Business Daily “Sources Sought” for requests for information on the availability of COTS products that adhere to the commercial standards for the above mentioned capabilities.  The Contractor shall assist with the evaluation of the industry responses.

A structured approach for comparison of the vendors’ product features against the GDS criteria shall be established and used as the basis for subsequent evaluations delivered to the Government.  The Contractor shall conduct a thorough evaluation of the vendor responses to include identification of those technical features that may require validation through laboratory testing, prototyping or pilot projects, and the limitations of current market products.  The results of the analysis shall be documented in an evaluation report.  The report shall also identify and justify all recommended testing, show how testing will be integrated with the GDS technical approach, and identify where commercial products cannot meet GDS requirements.  Selected COTS products will be formally tested for compliance to GDS requirements.  The evaluation shall include hands-on experience with the products obtained in a controlled test environment.  All testing will be documented in a test report, with a recommendation for product selection included. Evaluation of products not directed by the Task Monitor are considered outside the scope of the task order and shall not be expensed to the contract.

6.3.6
Subtask 6: 
Industry Interaction.

The Contractor shall assist the Government with planning and execution of GDS participation in industry and government forums, meetings, working groups and conferences.  The purpose of these will be to present GDS development status updates to interested users or GDS commercial product vendors.  The Contractor shall develop a detailed schedule of activities that must be completed in preparation for the events.  The activities may include, but are not limited to: making arrangements for meeting facilities or display space, development of agendas, preparing mailings and other information to be disseminated to interested parties, preparation of presentation materials, providing administrative support for the event and other related activities required to ensure event success.

This subtask also requires the contractor’s support and participation in the Joint Directory Services Working Group (JDSWG).  The JDSWG shall meet monthly in a contractor provided conference space within the National Capital Region (NCR).  Attendance varies from 15 to 50 people each month.

6.4
Task 4: 
Solution Fielding/Installation and Operation

6.4.1
Subtask 1: 
GDS System Management.

The Contractor shall identify existing DoD resources available to support implementation of a GDS application and system management capability.  This capability must be compatible with existing infrastructures at selected GDS deployment locations, and provide a centralized management approach for the entire GDS system.  The system management capability shall be capable of supporting Information Assurance Vulnerability Alerts (IAVAs) as they are distributed, either through forwarding of information or distribution and implementation of patches/fixes.  The system management solution shall be documented in the GDS Concept of Operations and addressed within the GDS Roadmap.

The Contractor shall support the government in the negotiation and establishment of a Memorandum of Agreement (MOA) with each Authoritative Data Source (ADS).  The Contractor shall provide the technical expertise to negotiate the details of the connections, protocols, format, and periodicity, to be used for the automated data transfer.  Maintenance of the MOA shall be done as GDS capabilities are enhanced to add additional protocol, connectivity support so that all connections are using the most secure method supported by standards and COTS products. 
6.4.2
Subtask 2: 
Pilot Support

DISA has received requests for pilot implementations of GDS.  The Contractor shall coordinate a response to each request through the Task Monitor, and when directed by the Task Monitor, will make necessary administrative and technical arrangements to dispatch teams of contractor and DISA personnel to organizations and sites stating a request for a GDS pilot.  Once on site, the contractor / DISA team will establish directory services that meet the GDS requirements.  The team will train local system administrators and users in procedures required to be followed when obtaining information from the GDS.  The team will also provide training, as necessary, to ensure the organization is functioning effectively as a new GDS customer.  This training will be centered on the GDS User Guides and Quick Reference Guides (developed IAW paragraph 6.5.1 below).  Upon its departure, the contractor / DISA team will provide adequate copies of current version of the User Guides and Quick Reference Guides.  The Contractor shall document a Trip Report for each pilot activity.  This report shall include any lessons learned from the pilot for potential impact to future activities. 
6.4.3
Subtask 3: 
Capability Deployment Definition

GDS Capability Increments are defined and scheduled for release via the GDS Configuration Control Board and under the supervision of the Configuration Manager.  The Contractor shall prepare a bill of materials (BOM) necessary to support the deployment of a GDS capability increment.  The Contractor shall schedule with the Government a site survey to finalize the BOM and deployment schedule.
6.4.4
Subtask 4: 
Site Survey(s)

The Contractor shall conduct a site survey to finalize the BOM and to determine site requirements in support of a GDS deployment.  Site requirements include, but are not limited to, training support, hardware/software/network equipment, and environmental (e.g., power and air conditioning).  The Contractor shall provide a Site Survey Report.

6.4.5
Subtask 5: 
Deployment Planning

The Contractor shall prepare a detailed plan and schedule of activities required in support of the deployment.  The Contractor shall show the critical path of activities on the schedule.  The Contractor shall update the BOM when the government has agreed to the plan and schedule.

6.4.6
Subtask 6: 
Deployment

The Contractor shall, when directed by the Task Monitor, be responsible for all activities involved in the procurement, acceptance, inventory, burn-in and shipping of hardware and software necessary to support each GDS deployment.  This will include generation or maintenance of all required system and security documentation to include the SSAA.  The Contractor shall work with the Government and coordinate all on-site activities for installation, system and security testing.  The Contractor shall prepare a Capabilities Deployment Inventory Report that identifies each item included in the deployment package.

6.5
Task 5:
Education, Training and Awareness, Certification and Accreditation, 


and IA Support
6.5.1
Subtask 1: 
Training Material Preparation / Training Execution 

Upon request from the Task Monitor, the Contractor shall develop training materials, provide qualified instructors (and training facilities as required), and execute user training designed to assist site administration and system/software development personnel with GDS administration and implementation of GDS-enabled applications.  The Contractor must be able to support training in both Government and contractor facilities.  The Contractor shall maintain training materials as enhancements / modifications are made to the system. This subtask requires the development and maintenance of program courseware to include items such as course outlines, instructor manuals, student handbooks, and training data.  The Contractor shall ensure that the training deliverables are in sync with current GDS baseline.  Task requires coordination for resource support during the execution of training to include a training environment, student account management, etc.

The Contractor shall develop and product a training / reference Compact Disk that captures the key aspects associated with GDS system administration and GDS enabled applications.  The contractor shall include key aspects associated with the steps required for PKI enabling, implementation and configuration of client applications / system applications / servers to access and use GDS.   PKI/GDS Lessons Learned shall be captured and provided as referential material. The CD will be of high professional quality, will employ state of the art graphics, and will be designed to provide training as well as all required referential material and necessary examples.  The Contractor is responsible for coordinating all actions associated with the definition of the CD contents, development of graphics and training scripts, and final production and copying and subsequent distribution.

.  

6.5.2
Subtask 2: 
System Test / Evaluation

The Contractor shall, when directed by the Task Monitor, be responsible for the development of system acceptance test procedures for each GDS deployment.  Once the GDS is deployed at two or more locations, the system acceptance test shall include procedures for evaluation of the interoperability of the system and equipment between each of the GDS sites.  The testing shall also ensure that existing capabilities are not degraded by the addition of new sites.  The Contractor shall work with the Government and coordinate all on-site activities for system acceptance testing.  In addition to COTS product evaluation activities identified in paragraph 6.3.5, the Contractor shall be responsible for the execution of all test and evaluation activities outlined in the GDS Master Test Plan, to include but not limited to directory synchronization testing, evaluation of backup and failover procedures and execution between multiple government GDS locations, and full system evaluation prior to a Capability Increment release for deployment.  The Contractor shall have the test procedures completed at least 30 days prior to scheduling of all test/evaluation activities.  The Contractor shall provide a formal test report within 30 days of completion of a test/evaluation activity.  The GDS Project Master Schedule shall establish specific delivery dates for each set of test procedures and test report.

The Contractor shall be responsible for the development of all required documentation as part of the DoD Information Technology Security Certification and Accreditation Process (DITSCAP).  The Contractor shall provide on-site support during the execution of System/Security Test & Evaluation activities.

6.5.3
Subtask 3:
Intrusion Alerts and Vulnerability Assessment (IAVA) Support

The DoD Computer Emergency Response Team (DoD-CERT) mission is to protect, defend, and restore the integrity and availability of the essential elements and applications of the DII.  The DoD-CERT disseminates Information Assurance Vulnerability Alerts (IAVAs) to Commander-in-Chief (CINC), Service and Agency points of contact.  There are three types of notifications: IAVA, IAVB, and Technical advisory.  The IAVA alert is generated when the vulnerability is most severe and corrective action is of the highest priority.  The IAVB, Information Assurance Vulnerability Bulletin, is generated when the vulnerability does not post immediate threat to DoD systems, but is significant enough that non-compliance with the corrective action could escalate the threat.  The Technical Advisory is generated when the vulnerability exists but is categorized as low risk.  

The Contractor shall be responsible for monitoring IAVA, IAVB, and Technical Advisories issued by the DoD-CERT, assessment of the impact and potential threat to the GDS, and implementation of corrective actions within the timeframes allotted by the DoD-CERT to maintain optimal information assurance thresholds.
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Quality and Compliance:

Quality service and products are the goals of both the Government and the Contractor.  Open and frank communication between the two parties is paramount to attainment of this goal and will provide opportunities to proactively address problem areas, identify successful areas to sustain, and identify business process improvements.

Contractor performance will be evaluated in four specific areas:

· Quality of Product and Service

· Timeliness of Performance

· Business Relations

· Customer Satisfaction

Specific performance evaluation criteria are identified below.

QUALITY OF PRODUCT AND SERVICE

· Compliance with contract requirements

· Completeness of shipment

· Delivery of correct product

· Delivery of quality product

· Delivery of product at an acceptable level of performance

· Equipment failures

· Delivery of defective equipment

· Accuracy of reports

· Effective logistics support

· Quality of replacement parts

· Configuration/integration capability

· Meeting cost estimates

· Adequacy of technology refreshment updates

· Adequacy of technical expertise and appropriate allocation to task support

· Proactive problem recognition and resolution

TIMELINESS OF PERFORMANCE

· Delivery dates met

· Discrepancies expeditiously resolved

· Warranty response time acceptable

· Reports meet due dates

BUSINESS RELATIONS

· Effective contract management

· Effectively managing contract resources

· Responsive to contract requirements

· Effectively resolving performance problems

· Reasonable/cooperative

· Prompt notification of problems

· Flexible

· Reliable

· Responsive to direction

· Implementation of quality improvements

· Innovative solutions

CUSTOMER SATISFACTION

· Completeness of shipments

· Operability of equipment and system upon receipt

· Quality of Product

· Accurateness of Documentation

8
Place of Performance:

8.1
Primary Place of Performance

Work will be performed at the contractor site within the National Capitol Region (NCR).  Work will be performed at Government sites as indicated.  Some work that directly supports program integration and control will require collocation with the Government in the Skyline office complex, Falls Church, VA.  In addition to local travel to Government and industry facilities, site visits to Government and industry facilities in CONUS and OCONUS may be required.

8.2
Travel

The contractor shall be required to travel locally in the National Capital Region.  Short-term (1-7 day duration) CONUS/OCONUS travel may be required with current travel planning outlined in the following table.  All required travel will be done in support of GDS system installation and maintenance in accordance with paragraph 6.0 of this SOW.  The projected travel, as tasked by the TM includes the following locations:
	Destination
	Number of

Personnel
	Number of Days
	Number of

Trips
	Purpose

	Unknown 
	2
	4
	2
	PKI Conference

	Unknown
	2
	4
	1
	DMS Semi-Annual Conference

	Unknown
	2
	4
	1
	DMS Semi-Annual Conference

	Chambersburg, PA
	3
	4
	2
	Installation of new/expanded GDS Capabilities/equipment

	Denver, CO
	3
	4
	2
	Installation of new/expanded GDS Capabilities/equipment

	Ft. Huachuca, (Tucson) AZ
	3
	5
	2
	Joint Interoperability Test Center (JITC) Evaluation

	Ft. Monmouth (Princeton), NJ
	3
	5
	1
	Standards Evaluation

	Unknown
	2
	4
	4
	C/S/A Conferences


The Task Monitor and Contracting Officer’s Representative (COR) must approve additional travel.
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Period of Performance:

The period of performance for this Task Order is 215 calendar days after award of Task Order.
10
Deliverable/Delivery Schedule:

The initial due dates for deliverables provided in this Delivery Order Definition may be modified by the Technical Task Manager at IPRs and/or other subsequent input from the Technical Task Manager.  The actual due dates for deliverables will be based upon the Task Order Management Plan and any subsequent revisions to the Task Order Management Plan.  All document deliverables on this delivery order will be delivered in hardcopy and electronically in an MS Word (Windows) or MS PowerPoint (Windows) format.

	SOW Task
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution 
	Frequency and Remarks

	6.1.1
	Quality Assurance Program
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 30

Final - 45

	6.1.2
	Task Order Management Plan
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 30

Final - 45

	6.1.2
	Work Breakdown Schedule (WBS)
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 30

Final - 45

	6.1.2
	Lessons Learned
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	Upon completion of task order
	2
	Two Copies to TM; Letter Only to KO
	

	6.2.1
	Contract Program Management Review(s)


	A003/DI-MGMT-80347  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Monthly, on 10th Calendar day

	6.2.1
	Monthly Status Report
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Component of Contract PMR

	6.2.1
	Cost / Schedule Status
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Component of Contract PMR

	6.2.1
	Program Schedule & Status Report
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Component of Contract PMR

	6.2.1
	Contract Funds Status
	A003/DI-MGMT-80347  (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	Quarterly, in conjunction with scheduled Contract PMR

	6.2.1
	IPR Agenda & Minutes
	A008/DI-MGMT-80368 (one electronic and one hard copy)
	
	2
	Two Copies to TM; Letter Only to KO
	Weekly, on workday following IPR

	6.2.3
	Configuration Management Plan (CMP)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	As required by process / procedure changes
	2
	Standard 

Distribution*
	Draft – 30

Final - 45

	6.3.1
	Roadmap
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TO Award
	2
	Standard

Distribution*
	Draft – 45

Final - 60

	6.3.1
	Implementation Plan
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 45

Final - 60

	6.3.2
	System Architecture 
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final -90

	6.3.2
	Security Architecture
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final -90

	6.3.2
	System Decision Paper(s)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Upon approval of system design modification
	2
	Standard

Distribution*
	Within 1 workday of approval

	6.3.2
	Interface Control Document (ICD)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 60

Final -90

	6.3.3
	Technical Manuals
	A005/DI-MISC-80508 (one electronic and one hard copy)
	As COTS products change, and as required by Task Monitor
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.3.3
	Detailed System Design Document
	Contractor determined format
	Calendar days after completion / approval of system design plans.
	2
	Standard

Distribution*
	Draft – 30

Final - 45

	6.3.4
	COTS Product Evaluation Strategy
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.3.5
	COTS Product Evaluation Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.3.5
	Product Evaluation White Paper(s)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	
	2
	Standard

Distribution*
	As directed by Task Monitor

	6.3.6
	Industry Forum Materials
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.4.2
	Pilot Implementation Trip Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	5th workday following return from trip

	6.4.2
	Report of Pilot Status
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Included in Monthly Status Report
	2
	Standard

Distribution*
	Monthly, on 10th Calendar day

	6.4.3
	Bill Of Materials (BOM)
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.4.4
	Site Survey Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after Trip
	2
	Standard

Distribution*
	10th workday following return from trip

	6.4.5
	Capabilities Deployment Schedule
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.4.5
	Capabilities Deployment Definition Document
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.4.6
	Capabilities Deployment Inventory Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after last item received
	2
	Standard 

Distribution*
	10th workday following receipt of last item ordered

	6.5.1
	Training Plan
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.5.1
	Lesson Plans
	Contractor determined format
	Calendar days after TM notification
	2
	Standard

Distribution*
	Draft – 30

Final -45

	6.5.1
	User Guides
	Contractor determined format


	Calendar days after TM notification


	2
	Standard

Distribution*


	Draft – 30

Final –45



	6.5.1
	Interactive CD (PKI/GDS Training Documentation/ Reference Materials)
	Contractor determined format (one video tape and one CD)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.5.2
	DITSCAP Documentation

(SSAA) 
	Contractor determined format
	IAW Schedule from Paragraph 6.4.3 
	2
	Standard

Distribution*
	IAW Schedule from Paragraph 6.4.3

	6.5.2
	Capabilities Deployment System Acceptance Test Procedures
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after TM notification
	2
	Standard 

Distribution*
	Draft – 30

Final -45

	6.5.2
	Capabilities Deployment System Acceptance Test Report
	A005/DI-MISC-80508 (one electronic and one hard copy)
	Calendar days after test completion
	2
	Standard 

Distribution*
	Draft – 15

Final –30


Standard Distribution

· 1 copy of the transmittal letter and the deliverable to the Primary TM
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Security:

All personnel require access to information at the SECRET level.

The contractor shall follow the standards established in DoD 5200.2-R, DoD Personnel Security Program.  DoD 5200.2-R requires DoD military and civilian personnel, as well as DoD consultant and contractor personnel, who perform work on sensitive automated information systems (AISs), be assigned to positions which are designated as one of two sensitivity levels (ADP-I, ADP-II).  These designations equate to Critical Sensitive and Non-Critical Sensitive.  The contractor shall assure that individuals assigned to the following sensitive positions, as determined by the Government, have completed the appropriate forms.  All individuals will be U.S. citizens.

Personnel supporting this task will be ADP-II positions and require a DoD National Agency Check plus written inquiries or a National Agency Check plus written inquiries.

The required investigation will be completed prior to the assignment of individuals to sensitive duties associated with the position.  The contractor shall forward their employee clearance information (completed SF 85P, Questionnaire for Positions of Public Trust, and two DD Forms 258 (Fingerprint cards) to: 

DISA Security Division (D16)

ATTN: Personnel Security (D162);

5111 Leesburg Pike, Suite 100

Falls Church, VA 22041-3206. 

Contractor personnel, with access to DoD facilities, shall observe local DoD security policies and procedures.  The DD Form 254 Contract Security Classification Specification Form is part of Appendix U of the contract.  Access to government facilities will be granted on a need-to-know and a clearance basis.

12
Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):

The Government-Furnished Equipment is detailed in Attachment A.

Additional GFI/GFE requirements will be identified on a task-by-task basis. As additional materials are required, the contractor shall coordinate requirements with the Task Monitor and COR. The Government will facilitate the contractor’s access to the data required in support of this work effort.  GFI will include existing GDS documentation and the current web site data.  Final disposition of GFE will be handled in accordance with the government's property management procedures.  All GFI will be available upon request.

13
Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I Assure‘ contract.
14
Inspection and Acceptance:  See section E.1 of the ‘I Assure’ contract.
15
Other Pertinent Information or Special Considerations:

The contractor shall maintain an integration and test laboratory in the NCR using GFE (Attachment A).

a.
Identification of Possible Follow-on Work.

Upon completion of this task order it may be necessary for the contractor to perform follow-on work for the continued support of GDS per 6.0

b.
Identification of Potential Conflicts of Interest (COI).
The primary burden is on the contractor to identify any organizational COI.  The Government will identify and evaluate such conflicts. 

c.
Identification of Non-Disclosure Requirements.

The contractor must execute the non-disclosure agreements when working with sensitive and/or proprietary information.  During the integration of the GDS and Vendor proprietary software the Contractor must execute the non-disclosure agreement as it relates to the GDS and its multiple commercial components.

