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MARK ALL

PACKAGES AND

PAPERS WITH

 IDENTIFICATION

NUMBERS IN

BLOCKS 1 AND 2.

X

This delivery order/call is issued on another Govt. agency or in accordance with and subject to terms and conditions of above numbered contract.

NAME OF CONTRACTOR

SIGNATURE

TYPED NAME AND TITLE

DATE SIGNED

If this box is marked, supplier must sign Acceptance and return the following number of copies:

17. ACCOUNTING AND APPROPRIATION DATA/ LOCAL USE

$767,754.00

36. I certify this account is correct and proper for payment.

6. ISSUED BY

CODE

7. ADMINISTERED BY 

CODE

SEE ITEM 6

DEST

OTHER

(See Schedule if other)

8. DELIVERY FOB

X

MARK IF BUSINESS IS

9. CONTRACTOR  

CODE

0RBN7

FACILITY

10. DELIVER TO FOB POINT BY (Date)

11.

12. DISCOUNT TERMS

13. MAIL INVOICES TO THE ADDRESS IN BLOCK

See Item 15

CODE

15. PAYMENT WILL BE MADE BY

CODE

(YYYYMMMDD)

18. ITEM NO.

19. SCHEDULE OF SUPPLIES/ SERVICES

SEE SCHEDULE

24. UNITED STATES OF AMERICA

CONTRACTING / ORDERING OFFICER

25. TOTAL

DIFFERENCES

29.

BY:

26. QUANTITY IN COLUMN 20 HAS BEEN

27. SHIP NO.

PARTIAL

FINAL

28. DO VOUCHER NO.

32. PAID BY

30.

INITIALS

SIGNATURE OF AUTHORIZED GOVT. REP.

DATE

31. PAYMENT

COMPLETE

PARTIAL

FINAL

33. AMOUNT VERIFIED

CORRECT FOR

34. CHECK NUMBER

35. BILL OF LADING NO.

DATE

SIGNATURE AND TITLE OF CERTIFYING OFFICER

SMALL

SMALL

DISADVANTAGED

WOMEN-OWNED

INSPECTED
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ACCEPTED, AND CONFORMS TO THE

CONTRACT EXCEPT AS NOTED

37. RECEIVED AT

38. RECEIVED BY 

39. DATE RECEIVED

(YYYYMMMDD)

40.

TOTAL

CONTAINERS

41. S/R ACCOUNT NO.

42. S/R VOUCHER NO.

DCA200-00-D-5015

2001Jun29

1. CONTRACT/PURCH. ORDER/ 

    AGREEMENT NO.

2. DELIVERY ORDER/ CALL NO.

3. DATE OF ORDER/CALL

4. REQ./ PURCH. REQUEST NO.

5. PRIORITY

0003

DJEMZ12046

PURCHASE

Reference your quote dated

Furnish the following on terms specified herein.

ACCEPTANCE. THE CONTRACTOR HEREBY ACCEPTS THE OFFER REPRESENTED BY THE NUMBERED PURCHASE 

ORDER AS IT MAY PREVIOUSLY HAVE BEEN OR IS NOW MODIFIED, SUBJECT TO ALL OF THE TERMS

AND CONDITIONS SET FORTH, AND AGREES TO PERFORM THE SAME.

23. AMOUNT

22. UNIT PRICE

21. UNIT

* If quantity accepted by the Government is same as

quantity accepted below quantity ordered and encircle

quatity ordered, indicate by X.  If different, enter actual

ANNE (KAREN) KELLER

DELIVERY/

CALL

16. 

TYPE

OF

ORDER

14. SHIP TO

See Schedule

1831 WIEHLE AVENUE (DUNS 793018888)

RESTON VA  20190

LOGICON INC

QUANTITY

ORDERED/

ACCEPTED*

20.

DISA/DITCO/DTS6/ANNE KAREN KELLER

2300 EAST DRIVE, KELLERA@SCOTT.DISA.MIL,

 618-229-9504, FAX: 9440

SCOTT AFB IL  62225-5406

DFAS PENSACOLA

MAIL TO: DITCO/DTC4-FMO  2300 EAST 

DRIVE/618-229-9228

SCOTT AFB IL  62225-5406

DD Form 1155, JAN 1998 (EG)

PREVIOUS EDITION MAY BE USED.


SECTION B Supplies or Services and Prices 

	ITEM NO
	SUPPLIES/SERVICES
	MAX QUANTITY
	UNIT
	UNIT PRICE
	MAX AMOUNT

	0001
	
	1.00
	Each
	$767,754.00
	$767,754.00

	
	Information Assurance Support Services 

T&M - GCSS System Security Engineering support as in accordance with SOW dated 12 Feb 2001.  Period of Performance of this order is from 01 July 2001 thru 30 June 2002 (365 days) as in accordance with Logicon proposal dated 08 June 2001 which is incorporated by reference. 

PURCHASE REQUEST NUMBER DJEMZ12046 


	

	
	
TOT MAX PRICE
	$767,754.00 

	
	

	

	
	
	


SECTION G Contract Administration Data 

ACCOUNTING AND APPROPRIATION DATA 

	 
	 
	 

	AA: 
	97X4930.5F20 000 C1013 0 068142 2F 255011 
	 

	AMOUNT:  
	$752,700.00 
	 

	  
	  MIPR DJEMZ12046 - $117,415.90
	  

	  
	  MIPR DD2MZ17739 - $635,284.10
	  

	  
	  
	  

	  
	  
	  


‘I ASSURE’ TASK ORDER (TO) 

STATEMENT OF WORK (SOW)
as of 12 February 2001
	Contract Number:
	DCA200-00-D-5015

	Order Number:
	0003

	Tracking Number:
	00054.00

	Previous Order Number:
	Not Applicable


1.  Points of Contact

2.  Order Title:  GCSS System Security Engineering

3.  Background:  One of the major elements in the successful waging of war is ensuring the flow of personnel and supplies to and from the battlefield throughout all phases of an operation (mobilization, deployment, engagement, sustainment, and redeployment).  In order to develop and sustain this flow, logistics commanders in the field need to have information that will allow them to understand both the tactical and logistics situation.  Currently, this is not easy for U.S. Forces due to a number of factors.  The most significant factor is the state of the art of logistics information systems, which tend to be “stove piped” systems developed in relative isolation.

Recognizing the need to provide commanders in the field with a better and more integrated source of logistics information, the Defense Information Systems Agency (DISA), with guidance from the Joint Logistics Staff, has initiated an effort to develop the GCSS.  The GCSS will provide an integrated view of the logistics situation; essentially a logistics situational awareness display.  This is being accomplished through the addition of GCSS segments consisting of Common Operational Picture – Combat Support Enhanced (COP-CSE) and the GCSS Portal.

DISA is developing the GCSS using an iterative design approach, fielding in increments with each increment more mature than the last.  This will provide DISA with the opportunity to better understand and integrate user requirements and design input into the development of the system.  The first fielding coincided with the Ulchi Focus Lens (UFL) Exercise in August of 1998.  This fielding consisted of a prototype of the COP-CSE Version 1.1.1.0, which provided limited GCSS functionality.  It was fielded at the following basic locations during UFL:

· Yongsan Army Base, Korea

· Command Post Tango, Korea

· Osan Air Force Base, Korea

· Taegu, Korea

· Hickam Air Force Base, Hawaii

· Camp Smith, Hawaii

· Ft. Shafter, Hawaii

· ALCOM, Alaska

The last fielded Version of COP-CSE in FY 1999 was Version 1.4 to coincide with the Foal Eagle Exercise.  GCSS v2.0 has completed the required testing for GCCS mission applications (Functional Test and Evaluation, Standards Compliance Testing, Operational Test and Evaluation, and Security Test and Evaluation).  We are currently awaiting CMB approval for fielding which is expected the end of February 2001.

4.  Objectives: The objective of  this Task Order (TO) is to provide technical security support to the Information Processing Engineering Support Organization (IPESO), GCSS Engineering Division with engineering activities to design, development GCSS mission applications and integrate them with the Global Command and Control System (GCCS).  The GCSS derived its requirements from the GCSS Capstone Requirements Document (Draft), 03 January 1999, J4, Logistics Information Systems Directorate (currently in JROC review); and the Joint Staff, Logistics Information Systems Division, Validation Approval of Mission Need Statement (MNS) for Global Combat Support System, 10 September 1997, signed by Director of the Joint Staff.

5. Scope:  The contractor shall provide technical security engineering, and program support services. 

The contractor shall comply with the appropriate DoD-approved architectures, programs, standards and guidelines, such as Defense Information Infrastructure (DII) Strategic Technical Guidance (STG), DII Common Operating Environment (COE), Defense Information Systems Network (DISN) and Shared Data Environment (SHADE).  Specific services addressed in this SOW are:

· Task Area 1: Policy, Planning, Process, Program and Project Management Support

· Task Area 2: Standards, Architecture, Engineering and Integration Support

6.  Specific Tasks:
6.1
Task 1 - Contract-Level and TO Management 

6.1.1 Subtask 1 - Integration Management Control Planning. 

Provide the technical (task order level) and functional activities at the Contract Level needed for the Program Management of this SOW. Include productivity and management methods such as Quality Assurance, Progress/status reporting, and Program Reviews at the Contract and Task Order level. Provide the centralized administrative, clerical, documentation and related functions.   

 6.1.2   Subtask 2 - TO Management. 

Prepare TO Management Plan (A001) describing the technical approach, organizational resources and management controls to be employed to meet the cost, performance and schedule requirements throughout TO execution.  

The Contractor shall prepare a Monthly Status Report (A002) monitoring the quality assurance, progress/status reporting, and program reviews applied to each task in this TO (as appropriate to the specific nature of the SOW). At a minimum this data shall include:

· The project task schedule showing any proposed changes, the reasons for the changes, and the potential impact on the TO.

· Descriptions of activities and deliverables during the current month for the TO.  The description shall include problem definitions and recommendations for program resolutions.

· Exercise and site support, trip reports, technical visits, technical reports, user/developer training, and related results.

· Planned activities for the next reporting period including technical data to be submitted.

· Personnel reassignment impacting contract work.

· Costs incurred by the task.  This section shall include a summary of the planned costs on a monthly basis and the actual costs incurred.  The contractor in the project schedule/impact section mentioned above shall explain deviations from the planned expenditures.

The contractor shall also prepare a Weekly Status Report (A003) for the TM via email.  This report shall address the progress of work accomplished for that reporting period, any outstanding issues, and what is planned for the next reporting period.  This report shall address each deliverable within a Task to the Subtask level, who was working on each effort and their labor category, and the number of hours spent per individual.

Task 1 Deliverables:
Contract Management Plan (A001)




Monthly Progress, Status & Management Report (A002)




Weekly Status Report (via email) (A003)

6.2 Task 2 –  GCSS System Security Engineering

6.2.1
Subtask 1:  Directory Services 

The contractor shall develop a model and prototype for a global level directory for GCSS to use and share with other DISA applications as required.  The directory to be developed will interface with the DISA developed Global Directory Server (GDS) and will support all pertinent account, profile, role, and/or permission information for any interfacing application.  The directory will have a standard interface for the wide variety of account systems, architectures and tools including LDAP, NDS, Windows 2000 Active Directory, and the DII COE Account and Profile manager. The resultant prototype directory shall be capable of securely holding a user’s various operating system and application level accounts and privileges and their PKI certificate used for application access and/or digital signature.  The contractor shall develop prototype administration tools to support user registration, SSO authentication/revocation, and other SA functions.  This standard set of administration tools should be designed to replace existing account management tools in DISA applications such as the GCSS Portal and JOPES 2000, and potentially DMS and DOD PKI security tools. This subtask will begin with a documentation review of the existing directories and tools in the target DISA systems.  This study will be documented in a GCSS Directory Services Technical Report (A004).  This report should also include a project plan and Concept of Operations for the prototype system to be developed.  The contractor shall specify the COTS software required, and develop prototype GOTS software to manage this global level directory.  Documentation of this software will include a Software Product Specification (SPS) (A005) and an Application Program Interface Reference Manual (APIRM) (A004).  In addition, the contractor shall deliver all prototype software (A006) developed under this subtask.  

6.2.2 Subtask 2:  Single Sign-On

The GCSS engineering team has lead the effort to incorporate PKI and single sign-on (SSO) capabilities into our application set.  In fact, we are the first system to field using PKI on the SIPRNet.  We had hoped to share our lessons learned and engineering experience to work with IA and GCCS to develop and field a single sign-on capability that could be used by any application fielding to support the CINC and JTF.  

The contractor shall develop a single sign-on capability and architecture document (A004) that could be used to support DISA applications.  The planned deliverables for this tasking is an architecture and infrastructure tool set that would tie together user access permissions and roles, PKI, OS directories and COE's account profile manager with the GCCS and GCSS applications' security mechanisms.  

The contractor shall document the requirements analysis of Single Sign-On architecture and infrastructure tool set in a CONOPS for Single Sign-On (A004).   The contractor shall develop and conduct a briefing of the CONOPS for the GCSS Chief Engineer and System Engineer.  This briefing will be scheduled at a time of mutual convenience after the CONOPS has been published (45 calendar days after award).  If necessary, the contractor shall develop a prototype to demonstrate the CONOPS to the Chief Engineer and System Engineer.  This prototype capability shall provide DOD PKI certificates and/or ID/Password authentication, authorization, and central registration capabilities to all GCSS applications.

Task 2 Deliverables: 
Directory Services Technical Report (A004)

Software Product Specification  (A005)

Application Program Interface Reference Manual  (A004)

Computer Software End Items: Prototype Software  (A006)

SSO Architecture Document (A004)

SSO CONOPS (A004)

Computer Software End Items: Prototype Software  (A006)

7.  
Place of Performance:  This task order shall be performed at the contractor site.  No travel is expected to support this task order.

8.  
Period of Performance:  The period of performance is 365 calendar days from date of award.
 
9. Deliverable/Delivery Schedule:  

	SOW Task#
	Deliverable Title
	CDRL/DID#
	Due Date
	Copies
	Distribution
	Frequency and Remarks

	6.1.2
	Contract 

Management Plan
	A001/DI-MGMT-8004
	Draft 10 working days after Contract Award

Final 30 working days after Contract Award
	1
	Standard 

Distribution*
	Draft – 10 working days

Final – 30 working days

	6.1.2
	Monthly Progress Report
	A002/DI-MGMT-80227
	10th working day of month
	1
	Standard 

Distribution*
	Monthly, on 10th workday

	6.1.2
	Weekly Status Report (via email)
	A003/DI-MGMT-80368
	3rd working day of week
	
	TM and ATM
	Weekly, on 3rd workday

	6.2.1
	Directory Services Technical Report
	A004/DI-MISC-80508
	Draft 90 working days after Contract Award

Final 120 working days after Contract Award
	1
	Standard
	Draft – 90 working days

Final – 120 working days

	6.2.1
	Software Product Specification
	A005/DI-IPSC-81441
	Draft 150 working days after Contract Award

Final 180 working days after Contract Award
	1
	Standard
	Draft – 150 working days

Final – 180 working days

	6.2.1
	Application Program Interface Reference Manual
	A004/DI-MISC-80508
	Draft 150 working days after Contract Award

Final 180 working days after Contract Award
	1
	Standard
	Draft – 150 working days

Final – 180 working days

	6.2.1
	Computer Software End Items (Prototype Software)
	A006/DI-MCCR-80700
	200 working days after Contract Award
	1
	Standard
	200 working days

	6.2.2
	Single Sign-On CONOPS
	A004/DI-MISC-80508
	Quarterly starting 5th working day of Quarter
	1
	Standard
	Quarterly

	6.2.2
	SSO Architecture Document
	A004/DI-MISC-80508
	Draft 150 working days after Contract Award

Final 180 working days after Contract Award
	1
	Standard
	Draft – 150 working days

Final – 180 working days

	6.2.2
	Computer Software End Items (Prototype Software)
	A006/DI-MCCR-80700
	200 working days after Contract Award
	1
	Standard
	200 working days


*Standard Distribution
· 1 copy of the transmittal letter and the deliverable to the Primary TM

10.  Security:  The work to be performed is at the Secret level.  Personnel performing work under this TO must be eligible for a secret clearance.  The work to be performed and the products to be delivered under this contract shall be accomplished in accordance with the contract Security Classification Specification, DD Form 254, pertaining to this contract.

11.  Government-Furnished Equipment (GFE)/Government-Furnished Information (GFI):  The government will provide access to the necessary documents pertaining to GCSS, GCCS, and DII COE.  In support of this TO, the Government shall provide access to the subject matter expert(s) concerning DII COE and GCSS interface requirements.

12.  Packaging, Packing, and Shipping:  See paragraph D.1 of the ‘I Assure’ Contract.  
13.  Inspection and Acceptance:  See paragraph E.1 of the ‘I Assure’ Contract. 

14.  Other Pertinent Information or Special Considerations: 


14.1  Non-Disclosure Requirements.  The ‘I Assure’ contractor must provide a nondisclosure agreement when working with sensitive and/or proprietary information.  The government at the time of this SOW has identified no requirements however; the government reserves the right to require one at the appropriate time.

14.2  Specific Expertise, Educational and Work Experience.  The contractor must possess the minimum educational and experience qualifications for the contractor support staff as identified in the ‘I Assure’ SOW.  The contractor must have support staff that possess expertise and experience in the GCCS Common Operational Picture (COP) and COP Combat Support Enhanced (CSE) systems.  

14.3  Government Estimates.  It is anticipated that the level of effort for this SOW will require a total of 8098 technical hours to be utilized within the following labor categories:

	Task Order Manager

	Contracts Manager

	Senior IA Functional Analyst

	Intermediate IA Funtional Analyst

	Senior IA Analysis

	Intermediate IA Analysis

	Senior  Systems Engineer

	 Systems Engineer

	Senior  Software Engineer

	Intermediate  Software Engineer

	Junior  Software Engineer

	Senior  Systems Integration Engineer


14.5  List of Materials/Equipment/Training.  The contractor will be authorized to make small purchases for items such as books, tools, software and peripherals for equipment such as cables.  The contractor shall annotate what was purchased in the Weekly Report.

15  Software Evaluations for ACAT I Programs.  It is DoD policy that software systems be designed and developed based upon software engineering principles. This includes the selection of contractors with the domain experience in developing comparable software systems, a successful past performance record, and a demonstrable mature software development capability and process. It also requires a software measurement process to plan and track the software program, and to assess and improve the development process and associated software product.

Software development and performance is an integral component of advanced defense systems.  Accordingly, it will be a technical requirement for contract that each contractor performing software development or upgrade(s) for use in an ACAT I program will undergo an evaluation, using either the

tools developed by the Software Engineering Institute (SEI), or those approved by the DoD Components and the DUSD(S&T).

At a minimum, full compliance with SEI Capability Maturity Model Level 3, or its equivalent level in an approved evaluation tool, is the Department's goal. However, if the prospective contractor does not meet full compliance, a risk mitigation plan and schedule must be prepared that will describe, in detail, actions that will be taken to remove deficiencies uncovered in the evaluation process and must be provided to the Program Manager for approval.  

The Deputy Under Secretary of Defense (Science & Technology) will define Level 3 equivalence for approved evaluation tools. The evaluation will be performed on the business unit proposed to perform the work. The reuse of existing evaluation results performed within a two-year period prior to the date of the government solicitation is encouraged.

